PykoBoAcTBO No aKkcnnyatauum
SIP monntop BEWARD
SM700 n SM700W

beward.ru



OrnaBneHue

OTTIABIIEHMUE ......... .o et e e et e et e et e e e e et e et e e et e e e ea e e aan e e et e enaeenanns 2
TMABA 1. MEPDBI MIPEOOCTOPOMKHOCGTMU ... et e e e 3
TTNABA 2. OBLLUME CBELIEHWUS ...t et e e e e e e e et e e st e e e e aaanas 5
2.1. OCOBEHHOCTW SIP MOHUTOPA BEWARD SM700(W) ... 6
2.2. OCHOBHDBIE XAPAKTEPUICTUIKM .. ouniitieeeiee e e et et et e e et e e e e et e e e e e e et e e e s e e e e e e s e e s e eassa et s eanssneens 6
R T o) Y11= L0 1o 7Y=L 7
2.4. MUHUMATNBHBIE CUCTEMHDBIE TPEBOBAHMIS «...uiiteeieeeee et ettt et e et e e e et e e e e s et e e s et s eae e e e eanesneens 7
MABA 3. OCHOBHDBIE SJIEMEHTBI YCTPOWMCTBA ..o et ee e ea e 8
TMABA 4. TTOKATIBHBIN MHTEPEWIC ..., 10
4.1. OTOBPAXEHME BULEOQ MO BATTPOCY ...evtniitneeeteeeteeeteesteesteesatesanesansssnaessneetneesaneessneesaneeraneesannes 11
R Y | o T o ] =] =Y T ] =N 12
T Y | ST Ol =N o] =10 ] = O 12
4.4 MEHIO XKYPHATI BBIBOBOB. ... ueeuituttetetteettaesaseaseaee s s ta s et e ea s sasea e aa s saseaseanseassaseanssasensesnssnasenrennns 13
4.4.1 MEHIO OETANBHOMO MPOCMOTPA QOTOMPADUNM ... .cevteeeeieeeeieeeee et e e ae e e e et e e et e e et e e eaneesaneesaeesannns 15
4.5. BKINOYEHUE U OTKIMKOYEHUE BECLUYMHOTO PEXKUMA ... ceuiteeeiieeeteeeeeeaeeeeeae e esnseanssasensesnssanseneennns 16
4.8, IMEHIO HACTPOWMIKM . vneeuiieeete et et et e et e e e et et e e et e et e e e e e et e e e s e e e eae e e e ea e et e e e s ean e e s eanssnnseneennss 16
T Y/ [={ 2 1O T =7 TR 17
4.6.2 MEHIO TEXHUYECKOE OBCTTY KUBAHMUE .....uetuteee et ettt et e et et e e e et st e e e ea st s easeanssaesnseansennseneennns 19
TR R (Y, [={ 1T X S QL I\ TR 20
FMABA 5. HACTPOWUKA NMPOBOOHOTO COELUMHEHWS ..o 24
5.1. ONPEOENEHUE IP-ALPECA SIP MOHUTOPA. ... .ccuuiite et eee et e et e et e e e e e e e et e e e e e s e e s e eanns 24
5.2. TTONYYEHVE OOCTYNA K BEB-MHTEPOEMCY SIP MOHUTOPA ...couiieiieei e et e e e e e 24
IMABA 6. HACTPOWUKA BECMPOBOOAHOIO (WI-FI) COEOUHEHUSA ..o 26
6.1. OBWWE CBEOEHMA O BECMPOBOAHOM MNOAKMOYEHUM SIP MOHUTOPA SM700W .....ovvviiiiiiieeie, 26
6.2. HACTPOVKA BECMPOBOAHOIO MOAKMOYEHNA C MOMOLWBIO WPS ..o, 26
6.3. HACTPOVKA BECMPOBOAHOIO NOAKMOYEHNA SIP MOHUTOPA YEPE3 BEB-VIHTEP®EWNC........cevveevnneeeen. 27
FMABA 7. BEB UHTEP®EMNC: HACTPOWMKWU = AYIIMO ... 30
FMABA 8. BEB-UHTEP®EMC: HACTPOMKM = CETDB ..ot 31
T IR L] T =] =Y = 31
T2 1 1 32
8.3. WI-FI (ToNbKO ANA SIP MOHUTOPA SM700W) ...cceiiiiie et e e e e e e e 33
T 0 | 35
L TS T 1 N1 36
TG TR = 1 N1 1 37
T 10\ £ T 37
LTS TR e I 39
TS TR L] R 40
T O = I T 41
T B I G @ 1Y TR 42
T 22 Y1 T 43
IMABA 9. BEB MHTEP®EWNC: HACTPOMKU - MOHUTOP...........coooiieiieeieeeee oot 49
L I I = (o117 Y T o N =0 07 T 49
FMABA 10. BEB-UHTEP®ENC: HACTPOWMKU - CUCTEMHDBIE ........c.ooooeeeeeeee e 50
(O I LT T0 )Y T 2 50
O A N = == Y = PPN 50
(OIS T (0] 11 55T =7 i =1 1 52
(O @51z T0) =311 = = 52
10,5, CBPOC HACTPOEK .. .ittutitteetete ittt eest e e et e eate e e st e e e b e e e b e e s b e e e b s e e b s s s b s e ab s e e b s es b e s sba s e sasesansssnssesnnseenns 53
(O =T Sy N ] N 54
L 70 1 1 2 N 56
MPUNOXEHWUE A. BABOLCKUE YCTAHOBKM ....cvveiitieit ettt eest e et e e e eaae e s s s esaesssaassaasssassansesnsesnssennaees 56
MPUNOXEHUE B. TAPAHTUNMHBIE OBSABATENBCTBA ...iiuuiitniiiteeeteetteeeaeesasestsestsssasesansestsesnesssneesrneres 57
TPUNOXKEHUE C. TTPABA N TTOOIEPIKKA ...eetniiteiiettetteeeteesteesaeeesaeeesasssaesssasssasssasssasssnsssnsesnessennaees 60
TTPUNOXKEHUE D. TTIOCCAPUIT ...ttt ettt ettt e e e e et e e e e e e e e et e e e e e st s eaaessaneseaneesanenes 62

PykoBoacTBo no 3kcnayatauuu SIP moHuTopa SM700(W)



nmaBa 1. Mepbl NpegoCcTOPOXHOCTH

Mepea ucnonb3oBaHMeM yCTpoMCcTBa HEO6XOAMMO NOMHUTL HUXecneayLee.

[aHHbIn NpoayKkT yaoBneTBopsieT BceM TpeboBaHnsam 6esonacHocTn. OgHako, Kak n nobon
anekTponpubop, B criyd4ae HenpaBWiIbHOrO WCMONb30BaHWS MOXET Bbl3BaTb MOXap, YTO, B CBOK
ouvepenb, MOXeT NoBneYb 3a cobon cepbesHble NocneacTsnsa. Bo nsbexaHume Hec4YacTHbIX CriyyaeB

06s13aTeNIbHO U3y4YnTe NHCTPYKLMIO.

Cobnropante MHCTPYKLMIO NO 3KkcnnyaTaymm!
N3Gerante ANUTENbHOIO MCMNOMbL30OBAHUSA WAW XpaHEHUS Kamepbl B HebnaronpuaTHbIX
YCIOBUSX:

e [lpn CNMLWKOM BbICOKMX UK HU3KUX TemnepaTtypax (paboyas TemnepaTypa YCTPOWCTB OT -
10 go +50 °C).

o [3berante nonagaHust NPsIMbIX COSTHEYHbIX NyYen B TeYEeHMEe LNUTENbHOrO BPEMEHU, a
TaKke HaxoxgeHus nobnn3ocTn oTonnTenbHbIX 1 06orpeBaTeribHbIX MPUBOPOB.

e [3beranmte 65IM30CTM C BOAOW UMM UCTOYHUKAMU BMa)XHOCTU.

e [3berante 6GnM3ocTM C ycTpomcTBamu, obnagarowmmm OOnbLUMM  3NEKTPOMArHUTHBIM
adhpeKkTom.

e Hepgonyctuma yctaHoBka SIP MOHUTOpa B MeCTax C CUIbHOW BUBpaLmen.

o Heponyctnm mMoHTax SIP MoHuUTOpa npu TemnepaType Huxe -10 °C.

BHUMAHUE!
B cnyyae HeucnpaBHocTu SIP MoHWTOpa cBaxuUTECh C cepBUCHbIM LieHTpoM OO0 «HIIN «beBapa».

B cny4yae HeKoppekTHOM paboTbl SIP MOHUTOpA:
e [lpn oBHapyxeHun gbiMa nnm HeobbIYHOIo 3anaxa.
e [lpu nonagaHumn Bogpbl UNn ApYrMx MHOPOAHbIX OOBEKTOB BHYTPb.

e [lpu nageHumn SIP MOHUTOpPaA MNK NOBPEXOEHUM KOpRyca:

BbinonHuTe cnepyrowme AeMcTBUN:
e OtkntounTte SIP MOHMTOP OT UCTOYHMKA NUTAHUA U OTCOeQMHUTE BCE OCTallbHble NpoBoAa.
e Casxutecb c cepBuUcHbiM UeHTpom OOO «HIM «beBapa». KoHTakTHble gaHHbie Bebl

MOXeTe HanTu Ha canTte http://www.beward.ru/.

TpaHcnopTMpoOBKa
Mpun TpaHcnopTupoBke nNonoxuTte SIP MOHUTOP B yNakoBKy Npov3BoaAnTeNs unm niobon apyrom

MaTepuan CooTBETCTBYIOLLEro KavyecTBa U yOoaponpo4HOCTH.
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http://www.beward.ru/

BeHTunauua
Bo nsbexaHne neperpesa, H/ B KOEM Crlydae He BrnoKMpymnTe LUMpPKynsumio Bo3gyxa Bokpyr SIP

MOHWUTOPA.

Yuctka

Mcnonb3ynte MArkylo Cyxylo TKaHb AN NPOTUPaHUS BHELWHWMX noBepxHocTen. [ns
TPYAHOBLIBOAMMbBIX MSATEH MCMOMb3ynTe HEGONbLUOE KONMMYECTBO YUCTALLEro CpeacTBa, Mocre 4ero
HaCyX0 BbITPUTE MOBEPXHOCTb.

He mncnonb3ynte cnvptocogepxalime cpenctsa, aueToH, KACNOTocoAepXalme cpeacrsa u

GEeH3NH, TaK Kak OHX MOryT NoBpeanTb kKopnyc SIP MoHuTOpA.

PykoBoacTBo no 3kcnayatauuu SIP moHuTopa SM700(W)



MaBa 2. O6wune cBegeHun

BEWARD SM700(W) — 3TO BbICOKONPOU3BOAMTENbHBLIN SIP MOHMTOpP, pa3paboTaHHbI Ans
NPUMEHEHUA BHYTPU OPUCHBIX U XurblX nomeweHnin. SM700(W) ocHalwéH 7 AMMOBBLIM 3KpaHOM.
YnpaBneHne OCHOBHbIMW (YHKUMSIMA MOHUTOpPa OCYLLECTBNAETCHA C MOMOLLLID  CEHCOPHbIX

YHKLMOHAnNbHbLIX Knaesuw. BHeLWHWA BUA MOHUTOPA NoKasaH Ha pUCyHke 2.1.

r——‘——_—__—__\

BE\VARD

IP BUAEOHABNHWAEHWE

Puc. 2.1

BEWARD SM700(W) npocTt B obpaiwieHnn n ygobeH B ucnonb3oBaHun. OH no3BonsieT
npuHuMaThb SIP BbI30BbI, BECTU NOIHOAYNSEKCHBIE Pa3roBOPbI B PEXMME pearibHOro BpeEMeHU, a Takke
npocmartpmBaTb BUOEO C NOOKITHOYEHHOM K HEMY IP-BMaeokaMepbl N0 HaXaTUo ropsdmnx knasuw. ns
komdopTHOro npeboiBaHms SIP MoHMTOp nogaepxmBaeT yHKUMOHan 6eCLlIyMHOro pexmma.

Moonepxka BHewHen USB namaT NO3BOMSIET HAOEXHO COXPaHATbL 3anvcy XKypHana cobbiTui
SIP moHuTopa. B cniyyae otcyTcTBus BHewwHen USB namatn 3anncu xxypHana coObITUIA COXpaHSI0TCS
BO BHyTpeHHen namsatm SIP moHuTopa. [lonb3oBatenb MOXeT npocmaTpumBaTb doTorpadgum
3BOHMBLLErO YernoBeka, eCnv BbI30B Obln MPOnyLLEeH.

SIP monuntop SM700(W) nogaepxusaet npotokon SIP 2.0 ¢ cootBeTcTBUEeM RFC3261, a Takke
pasnuyHble pexumbl OTKpbITUA Asepu, B Tom uncne DTMF-Relay RFC2833. 310 obecneynBaeT emy
COBMECTUMOCTb C BbI3bIBHbIMU NaHenamu BEWARD, a Takke genaet BO3MOXHbIM NPUHUMATL BbI30BbI

Hanpsmyto no SIP P2P, yepes IP-ATC, nnn yepes obnadnein SIP-cepsep BEWARD KtoTam, uto
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aenaet npumeHeHue SIP monntopa SM700(W) yHuBepcarnbHblM Kak Ansi 4acTHOro, Tak v Ans
KOpropaTMBHOIO CeKTopa.

CyuwectByeT AaBa BapuaHTa nogkntoyeHus SIP moHutopa BEWARD k cetun Ethernet:

» Insa mogenn SM700 - npu nomowm nposogHoro nHtepderica 10BASE-T/100BASE-TX

» Ina mogenn SM700W - npu nomowm nposogHoro uHtepdenca 10BASE-T/L00BASE-TX n
BcTpoeHHoro moayna WiFi IEEE 802.11bgn (2.4 Twu)

[ns ynobctBa MOHTaxa onuuoHanbHO B KOMMnekT noctaskn SIP moHutopa SM700(W) BxoaaT

WMCTOYHUK NnTaHusa 12B n nepexogHuUK nnTaHna and 6bICTpOFO noaKnt4yeHna MOHUTOpPA.

2.1. OcobeHHocTN SIP moHuTtopa BEWARD SM700(W)

e [lognepxka SIP 2.0

o  DyHkuma «Hands free»

e [IpocmoTp BMAeo c IP-Buaeokamepsbl

e CoxpaHeHue doTorpadum 3BoHsLLEro npu Boldose SIP MoHMUTOpa
o [logoepxka BHewHen USB namsatn go 128 I'b

o [IpodheccrmoHanbHOe nporpammHoe obecneveHme

o CeHCOpHble KHOTMKK

e 3awumTa OT BHELLHEro Bo3gencraems no ctaHgapty IP30 npu WTaTHOM MOHTaXe Ha CTeHy

2.2. OCHOBHbI€ XapaKTEePUCTUKMN

e LiBeTHoM gucnnen TFT LCD, 7 gionmos

e PaboTta c Buaeo H.264

o Komnpeccus 3Byka G.711

e [lByHanpasBneHHbI pasroBop «[1onHbIN Oynnekcy

¢ OnepaumoHHas cuctema Linux

e BcTpoeHHbIn MUKPOGOH N AMHAMUK

o CeteBon npotokon TCP/IP

e WiFi IEEE 802.11bgn (Tonbko gnsa mogenu SM700W)
e Ethernet 10/100 M6ut/c

e [lutanme: DC12B,1A

e Pabouvas temnepatypa: ot -10 go +50 °C

e [JlonycTtumbln ypoBeHb BriaxHocTh: oT 10 go 90% (6e3 obpasoBaHusa koHAeHcaTa)
e HacTeHHbIN MOHTaX

o [abaputbl 218x141x20 mm (OxLLUXB)

e Bec 0,8 kr (6pyTTO)
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2.3. KoMnnekT nocTtaBKu

SIP MonHuTOp

KpoHwTenH

KomnnekT kpenexa

YnakoBo4Has Tapa

NcToyHnk nutanma 12B (onunoHansHo)

lMepexogHUK ONA MOAKMIOYEHMST WUCTOYHMKA nuTaHus co wTtekepom DC 2,1 x 5,5

(onumoHanbHO)

BHUMAHUE!

BEWARD ocTaBnsetr 3a cobon npaBo Ha W3MEHeHWe KOoMMMekTauum obopynoBaHus U ero nobbix

XxapakTepucTuk 6e3 npeaBapuTErNbHOrO YBEAOMIEHMSI.

2.4. MMHUManbHble CUCTEeMHble TpeboBaHUs

Mepen ncnonb3oBaHem 7 SIP MoHuTOpa ybeauTtech, YTO Ball kOMMNbOTEP COOTBETCTBYET

MUHMMarbHbIM TpeboBaHnsaM (Mn Bbiwe). ECnn TexHMyeckne XapakTepuCTUMKN KOMMbIOTEPA XYyXe,

4YeM MUHUMasbHbIE CUCTEMHbIE TpeboBaHus, TO SIP MOHUTOP MOXET paboTaTb HEKOPPEKTHO.

HaumeHoBaHue TpeboBaHus
Mpoueccop 2.8 I'Ty Pentium 4 nnn AMD Athlon 3000+
BugeokapTta 256 M6 RAM vnn aHanornyHasi BCTPOEHHas
OnepaTtnBHasa namsTb 116
OnepauumoHHas cuctema Microsoft ® Windows Vista, Windows 7/8/10
PekomeHayembin Be6-6payaep Internet Explorer 9.0 nnn Bbiwe

PykoBoacTBo no 3kcnayatauuu SIP moHuTopa SM700(W)



maBa 3. OCHOBHbIE 3NNEeMEeHTbl YCTPOUCTBA

OcHoBHble anemeHTbl SIP MoHuTopa SM700(W) paccmoTtpeHsl Huxe (Puc 3.2 n Puc. 3.3).

2

Puc. 3.1 Puc. 3.2

Oucnnen (1): 7-gonvosbin TFT LCD gucnnen gna otobpaxeHuss meHo SIP MoHuTOpa u
BMOEOMNOTOKA C BbI3bIBHbIX MaHenen n IP-sngeokamep.

CeHcopHble KHOMNKKU (2) anga ynpaBneHnsa yHKUMaMU MeH0 SIP MOHMTOpa MCMonb3yoTcs
CEHCOpHble KHOMKWU. [MpegHasHayeHue KaxOoW KHOMKM B 3aBUCMMOCTM OT pexuma pabotbl SIP
MOHMTOpPa nokasaHo B Tabnuue 1.

Tabnuua 1 — CeHcopHble kHonkn SIP MoHuTOpa

Ha3HayeHue KHONOK B 3aBMCUMOCTMU OT peXuma paboTbl

MukTorpamMmmbl
«OxnaaHue» «Bbi13oB» «PasroBop»

Bxon B
MeHto/OK/Bbixog 3 - -
MEHIo

MepBoe HaxaTwue:
BbIKIMOYEHNE 3BYKa

3aBepLueHne
OTtmeHa/BneBo B MeHI0 Bbl30Ba, BTOPOE
. pasrosopa
HakaTue: 3aBepLUeHne
BbI30OBa
OTtobpaxeHne Bnaeo
no 3anpocy/Bnpaso - -

nnn BneBo B MEHIO

PykoBoacTBo no 3kcnayatauuu SIP moHuTopa SM700(W) n



YMeHbLleHne
perynmpoBku OTKpbITb ABEPb OTKpbITb ABEPb

rpomkocTu/Beepx no (BOpoTa, KanuTky) (BOpoTa, KanuTky)

cnucky/BnpaBo B MEHI0

YBenuyeHve
perynupoBku
rpoMkocTu/BHK3 no
Crmcky

HayvaTtb pasrosop -

MukpodoH (3) npegHasHaveH ansa nepegayn 3ByKoB nonb3oBaTtenemM SIP MOHUTOpa rocTio BO
BPeMS pasroBopa.

OvHamuk (4) npegHasHayveH Ansa nepefady 3ByKOB roctem nons3osatento SIP MoHUTOpa BO
BPEMS pa3roBopa, a Takke A8 3ByKOBOro ONoBeLLEeHNs BO BPEMS Bbl30Ba.

MecTa kpenneHusa KpoHwTenHa (5) nokazaHO MECTOMOMOXEHNE MOHTaXHbIX OTBEPCTUN ANA
KPOHLUTENHA, KOTOPOEe HEOBXOANMO YyYnTbIBaTh NpK ycTaHoBke SIP moHuTOpa.

Pa3zbem nutaHusa n cetn (6) cnyxuT gngd NogkNOYEHNs K fOKanbHON CETU 1 Nogadun NuTaHns
NOCTOAHHOrO HanpsXxeHusa 12 B, 1 A (makc.) Ha SIP MOHUTOP.

Pa3bem BHewHen USB namatm (7) npegHasHadeH ns NOAKYeHns BHewHen USB namaTtu

K SIP MOHUTOpPY.

PykoBoacTBo no 3kcnayatauuu SIP moHuTopa SM700(W) -



maBa 4. JlokanbHbIW NHTepcenc

JlokanbHbIN  UHTEpPIENC MOHUTOPA COOEPXUT pan  YHKUMA M HacTpoeK, KoTopble
NCrnonb3yTca B Npouecce aKcnnyaTauMM MOHUTOpA Nofib3oBaTernieM Mnocre ero nepsoHayanbHON
HacTpoWku Yepes Beb-UHTepdenc. Hactpolika SIP MoHUTOpa Yepes Beb-mHTepdenc onMcaHa B rnaBax
7-9 paHHoro gokymeHta. JlokanbHbl UHTepdenc SIP MOHUTOpPa MMeeT CTPYKTYPY Kak rnokasaHo Ha

pucyHke 4.1.

£ | A S NN

-I 6'45 BockpeceHbe, 2 MapTa
L

2

X

XXYPHAT BECLWYMHbIW HACTPOWKM
Bbl3OBOB PEXUM

Puc. 4.1

MeHto SIP MOHMTOpa COCTOUT M3 TPEX SNEMEHTOB:

BepxHsaa naHenb (1) SIP MoHMTOpa cOOEPXXUT MKOHKM CTaTyCOB COCTOSIHMS: GeCLUyMHOro
pexuma, 6ecnposogHonm cetn Wi-Fi (onss moHuTopa SM700W), SIP nogkno4yeHusi, COCTOSAHMS
noakntoyeHns K nposogHon cetn Ethernet n nogknioyeHms BHewHen USB namsTu.

OcHoBHoOe none (2) CogepXXnUT 3reMeHTbI MeHI0 Ans ynpasneHus SIP MoHUTopowM.

HwxHaa naHenb (3) oTobpaxaeT MkoHkM kHomnok «OK», «OTMeHay, cTpenka «BneBo»,
cTpenka «BnpaBoy», 3HaK «+» 1 3HAK «-» Hag CEHCOPHbIMK KHOMKamn SIP MmoHuTopa. [aHHast naHenb
NosiBNSieTCA TONbKO B HEO6XOAUMbIX A58 9TOro MeHto SIP MoHMTOpa 1 oTnn4aeTcs no KoHurypauum

B 3aBMCUMOCTU OT KOHKPETHOIo MEHIO.

Bxog B rmaBHOE MEHIO BO3MOXEH 4Yepe3 HaxaTtue ceHcopHon kHonku [LLlectepéHka ] B
CrisiLLleM pexume.

"MaBHOE MeHI0 yCTpOoMCTBa COCTOUT U3 CriefyoLmnX Sr1eMEHTOB:

[?’KypHan BbI30BOB]: XXypHar, NO3BOMAIOLLMIA NPOCMOTPETL 3aMMcy NPOMYLLEHHBbIX, NPUHATBIX,

OTKJITOHEHHbLIX BbI3OBOB 1N BpeMeEHWU Ha4alra BbI30OBOB, a Takke 3arnncu 00 OTKPbITUA OBEPU.

PykoBoacTBo no 3kcnayatauuu SIP moHuTopa SM700(W)



[BecwyMHbIN pexuM]: PyHKUUSA, OTKMOYaoLWas Menoanto 3BoOHKa AN cobniogeHns TULLKHBI.

[HacTponku]: rmaBHoe MeHo HacTpoek SIP MoHuTOpa.

[na HaBuraumm n 4eNCcTBU B rIMaBHOM MEHIO KaCanTeCb CEHCOPHbIX KHOMOK, HAXOASLMXCS MOA
nkoHkamun «OK», «OTmeHa», cTpernka «Bneso» n ctpenka «BnpaBo»:

[OK]: Bxoa B BbIGpaHHOE MEHI0.

[OTmeHa]: nepexoq B CNALLNA PEXUM.

[BneBo]: nepemelleHne pamkm HaBurauumn B NeBY0 CTOPOHY.

[BnpaBo]: nepemelLeHe pamMKku HaBuraumm B NpaByto CTOPOHY.

4.1. OToOpaxxeHne BMAEO NO 3anpocy

Hwxe npeacraBneHo MeHo oTobpaxkeHus Buaeo no 3anpocy (Puc. 4.2).

Buaeo no 3anpocy N 5 N N AR

‘Y\ f' g

BbIXO4

Puc. 4.2

MeHio npegHasHayeHO Ons OTOOpaXeHuss BMOeo M ayaumo (NpW Hanuuum) MOTOKOB C
nobaBrneHHbIX 4vepe3 BebO uHTepdenc IP Bugeokamep. Bcero MoxHO [o0aBuUTb OO0 4YeETbIPEX
Buaeokamep. ims Bugeokamepbl 0TOOpaxxaeTcs Ha 3KpaHe CBEpPXY.

Mpouecc pobaeneHus kamep onucaH B pasgene 8.9 gaHHoro gokymeHTta. Bxoa B MeHio
oToBpaxeHus BMOEO MO 3anpocy BO3MOXEH 4Yepe3 HaxaTue CEeHCOPHOW E kHomMku [YenoBek B
pamke | B cnswem pexume. Ecnn IP-Bugeokamepa He nogkntoveHa K SIP MOHUTOPY Ha BbliGpaHHbIN
KaHan, To npu nepexone B 370 MeHo ByaeTt nokasaH TekcT «HeT BugeocurHanax.

[ns gencTenini B MeHIO Nokasa BMAEO Mo 3anpocy AOCTYMNHbI CneayoLwmne CEHCOPHbIE KHOMKN:

[Bbixopa]: Bbixog n3 MeHio nokasa BMAEO MO 3anpocy.

PykoBoacTBo no 3kcnayatauuu SIP moHuTopa SM700(W)



Ctpenka [BneBo]: cTpernka Ans nepexona K npeablayLemy kaHany Buaeo.

Ctpenka [BnpaBo]: cTperka Ans nepexoaa K crneayroLllemMy kaHany BUaeo.

4.2. MeHI0 Bbi30OBa

Hwxe npenctaBneHo MeHo BbidoBa (Puc. 4.3).

5 N N R

.
Puc. 4.3

MeHo Bbl30Ba MOXET coAepXaTb KHOMKA OTKPbITUS AOMOSHUTENbHbLIX OBEpen, €Cnn OHU
aKkTuBMpoBaHbl B HacTponkax SIP B Beb-uHTepderice (cm. pasgen 8.11 gaHHOro 4OKYMeHTa).

MeHto BbI30oBa NpeaHa3Ha4vYeHo 415 ONOBELLEHUS O BbI3OBE U MOKa3a BMAEONOTOKA C BbI3bIBHOM
naHenu nons3oarento SIP MoHUTOpa, a Takke Ana ConyTCTBYOLWMX OENCTBUIA HA4 BbI3OBOM.

B ocHoBHOM none MeHIo Bbi3oBa OTOOpaxaeTcHa n3obpaxkeHne ¢ kKaMmepbl YCTPOMCTBA BLI3OBA.
Mpy HEBO3MOXXHOCTW NMOSTy4YEHMSI BUOEONOTOKA C YCTPOWCTBA Bbl30Ba B OCHOBHOM MOJS1€ MEHIO BbI30Ba
OygeT BoCnpou3BoanTbCS BuAeo3acTaBka, otobpaxatowas 3BOHSALNN KONOKOMNbYMK.

[lna nencTenin B MEHIO Bbl30Ba KOCHUTECH CNEAYHLLMX CEHCOPHbIX KHOMOK:

[KpecTuk B KpyxKe 3aBepLUMTb BbI3OB.

[Knrou ]: OTKPbITb OBEPb.

[Tpy6ka M |: HauaTb pasrosop.

4.3. MeHto pa3sroBopa

Hwxe npeacraBneHo MeHio pasrosopa (Puc. 4.4).
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Pa3rosop N N AN

Puc. 4.4

MeHto pasroBopa MOXET coAepXaTb KHOMKM OTKPbITUS OOMOSNHUTENbHbLIX ABEPEN, €CU OHU
aKkTuBMpoBaHbl B HacTponkax SIP B Beb-uHTepgerice (cMm. pasgen 8.11 gaHHOro 4OKyMeHTa).
Mocne npuHATMS BXxogswero BbidoBa SIP MOHMTOP nepexoguT B MeHK pasroBopa. MeHio
pasroBopa npegHa3Ha4veHo Ans obLeHMs C YenoBEKOM, COBEPLUAOLLNM BbI3OB.
[ns encTBMin B MEHIO pa3roBopa HEOOXO04MMO KacaTbCs CrneaytoLmMX CEHCOPHbIX KHOMOK:
[KpecTuk B KpyKKe . ]: 3aBepLueHune pasrosopa.

[Kntou [E|: oTkpbITL ABEPS.

4.4 MeHI0 XXypHasn BbI30OBOB

Hwxe npeactaBneHO MeHI0 XXypHarna Bbi3oBoB (Puc. 4.5).
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YKypHan Bbl30BOB 5 N R

BbiZoB 3aBepLUEH 15:35:01 CerogHq
MponyLweHHbIN BbI3OB 12:00:45 CerogHq
Bbi30oB 3aBepLlUéH 18:10:55 Buepa

Bbi30B OTKNOHEH 09:00:59 03.03.2021

MponyuweHHbIN BbI3OB 08:00:04 01.03.2021

1/22

Puc. 4.5

B OCHOBHOM none MeHK >XypHana Bbl30BOB MOXHO MpOCMaTtpuBaTtb cregyolwme cobbitus:
«BbI30oB 3aBepweH», «[1Bepb OTKpbITa», «BbIi3oB NnpuHATY, «BbI3oB», «lponyLweHHbIN BbI3OB»
n «Bbi3oB OTKNOHeH». B ocHoBHOM none HanpotMeB cobbiTin «Bbi3oB» Takke OTOOpPaXeHbl
doTorpacun rocten, 3BOHUBLLMX Ha SIP MmoHuTOp.

CobbITus XXypHana Bbi30BOB:

«BbI30B»: BpeMs 1 JaTa Hayana 3BOHKa Bbl30Ba.

«BbI30B NpUHAT»: BpeMs 1 Aata NPUHATUSA Bbi30Ba NOMb30oBaTeneM.

«[1Bepb OTKpbITa»: BpeMs 1 JaTa OTKPbITUSA ABepU (BOPOT, KanunTKK).

«BbI30oB 3aBepléH»: BpemMs W [data 3aBeplleHus pasroBopa Monb3oBaTenemM uUnu
YCTPOMCTBOM. YCTPONCTBO MOXET aBTOMAaTUYECKN 3aBEPLUMTb BbI3OB MO UCTEYEHUN OnpeaeneHHoro
BPEMEHM nocre NpUHATUSA BbI30Ba.

«lMponyleHHbIN BbIZOB»: BpeMs M [aTa OKOHYaHWUs 3BOHKa Bbl3oBa 6e3 ero npuHATMA
(oTKNOHEHMS).

«BbI30OB OTKIIOHEH»: BpEMS 1 AaTa OTKIOHEHUS Bbl30Ba NOMb30BaTENEM.

OnemMeHTbl MEHIO XXypHara Bbl30BOB:

Cob6biTne [BbizoB]: nwboe cobbitne «BbI3OB» M3 XypHana BbLI3OBOB, €CNU OHO MMeeT
doTorpadutio.

[Homep cTpaHuubl]: NOPSAKOBLIN HOMEP CTPaHWLbI XXypHara BbI30BOB.

Crtpenka [BneBo]: ctpenka and nepexoa K npeaplayLien CTpaHuLe XXypHana Bbl30BOB.

Crtpenka [BnpaBo]: ctpenka anga nepexoga K cneayroLlen CTpaHuLe XXypHana Bbl30BOB.
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Ona HasBuraumm v OEencTBMA B MEHIO XXypHarna Bbl30BOB KOCHUTECb CEHCOPHbLIX KHOMOK,
Haxoaswmxca nog nkoHkamm «OK», «OTmeHa», ctpenka «Bneso» n ctpenka «BnpaBo»:

[OK]: npu HaBuraumm Ha cobbiTn «BbI3oB» C doTorpadmen: BXxo4 B MEHK AeTanbHOro
npocmoTpa coTorpaduin Ana npocmoTpa dotorpaduun 3soHuBLLEro. pu HaBuraumm Ha cTpenkax
nepenucTbiBaHUs CTPaHUL, XXypHana: OelcTBuMe MOATBEpXAeHUs nepexoga Ha ApYryl CcTpaHuuy
XypHana BbI30BOB MpU HaxoXOeHWM pamMKn Hasuraumm Ha ctpenkax «Bneso» n «BnpaBo» B MeHI0
XypHana Bbl30BOB.

[OTmeHa]: BbIXon M3 MEHIO XXypHana BbI30BOB.

[BneBo]: nepemelleHne «BBEPX» WNN «BNEBO» PaMKUM HaBWUrauuMm Mo 3reMeHTaM MEHI0
XypHana Bbl30BOB, AOCTYMNHbLIM AN HaBUraumm.

[BnpaBo]: nepemelleHne «BHU3» UNU «BMNPaBO» PaMKW HaBWUrauuMm no 3fNemMeHTam MEHIo

XypHana Bbl30BOB, AOCTYNHbIM A4 HaBUraummn

4.4.1 MeHIo pgetanbHOro npocmoTpa cortorpachumn

Hwxe npenctaBneHo MeHO aeTanbHOro npocmoTtpa gotorpadun (Puc. 4.6).

R s R NS

Puc. 4.6

MeHto npeagHasHa4yeHo Ans AeTanbHOro npocmoTpa oTtorpadmi 3BOHUBLLMX JIHOOEN.
OnemMeHTbl MEHIO AeTarnbHOro NpocmMoTpa oTorpadun:

[Homep cobbiTUA]: NopsaKoBbIN HOMEP 3anNMCK B XXypHarne Bbl30BOB.

[OT™meHa]: BbixOA M3 MEHIO AeTanbHOro NpocmoTpa oTorpaduii.

Crtpenka [BneBo]: cTpenka anga nepexoaa K npeapiayLien dotorpadun B XypHarse BblI30BOB.
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Ctpenka [BnpaBo]: cTpenka angd nepexoa K criegyowen gotorpadmn B XXypHare BbI30BOB.

4.5. BKno4yeHue n oTKNYeHne 6ecluyMHOro pexuma

EeCLIJyMHbIIZ PEeXNM BKIO4YaeTCA N OTKINKOYaeTCAa Yepes rnaBHoe MeHto SIP MOHUTOPAa (PI/IC.
4.7).

S A N NN

-I 6'45 BockpeceHbe, 2 MapTa
L ]

X

KYPHAT BECLIYMHbIWN HACTPOWKW
Bbl3OBOB PEXXUM

Puc. 4.7

BeclwymHbIN pexum npegHasHayeH Ans NPUHYAUTENbHOro OTKIHYEHUS Menoaun 3BoHKa Ans
cobnogeHns TUWKHBI. BecllyMHbIN pexnm akTuBupyeTcs HaxkaTnem KHornku [OK] n3 rnaBHOro MeHro
npyv HaBurauMm Ha COOTBETCTBYHOLLEN MKOHKe. lMocne BkNoYeHUs GecLlyMHOro pexuMMa Ha 3KpaHe
oTobpasnTca cooblieHne «beclyMHbIN peXxXUM BKIHYEeH» 1 0TOOpa3nTca nkoHka [MepevépkHy TbIN
avHamuk  [2N | Ha naHenu ceepxy. [1ns 3aKkpbITUSA AaHHOTO coobLueHNa HaxmuTe KHomky [KpecTuk],
nm6o kHonky [LUlecTtepéHkal. [eaktmBauum OGeCLIyMHOrO pexuma npPOUCXOOUT TaK Xe, Kak W
aktuBauus. lNMpn 3aTOM Ha aKkpaHe oToOpasnTca cooblleHne «beclyMHbIA PeXUM BbIKITHOYEH» U
MKOHKa [Mepe4€pKHYTbIN AMHAMUK | HA NAaHENN CBEPXY NepecTaHeT oTobpaxkaTbCs.

[dononHutenbHo, Bbl MoOXeTe HacTpouTb aBTOMATMYECKOE BKIOYEHWE U BbIKITHOYEHME
GeclyMHOro pexvma no AHEeBHOMY pacnucaHuio yepe3d Beb-mHTepdenc (cMm. pasgen 9.1 gaHHoro

OOKYMEHTA).

4.6. MeHIO HaCTPOMKMU

Hwxe npeacraBneHo MeHo HacTpoek (Puc. 4.8).
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HacTtpounku 5NN R AR

S

TEXHUYECKOE KTOTAM
OBCNYXXUBAHUE

Puc. 4.8

MeHio HacTpoek npefHasHayeHO ONA HacTpoek 3ByKa, cOpoca K 3aBOOCKUM HacCTponkam u
TexHu4eckoro obcnyxusaHus SIP MoHMTOpa.

OrneMeHTbl MEHIO HACTPOEK:

[3BYK]: BXO4 B MEHIO HAacTpoekK 3Byka (CM. pasgen 4.6.1 naHHOro JOKYMeHTa).

[TexHu4eckoe ob6cnyxuBaHume]: BXoa B MEHIO TEXHMYECKOro obcnyxuneaHna (cm. pasgen 4.6.2
OAHHOro JOKYMEHTA).

[KTOTAM]: BXO4 B MEHIO aKTMBaLMK NOAKNOYEHNst K obnavyHomMy cepeucy KtoTam (cm. pasgen

4.6.3 AaHHOrO JOKyMEHTA).

[nsa HaBurauumn n AerNCTBUN B MEHIO HACTPOEK AOCTYMNHbI CEHCOPHbIE KHOMKN, HaxoasaLwmecs nog
nkoHkamun «OK», «OTmeHa», cTpernka «BneBo» u ctpenka «BnpaBox»:

[OK]: Bxon B BbIOpaHHOE MEHHO.

[OTmeHa]: Bo3BpaT B rMaBHOE MEHIO.

[BneBo]: nepemelleHne pamku HaBuraumm B NeBy0 CTOPOHY.

[BnpaBo]: nepemeLleHne paMkm1 HaBUrauuun B npaByko CTOPOHY.

4.6.1 MeHIo 3BYK

Hwxe npegcraBneHo MeHo HacTpoek 3Byka (Puc. 4.9).
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5¢ N R X

FPOMKOCTb 3BOHKA Menogua 3BoHKa

A —— Space call.wav

TPOMKOCTb pa3rosopa MpoaoNKMUTENbHOCTb 3BOHKaA

) o) 120 cek

MPOMKOCTb MUKpOdOHa

¢

BbiXO[4

Puc. 4.9

MeHio 3Byka npedHa3HayeHoO AN HacTpoek FPOMKOCTM 3BOHKA, FPOMKOCTU pasrosopa,
rPOMKOCTU MUKPO(POHA, MENOAMMN U NPOAOIHKUTENBHOCTU 3BOHKA.

OnemMeHTbl MEHIO HACTPOEK 3BYKa:

[FpoMKkocTb 3BOHKa] (no-ymonuyanuto: 10): perynupoBka rPOMKOCTU 3BOHKa. [OCTyrnHble
3Ha4yeHunsa: ot 1 go 15.

[FpomMKkocTb pasroBopa] (no-ymonyaHuio: 6); perynmpoBka rpOMKOCTM pasroBopa. [ocTynHble
3Ha4yeHnsa: ot 1 oo 7.

[FpoMmkocTb MukpodoHa] (no-ymonyaHuto: 50): perynmpoBka FPOMKOCTM MUKPOMOHaA.
HocTtynHble 3HaveHns: ot 1 go 100.

[Menoguwn]: Bbibop Menogumn 3BOHKa M3 CrMcCKa.

[MponomxnTenbHOCTb 3BOHKA] (No-ymonyaHuio: 120 cek) — yMeHbLNTb/YBENNUNTL BPEMS
NPOLOIMKNTENBHOCTN 3BOHKA (B CEKYHAAX).

[Ona HaBuraumm u OENCTBUN B MEHIO HACTPOEK 3BYKa KOCHUTECb CEHCOPHbLIX KHOMOK,
Haxogswmxca nog nkoHkammn «Boeixogy», ctpernka «BneBoy», ctpernka «BnpaBo», 3Hak «Irnoc» un 3Hak
«MuHyc»:

[Bbixoa]: Bo3BpaT B MeHI0 HacTpoeK.

[BneBo]: nepemelieHme pamMmkm HaBuMraumum B HanpasfieHUM HaBepx.

[BnpaBo]: nepemelLieHe paMmKy HaBuUraumMm B HanpasneHnn BHNU3.

PykoBoacTBo no 3kcnayatauuu SIP moHuTopa SM700(W)



[MuHyc]: ansa rpoMKOCTM 3BOHKa/pa3roBopa/MUKPOGOHA - YMEHbLLEHWE 3HAa4YeHUs, Npu BbiGope
Menogun - nepemelleHne BreBO MO CAUCKY, MPU PerynupoBke MNPOOOITIKUTENbHOCTU 3BOHKA —
YMEeHbLUEHWE MPOAOIKUTENBHOCTMU.

[Mnroc]: ansa rpoMKocTU 3BOHKa/pa3roBopa/MMKPOOHa - YBENUYEHNE 3HAYEHUS, Npy BbiGope
Menogun - nepemelleHne BApaBO MO CAMCKY, NpU perynnpoBke MNPOOOITKUTENBHOCTU 3BOHKA —

yBenmnyeHne npoaosiKNTe N IbHOCTU.

4.6.2 MeHI0 TexHU4ecKkoe obcnyxmBaHue

Hwxe npenctaBneHo MeHo TexHu4eckoro obenyxusanna (Puc. 4.10).

TexHunuyeckoe obcnyXmBaHue e N R A

O4uncTuTb XypHan BbiI3OBOB

Mepe3arpy3nTb onepauMnoOHHYK CUCTEMY

C6pOCUTb K 3aBOACKUM HacTpomMKam

Bepcua mogenu: SM700W
Bepcua sctpoeHHoro MNMO: 3.1.0.1.40
Ethernet IP: 192.168.54.179 Wi-Fi IP:192.168.43.232

Puc. 4.10

MeHI0 TexHuyeckoro oOCnyXMBaHUA npedHa3HayeHo Ans  OoTobpakeHus TeXHUYeCKoWn
MHpopMaummM, a Takke OYMCTKM BHelwHen USB namstun v nepesarpy3kv onepauyoHHOW CUCTEMbI
YyCTpOWNCTBA.

OnemMeHTbl MEHIO TEXHUYECKOrO 0BCNYXMBaHWS:

[OuncTTL XypHan BbIZOBOB]: COBEPLUIMTb MOSMHYHD O4YMCTKY >KypHana BbI30BOB BO
BHYTPEHHeNn namMaTn YCTPOMUCTBa, a Takke Ha USB HakonuTene, nogknto4eHHoM K SIP MoHuTOpY.

[Mepe3arpy3utb onepauuoOHHYIO CUCTEMY]: COBEpLUUTb nepesarpysky ornepaunoHHOM
cucrtembl SIP moHuTOpAa.

[CopocuTb K 3aBoACKMM HacTpomkam] — cbpoc HacTpoek SIP MOHMTOpa, 3adaHHbIX
nonb3oBaTeneM, K 3aBOACKMM HacTponkam. 3anmcu B >XypHane BbI30BOB Npu cbpoce HacTpoek

COXpaHAKTCA B HEM3MEeHHOM BUAE.
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[Bepcusa mopenum]: otobpaxeHne HanmeHoBaHnA mogenu SIP moHuTopa.

[Bepcua BcTpoOeHHOro nporpaMMHoOro o6ecneuveHus]: oTobpaxeHue TeKyLlen Bepcum
BCTPOEHHOIO NporpammMHoro obecneyeHus.

[Ethernet IP]: oTobpaxeHue IP-agpeca npoBoAHOro ceteBoro nHtepdgerica SIP moHuTopa. IP-
agpec Ethernet nHtepdgenca MoxeT He 0TObBpaaTbCa B MEHIO TEXHUYECKOro 06CnyXMBaHUA, ecnm
OTCYTCTBYET NpoBOAHOE coeanHeHune Ethernet.

[Wi-Fi IP]: otobpaxeHue IP-agpeca 6ecnpoBogHOro ceteBoro nHrepderica SIP moHuTopa. IP-
agpec Wi-Fi nHtepderica MoxXeT He OToOpaxaTbCsi B MEHIO TEXHUYECKOro OOCNnyXmBaHWs, €criu
oTcyTcTBYET 6eCnpoBOAHOE CoeMHEHME.

[Ons Hasuraumm n OENCTBUN B MEHI0 TEXHUYECKOro O6Cny>XMBaHUSA KacanWTeCb CEHCOPHbIX
KHOMNOK, Haxoasuwmxcs nog nkoHkamm «OK», «OTmMeHa», ctpenka «BneBo» u ctpenka «BnpaBo»:

[OK]: BbINOMHUTL OENCTBME.

[OTmeHa]: Bo3BpaT B MEHIO HAaCTPOEK.

[BneBo]: nepeMecTUTb paMKy HaBuraumm Bepx.

[BnpaBo]: nepemMecTnTb pamKy HaBuraumm BHU3.

4.6.3 MeHro KtoTam
Hwxxe npeactaBneHo MeHI0 akTMBaLMK NMOAKMOYEHMS K o6navyHomy cepsucy KtoTam (Puc.
4.11).

KtoTam 5 N R

BkniounTb coeanHeHmne ¢ cepeepoM KtoTam

CTaTyc COE€AHUHEHUA

MAC agpec

ﬂJ'IMTeJ'IbHOCTb COE€QHUHEHUA 00:00:00

Puc. 4.11
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[aHHoe MeHI npegHasHayeHo ANnA akTMBauuMuM NOAKMIOYEeHUs K obnayvyHomy cepBucy
aomocpoHmm KtoTam. Cepsuc KtoTam nossonseT npMHMMaTh BbI3oB ¢ JoModoHoB BEWARD cepum
DKS Ha SIP-moHutop BEWARD SM700(W) yepe3 obnauHbii SIP cepBep KtoTam 6e3 npobpoca
Kakmx-nmbo Hactpoek Ha SIP-monutope SM700(W) (Plug-and-Play). Peructpauna SM700(W) B
cepBuce KtoTam BO3MOXHa TOMbKo 4Yepe3 mobunbHoe npunoxenne KtoTam gna Android mnum iOS
nocpeacTBOM CkaHupoBaHuss QR-koga C akpaHa MoHuTopa. [Ona paboTbl B o6rnadyHOM cepsuce

MOHUTOP OO0JTKEH ObITb NOAKMIOYEH K CETU, UMEOLLIA BbIXOA B MHTEepPHeET.

BHUMAHUE!

Mocne ycnelHoro nogkntoveHns SIP-moHuTopa SM700(W) k KtoTam nocpegctsom UteHns QR-kofa:

. Brioknpyetca BO3MOXHOCTb M3MEHUTb uMms/Naponb nonb3oBatens B Web-uHtepdeice SIP-
MOHMTOpA

. Brioknpyetcsa BO3MOXHOCTb U3MeHUTb HacTponku SIP B Web-nHtepdeince SIP-monutopa

. BrokupyeTtca kHoMKa ynpaeneHusa nogkntoyenns k cepsepy KtoTam B nHtepderice SIP-monutopa
YpnaneHue SIP moHuTopa n3 KtoTam BO3MOXHO Yepe3 MobunbHoe npunoxeHve KtoTam.

OnemeHTbl MeHto KtoTam:

[BknrounTb coeanHeHue ¢ cepBepomM Kto Tam] — akTnBaumsa paboTbl ¢ 061nayHbIM CEpBUCOM
KtoTam.

[OTkKnounMTL coeguHeHue ¢ cepBepoM KtoTam] — oTkntoveHne oT obradHoro cepsuca
KtoTam.

[CTaTyc coeauHeHusi]: oToOpaxeHne OoHOro M3 TPEX CTATYCOB COEOUHEHUSI C CEPBEPOM
KtoTam:

«Owmnbka coeaAUHEHNA»

«OxnpgaeT nob6aBneHNsA B aKKayHT»

«OHnanH»

[MAC appec]: otobpaxeHne MAC-agpeca yCTponCTBa.

[AnuTenbHOCTb coeAUHEHUA]. oTobpaxeHne ANUTENbHOCTN YCTAaHOBNEHHOMO COeAMHEHUS C
cepsepom KtoTam.

[na gencteni B MeH0 KtoTam kacanTeCb CEHCOPHbIX KHOMOK, HaXoOsLWmMXcs nog MKOHKaMu
«OK» n «OTmeHa»:

[OK]: BbINOMHUTL OENCTBME.

[OTmeHa]: Bo3BpaT B MEHIO HACTPOEK.
[nsa Toro ytobbl akTMBUpOBaThL paboTy ¢ KtoTam, B uHTepderice SIP-MoHMTOpa HEOBX0AMMO HaxaTb
[Bknountb coeguHeHue ¢ cepBepom KtoTam]. BHelwwHWIA Bug cTpaHnupbl ¢ oTobpaxeHnem QR-koga

nokasaH Ha pucyHke 4.12.
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OtckaHupyiTe atoT QR-kog B MOBUNBEHOM NPUNOXKEHWUM
Kto-Tam ana nogknoyeHna K obnadyHoMy cepBucy:

Puc. 4.12

OtckaHnpynte gaHHbIn QR-kog yepe3 mobunbHoe npunoxeHue KtoTam gna gobasneHus
MOHMTOpPa B 06MayHbIn cepsuc. [1ns 3akpblTUS 4aHHOrO OKHA HaXxXmuTe KHonky [KpecTuk], nnbo kHonky
[LecTepéHka].

Mocne aktuBaummn paboTbl cepBuca, Ha CTpaHuue byaeT oTobpakaTbCa CTaTyC COeANHEHUS.

Taikke BMecTo KHOMkM [BknounTtb coeanHeHmne ¢ cepBepomM KtoTam] oToGpasuTcst KHoMka

[OTKnounMTL coepguHeHue ¢ cepBepom KtoTam] (Puc. 4.13). B cnydae ycnewHoro

COEOWHEHNsT C CepBepoM, cTaTyc coeavHeHust OyaeT oTobpaxatbca kak «OHmanmH» wn

0T06pa3VITCFI ONNTENbHOCTb COeAUNHEHUA.
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KtoTam 5 N R

OTknioynTh coeauHeHmne ¢ cepeepoM KtoTam

CraTtyc CoeHUHEHUS OxupaaeT fobaBneHns B akkayHT
MAC agpec AA-BB-CC-DD-EE-FF

[NUTenbHOCTb COEAHUHEHMS 00:00:00

Puc. 4.13
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FnaBa 5. HacTpounka npoBogHOro coeaguHeHUs

5.1. OnpepeneHue IP-agpeca SIP MoHuTOpa

SIP moHutop BEWARD SM700(W) c HacTponkamy MO-yMOSYaHUIO MCMorb3yeT (YHKLUUIO
DHCP, koTopasi Mno3BONsieT yCTaHaBnuMBaTb COEAUHEHME Mexay ycTpoucTtBamum B ceTn 6es
HeobxoaumocTn 3agaHuns IP agpeca ycTponctBam BpyuyHyto. Onpepenutb IP-agpec ycTtponcTsa
MO>HO HECKOMbKMMM criocobamu:

1. 3aimm B MeHw «TexHu4yeckoe obGcnyxuBaHue» (CM. pasgen 4.6.2 paHHoOro

PYKOBOACTBA).

2. Bocnonbe3oBatbcesa ytunuton BEWARD IP Searcher.

5.2. NonyyeHue poctyna K Be6-uHtepcency SIP MmoHuTopa

War 1: ansa Hayana paboTbl NOAKMYMTE YCTPONCTBO COMNAcHO MHCTPYKUMUSIM, NPUBEAEHHBIM B
PYKOBOACTBE MO MOAKIMOYEHMIO K AaHHOMY YCTPOWCTBY.

War 2: sanyctute 6paysep, B agpecHon CTpoke BBeamTe 3anpoc suaa: http://[<IP>:<PORT>,
roe <IP> - IP-agpec yctponcta, <PORT> - HTTP-nopT ycTpoNncTBa.

Ecnu 3HayeHus BepHble, Bbl yBnanTe okHo aBTopusauuu (Puc. 5.17).

War 3: Beeante uma nonb3oBatend v naponb. 10 ymMonyaHuoo WCNONb3yeTcss UMS
nonb3oBartensa — admin, naponb No ymonyaHuio — admin. OKHO BBOAA Naposisi MOKa3aHO Ha PUCYHKe
5.1.

[lna BX0/a Ha CepBep HYXHbLI MMA
NoAbL30BATENA W N3P0k,

admin

D 33NOMHWTE YUYETHBIE A3HHBIE

oK OTMmeHa

Puc. 5.1

BHUMAHUE!
Bbl MOXeTe MsMeHUTb MM Nomnb3oBaTens 1 naponb B MeHto Hactponku — CucteMHble — MNonb3osaTenu. B
criyqae yTepu naposns UM MMeHu MNorb3oBaTens YCTPONCTBO MOXHO BEPHYTb K 3aBOACKMM yCTaHOBKaM.

Mpouecc copoca ycTpoiCcTBa Ha 3aBOACKME HAacTPOVKM onncaH B pasaene 4.6.3 AaHHOro JOKyMeHTa.
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Mocne ycnewHown asTopusauuun Bel nonyuute goctyn kK WEB-uHTepdency SIP monutopa (Puc.
5.2).

BC\VARD

Ayamwo HacTpoiika 3eyka
CeTk TPOMEOCTE 3B0HKA O 10

CucTeMHbIe

TDOMKOCTE Da3roEopa O 5

MpoMEOCTE MUEpOChOHE O 50

Puc. 5.2

OkHo WEB-uHTepcpenca SIP moHuTOpa cogepxuT Bknaaky [Hactpownku] n kHonky [Bbixoa].
Copepxnmoe Bknagkm [Hactponku] 6yget paccmoTpeHo ganee B HactosweM PykoBoactee. Haxatne

KHOMKM BbIxoa NpnBOANT K BbIXOAy U3 Beb-nHTEpdelca.

BHUMAHMUE!

Mpwn HacTporike SIP moHMTOpa cnefyeT MMeTb BBMAY, YTO 3anuCb MPUMEHEHHbIX Yepe3 Beb-uHTepdenc
HaCTpOEK B 9SHEProHe3aBWCUMYHD MaMsTb YCTPOWCTBA MOHMTOpPA MOXET MpOUCXOoOaUTb C HEKOTOpPOM
3aePXKKON nocne Haxatusa kHonkn [CoxpaHuTb]. 3TO caenaHo Ans yMeEHbLUEHUS LMKIOB nepesanncu u
yBENnMYeHns cpoka cryxbbl MMKpOCXeM namatu. B cBA3W € 3TMM 4iS COXpaHeHUss HacTpoek Heobxoanmo
OTKMOYaTh NUTaHNE MOHUTOPA He paHbLLe, YeM Yepes 60 cekyHa nocne coXpaHeHUs NoCcneaHNX U3MeHeHNN

B BeO MHTepdelice.
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NnaBa 6. Hactpouka 6ecnpoBogHoro (Wi-Fi) coeauHeHus

6.1. Obwme cBepeHnAa o becnpoBogHOM noaknto4vYeHuu SIP moHuTopa SM700W

Bbl moxeTe nogkntountb SIP moHuntop BEWARD SM700W k 6ecnpoBodHON ceTu OgHUM U3
ABYX CNOCO6O0B:

1) C nomowbio WPS.

2) HactpouB nogkntoyeHne vYepes Beb-uHTepdenc.

6.2. HacTtpouka 6ecnpoBoaHOro NnoAKNYeHUA ¢ nomowbro WPS
[ns Toro, 4tobbl nogknounTb SIP MmoHnTop BEWARD SM700W k Wi-Fi no WPS, aktusupyite
WPS Ha Baluen Touke gocryna.
BHUMAHUE!

Y6eautech, 4TO Ballia TOYKa 4OCTynNa nogaepxmeaeTt TexHonormio WPS push.

Kak npaBuno, aktmBaums WPS push Ha Touke JOCTyna BbINOMHAETCS MO HaXaTuio KHOMKK Ha
kopnyce ycTtpowncTsa. [Nocne aktuaumm WPS Ha Touke AO0CTyna KpaTKOBPEMEHHO HAXMUTE KHOMKY Ha
3agHen naHenu SIP moHntopa BEWARD SM700W (Puc. 6.1).

Puc. 6.1

Mocne aTOro MOHMTOP aBTOMAaTMYECKM MOAKIYMTCS K 6ecnpoBogHon ceTtu. MNpu ycnewHom
NOAKMOYEHNN MOHUTOP O0TOBPA3nUT MKOHKY nogkntodeHHon Wi-Fi ceTn Ha naHenu ceepxy (CM. masy 4

AAHHOro JOKyMEHTA).
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6.3. Hactpowka OGecnpoBogHoro nogknioyeHuss SIP moHuTOpa 4epe3 BeO-
uHTepdenc
Monyuute goctyn K SIP moHnTopy BEWARD SM700W, 1Mcnonb3ysa NpoBOAHOE CoeauHeHue,

cnocobom, OnMcaHHbIM B raBe 5 AaHHOro JOKYMEHTA.

Mocne ycnewHon asTopusauuun Bel nony4dnte goctyn k WEB-uHTepdency SIP moHuTopa (Puc.

6.2).

BEWARD

HacTpoiika 3Byka

Ayamo

poMKOCTE 2BOHKE O 10
CucreMHble TPOMKOCTE pasroeopa D 6

[POMEOCTE MUEpOCDOHE O 50

Puc. 6.2

Ana nameHeHuss HacTpoek BGecnpoBoaHOro coeanHeHust SIP MOHUTOpPa HaXMUTe Ha BKMagky

[Wi-Fi] B pasgene «CeTb» gnd nepexoga B meHto Cemb — Wi-Fi (Puc. 6.3).
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BE\WARD

Ayano HacTpoiiku Wi-Fi

CeTb

> OcHDBHbIE Brnioumnts

CTaTyc coequHeHnA A KK
> LAN Ty =l MoaknwoyeHo

PPPOE

MAC agpec

OGHapyxeH1e Wi-Fi Touku gocTyna
UPnP

Bonjour 251D BezonacHocTe Kanan YposeHs curiana Pexmm

DDNS TP-Lin... WPA2-PSKIAES 11 98% IEEE 802.11bgn
PPTP

Eng WPAZ-PSKIAES 13 96% |IEEE 802.11bgn
RTSP
Kupatika WPAZ-PSKIAES 8 96% IEEE 802.11bgn
HTTPS
Lider WPAZ-PSKIAES 8 93% IEEE 802.11bgn
KioTam
MEIZU 15 WPAZ-PSKIAES 4 92% IEEE 802.11bgn

SIP
-
Wnmnnt WDAT DOWIAES o 0RO ICCC 0N 44hnn

MoHuTOp

MoakKNIOYUTLCA B ABTOMATHYECKOM PESKUME
SSID %

Tun ayTeHTUDMEALMK | VW

Tun WHdposaHua | AES a

Mapont [ssesssssssse @

[OnonHUTENEHO

CoxXpaHiTE

Puc. 6.3

Ha gaHHom cTpaHuue OTMeTbTe ranoyvykon NyHKT [BKAOYMTBL], €CNN OH HE OTMEYEH.
Mpun BknoveHnn Wi-Fi coegmHeHns HaymMHaeTcs aBTOMAaTMYECKUA MOUCK OOCTYMHbIX CeTewn.

Mocne 3aBepLueHnA Noncka Bbl MOXeTe Bbl6paTb ceTb B Tabnmue HXKe 1 NoaKMI0UUTLCS K HER.

NMPUMEYAHUE!

HaBeawute Kypcop Mbiwmn Ha SSID, 4Tobbl yBUAETH MOMHOE UMS CETW.

BbibepnTe OBOMHBLIM LLEMYKOM FfIEBOM KHOMKM MbIWK Bawy TOYKy AocTyna B Tabnuue
[O6HapyxeHue Wi-Fi Toukn goctynal. [pn atoM BCA Heobxogmmasa uHdopmaums KpoMe naporss
3anoSTHNTCHA aBTOMATUYECKN.

BeeauTte naponb AnA MOAKMOYEHMSA K Ballen Touke goctyna B none [[apons]. Beoaumble
CMMBOSbI MO YMOMYaHuo CKpbITbl. OTOBpa3nTb BBEAEHHbIE CUMBOSbI 4S5 MPOBEPKN MOXHO HaXKaTuem
Ha NMKTOrpaMMy «rnas» B NpaBon 4YacTu A4aHHOrO Noss.

Haxmnte kHonky [CoxpaHWTb] B HMXKHEN 4acTuM OKHA ANs COXPaHEHUS BCEX U3MEHEHUN U

nogkrtoyeHna kK Touke goctyna Wi-Fi.
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Mocne ycnelwHoro nogknioyeHna K Touke goctyna Wi-Fi B none [CtaTtyc coeaunHeHus] Bbl
yBUAUTE COOTBETCTBYIOLLYIO 3anucCb, a LWPUPT MOAKMIOYEHHOM TOYKM OOCTyna B CMUCKe CTaHeT
XVPHbBIM.

Ecnn Bbl He xOTuTe uCNONb30BaTb OMNUMIO aBTOMATUYECKOro npucBoeHnsa IP-agpeca
GecnpoBoagHoro agantepa unu B Bawen cetn Het DHCP-cepBepa, TO BaM HEOO6XOOMMO pacKpbITh
MeHio [dononHuTenbHO].

CHumunte mapkep onuun [Monyuntb IP-agpec aBTomaTtnyecku] ans seoga napametpos IP
BPYYHYIO, MPU 3TOM HEOBXOAMMO BBECTU KOPPEKTHbIE 3HaYeHus B nons: [IP-appec], [Macka noaceTu],
[Winto3].

B cnyyae HeobxoaumocTy no aHanormm 3anonHute nons [Mpeanouutaembin DNS],
[AnbTepHaTMBHbIN DNS].

B cny4yae ecnu Bce HaAcCTPOMKKM BbINOMHEHbI NPABUITLHO Bbl CMOXETe NonyyYntb goctyn K SIP
MOHUTOpPY Yepes BecnpoBogHOE MOAKIIYEHME.

BHUMAHUE!
Mepen vcnonb3oBaHneM 6ecnpoBOOHOrO COeAMHEHWUs OTKNMoYMTe SIP MOHUTOP OT NPOBOAHOW CEeTU U

nepesarpysute SIP MOHUTOP.
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maBa 7. Be6 uHtepcenc: Hactponku - Ayamno

Ha pucyHke 7.1 nokasaHa cTpaHuLa HacTpoek ayamo SIP MoHuTopa.

BEWARD

Ayamo HacTpoiika 3Byka

TPOMEOCTS 3B0HKA O
Cucremuuie TPOMKOCTE Pa3roEopa D

[POMEOCTE MUEpOCDOHE O

Puc. 7.1

HacTtponkn ayamo Beb-mHTepdenca MNOMHOCTbI0 Ay6nupyloT COOTBETCTBYHOLUME HACTPOWKM
MeHI0 3BYK NnokarnbHoOro nHtepdenca (cm. pasgen 4.6.1 4aHHOro JOKyMeEHTa).

[FpomKkocTb 3BOHKa] (Mo-ymonyaHuio: 10): no3BonseT perynupoBaTb MPOMKOCTb MUKPOGOHa.
HocTtynHble 3HayeHus: ot 1 go 15.

[FpoMKkocTb pasroBopa] (no-ymonyaHuio: 6): No3BONSIET perynmpoBaTb rPOMKOCTb AMHAMMUKA.
JocTynHble 3Ha4yeHus: ot 1 go 7.

[FpomkocTb MukpocdoHa] (mo-ymonyaHuio: 50): no3BonseT perynmpoBaTb [POMKOCTb

OWHaMKKa NyTEM HACTPOMKM BCTPOEHHOIo aygmokoneka. [JoctynHble 3HadveHus: ot 1 go 100.

[ns coxpaHeHns N3aMeHeHnn HaxxMmTe KHonKy [CoxpaHuTb].

PykoBoacTBo no 3kcnayatauuu SIP moHuTopa SM700(W)



maBa 8. Be6-uHTepdenc: Hactponku - Cetb

8.1. OCcHOBHbIe

CTpaHI/ILI,a HaCTpOIZKM OCHOBHbIX NapaMeTpoB CeTeBOro coeanHeHnd npeacrtaBriieHa Ha puCcyHke

8.1.

BE\WARD

Ayawo OCHOBHEIE HAaCTPOMKN

CeTb

OCHOBHEIE

> LAN

HTTP-nopt [so

[C] BeniounTe Nepeagpecaunio NepTos

> WiFi .
MonyJyuTe HAacTpoikn UPNP-cepeepa asToOMaTMYeCckn

HHRLE BHelwHwit IP-anpec | |

HTTP-nopt |0 |

Bonjour
DDNS

PPTP

UPnP

RT:

Puc. 8.1

[HTTP-nopT] (no-ymonuanuio: 80): ycTaHOBKa HOMepa nopTta angd paboTtel ¢ Beb-6paysepom.
PekomeHagyemble 3HauveHus — 80 n 1124-7999 (gaHHbI napaMeTp HEe PeKOMeHOYyeTCa U3MEHSTb 6e3
HeobxoanmocTw).

[BknounTb nepeagpecaumio NopToB] (NO-yMONYaHMIO: BbIKIOYEHO): MPX BKITKOYEHUN JAHHOWN
dyHKUMM SIP MOHUTOP NOAKMYAaeTCA K MapLpyTusatopy M aBToMaTuyecku nepebpacbiBaeT cBOU
nopTbl 3a NAT. NpuK ycneLwwHon aBTOHAaCTpPONKe BHewHWe nopThl 1 IP agpec otobpaxatTcsa B Nonisix

HUMXe.

BHUMAHUE!
dyHKUMSA Nepeagpecaunn NnopToB paboTaeT TOMbKO, €CNM OHA BKIHOYEeHa W noagepxuBaeTcs Ha Balwwem

MapLLpyTM3aTope.

[MonyunTtb Hactpomkn UPnP-cepBepa aBTOMaTM4eCKM] (OOCTYNHO MNpW MNOCTaBNEHHOWM
ranoyke «BknounTb nepeagpecaunto NOPTOB»): NMPU BKIKOYEHUN OaHHOM dyHKuMu SIP MoHuTOp
nofy4yaeT HaCTPOWKKN ANa OCTyNa K YCTPOUCTBY U3 ceTn VIHTepHET aBTOMaTUYECKN.

[BHewHun IP-apgpec]: yctaHoBKa 3Ha4yeHus BHewHero IP-agpeca SIP moHuTOpa ang goctyna

K yCTpoMCTBY U3 ceTn NHTepHeT.
[HTTP-nopT]: yctaHoBka 3Hayenust nopta HTTP IP-agpeca SIP moHuTOpa Ans goctyna K

YCTPOWCTBY N3 ceTu VIHTepHeT.

[nsa coxpaHeHus 3MEHEHUI HaxxmuTe KHONKy [CoxpaHuTb].

PykoBoacTBo no 3kcnayatauuu SIP moHuTopa SM700(W)



8.2. LAN
CTpaHI/ILI,a HaCTpOIZKM napameTpoB MpoBOAHOINO CeTeBOro noakniyYeHnA npencrtasiieHa Ha

pucyHke 8.2.

BEWARD

Ayawo Hactpo#ka LAN

CeTe

B BEITINTE WMcnone3oBate IPv6 [

T S

Wi-Fi
MonyyuTe IP-agpec agToMaTU4yeck
PPPoE

IP-ampec | 107 168.

Macka nogceti | 255 . 255.

UPnP

Bonjour .
OcHoaHol w0z | 107 168

DD MpeanounTaemeld DNS | 192 . 168.

idly AanepHamBHh|ﬁDNS| 0. 0 .

RTSP
HTTPS

KioTam

SiP

MAC-agpec | 18-68-82-47-

MoHuTOp

Puc. 8.2

BHUMAHUE!

Mocne nameHeHUs ceTeBbiX NapaMeTpoB SIP MoHWUTOp OydeT nepesarpy:xeH aBToMaTUYECKU.

[MUcnonb3oBatb |IPV6] (No-yMONnYaHuio: BLIKMHOYEHO): BKMAOYEHUE TanoudkM Mo3BosisieT
ncnonb3oBaTb 128-paspsigHble pasmepbl |P-agpecoB And HacTPOMKM CeTeBOro coeauvHeHuns SIP
MOHUTOpA.

[Bepcusa IP] (ocTynHO npu nocTaBreHHOM ranoyke «Mcnonb3oath IPVv6»): BoibepuTte «IPv6»,
4yTO6bI NCnonb3oBaTh 128-paspsaHblie pasmepsbl IP-agpecos.

[Monyuntsb |IP-agpec aBTOMaTM4ecku] (NO-yMOMN4YaHMIO:  BbIKMIOYEHO):  yCTaHOBKA
aBToOMaTMyeckoro nonydeHunsa IP-agpeca, Mackm noacetM m agpeca OoCHoBHoro wio3a ot DHCP-
cepBepa. [nsa paboTbl 3TON OyHKUMM Heobxoanmo Hanmyme B cetu DHCP-cepBepa.

[IP-appec]: ycTtaHoBka mnu oTobpaxeHue (npu BkNodeHHon dyHkumn DHCP) IP apgpeca

YyCTpOWNCTBA.

NMPUMEYAHUE!
Mpn HasHayeHun SIP moHuTOpy IP-agpeca HeobxoguMmo yuuTbiBaTh, 4TO IP-agpeca He [OSKHbI

NOBTOPATLCA B CETU.

[Macka nopceTu]: yctaHoBKa unu otobpaxkeHue (npu BKNOYEHHOW dyHKumM DHCP) macku

noaceTn yCTpOUCTBA.
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[OcHoBHOM wWnO3]: ycTaHOBKa WM oTobpaxeHue (npu BkodeHHon dyHkuun DHCP) IP
agpeca wno3a.

[MpeanounTaembin DNS]: yctaHoBKa unu otobpaxeHue (Npu BKNOYEeHHON dyHKUmMn DHCP)
npeanoyvntaemoro IP agpeca cepBepa OOMEHHbLIX UMEH.

[AnbTepHaTMBHBLIN DNS]: ycTaHOBKa unun otobpaxkeHune (npu BKNoYeHHOW dyHKuun DHCP)
anbTepHaTuBHOro IP agpeca cepBepa JOMEHHbLIX UMEH.

[MAC-appec]: otobpaxeHne MAC-agpeca SIP moHuTOpa.

[na coxpaHeHus n3MeHeHU HaxxmuTe KHonky [CoxpaHuTb].

8.3. Wi-Fi (tonbko gana SIP MmoHutopa SM700W)

CtpaHuua napameTtpoB Wi-Fi nogkntoyeHusa npeacrasneHa Ha PucyHke 8.3.

BEWARD

Ayamo Hactpoikum Wi-Fi

CeTk

> OCHOBHHIE BrniounTE

Craryc coeuHEeHUA AKINK
> LAN TYC coeq Mogknwyero

MAC agpec
i

PPPOE i Ei
OGHapyxeHue Wi-Fi To4ku goctyna

UPnP

Bonjour S5ID B830MacHOCTE YpoBEHE CMrHana = Pesum
DDNS Xperia. .. WPAZ-PSKIAES 7 100% IEEE 802.11bgn
PPTP
RTSP

Eng WPAZ-PSKIAES 1 96% IEEE 802.11bgn

TP-Lin... WPAZ-PSKIAES IEEE 802.11bgn
HTTPS

A 5 WPAZ-] A o 02.11
KioTam MEIZU 15 WPAZ2-PSKIAES IEEE 802.11bgn

sIP DIRECT... WPAZ-PSKIAES 0% EEE 202.11gn

-
idnr DA DoWIACS TFOL ICCC 007 44hnan

MoHuTOp

MoAKNKYNTECA B SBTOMETHYECKOM PEXUME

SSID [TP-Link_52DA

Tun ayTeHTUMKAUMK | VWPAZ-PSK

Tun WudposaHua | AES

Mapons [essesass

[ononHWTENEHO

MonyuwTe IP-agpec aeToMaTiyeckn

|P-agpec | 19

Macka noacet | -c

CCHOBHON u.|m03| 197 . 168 . &f

MonyuuTe agpec DNS-cepeepa aETOMAaTHYECKH

MpennounTaemeld DNS [152.168.55.1

AnsrepHatueHsid DNS |:|.CI.CI.CI

CoxpaHnTe

Puc. 8.3
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BHUMAHUE!

[Mocne nameHeHns ceTeBbIX napameTtpoB SIP MOHUTOP 6y£l,eT nepeasarpyxeH aBToMaTU4eCKN.

[BknounTb] (NO-yMONYaHMIO: BKIIOYEHO): OTMETbTE AaHHbIA MYHKT rarioykomn, YToBbl BKIIOYUTL
dyHKUMIO noaknoveHns SIP moHuTopa no Wi-Fi.

Mpwn BknoveHmnn Wi-Fi coegnHeHna HaumMHaeTcss aBTOMaTUYECKMIA MOUCK OOCTYMHbIX CeTeMn.
lMocne 3aBepLUEeHNs NoUCKa Bbl MOXeTe BblibpaTb ceTb B Tabnuue HKe 1 NOAKMIOUYNTLCS K HEN.

[CTaTyc coeauHeHuA]: oToOpaxeHMe TeKywero craTyca MNOAKMIOYEHNA WU NPUYMHY
Heyaa4yHoro nogkrntoyeHuns. Ctatyc nogkroyeHns obHoBNSeTCa aBToMaTnieckm kaxkable 10 cekyHg,.

[MAC agpec]: otobpaxeHue umsmyeckoro agpeca Wi-Fi ceTeBoro untepgenca SIP monutopa.
BeeneHo aons ynpolleHnsa noucka SIP mMoHuTOpa B MHTepdernce ToYkn goctyna. He goctynHo gns
peaakTupoBaHus.

[O6HapyxeHue Wi-Fi Toukn poctynal: otobpaxeHne HanmgeHHbIX TOYEK JOCTyna B BuAe
Tabnuubl. Bel MoXxeTe BbIOpaTe HEOOXOOMMYIO A4S1S MOAKMOYEHMS TOYKY OOCTYMNa ABONHBIM LLENTYKOM
NeBOM KHOMKM Mblwmn. [Npn 3atom BcA Heobxogmmas uHdopMaumsa Kpome napons 3anosIHUTCS
aBTOMaTUYEeCKM.

[OBGHOBUTBL]: HaxxaTue KHOMKM NPUBOAUT K OOHOBMEHWUIO CnKUCKa AOCTYMHbIX CEeTen, T. €. K
NOBTOPHOMY MOMCKY ceTel. [locrne 3aBepllieHnsd noucka oTobpasntcs OOBHOBNEHHbINM CAMCOK
AOCTYNHbIX TOYEK A4OCTyna.

[MoakntounTbCA B aBTOMaTUYECKOM peXnMMme]: Mo yMONYaHUIO NOAKII0YEHNE NPOUCXOaUT B
aBTOMaTMYECKOM pexume, HO Npyv HeOBXOOMMOCTU Bbl MOXeTe BblibpaTb napameTpbl NOAKMOYEHUS
Bpy4YHyto. [na 3TOro cHUMUTE Mapkep W 3anofHUTEe MoMns, pacrnonoXeHHble Hwxke. [daHHas
BO3MOXHOCTb MPUroguTCcs, Hanpumep, Npu NOAKMIYEHUN K ceTaM, He Bellawowum cson SSID
(ckpbITblE CETN).

[SSID]: yctaHoBKka wnn OTOOpaXeHMe WMEHUM CeTu ANns MNOLKMYeHus. 3anonHaeTcd
aBTOMaTM4eCKM Npu OBOMHOM KIMKE MO CTPOKE C BblOpaHHOM TOYKOM AoCTyna B Tabnuue HangeHHbIX
TOYek gocTyna.

[Tun ayTeHTUpMKaumm]: BoiGop 13 cnucka unm otobpaxeHune Tuna ayTeHTUdunKaumm cetn ans
noaKnoyeHns. 3anosiHAeTcs aBToOMaTUYeCKN NMpu ABOMHOM KIMKE MO CTPOKE C BbIOPAHHOW TOYKOM
AocTyna B Tabnuue HangeHHbIX ToYek JocTyna.

[Tun wndpoBaHuA]: BLIGOP N3 cnncka unn otobpaxeHne pexnma WdpoBaHUa ceTn ans
noaknoyeHns. 3anosiHAeTcs aBToOMaTUYECKM NMpU ABOMHOM KIMKE MO CTPOKE C BbIOPAHHOW TOYKOM
AocTyna B Tabnuue HangeHHbIX ToYek JocTyna.

[Maponb]: none ans BBoga naponsi BbibpaHHOW TOYKM AocTyna. BBoouMmble CUMMBOSbLI MO
ymonyaHuio ckpbiTbl. OTO6pasuTb BBEAEHHbIE CMMBOMbI A1 MPOBEPKM MOXHO HaXaTuem Ha

NMUKTOrpaMmMmy «rnas3» B npaBoM 4acTu gaHHOro nond.
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Ecnn B Bawen cetn Wi-Fi otcytcteyer DHCP-cepBep, T0 Bbl MoxeTe npucsontb IP-agpec
GecnpoBogHoMy agantepy SIP MOHMTOpa BpyYHYt0. [1na aToro packponte meHo [lononHuTenbHo:

[MonyunTtb IP-appec aBToMaTnMyeCcku]: No yMon4aH1O AaHHbIA NYHKT BblOpaH n npoucxoauT
nonyyeHme HacTpoek 6ecnposogHoro nHtepderica no DHCP: IP-agpec, Macka noacetn, OCHOBHOM
wno3. [insa BBoga napameTpoB |IP Bpy4HYO CHAMUTE AaHHbIA MapKep.

Mpn BBOAE 3HAYEHUI BPYYHYIO YK&XUTE Takume 3HadeHus, YTobbl SIP MOHMTOP nonan B O4HY
noaceTb C OCTanbHbIM 060pyaOBaHNEM.

[IP agpec]: oTobpaxeHne 3HayeHUs agpeca, Nofny4eHHoro B aBTomaTnyeckom pexumme. [pu
oTkntovyeHHoMm nyHkTe «lMonyunTb IP-agpec aBTOMaTM4ecku» cnyxut ans Beoga IP apgpeca
BPYYHYHO.

[Macka noaceTu]: oTobpaxeHne 3Ha4YeHUs Macku, NOfyYeHHOEe B aBTOMATUYECKOM PEXMME.
Mpu oTkNtoveHHOM nyHKTe «MonyunTsb IP-agpec aBToMaTMyeCKU» Cry>XuT 4Nsi BBOAA Macku noaceTn
BPYYHYHO.

[OcHoBHOM WNHO3]: 0OTOOpaXeHNe 3Ha4YEeHWS LWIA3a, NONTYYEHHOE B aBTOMATUYECKOM PeEXUME.
Mpun oTkntoveHHOM nyHkTe «MonyunTb IP-agpec aBTOMaTU4YEeCKU» CNYyXUT OfS BBOAA 3HAYeHUSA
OCHOBHOTO LUS03a BPY4YHYHO.

[Monyuutb anpec DNS-cepBepa aBToMaTu4ecku]: npu Bolbope 3TOro napameTpa 3Ha4YeHus
DNS-cepBepoB 6yayT nonyyeHol aBTomatmyeckn ot DHCP cepBepa 6ecnposogHon ceTtu. [lpu
OTKITOYEHHON onuun 3HaveHnst DNS-cepeepoB HEO6X04MMO 3a4aTb BPYYHYIO.

[Mpeanouyntaembin DNS]: oTobpaxeHune 3HauyeHus npegnountaemoro DNS-cepsepa
norly4eHHoe B aBToMaTuUyeckoM pexume. [lpyn oTknwdeHHoM nyHkTe «[Monyuutb IP-agpec
aBTOMaTUUYECKU» CNYXUT AN18 BBOAA 3HAYEHUS BPYYHYIO.

[AnbTepHaTMBHbIN DNS]: oTOG6paxeHne 3HauyeHuss anbTepHaTmBHoro DNS-cepsepa,
noflyyeHHoe B aBToMaTuyeckoMm pexume. [lpu oTknoyveHHoOM nyHkTe «lMonyuutb IP-agpec

daBTOMaTU4YeCKU» CInyX1UT anga seBoga 3Ha4eHUA BPY4HYIO.

[CoxpaHuUTb]: Npu HaxaTUM Ha KHOMKY COXPAHATCA BCe CAenaHHble W3MEHeHus, U
SIP moHuTOp nogkntoyaeTcs K Touke gocrtyna Wi-Fi.

Mocne ycnewHoro nogknoyeHnsa Kk Todke goctyna Wi-Fi B none [Ctatyc coeanHeHus] Bbl
yBMAWUTE COOTBETCTBYIOLLYIO 3anuCb, a LWPUAT MOAKMOYEHHOM TOYKM OOCTyna B CAUCKe CTaHeT
XWPHbBIM.

BHUMAHUE!
I'Iepe,q MCMNorib30OBaHNEM 6eCI'IpOBO,CI,HOFO coeaguHeHnsa oTkno4vnte SIP MOHUTOP OT I'IpOBOJ:I,HOVI cetm um

nepesarpysute SIP moHuTop.

8.4. PPPoE

Ctpanuua HacTpownkn napameTpoB PPPOE npeacraeneHa Ha PucyHke 8.4.
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MeHto npeagHa3HavYeHo Ans HaCTpOVIKM coeaunHeHna no npoToKoIy PPPoOE, KOTOpOE MOXET
NPUMEHATLCA AONnd AO0CTyna K SIP MOHUTOPY U3 CeTn VlHTepHeT nocpeancTtsoM AgMHaMMU4YeCKoro IP-

agpeca, BblJaHHOIoO VlHTepHeT-I'IpOBaIZD,epOM, n ayTeHTI/ICbI/IKaLl,VIVI Nno UMEHU NoJib3oBaTesiAdA 1 NAapOosito.

BE\WARD

Ayauno HacTpoiika PPPoE

CeTe

» OCHOBHEIR BrTEeT D

AYTEHTUCDMEALMA | PAP

> LAN

> WiFi Aapec |

Monkaoaatens |
FPFoE

Mapont |

> UPnP

Bpews oHnaiiH [0minutes

> Bonjour

> PPTP
> RTSP

Puc. 8.4

[BKknrounTb] (NO-ymMOnyaHuio: BbIKITHOYEHO): BKITIOYeHMe/oTkNoYeHne dyHkunn PPPOE.
[AyTeHTUdMKauma]: BbIGOp NpoTOKONa NPOBEPKN MOANMHHOCTU. [JOCTYrMHbIE 3HAYEHUS:

1. PAP (no-ymonyaHuio)

2. CHAP
[Aapec]: oTtobpaxeHne IP-agpeca/oomeHHoro nmeHun cepsepa PPPoE (BbigaeTtca cepsepom).
[Monb3oBaTenb]: BBOL MMeHM Nosib3oBaTena Ans cosgaHna coeanHeHnst PPPoOE.
[Maponb]: BBOA Nnaponsa nosnib3oBatend Anga co3gaHnsa coegmHeHna PPPoE.

[Bpemsa oHnamnH]: oTobpaxxeHne BpeMEeHN COEOUHEHNS.
[lns coxpaHeHns N3aMeHeHUNn HaxxMmTe KHoMnKy [CoxpaHuTb].

8.5. UPnP

CtpaHuua HacTporikn napameTpoB UPnP npencraBneHa Ha PucyHke 8.5.

BE\WARD

Ayauno HacTpoitka UPnP

CeTe

> OCHOBHBIE BrnroymTs UPNP

> LAN MMA ycTpoiicTea [SM7oow SIP menitor - 186882478000

> WiFi

| [MpPUMEHKUTE | | Mo ymon4yaHuo |

> PPPoE

Puc. 8.5

[Bknounte UPNP] (Mo-ymonuyaHuio:  BKIIOYEHO):  BKIIOYEHWE\OTKIIYEHNEe  CeTeBOro

obHapyxeHuns yctponctea metogamu UPnP
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[MUma ycTponcTBal: BBOO MMEHM YCTPOUCTBA, KoTopoe OyaeT oTobpaxaTbCca B pesdynbTaTtax

ceteBoro UPnP-nowucka.

[na coxpaHeHus n3aMeHeHuU HaxxmuTe KHonky [CoxpaHuTb].

HaxmunTe kHonky [Mo ymon4yaHuio], 4ToGbl BEPHYTLCS K M3HaYanbHbIM NnapaMeTpam.

8.6. Bonjour

CTpaHuua HacTporiki NapameTpoB NpoTokona Bonjour npeacTtasneHa Ha PucyHke 8.6.

BCWARD

Ayawno HacTpoliku Bonjour

CeTe

> (OCHOBHLIE BrMoYKTE Bonjour

> LAN MMA ycTpoicTaa [SM700W SIP monitor - 186882478D0D

> Wi-Fi

| COXpPaHNTE | | Mo ymonuaHu |

> PPPoE
> UPnP

| Boowr |

Puc. 8.6

[Bknountb Bonjour] (MO-yMOnyaHuMio: BKITHOYEHO): BKNOYUTE 3TY ONuUuUto, YToObl YCTPONCTBO
cTano AOoCTYMHO AN aBTOMaTUYECKOro Nomncka B CETU nNo npoTokony Bonjour.
[Uma yctpomcTBa]: BBOL MMEHW YCTPOWCTBA, KOTOpoe OyaeT oTobpaxaTbCs npu ero

HaXxoXxaeHun B CeTw.

[lns coxpaHeHns N3amMeHeHnn HaxxMmTe KHonKy [CoxpaHuTb].

[lnsa Bo3BpaTta K naHavarneHbIM NapaMmeTpam HaxxMmmTe KHonky [Mo ymonyaHuio].

8.7. DDNS

CtpaHuua HacTporiku napameTpoB DDNS npeactaeneHa Ha PucyHke 8.7.
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B@\VARD

A ) HacTtpoiika DDNS

CeTb

> (OCHOBHEIE (BT

S o Cepeep DDNS |

MonbaosaTens |

> Wi-Fi

Mapone |
> PPPoE

OowmeH |

> UPnP

Anpec cepeepa [www.noip.com

> Bonjour

- MopT cepsepa [30000

HTTP-nopt [80

>

WHTepean o0HoBNEHKUA | 30 MHHYT

> RTSP

BHelHwii IP |

> HTTPS )
Mpumep gomena:test1 noip.com

KioTam
MoHHUTOp

CHUCcTeMHbIe

Puc.8.7

MeHIo npegHa3HayYeHo A5 HACTPOMKM COEQUHEHNSA C Ucnonb3oBaHuem ycnyr cepsmuca DDNS.
Cepsuc DDNS nossonut Bam ynpoctutb goctyn m3 cetu MiHtepHeT K SIP moHuTopy, ecnu B Bawwem
pacnopsiKeHUM MMEETCS TOSbKO MOCTOSIHHO M3MEHSIOLLMIACA NyOnMYHbIN AnHammyeckun IP-agpec.

Kaxgbih pas npu cBoeM u3aMeHeHun Baw nybnuuHbin guHamudeckmn IP-agpec 6yaer
aBTOMaTMYECKN COMOCTaBNATLCA C HEKUM anbTepPHaTMBHBIM AOMEHHbIM UMEHEM, K KOTOPOMY MOXHO
obpatnTtbes u3 cetn HTepHET B N0OON MOMEHT BPEMEHW.

[BknrounTb] oToOpaxeHne ctaTyca ncnonb3oBaHust dyHkumm DDNS.

[CepBep DDNS]: Bbibop 13 cnvcka npoeangepa ycnyrm DDNS. [JocTynHble 3Ha4YeHus:

1. <nycTto> (No-ymMon4yaHuio)
2. noip.com

3. dyndns.org

4. freedns.afraid.org

Mpn BbIBOpEe He MycTOro 3HayeHUs aBTOMATUYECKU MPOCTaBNAETCH ranoyka Bknwouutb 1
3anosHATCA cneayroLme nons: agpec cepeepa, NopT cepeepa.

[Monb3oBaTenb]: BBOO MMEHW NOMb30BATENS, MOTYYEHHOTO NPU perncTpaLmm y4€THOM 3anmcu
Ha caunTe npoBangepa DDNS.

[Maponb]: BBOA napons, MOMYyYEHHOro Mpu perncTpaumm y4YeTHOM 3anucu Ha caunTte
npoeangepa DDNS.

[domeH]: BBOO JOMEHHOIO UMEHU, NOMYYEHHOrO NMpU perncTpaumMm y4€THOM 3anncu Ha cante
npoeangepa DDNS.

[Appec cepBepa]: BBog agpeca noctaswmka ycnyru DDNS. [Npu OTCYTCTBMM HYXHOrO
nposangepa DDNS B cnucke CepBep DDNS Bbl MOXeTe BBECTU agpec cepBepa BPy4HYIHO.
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[MopT cepBepa] (no-ymonuyaHuo: 30000): yctaHoBka nopTa, mucnonbdyemoro ans DDNS.
3HaueHue no ymonyanuo: 30000 (He pekoMeHayeTCs U3MEHSTb JaHHOEe 3HaYeHue).

[HTTP-nopt] (no-ymonuanuto: 30000): BBOog HTTP-nopTta, ucnonb3yemoro Angd
nepeagpecaummn nopTos.

[MHTepBan oO6OHOBNEHUA]: BbIOOP NEPUMOAMYHOCTN, C KOTOPOW YCTPOWCTBO Oyget
WHUUMMpoBaTb OOHOBNeHne 3HaveHus |IP-agpeca Ha DDNS-cepsepe nocne ero (IP-agpeca)
n3meHeHus. [JocTynHble 3Ha4YeHUs:

2 MUHYTBI

5 MUHYT

30 MUHYT (MO-yMOmyaHuio)
1 yac

2 yaca

A o

1 neHb
7. O6HoBUTL IP
[BHewHun IP]: oTtobpaxeHne BHelwHero IP agpeca, nornyyeHHoro nocrie yctaHoBku DDNS

COeaNHEHUS.
[ns coxpaHeHnsa N3MeHeHUn HaxxMmTe KHoMNKy [CoxpaHuTb].

8.8. PPTP

CtpaHuua HacTporikn napameTpoB PPTP npencrasneHa Ha PucyHke 8.8.

BEWARD

Ayawo Hactponka PPTP

CeTe
BrnoumTs [

FPTP-cepaep |

> OCHOBHEIE

> LAN

e Mons30BaTens
> WiFi |

Mapore |
> PPPoE

IP-agpec |

> UPnP

Cratyc |

> Bonjour

Puc. 8.8

[BknounTb] (NO-yMONYaHMIO: BbIKITKOYEHO): BKNOYEHNE/OTKIOYeHE doyHKunn PPTP.
[PPTP-cepBep]: BBOA IP-agpeca nnn AOMEHHOro uMeHn ncnonb3yemoro cepsepa PPTP.
[Monb3oBaTenb]: BBOA MMeHU nornb3oBatensa Ana goctyna kK PPTP-cepsepy.

[Maponk]: BBOA napons onga goctyna kK PPTP-cepsepy.

[IP-appec]: oTobpaxeHue IP-agpeca, nonyyeHHOro nocne ycraHosnexnms PPTP-coegmHeHus.
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[CTaTyc]: oToGpaxeHue ctatyca PPTP-coeanHeHus.
[ns coxpaHeHna n3ameHeHnn HaxxmuTe KHonky [CoxpaHuTb].

8.9. RTSP

CTpaHuua HacTporku nogkntoyeHns kamepsl no RTSP npeacTtasneHa Ha PucyHke 8.9.

BE\VARD

Ayano HacTpoiika RTSP

CeTb

WmA netounnka RTSP 1 |

OCHOBHbIE

LAN URL wcTousnka RTSF 1 | npumep: risp:/flogin:password@192.168.0.9%av0_1

Twn TpaHcnopTta
WiFi AL

WMmMA ucTouHnka RTSP 2
PPPOE

URL wcTounuka RTSP 2
UPnP

Twn TpaHcnopTa

Bonjour
WmA uctounmka RTSP 3

DDNS

URL wcTounuka RTSP 3

PPTP
Twn TpaHcnopTa
RTSP

WmA uctounnka RTSP 4

> HTTPS

URL wcTouHuka RTSP 4

3 :
mET Twun TpaHcnopTa

> SIP

o

CHCcTeMHLIe

Puc. 8.9

Ha panHon ctpaHuue Bbl moxeTe gobGaeutb oo 4 Bugeokamep no RTSP-ccbinkam gns
nocreqyroLero NPOCMoTpa OHManH-BMAaeo Yyepes rpadundecknin nHtepdenc (cm. pasgen 4.1).

[Uma mnctounuka RTSP 1 (2, 3, 4)]: BBog umeHn RTSP-uctouyHuka. [aHHoe mnms Gyoet
oTobpaxaTbCs NpM NPOCMOTPE OHNANH-BMAEO Yepes rpadomyeckuin nHTepdeic.

[URL nctoyHuka RTSP 1 (2, 3, 4)]: BBog RTSP-ccbinkn. NCTOYHUK BuaeocurHana gosmkeH
TpaHCNMpoBaThb MOTOK C paspelleHnemM He bonee 2 meranukcenenm B kogeke Buaeo H.264 n aygmo
G.711.

|BHUMAHUE!

Heobxoommo ykasbiBaTb aBTOpM3aLmio B CTpoke ¢ RTSP-cceinkon. MNpumep RTSP-cebinok ang
obopynoBaHna BEWARD B, DS n DKS cepui:
rtsp://<login>:<password>@<IP>:<PORT>/av<X>_<Y>, rge:

<login> - IOrMH Ans aBTOPM3aLMKN HA YCTPOMNCTBE

<password> - naponb 449 aBTopu3aLmm Ha YCTPONCTBE

<IP> — IP-agpec kamepbl;

<PORT> — RTSP-nopT kamepbl (3Ha4YeHne no ymonyaHuo — 554.);
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<X> — KOMaH4a KaHana B1MaeonoTokKa. Hymepau,l/l;l KaHanoB Ha4YnMHaeTCA C HOIA. |P-KaMepr
MMEKT TOJIbKO OOUH KaHall, N03TOMY HeobxoaMmo YKa3aTb 0;

<Y> — komaHaa Bbibopa BnaeonoToka: 0 — OCHOBHOM NOTOK, 1 — anbTepHAaTUBHbINA MOTOK.

[Tun TpaHcnopTal: BbIOOP TPaHCMNOPTHOrO MpoTOKona Ku3 cnucka Ana RTSP  ccbinky,
yKa3aHHOW BblLLE:
1. UDP (no-ymonyaHuio)
2. TCP

[na coxpaHeHus n3MeHeHU HaxxmuTe KHonky [CoxpaHuTb].

8.10. HTTPS

CtpaHuua HacTporiku napameTpoB HTTPS npeacrasneHa Ha PucyHke 8.10.

BE\WARD

Ayano HacTpoiika HTTPS

CeTb

OcHOBHLIE Co3agaHne v YCTaHOBKa

LAN | CaMONOOANCAHHEIA CEpTMENKAT |
Wi-Fi

| Coanats sanpoc cepTidinkaTta | |

PPPoE -
CoagaHHsIi 3anpoc

Dl CyObexT. 3anpoc cepTuduKaTa He cozdaH

EBonjour Coanan:

DDNS

e T -
YCTAHOBNEHHEIN CEDTUCDNEAT

RTSP

CyOvekT. CepTUdMWEAT OTCYTCTEYET
HTTPS

CocToAnue:
> KioTam

> sip | Crojicraa ||
MoHuTop TN NOgKNHYEHNA

BKNOUNTE HTTP

CucTemMHble

Puc. 8.10

Ona wHactporkn u ynpaBnenuss HTTPS-coegMHeHnem npenBapuTenbHO HeobxoaMmo
HacTpouTb napameTpbl B WEB-uHTEpdece.

Bbl MOXeTe cosgaTb camononucaHHbin cepTudmkat unm caenatb 3anpoc Ha co3gaHue
cepTudmkaTa B LEHTPE cepTUdUnKaLmN.

[CamonoanucaHHbIn cepTucdmKaT]: co3gaHMe camonognucaHHoro ceptudmkata. lNocne
BHECEHMS BCel Heobxoammon MHdopMaumm BO BCMMbIBAKOLWEM OKHE W HaxaTusa kHonku [Co3paTthb])
ceptudmkaT ByaeT cpasy e JOCTYNeH A5S UCNOoNb30BaHMs U 0TOBPas3nTCs B None «YCTaHOBMNEHHbIN

ceptTudmkaT».
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[Co3paTtb 3anpoc ceptudmkaTal: co3gaHve 3anpoca, KOTopbI B AanbHENLWEM MOXHO byaeT
nepegate B LUEHTp cepTudukaumn. [locne BHeceHUs Bcel Heobxoaumown uHoOpMauum BO
BCM/bIBalOWEM OKHE M HaxaTtusa kHonku [Co3paTtb] 3anpoc otobpasutca B none «Co3aaHHbIN
3anpocy.

[Co3paHHbIN 3anpoc]: oTobpaxeHne 3anpoc cepTudukara.

[CBoMcTBA]: NpOCMOTP CBEAEHMI O 3anpoce cepTudmkaTa, HeobxoauMbIX ANA nepedayn B
UeHTp cepTudumkaumn. [aHHasi KHOMKa CTaHOBWUTCA [OOCTyrMHa TONMbKO MOCne Cco3daHus
COOTBETCTBYIOLLIErO 3anpoca

[Ypanutb]: yoaneHue 3anpoca ceptudumkaTa.

[YcTaHOBUTL cepTudmkaT]: yctaHoBKa cepTudumkara, nony4eHHOro 13 LeHTpa ceptudmkaumnm
no paHee CO3gaHHOMY 3anpocy cepTudmkaTta. [JaHHas KHOMKa CTaHOBUTCS AOCTYMHa TOMbKO Mocre
CO3aHusa COOTBETCTBYHOLLEro 3anpoca. Nocne HaxaTus KHONKN OTKPOETCS CTpaHuLa 3arpysku dpanna
ceptTudukaTa; ykaxute nyTb K panny ceptudmkata c pacwumpeHveM “pem” n HaxXMute KHOMKY
3arpy3uTtb. YcCTaHaBnvMBaeMbli cepTudmkaTt [OMKEH COOTBETCTBOBATb 3anpocy, Tak Kak npu

yCTaHOBKe cepTudmkata NpoMcxoamT cBepka nHdopmaumm 3anpoca n ceptudukara.

NMPUMEYAHUE!
1115 BO3MOXHOCTM 3arpy3ku charina nu3 nokanbHOro katanora Tpebyetcsa M3aMeHUTb HACTPOKikn 6e3onacHOCTU
Gpaysepa. [nsa atoro nepenante B MeHto Cepeuc — Ceolicmea ob6o3peeamens — bezonacHocmb U

HaxxmMuTe KHomnky [lpyron. B oTKpbIBLLEMCSI OKHE HanguTe NyHKT « BKNovyaTb NyThb K IOKaribHOMY KaTanory

npwu 3arpy3ke ¢panna Ha cepBep» 1 BblbepuTe «BKNMIOYNTBLY.

YcTtaHOBNeHHbIN cepTudumkaT: oTobpakeHne YCTaHOBMEHHOro cepTudmukata. 310 MOXKET
ObITb Kak cCamonoANUCaHHbIN cepTudmKkaT, Tak U cepTUdUKAT, NONYYEHHbIN B LEHTPE cepTudmnkaumm.
[CBoncTBa]: NMpocMOTp cBegeHunm o Tekywem ceptudukate. [JaHHas KHOMKA CTaHOBUTCS
AOCTYNHa TOMbKO NMocne YCTaHOBKM cepTudumkaTa.
[YaanuTtb]: yaaneHne ycTaHOBMEHHOIo ceptTudukara.
Tun nogknoyYeHus: BbiGOP NCNONb3YyeMOro NpoToKona:
1. HTTP.
2. HTTPS.
3. HTTP & HTTPS.
Mpun ncnone3oBaHn HTTPS gna goctyna Kk WEB-uHTepdency mcnonbsyetcs 443-in nopr.

YuutbiBanTe 310, ecnn Bbl ncnonb3yete nepeHasHayeHMe NOPTOB Ha Balwem maplupyTtmsaTtope.

[nsa coxpaHeHus 3MEHEHUI HaXxxmuTe KHONKy [CoxpaHuTb].

8.11. KtoTam

CTtpaHuua akTMBaLuun NoAKMoYeHns kK obnayHomy cepsucy KtoTam Ha PucyHke 8.11.
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BEWARD

Aygwo KtoTam

CeTb

OCHOBHLIE D ST

LAN
MapameTpsl COBAMHEHWA

Wi-Fi
CTatyc COBOHHEHWA

PPPoE o .

UPnP MAC-agpec | |
LONUTensHOCTE COROUHEHWA | 00:00:00 |

Bonjour

oo
TIPMMEHNTL

PFTP

Puc. 8.11

MpegHasHaveHne obnayvHoro cepeuca KtoTam onvcaHo B pasgene 4.6.3 4aHHOro JOKYMeHTa.

[BKnrounTb] (NO-yMONYaHWIO: BbIKITOYEHO): akTuBaumsa obnadHoro cepemca KtoTam.

[CTaTyc coeauHeHus]: oToOpaxeHne ogHOro M3 TPEX CTaTyCOB COEAMHEHUSI C CEpPBEPOM
KtoTam:

«Owmnbka coeanHEHNA»

«OxnpgaeT nob6aBneHnsa B aKKayHT»

«OHnanH»

[MAC appec]: otobpaxeHne MAC-agpeca yCTponCTBa.

[AnuTenbHOCTb coeAUHEHUA]. oTobpaxeHne ANUTENbHOCTN YCTAHOBNEHHOMO COeAMHEHUS C

cepsepom KtoTam.
[lns coxpaHeHns N3aMeHeHnn HaxxMmTe KHonKy [CoxpaHuTb].

8.12. SIP
SIP MoHMTOP NO3BOMSAET NPUHMUMATL BbI30B MO NpoTokosy SIP n metogam P2P unn yepes SIP-
cepBep. YCTPOMCTBO MO3BOMSET MCMNONb30BaTb A0 2 pasHbix SIP akkayHToB. CTpaHuua HaCTPOWNKM

napameTpoB SIP npeacraeneHa Ha PucyHke 8.12.
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BC\VARD

T T

Ayawo Hacrtpo#nka SIP
CeTb
OcHoBHRIE | PazpewmTs SIP #1 | PaspewwTs SIP #2
1o CTaryc pervcTpayum: [He zapeructpuposan | CrTaryc pervcTpaLum:
— ms: | | Mma:
Homep: Homep:
PPPOE ? | | o
VIMA Nonb308aTens; | | MA Nonb308aTens;
UPnP
Mapons: [ | Mapons:
Bonjour
SIP nopr: 5060 SIP nopr:

DDNS
PPTP

Pa3peluvTs perdcTpaLmo

MonyYyWTe 2HaYEHKWE Cepeepa pericTpauunn no DHCP

Pa3peluuTs perdcTpaLmo

Cepeep perncTpaumi:

Cepeep perucTpaLmu: [ | Mopr [5060 | Mpokcu-cepsep:
LIIES ] MonyquTe 3HaueHwe npokcu-cepeepa no DHCP SIP cepeep:
EDEL Mpokcu-cepaep: [ | Mopr [S5060 | MoHUTOp HaxogmTcA 3a NAT
o SIP cepasp: | | Mopr: [5060 | sTunP:
MokuTop [ MoHuTop HaxogwTeA 3a NAT STUN noprt:
CucTeMHLIe STUN I | |
STUN nopr:
LonNonHATENsHO
Pesti DTMF: | RFC2833 v
DTMF AnR OCHOBHOI ABEpH
Mcnons208aTe O8EDL 2 ]
DTMF ans asepw 2
Mcnons3oeats Oseps 3 n
DTMF ans asepw 3
| 3aEeplaTts Exi30E nocne otnpaek DTMF ckriana
TaitmayT 0o3BoHa cex.
TaiimayT pasrosopa 300 |cek
QOOHOEWTL | | COEPaHNTE |
Puc. 8.12

[CtaTyc perucTpauum]: otobpaxeHue cratyca permcrpaumm Ha SIP cepBepe.

[Paspewmnts SIP #1 (#2)] (no-ymOn4aHuIO: BbLIKITOYEHO): aKkTUBaUMA BblIOPAHHOIO akKayHT.

OpHoBpeMeHHO MOXET paboTaTth Kak OAMH akkayHT (noboin), Tak n oba akkayHTa cpasy.

[Umsa]: nmsa SIP moHuTopa, oTobparkaemoe npu 3BOHKE.

[Homep]: HoMmep SIP MoOHMUTOpA, NCNOSb3YEeMbIN ANS Bbl30Ba CTOPOHHUMM NOSIb30BaTENAMM.

[Uma nonb3oBaTtensa]: BBOA flOrMHa y4€THOW 3anucy ans aBTopmsaumm yctpomcTtea Ha SIP-
cepsepe.

[Maponb]: BBOA Napons y4ETHOWM 3anucuK Ans aBTopm3auumn yctponctea Ha SIP-cepsepe.

[SIP nopT] (no-ymonyaHuio: 5060): ycTaHOBKa 3Ha4YeHUs nopTa, No KOTOPOMY OCYLLECTBMASETCA
B3anmogencteme ¢ SIP-cepepom.

[PaspewunTb perncTpaumio] (No-ymomnyaHuIo: BbIKMOYEHO): AaHHas onuusa paspeluaet

npounssecTu perncTpaumio Ha SIP-cepsepe.
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[MonyunuTtb 3Ha4veHue cepBepa peructpauum no DHCP] (no-ymonyaHuio: BbIKIHOYEHO)
(tTonbko ans SIP #1): nocTaBbTe ranoyky, YTobbl BKMOYUTL AaHHYO yHKUM0. [pu 3TOM AaHHyo
dyHKUMo 06a3aTenbHO AOMKeH noaaepxunsaTb SIP-cepsep.

[CepBep perncTtpaumun/llopT]: BBOO agpeca cepBepa pernctpaumm (Registrar) u ero nopta.
Afpec cepBepa pernctpaumm MoxeT coBnagaTtb ¢ agpecom SIP-cepsepa.

[MonyunTb 3Ha4yeHue npokcu-cepsepa no DHCP] (no-ymonyaHuio: BbIKNioYeHO) (TONbKO Ans
SIP #1): noctaBbTe ranoyky, 4Tobbl BKMOYUTL AaHHyl onumio. [Mpu 3TOM AaHHYy YHKUMIO
o6s3aTenbHO AoMKeH nogaepxmeaTtb SIP-cepsep.

[Mpokcu-cepBep/MopT]: BBOAO agpeca npokcu-cepsepa (Proxy) v ero nopta.

[SIP cepBep/MNopT]: BBOA agpeca SIP-cepsepa (agpec ATC) 1 3HavyeHue nopta gns obmeHa
OaHHbIMMU.

[MoHuTop Haxoautcs 3a NAT] (NO-ymMON4YaHWIO: BLIKMOYEHO): OaHHas onuusa paspeluaet
paboty SIP moHuTopa Yyepe3 STUN-cepBep. STUN-cepBep ABASETCA O4HMM M3 METOLOB MOMyYeHWs
JOCTyna K yCTpoucTBam B CeTu, Haxogawmxca «3a» NAT, 6e3 cHuxeHus ypoBHSA 6e3onacHOCTU
[OCTyNna BO BHYTPEHHIOK CETb U3 CETU BHELLHEN.

[STUN IP/MopT]: BBOA agpeca n nopta STUN-cepBepa.

BHUMAHUE!
STUN He Bynet pabotaTtb koppekTHO ¢ cummeTpudHbiM NAT. Mpu cummetpuyHom NAT IP-agpec STUN-
cepBepa OTNIMYaeTCsi OT CBOEro KOHEYHOro agpeca, n us-3a atoro agpec NAT, kotopbin Buant STUN-cepeep,

TakKkKe oTrm4vyaeTcd OT KOHeYHOro agpeca, KOTOprI;I 6yp,eT MCNOoJ1b30BaTbCA A4 OTNPaBKN NAKETOB KITUEHTY.

[Pexxum DTMF]: BbiGop T1na ncnonb3yemoro pexuma DTMF ns cnmncka. [JocTynHble 3Ha4YeHus::

1. RFC2833 (no-ymon4yanuio).

2. In-band.

3. SIP INFO.

[DTMF pna ocHoBHOM aBepwu| (no-ymonuyaHuio: 1). YcrtaHoBka koga DTMF gonst oTkpbiTmsa
OCHOBHoOM ABepwu. [Npun HaxxaTum kHonku [Knro4] Ha SIP MOHUTOpE B pexnme pas3roBopa Ha yCTPONCTBO,
coBepLUarLLee BbI30B, OyaeT oTnpaBnATbCA AaHHbIA KoA. [onyckaeTcs 3agaHne 40 TPEX CMMBOJIOB
DTMF (cumBonsbi: 0-9, #, *).

BHUMAHUE!

DTMF kof Ha yCTpOMCTBE, COBEpPLUAIOLLLEM BbI30B 1 Ha SIP MOHUTOpPE AOSMKEH COBNaaaTb.

[Ucnonb3oBaTtb ABepb 2] (MO-yMON4YaHUIO: HET). AKTMBaLNA OTOOpaXXeHMsT KHOMKN OTKPbITUS
ABEepn 2 B pexunme BbI30Ba 1 pa3roBopa.
[DTMF ana aBepwm 2] (no-ymonyanuio: 2). YctaHoska koga DTMF ansa otkpbitusa asepum 2. IMpu

HaxaTum kHonkwn [Krro4] Ha SIP MOHUTOpe B pexume pasroBopa Ha YCTPOWCTBO, COBeplualoLliee
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BbI30B, OyaeT oTNpaBNATbCS AaHHbIN koA, [onyckaeTcsa 3agaHue go Tpex cumsonoB DTMF (cumBonbi:
0-9, #, ).

[MUcnonb3oBaTb ABepb 3] (NO-ymMonyaHuio: HeT). AKTBaLMA OTOBPaKeHUs1 KHOMKM OTKPbITUS
OBepu 3 B pexnme BbI30Ba M pas3roBopa.

[DTMF ana aeepwm 3] (no-ymonyanuio: 3). YctaHoBka koga DTMF ons oTkpbiTvs asepu 3. MNpu
HaxkaTum kHonkw [Knro4] Ha SIP MOHUTOpe B pexume pas3roBopa Ha YCTPOMCTBO, COBepLualoLiee
BbI30B, OyaeT OTNpaBNATbCS AaHHbIN koA, [onyckaeTcsa 3agaHue go Tpex cumsonoB DTMF (cumBonbi:
0-9, #, *).

[3aBeplaTtb BbI3oB nocne otnpasku DTMF curdana] (no-ymonyaHuio: Boiknio4eHo). Onums
3aBepLUeHns BbI30Ba NOCre OTNPaBKM CUrHana oTKpbITUS ABEPU.

[TanmayT posBoHa] (no-ymonuanuio: 120 cekyHn). YCTaHOBKAa MaKCUMarbHOMO BpPEMEHMU
OXMaaHnsa OTBETa Ha 3BOHOK.

[TanmayT pasroBopa] (no-ymonuyaHuto: 360 cekyHn). YCTaHOBKa MaKCMMarbHOrO BpEMEHM

pasrosopa.

Mpumep 3anofiHeEHUS HACTPOEK NpU CoeauHeHWM C nybnuyHbiM cepBepoM Sip.antisip.com

npegcrasneH Ha pucyHke 8.13:
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BC\VARD "

Ayawmo Hactponka SIP
CeTk
> OCHOBHLIE PazpewunTs SIP #1
LAN CTaTyC perncTpaumm: |33DEFHCTDHDOEIEH |
nR:
WiFi M7 lsMm700wW |
Homep:
PPPoE ¢ pffarn2 |
MmA none2oearens: |pffgrn2 |
UPnP
Mapons: |IIIIIIII |
Bonjour
SIF nopt: _5 0e0
DDNS
PazpelwTs perucTpaumso
PFTP
[] Mony4uTe 3HaYeHHe cepeepa perMcTpawy no DHCP
RTSP
Cepeep perucTpaLmn: lsip.antisip.com | Mopr: 5060 |
HTTPS
[] MonyunTs 3HauyeHHe npokcu-cepeepa no DHCP
KioTam Mpokcu-cepsep: [ | Mepr: [5060 |
SIP SIF cepeep: |5ip,antisip,com | Moprt: |5[}60 |
MoHuTOp (] MoHuTOp HaxomuTeA 3a NAT
CUCTEMHEBIE STUN IP: | |
STUN nopT: 3478
JononHUTENEHD
P DTMF: | RFC2833 v
DTMF AnA 0CHOSHOI OEepH
Mcnons20BaTe 0BEDL 2 ]
DTMF ans geepw 2
Mcnons30BaTe 0BEpL 3 []
DTMF ans ggepw 3

[] 3aeeplwats BLIZ0E Nocne oTnpaskk DTMF curdana

=t

2

]

TaimayT No3BoHa cek

(5]

TalmayT pasrosopa 60 |cek

OFHOBUTE || COXpaHHTL |

Puc. 8.13

Mprnmep 3anonHeHna HacTpoek Npu ncnosib3osaHun SIP P2P npeacTtaBneH Ha pucyHke 8.14:
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BC\VARD

Ayano

CeTk

2 OCHOBHLIE
LAN
Wi-Fi
PPPoE
UPnP
Bonjour
DDNS
PPTP

HTTPS
> KioTam

SIF

MoHuTOp

CUCcTEMHBIE

HacTtponka SIP

Pazpewnts SIF #1

CTaTyC pErnCTpaLmn: |He 23ApPErMCcCTpUpoEaH
s [sM700W
Homep: [123

VIMA Nonb30EaTenA: |

Maponks: |

SIP nopr: 5060

[| PazpewnTs perdcTpale

MNonyynTs 3HAYEHWE Cepaepa pericTpauwn no DHCP

Cepeep perucTpaLmm:

| Mo

[ MonyuyuTe 2Ha4yeHKe npokcH-cepeepa no DHCP

MpokcK-cepeep:

| Mopr

SIP cepeep:

| o

[ MoHMTOP Hax0gWTCA 3a NAT

STUN IP: | |
STUN nopT: 3478

JononHuTENLHD

Pexim DTMF: | RFC2833

PenefiHeii Bexon (DTMFY:

MCnons308aTe OBEDE 2 ]

DTMF ans osepw 2

Mcnonss0BaTe OBEDE 3 []

DTMF ans osepw 3

[] 3aBepwats EbizoE nocne oTnpaskt DTMF curHana

TalimayT 4o3eoHa cek.
TadmayT pasrosopa 360 |cek

OFHOBTE H COXpaHUTL

Puc. 8.14

[nsa coxpaHeHus 3MEHEHUI HaxxmuTe KHONKy [CoxpaHuTb].
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Masa 9. Be6 nHtepcenc: Hacrtponkun - MoHntop
9.1. becClyMHbIN peXuM

Ha PUCYHKe 9.1 nokasaHa CTpaHunUa HacTpoeK aktuBaunu 6eCLIJyMHOFO peXnma no pacnmcaHumto.

BEWARD

Ayamo HacTpoiikn GecluyMHOro pexuma

CeTb

AETHEWPOBATE Dec MHEIA PEXMM N0 PaciUCAHIID
MoHUTOP p ury, D P ]

= BpemA EKNOYeHMA GeClLyMHOrD pesMmMa 4yacoe
DECLIYMHEI DEXMM D Y E EI

BpemA BLIKMIOYEHWA GECLUYMHOrD PesxMa El uacos

CHUcTeMHbIe

Puc. 9.1

[AkTMBMpOBaTL OGeCLIYMHbIA PEXUM NO pacnucaHuio] (No-yMOMYaHWUK: BbIKIOYEHO).
[daHHasa onuusa No3sonseT aBToMaTUYECKM BKMNOYaTb U BblKNoYaTb 6ECLLIYMHbIA PEXMUM N0 LHEBHOMY
pacnucaHuio.

[Bpemsa BKknro4veHUs 6ecwiymHoro pexummal (no-ymonyaHuio: 0 yacos 0 MUHYT): ycTaHOBKa
BPEMEHM eXeJHEBHOIO BKITHOYEHMS1 BeCLUyMHOro pexuma.

[Bpems Bbiknto4veHUs 6eciyMmHoro pexunmal (no-ymonyanumio: 0 yacos 0 MUHYT): yCcTaHOBKa

BpemMeHn exxeaHeBHOro BbIKIMOYeHUNA 6eCLIJyMHOFO pexunmMma.

[ns coxpaHeHnsa N3MeHeHNn HaxxMmTe KHoMnKy [CoxpaHuTb].
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Masa 10. Be6-uHtepcenc: Hactpouku - CuctemMHble

10.1. Uncbopmauums

CtpaHuua «MHopmauumsa» npeacrasneHa Ha PucyHke 9.1.

BE\WARD

Ayawo WHtpopMauma o6 yeTpoicTee

CeTb

WA yeTpoiicTea [[PC1543645

CHcTeMHbIe

> [ara v BpeMA

Sabik cucTemsl | PYCCKii e

ID ycTpoiicTea [L543645

> [NonL3oBaTend

Bepcus NpoLumMeru |3-1-0-0.1.4U

> OBHOENEHWE

Dara chopks Jun 24 2021 16:34:50

> Cbpoc HacTpoex

|
|
|
Mogens ycTpoiicTea [sm7o0w |
|
|
|

Bepcis aeb-nkTepdeiica [2.1.3.8(20200324)

CoxpaHiTs

*  Tocne cMeHbl A2bIKa ANA NPMMEHEHWA W3MeHeHU HeoGxoamm nepezanyck Gpay3epa.

> lNepezarpyaka

Puc. 10.1

[daHHasa cTpaHuua npegHasHayeHa Ansg oTobpaXeHus cMCTeMHOM MHopmMaumm 1 Belbopa
A3blka Beb-nHTEpdenca.
[Uma ycTponcTBal: BBOO MMEHM YCTPOMUCTBA Afs ero 6ornee nerkon naeHtudukaumm no
ceTu.
[A3bIk cucTembl]: BLIGOP A3bika BEO-UHTEpdenca:
1. Pyccknin (no-ymon4yaHumio)
2. AHrnuinckmin
[ID yeTponcTtBal: otobpaxeHnue ID SIP moHuTOpa.
[Mogenb yctponcTtBa): otobpakeHne mogenu SIP moHuTOpa.
[Bepcua npowmBKku]: oTobpakeHMe TeKkylen BepcuM BCTPOEHHOro npowuekn SIP
MOHUTOpA.
[AaTa c6opku]: oTobOpakeHne gaTbl COOPKN TEKYLLEN BEPCUM BCTPOEHHOIO MPOrpaMmMHOro
obecneveHust SIP moHuTOpAa.

[Bepcua Be6-uHTephencal: otobpaxeHue Tekywyto sBepcuio WEB-nHTEpdenca.

[nsa coxpaHeHWs 3MEHEHWI HaXxxmuTe KHONKy [CoxpaHuTb].

10.2. flata n Bpems

Crtpanuua «[aTta n Bpemsa» npeacraBneHa Ha PucyHke 9.2.
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BE\WARD

Ayauno HacTpoiKkn gaTel/EpeMeHn

CeTe

CHCTEMHBIE

> Wudopmauma

GOpMaT | 24 uaca v|

Yacosoi noAc | (GMT+03:00) Mockea, Canrkr-MetepGypr, Bonrorpap, Barnan, KyeeT, v|
2 [Monb3osarend
_ [Nara/Bpema 2021- V- 6 ||15: 25 27
> DGHOBENEHWE
7 EEIEEEEETITER CHHXPOHU3ALIMA
> lMepesarpy3xa . ; ;
R @ Mcnonszosate NTP Boyuryio v | Anpecitime.nist.gov Mopt{123

(C) CHHXPOHM3AUMA C KOMNBIITEPOM

(C) YcTaHOEWTE AaTy/BPeMA BPYYHYH

[C] NetHee epema

Tun @ Mo gate (C) Mo Hegene
Hauano |HHE| v| |1 v| | 1 v| 4yacoe
Konew, |,£l,e»< v| |31 v| |24 v| uacoe

Puc. 10.2

[®PopmaT]: BbIGOp chopmaTa oTobpaxeHnsa BpeMmeHun. [JocTynHble 3HaYeHNS:
1. 24 vyaca (Nno-ymon4yaHuio)
2. 12 vacos

[MacoBon nosc]: yctaHoBka 4acoBOro nosica; BbliOMpaeTca B 3aBUCUMOCTU  OT
MEeCTOMNONOXEeHNST 060pyA0BaHMS.

[AaTta/Bpemsa]: B gaHHbIX Nonsx oTobpakaloTcs TeKywme gata U Bpemsi YCTPOWCTBa,
YCTaHOBIIEHHbIE aBTOMATUYECKN C MOMOLLbIO CUHXPOHU3AUMU U BPYYHYHO, Npu BblGope nyHKTa
«YcTaHOBUTb AaTy/BpeMsi BPYUHYHO» (CM. HUXeE).

[MUcnonb3oBatb NTP]: BbiGepuTe AaHHbIN MYyHKT, 4TOObLI nonyyatb Aaty W Bpems
aBTomMaTmyeckn no npoTokosnly NTP OT cepBepa 3TanrlOHHOMO BpPEMEHW, HaxoAsILerocd B CeTu
NHTepHeT (no ymonyaHuio — time.nist.gov).

¢ [BpyuHyro/ABTO]: cnocob Boibopa NTP-cepBepa A4S CUHXPOHN3aLUMW BPEMEHMN.

Mpun BbIGOPE onumn «Bpy4Hyto» agpec 1 nopt cepBepa NTP 3agaeTtcs B nonsix cnpasa.

Mpun BbIGOpe onuun «ABTO» YCTPOMCTBO OyaeT B aBTOMaTU4ECKOM pexunme nepebupatb
NTP-cepBepbl U3 CriMcka No yMonyaHuio 40 MOMEHTa YCMNeLHON CUHXpoHM3aumu. MNpn atom nons

cnpasa 6yayT HegocTynHbl. CNMCOK Mo ymMonyaHuo npuseaeH B [Npunoxexumn A.

[CuHXpoOHM3aumsa ¢ KoMnNbIOTEPOM]: BbibepuTe AaHHbIN NYHKT, YTOObI YCTAHOBUTL ATy U
Bpems no gaHHbiM K, ¢ kKoToporo nponcxoant obpalleHne K yCTponCcTay.
[YcTaHOBUTL AaTy/Bpemsi BpyUHyH]: BbibepuTe AaHHbIA NYHKT, YTOObl yCTaHOBUTL AaTy U

BpeMs Npy1 NOMOLLY BBOAA 3Ha4YeHU B nons «darta/Bpems».
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[lleTHee BpemsA]: HacTporika nepexoaa Ha neTHee Bpemsi 1 o6paTHo. BbibepuTe Tpebyembin
cnocob nepexoaa — No KOHKPETHOW JaTe Uy No AgH Heaenu. 3agante BpeMsi nepexofa Ha neTHee
BpeMsi U 06paTHO — Ha 3UMHeE, a TaKkKe BPEMSI CMELLIEHWS.

[na coxpaHeHust U3MeHeHU HaxxmuTe KHonky [CoxpaHuTb].

10.3. Nonb3oBaTenu

CtpaHuua «Monb3oBaTtenu» npeacTtasneHa Ha PucyHke 9.3.

B@\VARD

Ayawo HacTpoiika nonb3oBaTens

CeTe

Tvn nonk3osartens  Administrator
CHCTEMHBIE = =

> Wndopmavma MmA [admin

Mapons |-....

> Oara v EpemA
MoeTopMTE Napaons |

> COpoc HacTpoek *  WMA NonL30BaTENA W Napons MOTYT cogeps#ars of 1 go 15 cumgonoe: a-z, 0-9, (). PerncTp CUMECNDE MMEET 3HaYeHne!
* Tlocne M3MEHEHWR WMEHN NoNb3CBaTENR UNK NaponA TpedyeTcA NOETOPHAA a2TOPMaaLMA.

> lMepesarpyaka

Puc. 10.3

[Tun nonb3oBaTens]: oToOpaxeHne TMna y4eTHOW 3anucu.

[UmsA] (no-ymonyaHuio: admin): none angd BBo4a MMEHM Nonb3oBaTenst Beb-nHtepgenca.

[Maponb] (mo-ymonuanuto: admin): none Ans BBoga napons nonb3oBaTens BeO-
nHTepdemnca.

[MoBTOPUTL Naponb]: none aAnsg NOBTOPHOro BBoAa napons. 3HauyeHuns nonen [Maponb] u

[MoBTOPUTL Naposib] AOKHbI COBMNagaThb.

[ns coxpaHeHnsa N3aMeHeHUNn HaxxMmTe KHoMNKy [CoxpaHuTb].

NMPUMEYAHMUE!
Mms nonb3oBaTtens U napofib YyBCTBMTENbHbI K PErmcTpy, moryT cogepxatb oT 1 go 15 cumBornos u

BKITIOYaTb OykBbI NaTnHCKoro andgasuta (A-Z, a-z), umdpbl oT 0 4o 9 1 TOuKy (.).

10.4. O6HOBINeHue

CrtpaHuua «ObHOBREeHue» npeacrasneHa Ha PucyHke 9.4.
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BE\WARD

Ayawo 3arpyska dpaitna

CeTb

Tekylas EEPCUA NPOLMEKK |3-1-0-0-1-40

BriGpaHHkIi taitn | BeidepuTe daiin | ®ain He BribpaH

CucTeMHble
> Wudopmauyma

> Nara v epemA

> [Nonk30BaTENH

> COpoc HacTpoek

Puc. 10.4

[ns obHoBRNEHMSA nporpaMMHOro obecnevyeHnss yCTPONCTBA BbIMOMHUTE CrieaytoLLee:

War 1. Haxmnte [Bbioepute cpann]. B oOTKpbiBLUEMCS OManoroBOM OKHe Bblbepute
Tpebyembin pann n Haxmute [OTKPbITb].

War 2. [1ns Hayana npouecca obHoBneHus HaxmuTe [3arpy3uTb]. [Nocne 3arpy3ku arna
obHoBneHus SIP MOHUTOP aBTOMaTUYECKN Nepes3arpy3nTcs.

War 3. CopocbTe yCTPOMCTBO B HACTPOMKM MO YMOMYaHUIO (CM. NYHKT 9.5).

NMPUMEYAHUE!

[1na BO3MOXHOCTM BblbOpa W 3arpy3ku cpanna u3 nokanbHOro kartanora Heobxogumo obnagatb
aAMUHUCTPATOPCKMMM NpaBaMuM Ha YCTPOWCTBE C WcCMonb3yembiM Opay3epom. [Mpu BO3HWKHOBEHUM
BOMPOCOB NO 3arpy3ke havina, CBA3aHHbIX C adMUHUCTPUPOBAHNEM UM GE30MaCHOCTBIO YCTPOWMCTBA, Ha

KOTOpOM 3anyLieH 6paysep, Heob6xoaMmMo 0BpaTUTb K COOTBETCTBYIOLLEMY CNELNanucTy.

|BHUMAHUE!

byabTe BHUMATEMbHbLI U UCNOSb3YNTE (hansbl NPOLUMBOK, CTPOro COOTBETCTBYHOLME MOZenNu yctpouncTaa!
3arpyaka HernpaBuIibHOro hanna NpoLIMBKMA MOXET MPUBECTU K BbIXOAY 000pyA0BaHNs U3 CTPOS.

IBo Bpems npouecca 06HOBMEHMST NPOLLMBKM HE OTKIOYanTe yCTPOMCTBO OT ceTu!

3a Bbixog 060pynoBaHMA U3 CTPOS B pedyrnbTate HenpaBWibHbIX 4ENCTBMI MO OOGHOBMNEHMIO MPOrpaMMHO-

annapartHoro obecneyenuns npon3soanTeESlb OTBETCTBEHHOCTU HE HeceT!

10.5. Copoc HacTpoek

CtpaHuua «CopocuTb HaCTPOMKU» npeactasneHa Ha PucyHke 9.5.

PykoBoacTBo no 3kcnayatauuu SIP moHuTopa SM700(W)



BE@LWARD

Ayono C6pOCUTE HACTPONKK

CeTb

Daiin ve sspar
S [Bsepm Gain b

> Wnchopmanpn |

3KcnopT | | MmnopT

> [lara w epemA
> MonezosaTenw

> OGHOENEHWE * Mpu HaxaTvy kHon:m "COpockTe" BCe YCTAHOBNEHHLIE paHes napameTpel SyayT cOpoleHsl B

Capoc HacTpoek 33BOCKNE YCTAHOBKM.
> lMepezarpy3ka

Puc. 10.5

Ha paHHon cTpaHuue Bbl moxete cbpocuTb HacTponkn SIP MOHUTOpa B HacTPOWKM MO
YMOSYaHMIO B ClyyYae BO3HUKHOBEHMSI NPobnem unm nocne o6HOBNEHNSA NPOLLMBKN.

Ona ypobctBa nonb3oBatens MNpedyCMOTPeHa  BO3MOXHOCTb  COXpaHeHus U
BOCCTaHOBIIEHNSA OCHOBHbIX HACTPOEK YCTPONCTBA M3 dhanna.

[QkcnopT]: HaXMUTe ANA coXxpaHeHUs HacTpPoeK ycTporcTea B hann. CoxpaHseMbln dann
C pacwupeHnem “.bak” cogepxuT B Ha3BaHUM gaTy U BpeMsi COXpaHeHMs (No Yacam YCTPOUCTBA).

[UmnopT]: HaxxmnTe OnNs BOCCTAHOBMEHWSA HACTPOEK yCTponcTea M3 dhaunna. Buibepute
COXpaHeHHbIN paHee dann ¢ pacwmpeHnem “.bak” npm nomowm kHonkn [BblibepuTte chann] n
HaxxmuTe [MUmnopT]. Nocne BoccTaHOBNEHMS HACTPOEK YCTPONCTBO ByAeT nepesarpy>KeHo.

[COpocKnTb]: Npy HaxaTnm 4aHHOW KHOMKW NpomMcxoamT Bo3BpaTt SIP MOHMTOpa K 3aBOACKMM
ycTaHoBkam. [locne Haxatuss Ha KHOMKy [COpoOCUMTb] OTKpPOETCs [OuanoroBoe OKHO C
noaTeepxxgeHmem gencteus. Beeamte naponb agmuHucTpatopa u  HaxumuTe [OK] ansa
noaTeep)xaeHust unn Haxxmmte [X] ona otmeHbl. 3aech xe Bbl MOXXeTe OTMETUTL ranoykon onuuio
«CoxpaHuTb ceTeBble HAaCTPOMKNY, YTOObI Mpy cOpOCe HE M3MEHUNNCL NapaMeTpbl B MeH0 Cemb
— LAN.

[Mocne BOCCTaAHOBMEHUS  3aBOACKMX  YCTAHOBOK SIP MOHMTOp  aBTOMaTU4eCKu

nepesarpysuTcs.

10.6. MNepe3arpy3ka

Crtpanuua «lMepe3arpy3ka» npeacrasneHa Ha PucyHke 9.6.
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BEWVARD

Ayauo Mepesarpyska ycTpoicTEa

CeTb

2> HMudbopmanma
*

Mpu HaMATHWA KHOMEW “MepesarpyanTs” YCTPOACTED GYNET NepesarpyseHo.
» [ara w epemA

» [onb3oBaTent
> OGHOENEHWE

» COpoc HacTpoex

Puc. 10.6

[Mepe3arpy3uTtb]: HaXXaTne 3TOM KHOMKW NPMBOAMT K nepesarpy3ke SIP moHuTopa. MNMpouecc
nepesarpyskm MoxeT 3aHumaTb 1-2 MuHyTbl. [locne Haxatusa Ha kHonky [[lepesarpy3uTb]
OTKpOETCS OnanoroBoe OKHO C MOATBEPXAEeHWeM AencTBus. BeeguTte napons agMuHucTpaTtopa v

HaxmuTe [OK] ans nogreepxaeHns nnu Haxmute [X] Ana oTMeHsbI.
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MpunoxeHunsa

an/InO)KEHVIe A. 3aBoackune YCTaHOBKMU

Huxe npneeneHbl HEeKOTOpble 3HA4YEeHNA 3aBOOCKMX YCTAHOBOK.

HanmeHoBaHue 3HayeHue
DHCP BkntoyeHo
IP-agpec (zeroconf) 192.168.0.99
Macka nogcetu (zeroconf) 255.255.255.0
LLnto3 (zeroconf) 192.168.0.1
Nms nonb3oBatens admin
Maponb admin
HTTP-nopTt 80
NTP-cepBep time.nist.gov

time.windows.com
time-nw.nist.gov
time-a.nist.gov

time-b.nist.gov
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MpunoxeHue B. NapaHTUHbIe 06sA3aTenbCTBa

B1. O6wue cBegeHuns

a) lMepen nogkntoveHnem obopyaoBaHMs HEOHXOOUMO O3HAKOMUTLCS C PYKOBOACTBOM MO
aKcnnyaTauun.

6) Ycnosus akcnnyaTtauumn Bcero o6opyaoBaHmsa omkHbl cootBeTcTBoBaTh [OCT 15150-69.

B) [1Nsi NOBbIWEHNSI HaAEXHOCTM paboTbl 060pyAOBaHNSA, 3aLMTbl OT OPOCKOB B NUTAKOLLEN
cetn n obecneveHns GecnepebONHOrO NUTaHWS criegyeT WUCNoNb3oBaTb ceTeBble (PUNbTPbI U

ycTponcTBa 6ecnepebonHOro NUTaHus.

B2. OnekTpoMarHMTHaA COBMeCTUMOCTb
OT10 obopyaoBaHue cooTBeTCTBYET TPeOOBaHNSAM TEXHUYECKOIO pernameHtTa TamoXXeHHOro
cotoza TP TC 020/2011 "OnekTpomarHMTHast COBMECTUMOCTb TEXHUYECKUX cpencTB". HanpskeHne

pagvonomex, cosgaBaeMblx annapatypon, cootsetctayeT [OCT 30428-96.

B3. dnektponuTtaHue
[omKHO cooTBETCTBOBATL NapamMeTpam, ykadaHHbIM B PyKOBOACTBE MO 3KCnnyaTauum ans
KOHKpPETHOro ycTponcTea. [Insg yCTPONCTB C BHELUHUM CTabUNn3nMpoBaHHbIM aganTepoM NUTaHUSA —

NCTOYHUK NUTaHNA 12 B £25% (HanpshkeHue nynbcaunn — He 6onee 0.1 B).

B4. 3azemneHune

O6opynoBaHMe ¢ BbIHOCHBIMW OrioKaMmn NUTaHUSA U aganTepamMmm JOIMKHO ObiTb 3a3eMJSIeHO,
€Cnu 3TO MPEeayCMOTPEHO KOHCTPYKUMEW KOopryca WU BWUIKA Ha LWHype nutaHud. MoHTax
BO3YLUHbIX FIMHUI SneKTponepeayn u NMHUA, NPpoKnagbiBaeMbIX MO HAPYKHLIM CTEHaAM 34aHNN U
Ha Yepgakax, 4oJKeH ObITb BbIMOSIHEH SKPaHUPOBaHHLIM Kabenem (Mnv B MeTanmopykase), M MIMHUN
OOJKHbI OblTb 3a3eMieHbl C ABYX KOHUOB. [lpudem, ecnn OAuMH KOHEL 3KpaHa Moakm4aeTcs
HEeNoCpPeACTBEHHO K LUMHE 3a3eMiieHusl, TO BTOPOM — MOAKMOYaeTCd K 3a3eMiieHu0 4depes
paspsgHuK.

B5. MonHuesawuTa

MonHunesawmta gomkHa cootBetcTBoBaTb P 34.21.122-87 "WHCTPYKUMS MO YCTPOWCTBY
MOMNHMe3aWmnTbl 3aaHnn n coopyxennn" n FOCT P 50571.18-2000, FTOCT P 50571.19-2000, TOCT
P 50571.20-2000. NMpu npoknagke Bo3aYLUHbLIX IMHUA W FINHWUA, MOYLWNX MO HAPY>XHOW CTeHe 30aHNin
1 Mo YepaavHbIM NOMELLEHNAM, Ha BXOA4ax 060pyaoBaHMs OOSMKHbI ObITb YCTAHOBMEHbI YCTPOWCTBA

MOJTHMUEe3alWMmnTbI.

B6. TemnepaTtypa 1 BNaXXHOCTb
MakcumanbHble U1 MUHUMAarnbHbIE 3HAYEeHUS TemnepaTypbl 3KCnnyaTaunmm U XpaHeHus, a

Takke BaXHOCTH, Bbl MoxeTe NOCMOTpPEeTb B TEXHNYECKOM ONMNCaHNn KOHKPETHOro 060py,EI,OBaHI/IF|.
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MakcnmanbHas pa60t-|a;| TeMmnepartypa — 3To TeMmnepartypa, Bbille KOTOpOIZ He OO0J1XXEeH HarpeBaTbCA

Koprnyc yCTPONCTBa B NpoLecce AnntenbHon paboTbl.

B7. PasmelueHue

[na BeHTUNSAUMM YCTPOMCTBaA HEOOXOAMMO OCTaBUTb Kak MUHMMYM no 5 cMm cBoGogHOro
npocTpaHcTBa No 6GoKaM M CO CTOPOHbI 3adHEN NaHenu YCTPOMCTBa. TemnepaTtypa OKpyXatoLero
BO34yXa W BEHTUNAUMA [OOMMKHbl obecneumBaTb HeOOXOAWMbIA  TeMMepaTypHbId  PEXUM
o6opynoBaHus (B COOTBETCTBUM C TEXHUYECKUMWN XapaKTEPUCTUKAMM KOHKPETHOro obopyaoBaHus).

MecTto ansa pasmelleHns 06opyaoBaHMs LOMKHO OTBeYaTh crneayowmmMm TpeboBaHuAM:

a) OTcyTcTBME 3aNbINIEHHOCTU NOMELLEHUS.

©) OTcyTcTBME B BO3AyXe NapOB Briark, arpeccuBHbIX cpes.

B) B nomewieHun, roe ycrtaHaBnuBaeTca obopynoBaHue, He [OMKHO ObiTb ObITOBbIX
HaCeKOMbIX.

r) 3anpeliaetcsa pasmellatb Ha obopyaoBaHMM NOCTOPOHHME NPeaMeThbl U NepeKpbiBaTh

BEHTUNALMOHHbIE OTBEPCTUA.

B8. ObcnyxuBaHue
O6opyanoBaHme HeobBxoanMOo 0bCnyXMBaTb C NEPUOLUYHOCTLIO HE MEHEE OL4HOIO pasa B roj
C Lenblo yganeH1si n3 Hero nbin. 1o No3sonuT obopyaoBaHuio paboTtaTb 6e€3 cboeB B TeveHme

npoAoIKNTESIbHOIoO BpeEMEHMN.

B9. NMoaknto4yeHne nHtepcencon
O6opynoBaHne LOIMKHO NOAKMIYATHCS B CTPOrOM COOTBETCTBMU C HAa3HaYeHMEM U TUMOM

YCTaHOBSIEHHbIX UHTEPGENCOB.

B10. MFapaHTMiHbIE 0bs3aTenbCcTBA

00O «HIMN «beBapa» He rapaHTupyeT, 4YTto obopymoBaHue OyaeT pabotaTtb AOMKHbIM
06pa3om B pasnmyHbIX KOHUIypaumsax u 0bnactax NPUMEHEHUS, U HE AaeT HUKAKOW rapaHTum, 4To
obopynoBaHue obsaszatenbHo OygeT paboTaTb B COOTBETCTBUM C OXUOAHMSMW KIMEHTa NpU ero
NPYMEHEHUN B CNeELNUYECKNX LIENSX.

00O «HIIM «beBapa» He HeCeT OTBETCTBEHHOCTU MO rapaHTUNHbIM 06s3aTenbCTBaM Npu
NMOBPEXAEHNN BHELLHMX MHTEPdENCOB 000pya0BaHMS (CETEBBIX, TENEMOHHbIX, KOHCOMbHbIX U T.M.)
1 camoro ob6opyoBaHUSA, BO3HUKLIEM B pe3yrbTaTe:

a) HecobnAeHNs NPaBuU TPAHCMOPTUPOBKU U YCIIOBU XPaHEHUS;

6) bopc-MaxxopHbIX OBCTOATENBLCTB (TaKUX Kak NoXxap, HaBOAHEHWE, 3eMneTpsiCeHne 1 ap.);

B) HApYyLLUEHMS TEXHNYECKNX TpeboBaHM MO pa3MeLLEHMIO, MOAKMIOYEHNIO 1 SKCMnyaTaumy,;

r) HenpaBUIbHbIX AEACTBUIN NPU NEPENPOLLMBKE;
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[) NCMONb30BaHUS HE MO Ha3HAYEHWIO;

€) MEexXaHW4eCKuUX, TEPMUYECKMX, XMMUYECKMX W WHbIX BMOOB BO3OEWCTBUIN, €Cnv UX
napameTpbl BbIXOAAT 3a paMKM [OMNYCTUMbIX 3KCMyaTaUMOHHbIX XapakTepucTuk, Nnnbo He
npeaycMoTpeHbl TEXHUYECKON cneundukaumen Ha aaHHoe 0GopyaoBaHueE;

)K) BO3OEMNCTBUS BbICOKOIO HanpsxxXeHuA (y,u,ap MOJTHUN, CTAaTU4YEeCKOE 3J1IEKTPUHECTBO U T.I'I.).
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MpunoxeHue C. lNpaBa n noaaepxka

C1. ToproBas mapka

Copyright © BEWARD 2021.

HekoTopble nyHKTbl HacTosAwero PykoBOACTBa, a Tawkke pasfenbl MEHK yrnpaBreHus
o6opynoBaHnNst MOryT GbITb M3MEHEHbI 6e3 NpeaBapUTENbHOrO YBELOMIIEHMS.

BEWARD gaBngetca 3apeructpupoBaHHon Toproson mapkon OOO «HIMIM «besapa». Bece

OCTalrbHble TOProBble Mapkn NpuHagnexat nx snagenbLaMm.

C2. OrpaHnyeHne OTBETCTBEHHOCTU

OO0 «HIMM «beBapa» He rapaHTUpyeT, YTO annapaTHble cpencTtea OyayT paboTaTb
OOJDKHbIM 06pa3om BO BCeX cpedax M MPUNOXEHUSAX, U He [aeT rapaHTUn M NpencTaBneHun,
noapasymeBaeMbiX UNN BblpaXEHHbIX OTHOCUTENbHO KayecTBa, paboumx XapakTepucTuK, Wiu
paboTocnocobHOCTM nNpu mcnonb3oBaHun B crneumdudecknx uenax. OO0 «HIMM «besapa»
NPUNOXMNO BCe ycunus, 4Tobbl caenatb 3TO PyKOBOACTBO Hambonee TouHbIM 1 nofHbiM. OO0
«HIMM «beapa» oTkasbiBaeTCHA OT OTBETCTBEHHOCTU 3a Nobble oneyaTky unm Nponycku, KOTopble,
BO3MOXHO, MPOU3OLUNN NPW HanNMcaHun gaHHoro PykoBogcTtea.

NHudopmauus B nrobon yactu PykoBogcTea no akcnnyataumm U3MEHSIETCS M SOMNOMNHAEeTCS
OO0 «HIM «beBapa» 6e3 npegsaputensHoro ysegomnenna. OO0 «HIIN «besapa» He BepeT Ha
cebs HMKakow OTBETCTBEHHOCTU 3a Mobble NOrpeLHoCTU, KOTopble MOryT codepXaTbCs B 3TOM
Pykoeogctee. OO0 «HIIM «beBapa» He GepeT Ha cebs OTBETCTBEHHOCTU U HE AAeT rapaHTui B
BbiMycke OOHOBMEHWA WM COXPaHEHWUM HEU3MEHHOW Kakon-rnmbo WHdopmauum B HACTOSILLEM
PykoBoactee no akcnnyaTtauum, U ocTaensieT 3a cobor npaBO BHOCUTb M3MEHEHUSI B AaHHOEe
PykoBoacTBO u/mnn B n3genus, onucaHHble B HeM, B noboe Bpems 6e3 npeaBapuTenbHOro
yBegomneHns. Ecnn Bbl obHapyxuTe B 3TOoM PykoBoacTtBe mHopMauuio, koTopas sBnsieTcs
HenpaBWINbHOW UM HEMOSTHOW, U BBOAUT B 3abnyxaeHne, Mbl 0ygem Bam KpanHe npuaHaTesbHbI

3a Bawum kommeHTapun 1 npeanoxeHus.

C3. NpeaynpexaeHune CE
OTO YCTPOMCTBO MOXET BbI3blBaTb PaAMONOMEXM BO BHELUHEM OKpYXeHMU. B aTom cnyyae

nonb3oBaTeslb MOXeT ObiTb 00513aH MPUHATb COOTBETCTBYIOLLIME MEpPbI.

C4. Noppepxka
[Ona wnHdpopmMaumm OTHOCUTESNBHO CcCepBUCa U NOAOEPXKKW, MOXanyncra, CBSXKUTECb C
cepBucHbIM UeHTpom OOO «HIMM «beeapay». KoHTakTHble AaHHble Bbl MoXeTe HalWTu Ha canTte

http://www.beward.ru/.

Mepen oGpaiwieHnem B crnykby TexHWYECKOW MOAAEPXKKW, MOXanyucra, noarotoBbTe

cnenyoLLyo MHopMaLMIo:
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To4yHoe HaumeHoBaHuve n IP-agpec Bawero o6opynoBaHus (B cnyyae npnobpetenns IP-
obopyaoBaHus), gaTa NOKymMKu.

CoobuieHuns 06 owmnbkax, KOTopble NOSIBASANNCL C MOMEHTA BO3HUKHOBEHMWSI NPOBnemMbl.
Bepcusa npoumnskm 1 yepes kakoe obopyaoBaHue paboTano yCTpOMUCTBO, KOoraa BO3HMKNA
npobnema.

MponseeaeHHble Bamu genctsna (no waram), NpeanpuHaTblie And camMoCTOATESNbHOrO
peLleHns npodnemsl.

CKpI/IHLIJOTbI HaCTpoOeEK 1 napaMeTpbl NOAKITHYEHNA.

Uem nonHee byaeT npeacraeneHHas Bamu nHdopmaums, Tem BbicTpee Halum cneumanmcTbl

cMOryT nomo4b Bam pelumTb npobnemy.
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MpunoxeHue D. FNoccapun

Bonjour — npoTtokon aBTOMaTtn4yeckoro obHapyxeHusi cepBucoB (Cryx6), Mcnonb3yemblin B
onepaumoHHon cucteme Mac OS X, HaunHasa ¢ Bepcum 10.2. Cnyx6a Bonjour npegHasHayaeTcs ans
NCNONb30BaHNS B fOKasbHbIX CETAX U UCMONb3yeT cBeAeHus (3anucu) B cnykbe AOMEHHbIX UMEH
(DNS) ansa obHapyXeHus opyrmx KOMNbOTEPOB, PABHO Kak M MHbLIX CETEBbIX YCTPOMCTB (Hanpumep,

NPUHTEPOB) B GNvKaLeM CETEBOM OKPY>KEHUN.

DDNS (Dynamic Domain Name System, DynDNS) — TexHonorus, npumeHsiemas Aans
Ha3Ha4YeHNs NOCTOAHHOrO AOMEHHOIO UMEHM YCTPOWUCTBY (KOMMNbLIOTEPY, CETEBOMY HAKOMUTENIO) C
OnHamuyeckum IP-agpecom. 910 MoxeT ObIThb IP-agpec, nonydeHHbin no DHCP vnun no IPCP B PPP-
CoeauHeHuaxX (Hanpumep, nNpy yaanéHHom JocTtyne Yyepes moaem). [pyrne yctponctea B NHTepHeTe

MOryT yCTaHaBnnMBaTb coeanHeHne C 3TOM MaLUKHOM NO OOMEHHOMY UMEHMN.

DHCP (Dynamic Host Configuration Protocol) — 310 ceTeBon MPOTOKOS, MO3BOMSAKOLLMIA
KoMmnbloTEpam aBTOMaTU4eckn nonyyatb IP-agpec n gpyrve napameTtpbl, Heobxoanmble ans paboTol
B cetn TCP/IP. daHHbii npoTokon paboTaeT Mo MOAENU «KNUEeHT-cepsep». [na aBTOMaTU4eCcKom
KOHpurypaumm KOMNbHOTEP-KNMEHT Ha aTane KoHurypauum ceTeBoro ycTponcTea obpalwlaeTcs K Tak

Ha3biBaemomy cepsepy DHCP n nonyyaeT OT HEro Hy>Hble napameTpbl.

DHCP-cepBep — 310 nporpamma, Kotopasi HasHa4daeT knneHTam IP-agpeca BHYyTpU 3a4aHHOro
AnanasoHa Ha onpefereHHblv nepuog BpeMeHun. [laHHyto yHKUMIO NOOAEPXKUBAIOT NPaKTUYECKU BCe

COBpPEMEHHbIE MapLLPYyTM3aTopbI.

Ethernet — nakeTHas TexHomnorms nepefayn LaHHbIX MNPEUMYLLECTBEHHO B JOKafbHbIX
koMnbtoTepHbIX ceTsax. CTaHaapTel Ethernet onpegensiioT NnpoBoaHble COEANHEHUSI U SNEKTpUYecKue
cUrHanbl Ha pM3nYeckoM YpoBHe, hopMaT KagapoB U MPOTOKOSbI yNpaBneHus AOCTYrNoM K cpefe Ha

KaHanbHoMm ypoBHe mogenun OSI.

G.711 — ctaHgapT ons npeacrtaeneHns 8-6utHom komnpeccun PCM (MKM) curHana ¢ 4actoTomn
aunckpeTtunsaumm 8000 kagpos/cekyHay u 8 6ut/kagp. Takmum obpasom, G.711 kogek co3gaéTt NnoTok 64
Kout/c. B pamkax G.711 cywlecTByeT ABa pas3nuyHbIX anroputMma cxatms: Mio-3akoH (u-law, G.711U)
n A-3akoH (A-law, G.711A).

H.264 — 370 cTaHgapT KoAnpoBaHWS ayamo v Buaeo, (apyroe HassaHne MPEG-4 part 10 unu
AVC (Advanced Video Coding)). aHHbn cTaHAapT NpUHUMNManbHO oTnnyaeTcs oT 6onee crapbixX
(MIPEG) Tem, 4TO MCNonb3yeT MeXKaapOoBYO KoMApeccuto. Asnaetcs Hanbonee pacnpoCcTpaHEHHbIM

CTaHOapTOM B cMCTEMax BMOEOHaGNOAEHS.

HTTP (Hypertext Transfer Protocol) — 3ato Habop npasun no obmeHy dannamm (TEKCTOBbIMMU,
rpacdomyeckMMun, 3ByKOBbIMUW, BUAEO- U APYrMMn MynbTumeauna cdannamu) B cetu. lNMpotokon HTTP
ABNSAETCA MPOTOKOMOM BbICLUErO YpOBHSA B cemencTtse npoTtokonoB TCP/IP. B gaHHOM npoTokone

ntoGor nakeT nepefaeTcs A0 MNosfyyYeHNs NoATBEPXKAEHMS O ero NpaBuIIbHOM Npreme.
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HTTPS (Hypertext Transfer Protocol Secure) — pacwupeHune npotokona HTTP,
nogaepxmeatollee wngpposaHue. [aHHble, nepedasaemMble no npotokony HTTP, «ynakoBbiBalOTCSA» B

KpunTtorpadudeckmin npotokon SSL unn TLS, Tem cambim o6ecneymBaeTcs 3awimra 3TUX AaHHbIX.

IP (Ingress Protection) — aTo cTaHAapT 3awWmTbl 060pyA0BaHMS, KOTOPbIA ONUCLIBAET Nbife- 1
Bnaro- 3awmTy Kamepbl BuaeoHabniogeHus. [Nepsasi umdpa obo3HavaeT ypoBeHb 3awuTbl OT

nonagaHusa TBépD,bIX 4YacTuu. BTOpaﬂ Ll,VI(*)pa obo3HavaeT YPOBEHb 3alnTbl OT NoNagaHuA XNOKOCTEN.

LAN (Local Area Network / JIlokanbHas Bbl4UCRIUTENIbHAsA Ce€Tb) — KOMMbLIOTEPHAsA CETb,
nokpbiBaroLwas 06bI4HO OTHOCUTENBLHO HEBOIbLLYIO TEPPUTOPUIO NN HEBONBLLYIO PYNMNY 30aHUIA (A0M,

odmc, hmpmMy, MHCTUTYT), TO €CTb ONpeaeneHHY0 reorpacnyeckyto 30Hy.

MAC-apgpec (Media Access Control address) — 3T0 yHuKanbHbIi wnaeHTUUKATOP

npncoeanHeEHHOro K ceTu yCTpOVICTBa nnn, To4Hee, ero MHTepd)eI‘;IC 04 NOAKNMK4YeHUA K CeTwn.

NTP (Network Time Protocol / [IpoTokon cUHXpPOHU3aLUN BPeMeHU) — CETEBOM NPOTOKON
ONs CMHXpOHM3auun BpemMeHun C ucnosnb3oBaHuem cetern. NTP ucnonb3yet gnd ceoen paboThbl

npotokon UDP.

PoE (Power over Ethernet / lNutaHme 4epe3 Ethernet) — TexHonorusa, nossonsawoLwasn
nepedasaTb YyAanéHHOMY YCTPOWCTBY BMeCTe C [AaHHbIMU OMEKTPUYECKYID SHEepruio 4epes

CTaHOapTHYO BUTYO napy B ceTn Ethernet.

PPPoE (Point-to-Point Protocol / lpoTokon coeaAMHEHUA «ToYKa - TOUYKa») — NPOTOKON AN
NoAKNoYeHna nonb3oBaTenen cetn crtaHgapta Ethernet k WHTepHeTy 4epes LLMPOKOMOMNOCHOE
coeguHeHune, Takoe Kak nuHna DSL, 6ecnpoBogHoe yCTPONCTBO unu kabenbHbin mogem. C noMoLLbio
PPPOE n LWMpOKONOMOCHOrO Mogema Monb30BaTesiv fnokarbHOW CeTM MOryT nofnydartb AOCTyn C
WHONBMAYaANbHON NPOBEPKOW MOAMMHHOCTM K BbICOKOCKOPOCTHbIM CceTsiM  AaHHbIX. Ob6beauHAs
Ethernet n npotokon PPP (Point-to-Point Protocol), npotokon PPPoE oGecneunsaet adhpeKkTnBHbIN

cnocob co3aaHuns oTAenbHbIX COeAUHEHUI C yaaneHHbIM CEPBEPOM AN KaXaoro norb3oBaTens.

RJ45 — yHMMUMPOBAHHLIM pas3bEM, MWCMOMb3YEMbIA B TENEKOMMYHUKAUUSX, MMeeT 8

KOHTaKTOB. McnonbayeTca ansa co3ganus JIBC ¢ ncnonb3oBaHMeM 4-napHbix kabenewn BATOM Napbl.

SD (Secure Digital) / microSD — dopmaTt kapTbl naw-namartn, paspaboTaHHbid Ans

MCNnoJib30BaHNA B OCHOBHOM B NMOPTaTUBHbIX yCTpOIZCTBaX.

SIP (Session Initiation Protocol) - npoTtokon nepegayy AaHHbIX, OMUCbIBaAKOLWMA crnocob
YCTAaHOBKM M  3aBEpLUEHMSI  MONb30BATENbCKOrO WMHTEPHET-CeaHca, Bkovawwero obmeH
MYNbTUMELMNHBIM coaepXXumbIM. NprMeHsieTca ansa cesasun B IP-TenedoHum, oprannsauum Bngeo- u

ayauoKoHepeHUnii.

SIP MOHUTOpP — abOHEHTCKOE YCTPOMUCTBO, OCOOEHHOCTBIO KOTOPOrO ABMSIETCA NPUEM Bbl30Ba
oT gomodoHa no cetn Ethernet, ucnonesya texHonoruto SIP 2.0. B gaHHOM JOKyMeHTe onucbiBaeTcs
Moaens yctporictea BEWARD SM700(W).
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TCP (Transmission Control Protocol) — 0aAnH U3 OCHOBHbIX CETEBbLIX MPOTOKONOB MIHTepHeTa,
npefHasHadYeHHbIM A4 ynpaBneHus nepedaden gaHHbIX B ceTax n nogcetax TCP/IP. TCP — aTo
TPaHCMNOPTHBIA MexaHu3M, npefocTaBnsloWMiA NOTOK AaHHbIX C MNpeaBapuUTEenbHOW YCTaHOBKOW
COeQUHEHUs, 3a CYET JTOro Jalolnin YBEPEHHOCTb B [AOCTOBEPHOCTU MOMNyyYaemblX AaHHbIX,
OCYLLIECTBIISIET MOBTOPHbIV 3aNpoC AaHHbIX B Crlydae NoTepu AaHHbIX U YCTpaHAeT gybnuposaHue npm

nonyyvyeHnn AByx KONuin 0aHOro nakeTa.

UDP (User Datagram Protocol) — aTo npoTokon obmeHa gaHHbIMW C OrpaHUYeHUsMU Ha
nepecoifiaeMmble [[aHHble Mo ceTn, ucnonbaywuwen npotokon IP. TlMpotokon UDP gaBnseTtcs
anbTepHaTuBon npotokony TCP. lMNpeumywectso npotokona UDP cocTtouT B TOM, YTO Ansl HEro
Heobs3aTenbHa OOCTaBKa BCEX OAHHbIX M HEKOTOpble NakeTbl MOryT ObiTb MPOMyLLEHbLI, €Crn CeTb
neperpyxeHa. 3To 0COBeHHO yAOOHO npwu nepefade BuaeoMaTepPUarnoB B pPeXMMeE pearibHOro
BpEMEHMU, NOCKONbKY HE MMEET CMbICMNa NOBTOPHO NepedaBaTth YyCTapeBLUY0 UHAOPMaLMIO, KoTopas

BCE paBHO He ByaeT oTobpaxeHa.

UPNP (Universal Plug and Play) — TexHonorusi, no3BonstoLas nepcoHanbHbIM KOMMboTepam
N MHTENNEeKTyarnbHbIM CETEBLIM CMCTEMAM (Hanpumep, oxpaHHoMy 060pyooBaHuMio, pa3BrekaTesibHbIM
YCTPOMUCTBAM WM WHTEPHET-LUII03aM) COoeauHATbLCA Mexay cobor aBTomaTuveckm u paboTtaTb
COBMECTHO Yepes eauHyto ceTb. [naTtdpopma UPNP cTpontcs Ha OCHOBE TakMx MHTEPHET-CTaH4apToB,
kak TCP/IP, HTTP n XML. TexHonorus UPnP nogaepxumeaeT ceTeBble MHPACTPYKTYPbl MPaKTUYECKn
noboro Tnna - Kak NPoBOAHbIe, Tak U BecnpoBogHble. B nx ynucno, B 4aCTHOCTU, BXOAAT KaberbHbIN
Ethernet, 6ecnpoBogHiie cetn Wi-Fi, ceTn Ha ocHoBe TenedOHHbIX JIMHWUIA, JIMHUIA 3NEKTPONNTAHNS U

np. MNMopaepxka UPNP peanusosaHa B onepaunoHHbix cuctemax Windows.

URL (Uniform Resource Locator) — aTo cTaHgapTu3anpoBaHHbIN crnocob 3anucn agpeca

pecypca B ceTn VIHTepHerT.

Wi-Fi (Wireless Fidelity, pocnoBHo - «becnpoBogHass TOYHOCTb») — CTaHAapT Ang

opraHu3aumm 6ecnpoBoaHbix ceTen. OnucaH B cepun ctaHgapTtoB IEEE 802.11.

WPS (Wi-Fi Protected Setup) — TexHonornsa aBToMaTM4eCKoro NogKItoYeHns yctponcrtea k Wi-

Fi cetn. CywecTtytoT 2 Trna nogkntoveHus no WPS:

e WPS push. lMogknioyeHne BbIMOSHAETCA METOAOM MOCNeAOoBaTENbHOIO HaXaTus
KHOMKM Ha TOYKe OO0CTyna U Ha MoaKMo4YyaeMoM YCTPOMUCTBE.
e WPS PIN. lNogkntoveHre BbINOMHAETCH MeToaoM BBoAa Ha Touke goctyna PIN koga

nogkn4vyaemoro yCTpOVICTBa, 00bIYHO YKa3aHHOro Ha ero 3aTuKeTKe.

AyTeHTU(MKaUMA — MpoBepka NPUHAANEXHOCTU CyObekTy AOCTyrna npeabsiBNEHHOro UM
naeHTudukaTopa; noaTBepXAeHWe noanuvHHocTn. OauH  u3  crnocoboB  ayTeHTUdMKauMn B
KOMMbIOTEPHOWM CUCTEME COCTOMT BO BBOAE Ballero Mosfib30BaTeNbCKOro uaeHTudukaTopa, B
NpocTopeYnr HasblBaeMoro «nornuHom» (login — perMctpaumoHHoe UMs nonb3oBaTtens) U napons —

HEeKoW KoHuaeHuuansHon nHdopmMmauum, 3HaHMe KoTopoln obecneumBaeT BnageHne onpeaeneHHbIM
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pecypcomMm. |_|OJ'Iy‘-II/IB BBEAEHHbIA MNoNb3oBaTeNem nNorvH u napoJsib, KOMNbOTEP CpaBHMUBAET UX CO
3Ha4YeHnem, KoOTopoe XpaHUTCA B cneuymanbHoOn base OaHHbIX, U, B Clly4ae coBnageHusA, nponyckaeTt

nonb3oBaTenid B CUCTEMY.

Butpent (CkopocTb nepeaauu AaHHbIX) — OykBaribHO, CKOPOCTb MNPOXOXAEHWs OuTOB
MHopMaumn. BUTPENT NPUHATO MCNONb30BaTb NPU U3MepPeHNN APMOEKTUBHON CKOPOCTU Nepenayvun
WHAopMaLmMK MO KaHarny, TO €CTb CKOPOCTU Nepefayn «nosiesHon uHdopmaumm» (MOMUMO TakoBOW,
no KaHany MOXeT nepegaBaTbcsi cnyxebHas nHgpopmaumns). Mamepsetca B Kbit/s (Kout/cek) unu
Mbit/s (MGuT/cek).

Butan napa — BuAa kabensa cBa3n, npeacrtaBndeT cobon OOHY WM HECKOJIbKO nap
M30JTMPOBAHHbIX MPOBOAHUKOB, CKPYYE€HHbIX Mexay cobon, NOKPbITbIX NIacTMKoBon OBONOYKON.
CsuBaHue npoBOOHUKOB MpPoOM3BOOUTCA C LUENbK MNOBbILUEHUA CTENEeHUN CBA3U Mexay cobon
npoBOAHNKOB oaHOM napsobl (SJ'IeKTpOMaFHI/ITHaFI nomexa oaMHAKOBO BnnseT Ha oba nposoaa I'Iapbl) n
nocnenyruwero ymeHbLlleHnA aNekKTpoMarHMTHbIX NnoOMexX OT BHELWHUX MCTOYHMKOB, a Takke B3aMHbIX

HaBOAOK Npu nepegayve auddepeHumnanbHbIX CUrHanoBs.

[lomeHHOe nma — 3710 onpefeneHHasl bykBeHHasa nocrnenoBaTenbHOCTb, 0603HaYatoLWwas nms
canta WM ucnonb3yemasi B MMEHax SIeKTPOHHbIX MOYTOBbIX SALWMKOB. [JOMEHHble MMeHa AatoT
BO3MOXXHOCTb agpecaumm UHTEPHET-Y3I0B M PacrnosfioXXeHHbIX Ha HUX CeTEBLIX pecypcoB (Beb-canTos,

CEpBEPOB 3NEKTPOHHOM MOYTbI, APYrMX cryx0) B yao6GHoM onsa yenoseka opme.

3aBoAckMe YCTaHOBKM MO YMONYaHUKO — 3TO YCTAHOBKM, KOTOpblE W3HAYanbHO
“crnonb3oBaHbl Anst YCTPOMCTBA, KOrAa OHO OTrpy)KaeTcs ¢ 3aBofa B nepBbl pa3. Ecnu Bo3HWMKHET
HeobXoaAMMOCTb NepeycTaHOBUTb YCTPOWCTBO A0 €ro 3aBOACKMX YCTAHOBOK MO YMOSYaHWIO, TO 3Ta
hyHKUMSA NpuMeHnMa Ansi 6oNbLUMHCTBA YCTPOWCTB, M OHA MOSMTHOCTbLIO NMepeycTaHaBnuBaeT nobble

YCTaHOBKW, KOTOPbIE ObINIM M3MEHEHbBI NONb30BaTENEM.
Kogek (komnpeccus) — anroputm, cnyxawum ana yMmeHblleHna o6bema gaHHbIX.

MapwpyTtnsartop (Poytep) — 5T0 yCTPONCTBO, KOTOPOE OnpeaensieT TOUKy Onvkanwien ceTu,
B KOTOPYI NakeT AaHHbIX AOIPKEH ObiTb HAMpaBIieH Kak B CBOW OKOHYATESbHbINA MYHKT Ha3HAYeHus.
MapLpyTr3atop co3gaeT u/wnum nogaepKvMBaeT cneumanbHyo Tabnuuy mapLupyTusauum, koTopas
COXpaHsieT UHGOPMAaLMIO, KaK TONbKO OHa AOCTUraeT onpeaenieHHbIX MyHKTOB HasHaveHusi. MHoraa

MapLpyTn3aTop BKIKOYEH B Ka4eCTBe 4YaCTu CEeTEBOIro KOMMyTaTopa.

Macka nogcetn — OuToBasi mMacka, onpegensiiowas, kakas 4vactb IP-agpeca ysna cetn
OTHOCUTCA K apecy CeTu, a Kakas — K agpecy camoro y3na B aTon ceTn. Hanpumep, y3en c IP-agpecom
192.168.0.99 n mackon nogcetn 255.255.255.0 Haxogutcsa B cetn 192.168.0.0.

MonHbIn Aaynnekc npeacTaenseT coboill nepedavy [AaHHbIX OOHOBPEMEHHO B ABYX
HanpaeneHusx. B cucteme 3BykoBOCMNpOM3BEAEHMS 3TO MOXHO OnucaTtb, HanpuMep, TernegoHHbIMU
cuctemamu. Takke nonyaynnekcHasi cBssb obecrneynBaeT ABYXCTOPOHHIOK CBS3b, HO TOMbKO B O4HOM

HanpaBneHnn 3a OauH pas.
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MopT — wnageHTUPUUUPYEMBIA HOMEPOM CUCTEMHBIA PECYPC, BblAENseMbIN NPUMOXEHMIO,
BbIMOMHAEMOMY Ha HEKOTOPOM CETEBOM XOCTEe, AN CBA3M C MNPUIOXKEHUSMMU, BbINOMHAEMbIMU Ha
APYyrMx ceTeBblX XOCTax (B TOM 4ucre C APYrUMU NPUMOXEHUAMW Ha 3TOM ke xocTe). B obbiuHoM
KNMEHT-CepBEPHON MOAENN NpPUNOXeHne nubo oXuaaeT BXOAAWMX AaHHbIX WKW 3anpoca Ha
coeavHeHune («cnywaet nopT»), MO0 NockbinaeT AaHHbIe UMK 3anpocC Ha COeAMHEHNE Ha U3BECTHBIN

NopT, OTKPbITbIA NPUMOXEHNEM-CEPBEPOM.

MNpokcu-cepeep (Proxy) — cnyxba B KOMMbIOTEPHbIX CETHAX, MO3BOMAKOLASA KNMeHTaM
BbINOMHATL KOCBEHHbIE 3anpochbl K APYrMM ceTeBbiM criykb6am. CHavana KnueHT MoaknodaeTcs K
NPOKCU-CepBEpY M 3anpallnBaeT Kakon-nubo pecypc, pacrnonoXeHHbI Ha Apyrom cepsBepe. 3aTtem
NpoKcU-cepBep NGO MOAKMIOYAETCA K yKasaHHOMY cepBepy W MornyyaeT pecypc y Hero, nuéo
BO3BpallaeT pecypc M3 cobGCTBeHHOro kawa. lMpokcu-cepeep MNO3BONSAET 3aliMiliaTh KIMEHTCKUN

KOMMNbOTEP OT HEKOTOPLIX CETEBbLIX aTaK U NMOMOraeT COXpaHATb aHOHUMMHOCTb KIMMEeHTAa.

MpoTokon — cTangapT, onpeaensawmin noeegeHne pyHKUMOHanNbHbIX GIIOKOB NpU nepegave
OaHHbIX. PopManuaoBaHHbIE NpasBuna, onpegensoLmne NnocneaoBaTenbHOCTb U hopmMaT cCoObLLEHN,

KOTOpPbIMU obmeHnBaloTCH ceTeBble KOMMNOHEHTHI, NeXaline Ha 0 gHOM ypOBHE, HO B pa3HbIX y3nax.

CepBep AOMEHHbIX UMEH — cepBep, NpeobpasylolMii JOMEHHbIE MMEHa, C KOTOpbIMU

paboTatoT nonb3oBartenu, B IP-agpeca unvm B o6paTHOM HanpasfeHuMN.

LLnto3 (MexceTeBOM)— MEXCETEBLIM LUMO30M SABMSETCA OOBbEKT CETU, KOTOPLIN OENCTBYET B
KayecTBe TOYKM Bxoda B Opyryw ceTb. Hanpumep, B kopnopaTuBHOW CETU, CepBep KoMMboTepa,
OENCTBYIOLLNA B KaYyecTBe MEXCeTeBOro LW3a, 3a4acTyio Takke OENCTBYET U B Ka4eCTBE MPOKCU-
cepBepa 1 cepBepa CeTeBOW 3awuTbl. MexxceTeBon L3 YacTo CBSI3aH Kak C MapLipyTM3aTOpOM,
KOTOpbI/ pacno3HaeT, Kyfa HanpaenaTb NakeT AaHHbIX, KOTOPbIA MPUXOOUT B MEXCETEBOW LUMKO3, Tak
N KOMMYTaTOPOM, KOTOPbIN NPegocTaBnsieT UCTUHHbLIN MapLUIpyT B U M3 MEXCETEeBOro Lin3a ans

OaHHOro nakeTta.
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