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Be\UARD Inasa 1. Mepwvl npedocmopooxcnocmu

MnaBa 1. Mepbl NpegoCcTOPOXHOCTU

MNepea ncnonb3oBaHMeM HEOGXOAUMO NOMHUTL HUXKecredyloLlee.

[laHHbIN NpoayKT yaoBrneTBopsieT BceM TpeboBaHusAM 6e3onacHocT. OgHako, Kak U
nto6ow anekTponpmbop, B Criy4ae HeNPaBUIIbHOrO NCMONb30BaHMS, MOXET BbI3BaTb Noxap,
4TO, B CBOIO Ovepesb, MOXEeT NoBreyb 3a cobow cepbe3Hble nocrneacTems. Bo nséexaxue

HeCYaCTHbIX Cliy4yaeB obsAsarenuHO n3y4unTte MHCTPYKUUIO.

BHUMAHUE!
McnonbayiiTe npu aKcniyaTauuy TOMbKO COBMECTMMble yCTpoicTBa. Mcrnonb3oBaHMe YCTPOWCTB, He

O,Cl,O6peHHbIX npounssoaguTenem, HegonycTtnmo.

CobGniopanTte MHCTPYKLMIO NO 3KcnnyaTauum!
N3berante  ONUTENbHONO  MCMOJSIb3OBAHUA UMM XPaHEHUst  KaMepbl B
HebnaronpuATHbLIX YCIOBUSX:

e [lpyM CRNMWKOM BbLICOKMX WM HU3KMUX Temnepartypax (paboyass TemnepaTtypa
ycTpouncTs oT -45 go +50 °C).

e W3berante nonagaHus MNPAMbIX COJSTHEYHbIX flydeln B TeYeHUe ASIUTENbHOro
BPEMEHU, a TaKkkKe HaxoXaeHnss NobrIM30CTN OTONUTENbHLIX N 06orpeBaTenbHbIX
npubopos.

e |30eranTte GNMM30CTM C BOAOW UITM UCTOYHUKAMMN BNAXXHOCTW.

e W3beramte Gnms3octTM € ycTpoucTBamu, obnagawowumu  BonbLUMM
3NEKTPOMArHUTHbLIM 3PPEKTOM.

e HeponycTuma ycTaHOBKa Kamepbl B MeCcTax C CUfbHOM Bubpaumen.

e Heponyctm MOHTax Kamepbl Npu Temnepatype Huwxke -10 °C.

BHUMAHMUE!

B cnyyae HencnpaBHOCTY Kamepbl CBSXKUTECH C cepBUCHbIM LieHTpoMm OO0 «HIMIM «besapay.

B cnyyae HeKOppeKTHOWN paboTbl Kamepbl:
e [lpu oBHapyxeHUn gbiMa NN Heodbl4HOro 3anaxa.
e [lpy nonaganun Bogbl N ApYrmx MHOPOAHbLIX OO BLEKTOB BHYTPb.

° an/I nageHnn Kamepbl U NOBpEXOAEHUN KOopnyca.

BbinonHuTte cnegyowme eUCTBUA:

PykoBoacTBO no akcnnyatauuu IP-eugeokamepsl B5350RVZ2



Be\oUARD Inasa 1. Mepwvl npedocmopooxcnocmu

o OTknOUNTE KamMepy OT WUCTOYHUKa NnTaHnAa U OTCOoeOguHUTE BCE OCTallbHble

nposoaa.
e CBsxutech ¢ cepBucHbIM LieHTpom OO0 «HIIM «beBapay». KOHTakTHbIE AaHHbIE

Bbl MmoXxeTe HanTu Ha canTe http://www.beward.ru/.

TpaHcnopTupoBKa
Mpn TpaHCNOPTUPOBKE NOSIOXUTE KaMepy B YNaKOBKY Npou3BoauTensd unuv niobon

,u,pyr0|7| MaTepuan CooTBeTCTBYHOLLEro Kadecrtesa 1 yaapornpo4YHOCTW.

BeHTUNRAUMA
Bo nsbexaHne neperpesa, HM B KOEM CIy4yae He BOKMPYMTE LMPKYNSaUMio Bo3oyxa

BOKPYI KaMepbl.

UYucrtka

Mcrnonb3ynte MArkyto Cyxyto TKaHb OS5 NPOTUPAHUA BHELLHUX noBepxHocTen. [na
TPYAHOBbLIBOAUMbBIX NATEH MCMOMb3ynWTe HebonblIoe KONMMYEeCTBO YUCTALLEro cCpeactsa,
nocre 4ero Hacyxo BbITPUTE NOBEPXHOCTb.

He ncnonb3ynTte netydme pactBopuTenu, Takue Kak cnmptocogepXxaliue cpeacrtea

U 6eH3MH, Tak Kak OHM MOTYT NOBPeAUTb JTAaKOKPaco4YHOE MOKPbITUE KaMepbl.

PykoBoacTBO no akcnnyatauuu IP-eugeokamepsl B5350RVZ2


http://www.beward.ru/

B(-.‘\.UARD Tnasa 2. Obwue ceedenus

NnaBa 2. O6wune cBepgeHun

BEWARD BS5350RVZ2 — 3710 ynu4yHas, 3awiumuieHHas OT BO3AEWCTBUS BHELLHEWN
cpeabl IP-Bngeokamepa,  paspaboTaHHas AN MNPUMEHEHMS B cUCTeMax
npoceccruoHanbHoro BuaeoHabnogeHus. Bupgeokamepa BS5350RVZ2  ucnonbayet
BblcokovyBcTBUTENBHLIM KMOIT-ceHcop SONY Starvis ¢ paspelueHmem 5 meranukcenem u
NPOrpPecCuUBHbIM  CKaHMpPOBaHMEM. Takne TexHonormu, Kak pexmm «deHb/Houby,
annapaTHbI 2-KpaTHbI paclUMpeHHbIn AMHamudeckuin guanasoH (2xWDR), cuctema
wymonoaasneHus (2D/3DNR), a Takke BcTpoeHHas WK-nogceeTka, BapudOKanbHbIN
00BHEKTMB C BO3MOXHOCTbIO yOAneHHOW perynupoBkM yrna ob3opa n OOoKyCUPOBKU U
anekTpomexaHnyeckmn MK-punbTp, BbIFOAHO OTAWYAOT AAHHYK MoAernb, No3BONAs eu
COOTBETCTBOBATb BbICOKMM TpeboBaHWAM, NpeabsBrseMbiM K COBPEMEHHbIM CUCTEMaM

BMAeoHabnoaeHus.

Puc. 2.1

IP-kamepa BEWARD B5350RVZ2 nossondeT npocmatpusaTb BUOEO B pearibHOM
BpeMeHU Yyepes cTaHgapTHbeIM MHTepHeT-Opay3ep.

Kamepa cnocobHa nepegaBaTb BMAEONOTOK B dhopmartax cxkatna H.264, H.265 n
MJPEG. ®opmaTthl H.264 1 H.265 ngeanbHO NogxXo4aT B YCIIOBUSX OFpaHUYEHHON NOSOChI
nponyckaHua. MNpu nx ncnonb3oBaHWM OOCTUrAeTCs HaMEHbLMA TpaduK K Xopollee
kKayecTBo usobpaxeHus. ®opmat MJIPEG npegHasHavyeH ans 3anmcu u nNpocmoTpa
BMaeonsobpaxxeHusi B HannyywemM KavyecTtBe, HO TpebyeT 60onblnx ceTeBbIX PecypcoB U
MecCTa Ha XXeCTKOM Aucke (4ns 3anucu).

Mopoepxkka kKapt namatu Tuna MicroSD nossondetr cagenatb  CUCTEMY
BnageoHabnoaeHnsa ewe bonee HageXxHon: BaxkHasa nHopmaums He NnponageT npu notepe
cCoedVHeHusl, B MNOSIHOM obbemMe oHa MOXeT ObiTb COxpaHeHa Ha KapTe namsatu. B
AanbHenwem, ee MOXHO OyaeT BOCMPOM3BECTM KaK HEMOCPEOCTBEHHO C KapTbl, TaK U
yOaneHHo nocne yCcTpaHeHUs TEXHUYECKNX Henonaaok ceTu.

PykoBoacTBO no akcnnyatauuu IP-eugeokamepsl B5350RVZ2



Be\.UARD Tnasa 2. Obwue ceedenus

2.1. OcobeHHocTHn IP-Bupeokamepsi BEWARD B5350RVZ2

BbicokokadectBeHHbIN  KMOIl-ceHcop  SONY Starvis ¢ nporpeccuBHbIM
CKaHMpOBaHMEM

[o 25 kagpoB B cekyHAay Npu paspelleHnn 2592x1944 nukcenen

MK-noaceeTka ¢ ganbHOCTbo paboTbl 40 25 meTpoB

Moppepxka kapT namaTtn Tmna MicroSDHC/SDXC (no 128 I'b)

OpHoBpeMeHHOe KOAMPOBaHUSA OBYX MOTOKOB B (popmaTtax H.264, H.265 u
MJPEG

MoTopun3oBaHHbIN BapudoKarbHbIN 00HLEKTUB

Pexunm «[leHb/Houby, anektpomexaHndeckmnin K-cpunbTp

ABTOMaTMYeckas perynuposka anadparmel (APL)

AnnapaTHbI 2-KpaTHbIA pacLUMPEHHbIN AMHaMmuyeckmin gnanasoH (2xWDR)
Lincpposas cuctema wymonogasnerHns (3DNR, 2DNR)

BcTpoeHHbI Be6-cepBep Ana HAGMOAEHNS U HACTPONKN

Mopaepxka npotokona HTTPS c pexumamn pabotbl «HTTP», «<HTTPS&HTTP»,
«HTTPS»

Bo3amMoxHOCTb MpocmoTpa 3anucaHHbIX (pannoB C MOMOLLBI BCTPOEHHOro
nneepa

BCTpoeHHbIN feTekTop ABMXKEHUSA

Bbibop noTtoka (ocHOBHOW/anbTepHaTUBHbLIN) Npu 3anucu Bnageo Ha FTP, NAS un
KapTy namatu

Bbi6op paspeleHnus kagpos ans 3anucu Ha FTP, NAS, kapTy namsti u no E-mail
3alwmTa OT BHELUHEro Bo3aencTeuma no ctaHgapty IP66

2 BapuaHTa opraHusauum nutanus 12B 1 no TexHonorun PoE

Mopnepxka ONVIF

2.2. OCHOBHbI€ XapaKTepPUCTUKU

CeeTouvyBCcTBUTENBHLIN 3nemeHT: 5 Mn, KMOIT 1/2.8" SONY Starvis c
NPOrpeccrBHbIM CKAHUPOBAHMEM

O6bekTuB: f2.7-13.5 mm, F1.3, AP[]

YyecTBuTEnbHOCTL: 0.006 nk (aeHsb) / 0.003 nk (Ho4b)

CkopocTb 3aTtBOpa: ot 1/25 ¢ po 1/40000 c

PykoBoacTBO no akcnnyatauuu IP-eugeokamepsl B5350RVZ2



B(-.‘\.UARD Tnasa 2. Obwue ceedenus

o PaspelweHne: 2592x1944, 2592x1520, 2048x1536, 1920x1080 - ocHoBHOM
notok; 1280%960,1280x720, 720x576, 704x576, 640x480, 640x360, 480x360,
426x240 - anbTepHaTMBHbLIN NOTOK

e OpHoBpeMeHHOe kogumpoBaHue: H.265/H.265, H.265/H.264, H.265/MJPEG,
H.264/H264, H.264/MJPEG, MJPEG /MJPEG

e Ckopoctb kagpos: 1o 25 k/c (no 4 Mn); no 20 k/c (5 Mn)

e BCTpOEHHbIN  MHOrO30HHbLIN  OEeTEKTOp  OBMXEHUS C  peryrnmpoBKOW
4YyBCTBUTENBHOCTYU

e [lo 10 ogHOBpEMEHHbIX NOLKMHOYEHUI

e OTnpaBka kagpoB C BblIOOPOM paspelueHusi Mo ANeKTPOHHOW noyTte, Ha FTP-
cepBep, NAS-cepBep M KapTy NamsTu MO pacnucaHuio Nepuoanyeckn u npu
BO3HVKHOBEHMN TPEBOXXHOIO COBLITUS.

e OrtnpaBka BUAeO € BbIBOPOM NOTOKa (OCHOBHOW/anbTepHaTnBHbIA) Ha FTP/NAS
N KapTy NamATy NO pacnmcaHuio 1 Npu BO3HUKHOBEHMN TPEBOXHOMO COBbITUS.

e [lutanne: 12 B 0.8 A (DC), PoE (802.3 af Class 0)

e Pabouasa temnepartypa: oT -45 go +50 °C

o [lopoepxnBaemble npotokonel: TCP/IP, IPv4/v6, HTTP, HTTPS, FTP, SMTP,
DNS, DDNS, DHCP, ARP, PPPoE (CHAP, PAP), PPTP, UPnP, RTP, RTSP, SSL,
UDP, NTP, IGMP, ICMP, NAS (CIFS, NFS), Bonjour, ONVIF S

o [logaoepxka oTpacneBoro ctaHgapta ONVIF

2.3. KomnnekT noctaBKu

e |P-Bugeokamepa € KpOHLUITEMHOM M YCTAaHOBMEHHBbIM OO bEKTMBOM
e KoMmnmekT kpenexa, KnoYv-ecTUurpaHHnK

e Bnaronornoturens

o OTBETHasa YacTb repMeTnu4Horo pasbéma RJ-45

e YnakoBo4Has Tapa

BHUMAHMUE!
BEWARD ocTtaBnset 3a coboil npaBo Ha M3MEHEHMe KoMmnnektaumm obopyaoBaHua u ero nbbix

XapaKkTepucTuk oes npeaBapuTesibHOro ysejoMJeHuns.

PykoBoacTBO no akcnnyatauuu IP-eugeokamepsl B5350RVZ2



Be\UARD Inasa 4. Yemanoska u nooxnouenue 1P-kamepol

FnaBa 3. Paamepbl U OCHOBHbLIE 3f1eMEHTbI YCTPOMCTBA
3.1. Paamepsbl IP-kamepbl B5350RVZ2

- _4 i
\‘_
o C o o )
Pl N
l) - 1
L 130 |
I 324 |
Puc. 3.1

Pasmepbl ykasaHbl B MUANIMMETpPAX.
3.2. OCHOBHbI€e 3N1eMeHTbI

OcHoBHble anemeHTbl IP-kamepsl BEWARD B5350RVZ2 paccmoTpeHbl Huxe (Puc
3.2):

A

Puc. 3.2

O6bekTMB (1): MOTOPU3OBaHHbLIN OOBEKTMB C MNOCTOSHHOW W  MOLUAroBOW

perynupoBkor yrna o63opa n ¢okycupoBkown (onncaHbl B «PykoBoacTee no akcnnyaTtauum
kamepbl BS350RVZ2y).

PykoBoacTBO no akcnnyarauum IP-euaeokamepsl B5350RVZ2 m



Be\UARD Inasa 4. Yemanoska u nooxnouenue 1P-kamepol

UK-noacBeTka (2): B TEMHOE BpeMsA CyTOK, MpU HELOCTAaTOYHOW OCBELLEHHOCTU

Kamepa nepexoaut B pexuMm «Houb» (4epHo-6enoe nsobpaxeHue) n Bkntovaetca UK-
noaceBeTKa, KoTopas No3BOSiieT BECTU BUAeOHAbnoaeHne gaxe B nosHon temHote. UK-
noaceBeTka sBNSeTCs anbTepHaTMBOM CTaHAAPTHOMY OCBELLEHUIO, HO MpWY 3TOM OHa Marso
3aMeTHa OKPY>KatoLLUM.

Datumnk cBeta (3): ¢oTO3aNemMeHT, npefHasHa4yeHHbIM ANS aBTOMaTUYeCcKoro
nepexofa kamepbl U3 pexunma «[eHb» B pexum «Houb» n obpatHo.

ConHue3awmTHbIN KO3bIpeK (4): NpendaTcTByeT nonagaHunio COMHEYHbIX fyyYen Ha
OOBEKTMB W KOpMyC KaMepbl, WCKMYasi, TakuMm o06pa3om, BO3MOXHOCTb MNOSIBNEHUS
COJNHEYHbIX 6NMKOB Ha N306paxeHnn, a Takke BO3MOXXHOCTb YpE3MEPHOro HarpeBa Kamepbl
COJTHLIEM.

KpoHwTenH (5): npegHasHayeH anga kpennenuns IP-kamepbl K NOBEPXHOCTU, a Takke

AN HACTPONKM NonoxeHnsa ob63opa (cM. NyHKT 4.3).

Puc. 3.3
CeteBon pasbem (6): pasvem Ethernet gna nogknoveHWa kKamepbl K ceTu
NHTepHeT, poyTepy unm kommyTaTopy npu nomowm ctaHgapTtHoro 8P8C (RJ-45) wTtekepa.
[aHHass mogenb kamepbl MMeeT BO3MOXHOCTb nogadnm nutaHus 4depe3 Ethernet-pasbem
(TexHonoruna PoE).
Pasbem nutaHua (7): npegHasHadeH gns nogavv nNUTaHWSA NOCTOSIHHBIM TOKOM

HanpsbkeHnem 12 B. [MongapHOCTb NOLKMOYEHWS: @'_G @

BHUMAHUE!
OpHoBpemMeHHasi Nofava NUTaHns ¢ UCNonb3oBaHneM TexHonornn PoE v pasbema nutaHusa sanpetyeHal

[Mpn nogaye nuTaHnsa Yepes pasbem, UCMONb3YNTe TONbKO NCTOYHUKN, pekomeHaoBaHHble BEWARD!

PykoBoacTBO no akcnnyatauuu IP-eugeokamepsl B5350RVZ2



Be\UARD Inasa 4. Yemanoska u nooxnouenue 1P-kamepol

CO6poc HacTpoek (8): gaHHasa KHoMKa npefHa3HayveHa ansa cbpoca BCcex HacTpoek

Kamepbl B 3aBOACKME yCTaHOBKW. [ns cOGpoca HacTpoek HeobxoaumMo 3axaTb KHOMKY
cbpoca Ha 10 cekyHq,.

CnoT KapTbl MaMATU: NpefHasHayeH And YCTaHOBKM KapTbl namsatv dpopmarta
MicroSDHC/SDXC (cm. n. 4.4). cnonb3ynTe KapTy NamATy Ans 3anucu BUAeoLaHHbIX, KakK
B pexume TpeBOrM, Tak U B pexume MOCTOAHHOW 3anucu. Takke npegycMoTpeHa

BO3MOXHOCTb PE3epPBHON 3anuncu Npu OTCYTCTBMU COEAMHEHWS C CETbIO.

PykoBoacTBO no akcnnyarauum IP-euaeokamepsl B5350RVZ2 m



Be\«UARD Inasa 4. Yemanoska u nooxnouenue 1P-kamepol

naBa 4. YctaHoBKa n nogkniroyeHue IP-kamepbl

4.1. O6wume cBegeHns o nogknodeHum IP-kamepbl B5350RVZ2 k cetn

IP-kamepa B5350RVZ2 moxeT noakno4yaTbCA K fOKanbHOWM ceTn nubo cetu
WHTepHeT npu nomowm npoBogHoro coeanHeHus (Ethernet). [MogknioyeHne MoxeT
OCYLLEeCTBNATLCA Kak Hanpsamyto K MK, Tak u npy noMoLum BCrnoMoraTesribHOro ceTeBoro
obopyaoBaHua (MapLupyTMsatopbl, KommyTatopbl). B HacTtosiuee Bpemss Haubonee
nonynsapHeiM cnocobom noakntoveHns K cetn VHTepHeT ABNsieTCS MOAKMYEeHne vepes

BblaeneHHyt nuHuio Ethernet.

) ~
!/) ' (1

===

=
® &
§

g g )\ \\

y o Mapmpymaarop

»

Puc. 4.1

OCHOBHble Warn 1 pekoMeHaauMn Mo yCTaHOBKE M HACTPOMKe KaMepbl OnmMcaHbl

Aarnee B JaHHOM PpYyKOBOACTBE.

PykoBoacTBO no akcnnyarauum IP-euaeokamepsl B5350RVZ2 n
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4.2. PekomeHaaumm no yctaHoBKe

B paHHOM pasgene npuvBegeH KpaTKMA  CAUCOK  pekoMeHAauun, KoTopble

Heob6xoaMmo YYUTbIBATb NMPU MOHTaxXe 060py,£l,OBaHVIFI IP-BngeoHabnogeHus.

PekomeHaauum no pasmMeLleHUo Kamepbl:

o |P-kamepa BEWARD B5350RVZ2 npegHasHayeHa pAns WUCMNONb3oBaHUS B
YCroOBUSIX C NpedesibHon TemnepaTypon akcnnyaTtaumm ot -45 go +50°C.

e V3berante nonagaHus Ha Kamepy MpsIMbIX COJSIHEYHbIX Jflydel B TedeHue
ANUTENBHOrO BPEMEHWN, a TaKKe HaxoXAeHUsi NobrM30CTU OTOMUTESNbHLIX W
oborpeBaTtenbHbIX NPUGOPOB.

e HenpaBunbHas paccTaHOBKa kKamep BMAEOHAOMAeHUs NPpMBEAET K NOSABMIEHMIO
HexenaTenbHbIX «Crnenbix» 30H, KoTopble ByayT ocTaBaTbCsA BHE MOMSA 3peHUs
oneparopa.

e W3berante 6nnM30CTM C BOOOW UNU NCTOYHMUKAMM BIAXXHOCTM.

e W3bGerante 6nmsocTu c yCTpOKMCTBaMU-reHepaTopamm MOLLHbIX
3MEKTPOMArHUTHbIX BOJTH.

e YbOeautecb B BO3MOXHOCTM pasMELLEHUS YCTPOMCTBA C y4yeToM nogsoda
coeanHUTENbHbIX kKabenen.

e W3berante cnocoba KpenmneHns Kamepbl, [OOMNYyCKalLWEero 3HauYnTeNbHYHO
Bnbpaumto. [laHHoe BO3OENCTBUE CHUUT IPPEKTUBHOCTL AETEKTOPA OBMXKEHNS
N YeTKOCTb U300paXkeHns B LiesioM.

e Kamepbl BungeoHabnwogeHna Heobxoammo pasmellaTb Tak, YTOObl MCKIHOUUTL
CnyyanHoe unu cneumanbHoe NoBpeXaeHNEe N N3MEHEHNE HanpaBneHus ob3opa
Kamepbl.

e HanpaeneHne o63opa (30Ha BMAeOHabNAEeHNS) KaMepbl AOMKHO ObiTb TBEPAO

onpeneneHo Ha MOMEHT YCTaHOBKMU.

BHUMAHUE!
MoHTax kamepbl npu TemnepaTtype Huxe -10°C — HegonycTum! B npoTuBHOM criyyae LienocTHOCTb

naonaunn kabens KaMepbl MOXeT ObITb HapyLleHa.
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PekomeHaaumu no npoknagke kabens Tuna «BUTas napa:

e B kopugopax xenatenbHO NpoknagbiBath My4YKn aNEKTPUYECKNX n cnaboTouHbIX
kabenen nNo pasHbiM kabernb-kaHanam, NPOXoAaLLMM NO PasHbIM CTEHaM.

e [lonyckaetcs B OOHOM kKabenb-kaHane npoKnagabiBaTb BUTOMApHble W
anekTpuyeckme kabenu B pasHbIX OTCEKaxX UNN CEKUMSX, UMEIOLLMX CMOLUHbIE
NpoaosibHble Meperopogku € npeaenioMm OrHeCcToMkocTn He MeHee 0,25 4 u3
HecropaemMoro maTepuana Tonbko B paboymx 3oHax Ha paccTosiHum He 6onee 15-
T METPOB, ECNKM AneKTpuyeckas MOWHOCTb ByaeT He Bonee 5 kKBA.

e DOnekTpunyeckne wn cnaboTodHble kabenu gonyckaeTcd  NpoknagbiBaTb
napanneribHO Ha paccTosiHuM He MeHee 50 MM Apyr OT apyra B pasHblx Kaberb-
KaHanax unm cekumnsax kabenb-kaHanoB. Ecnn HanpskKeHHOCTb 3N1EKTPUYECKOro
nons, obpasylolleroca OT anekTpuyeckoro kabens, oyget 6onee 3 B/m, 1O
HeobX0AMMO YBENUYUTL PacCTOAHNE MeXAY SNEKTPUYECKUMU U CraboTOYHbIMU
Kabenamm unm CHU3UTb YPOBEHb ANIEKTPOMArHUTHbIX MOMEX.

e BuTonapHble 1 anekTpuyeckue kabenu AOOMMKHbl MNepecekaTbCs TOMbKO Mog
NPSMbIM YTrOM.

e HeakpaHnpoBaHHble BUTONApPHbIE KAabenu JOMKHbI MPOXOAUTb HA PACCTOSAHUKN He
MeHee 125 MM OT rasopaspsigHbiX flamn AHEBHOro cseTa (MHOMUMHECLEHTHbIX
namn) u Apyrnx BbICOKOBOJSIbTHBIX YCTPOMCTB, COAepXKaLLMX paspsaHUKN.

e HeakpaHupoBaHHble BUTOMNApHble Kabenwu [OOMKHbI NPOKNaAbIBaTbCs Ha
paccTosiHUM He MeHee 1.5 MeTpOB OT UCTOYHMKOB CUSIbHBIX ANIEKTPOMArHUTHbIX
nomex, 0bpasyoLLmx HaNPSPKEHHOCTb MNEKTPUYECKoro nons cebiwe 3 B/Mm.

e PacnpegenutenbHble YyCTpoWcTBa C 3agenaHHbIMUM  HE3KpaHMPOBAHHBIMMU
BUTOMapHbIMK Kabenammn OOSMKHbI pacnonaraTtbCa Ha pacCTOAHUN He MeHee 3-X
METPOB OT WCTOYHUKOB CUJIbHbIX 3fIEKTPOMArHMTHbIX MOMEX, 06pasyoLlmx
HaNPsHKEHHOCTb 3MEKTPMYECKOro nonsa cebiwe 3 B/m.

e [lpoknagka BUTOM Napbl MeXQy TOYKaMU MNOAKMYEHUS AOSMKHA NPOM3BOANTLCA
LenbIMM Kyckamn, Npy 3TOM HanpaBrieHne Tpacchl cneayeT 3apaHee npogymaTtb
TakK, YTOObI €€ NPOTSHXKEHHOCTb BbINa Kak MOXXHO MEHbLLUE.

e MwuHumanbHbIV pagnyc nsrnba ansa kabenst — vyeTblpe agnameTpa kabens (Mnn 1
AlnmM=2,5 cMm), HO CyLLeCTBYIOT pekoMeHdauuu pasmMellatb kKabenb Takum
obpasom, 4Tobbl 0becneymBaTb U3rnd paguycom 2 avonma (5 caHTUMETPOB).

¢ MakcmanbHasa anvHa cermeHTa gormkHa 6biTb He 6onee 100 meTpoB.
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BHUMAHMUE!

Mpoknagka kabens Tuna «BuTasa napax» B NBX nsonsuum npy temnepatype Hwke -10°C — HegonycTumal

B npoTvBHOM cry4ae LenoCTHOCTb U3onsauum kabenst MOXeT OblTb HapyLUeHa.

4.3. MoHTax IP-kamepbl

O6wwmin Bna, npouecca MoHTaxa IP-kamepbl npuBeneH Ha PucyHke 4.2:

. M -

— o o

s} e} o

o} o)
—
_d
A
Puc. 4.2

[na moHTaxa |P-kamepbl BbINOMHUTE CrieayoLwimne eNCTBUA:

War 1: pacnakynte |IP-kamepy.

LWar 2: HameTbTe OTBEPCTUSA HA NMOBEPXHOCTU CTEHbI/NOToNKa Ans kpenneuus IP-
kamepbl. [lpocBepnuTe oTBepcTUA. BCcTaBbTe nnacTnkosble Aobenn B OTBEPCTUS.

War 3: 3akpenute IP-kamepy npu nNOMOLM BWHTOB M3 KOMMMEKTa MOCTaBKM,
NCNosb3ys OTBEPCTUS B OCHOBAHUWN KPOHLUTENHA KaMepbl.

LWar 4: otperynupynte HanpaBneHne ob3opa kamepbl. [ns aToro ocrnabbTe BUHTLI
1, 2, 3 KPOHLWTENHA KaMepbl NPU MOMOLLM LLUECTUTPAHHOIO Kro4a U3 KOMMeKTa NoCTaBKy,

pasBepHUTE Kamepy B Tpebyemoe nonoxeHue u 3ataHuTe BUHTHI (Puc. 4.3).

Puc. 4.3
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War 5: pasmecTuTe COeAMHMUTENbHYKD 4YacTb MNpPoBOAa B HEeAOCTYMNMHOM Ars

nonagaHvsi Bnarm Mecrte Uim B MOHTaXXHOW KOpOOKe CO CTEMEHbH 3aliUTbl OT BHELUHEWN
cpedbl He MeHee IP54 (cTeneHb 3awuTbl 3aBMCUT OT MeCTa pasMeLleHusi), Hanpumep —
TYCO 67051 c pasmepamum 120x80x50 mm. Mecta BBOAa kabenen [OOMKHbI ObITb
AOMNOJSTHUTENBHO 3arepMeTU3MpoBaHbl FEpMETMKaMM C BbICOKOW CTEMEHbK aaresnmn K

matepuany kabens (MBX) n MOHTaXHON KOPOOBKM.

BHUMAHMUE!

MoHTaxHasn kopobka HE BXOOUT B KOMNNEKT NOCTaBkM Kamepbl U npuobpeTaeTca OTAeNbHO.

War 6: c nomoLubto kabensa «naTty-kopa» nogkniouute IP-kamepy K KOMMyTaTopy
UM MapLipyTmM3aTopy ¢ nogaepxkon texHonornn PoE (nnbo yepes PoE-nHXeKkTop).

Ecnn Bbl He wucnonb3yete nogadyy nutaHus no TexHonormn POE, TO, kpome
noakntoyeHus IP-kamepbl kabenem «naTy-kopAa» K KOMMyTaTopy UMW MapLipyTusaTtopy, K
pasbemy nutaHus |IP-kamepbl HEO6XOAMMO NOAKMYUTL BNOK NMUTaHUA NOCTOSHHOTO TOKa

HanpsbkeHnem 12 B.

BHUMAHMUE!
MoHTax kamepbl npu Temnepatype Huke -10°C — Hegonyctum! B npoTMBHOM crny4yae, LienoCcTHOCTb
n3onauum kabensi Kamepbl MOXET ObITb HapyLUeHa.

Bo n3bexaHve nonoMku o6opyaoBaHUsl, UCNONb3YNTE TONbKO KOMMIEKTYOLNE, peKOMEeHA0BaHHbIe
BEWARD
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4.4. YcTtaHOBKa / naBnevyeHue KapTbl NnaMmAaTU

[na sanucu nHdopmaummn B pexmmax TpeBOorn U NOCTOAHHOW 3anucn UCnosb3yeTca
kapta namatu d¢opmata MicroSD/SDHC. Kpome TOro, npegycMoTpeHa BO3MOXHOCTb
aBTOMaTU4YECKOW pe3epBHOM 3anucu Ha KapTy NamaTu B cliydae notepu CoednHEHUs C

CeTblo.

BHUMAHUE!

Ecnn kopnyc kamepbl Obifl BCKPbIT MPU YCINOBUSX OKpY)Xatollen cpedbl, OT/IMYHbIX OT YCIOBUA B
npoussoacteeHHoM Lexe OO0 «HIMIM «beBapa», TO B npoLecce AanbHeNrLwen akennyaTayuum BO3MOXHO
obpasoBaHue KoHAeHcaTa Ha NOBEPXHOCTU CTEKMNa NepeaHen KPbILLKK.

[nsa npenoTepalleHns obpasoBaHns KOHOeHcaTa nepe 3akpbiTUEM KPbILKM HeobXoaMMOo pacnakoBaThb U
NOMECTUTb BHYTPb KamMepbl ABa NakeTa BraronorfoTuTens u3 KoMnnekta nocraesku (Puc. 4.5).

Mpn kaxgoM nocreaytoleM BCKPbITUM  KaMepbl PEeKOMEHOYeTCs MNPOU3BOAWUTbL 3aMeHy MakeToB

BnaronornoTutTens Ha Hoeble. [logpobHee cm. NyHKT 4.5.

[na yctaHoBKMN N n3BneyvyeHns KapTbl NaMATU BbINOSTHUTE crneylowue waru:

War 1. oTknounTe nuTaHue Kamepbl, CHUMUTE COSHLE3allUTHbIA KO3bIpeK WU
OTKPYTUTE MEpPeaHIoO KPbILWKY Kopryca Kamepbl, NoBopayuBas ee npoTMB 4acoBOM
CTPErKM.

War 2: yctaHoBute (u3Bnekute) kapty namsatu MicroSD/SDHC B cnoT, 0TMEYeHHbI
cTpenkon Ha PucyHke 4.4. [na 9TOro pasBepHUTE KapTy KOHTakTaMm K CroTy WU K
NOBEPXHOCTU NfiaThbl U BCTaBbTE B CMOT A0 LLenykKa.

[ns n3eneyeHns kapTbl NAMATU HAXMUTE Ha ee Topey A0 LWenyka — MPY>XXUHHbIN

MeXaHU3M BbITOJIKHET KapTy U3 CIioTa.

Kapra namsatn
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LWar 3: cobepute 1 nogknovnTe Kamepy, BbiNONHMB warn 2 n 1 B obpatHomM

nopsiake.

4.5. NpepnoTBpalleHne 3anoTeBaHUsA CTeKNa nepegHen KpbILWKU

Ecnu kopnyc kamepbl 661 BCKPLIT NpY YCNOBUAX OKpYXXatoLen cpeabl, OTIINYHbIX OT
ycnosuin B npomnssoacteeHHoM Lexe OO0 «HIMIM «beBapa», TO B npouecce AarnbHeunwen
3KcrnyaTtauum BO3MOXHO obpasoBaHWe KOHOeHcaTa Ha MOBEpPXHOCTU CTekna nepenHew
Kpblwkn. [Ons npegoTBpalleHus obpas3oBaHWS KOHAeHcaTa Kamepbl KOMMEKTYHTCH
BMnaronormnoTuTenem.

lMocne 3aBeplUueHUs OeNCTBUIA, ONUCAHHLIX B MyHKTe 4.4 N TpebyoLlwmx BCKPbITUS
Kopnyca kamepbl, HEO6XOAMMO pacrnakoBaTb U MOMECTUTb BHYTPb KaMepbl [Ba naketa
BnaronornoTuTens n3 Kkomnnekra noctaskun (Puc. 4.5), n cpasy (B TeyeHue 5-10 muHyT!)
cobpaTb KOpnyc Kamepbl.

Puc. 4.5
3akpyunmBanTe NEepPeaHIo KPbILKY KOpryca akkypaTHO, KOHTPONMPYsi MONOXEHWe

nakeToB BNaronornoTutens.

B cnyyae ecnu Bam HeobxogMmo BCKpbITb KOPMyC Kamepbl MOBTOPHO (Hanpumep,
ANs 3aMeHbl  KapTbl NaMsaTM  unM  NOACTPOMKM OBbekTMBa), BRaronorfoTuTesnb
pekoMeHOyeTCsa 3aMeHUTb HOBbIM, ABa nakeTta no 2 rpamma, NOCT 3956-76.

BHUMAHUE!
MNMepen wcnomb3oBaHMEM BRaronornoTUTens ybeauTecb, YTO OH XPaHUICH B FEpMETUYHO 3aKpbITOW
ynakoBKe, B MPOTUBHOM CIly4ae, ero UCrosb30oBaHve 3anpeLleHo.

B cnyyae ecnu npuobpeTteHMe wnu npaBUIibHOE XpaHeHWe BraronornoTUTens
HEBO3MOXHO, AOMNYCTUMO WCMOfb30BaTb MOBTOPHO BMaronornoTUTenb W3 KOMMMEKTa
nocTaBku, MNpeaBapuTeNlbHO MNPOCYLUIMB €ro B MPOTOYHOM ropsiyeM BO3gyxe WM B
cywunbHoM wkady npu TemnepaTtype 150-180 °C B TeuyeHue 3-4 4 ana yaganeHus
agcopbupoBaHHOW BRaru.
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NMPUMEYAHMUE!

Mpn onpeaeneHHbIX BHELLHMX YCMOBUSIX AonyckaeTcsa (0OQHAKO He peKkoMeHAyeTCHd) KpaTKoBpeMeHHoe
BCKpbITUE KOopryca kamepbl 6e3 3aMmeHbl Braronornotutens. [lonyctumoe CyMMapHOe BpeMsi HaxoXaeHust
Kamepbl CO CHATOW MepefHEen KpbIWKOW cocTaBnset: npu Temnepatype Bbiwe 0°C — 20 MuH., npwu
Temnepatype Huke 0°C — 60 MUH.

4.6. NNpoBOoaHOE NOAKMNIOYEHME KaMepbl K CeTn

Mcnonb3ysa coeamHuTenbHbi Kabenb ¢ pasbemom RJ-45, nogknounte IP-kamepy K
nokansHon cetu (kK LAN-uHTepdency mapLlipytusatopa).

B cnyyae Heob6x0aNMMOCTHN, COeaUHUTENBHBIN Kabenb MOXHO NpuobpecTn oTAeNbHO
Unu, Npu Hanuyinum HeobxoOuMbIX MaTepuanoB, WHCTPYMEHTOB W OMbiTa, WU3roTOBUTb
CaMOCTOATESbHO.

BapuaHT «npsamoro» kabens (UTP kateropum 5e) ¢ pas3bemom RJ-45

C oAHOM CTOPOHbI C Apyrov CTOpOHbI
1: beno- ) .
- 1: Beno-opaHxeBbIn
OpaHXeBbln
1 8 2: OpaHxeBblIii 1 8 2: OpaHxeBbI
(T 3: beno-3enéHnbin (T 3: beno-3eneHbin
CHU3Y: . CHU3Y: .
4: CuHuin 4: CuHuin
5: beno-cuHun 5: beno-cuHumn
CMEPEAM: E_%j 6: 3enéHbin CMEPEAM: E%] 6: 3enéHbin
18 7: Berno- 18 _ y
y 7: Beno-kopnyHeBbIN
KOpUYHEBbIV
8: Kopn4HeBbIn 8: KopunyHeBbliit

[Ana uarotoBneHna «npsmMoro» kabena Heobxoaumbl: kabenb UTP (BuTas napa
Kateropun S5e wnu Bbilwe), ABa pasbemMa RJ-45 n yctponctBo Ans obxvma pasbemoB
(kpmnep).

Mpwn Takom nopsgke noaknodeHus nap (ykazaHHoOM B Tabnuue) obecneumBaroTca
rapaHTUpOBaHHbIE  MPOM3BOAMTENIEM  BENMUYMHA W pacnpedeneHve  3agepxek
pacnpocTpaHeHus curHana, a cneaoBaTenbHO, U 3asiBfieHHas CKOPOCTb Nepeaayn OaHHbIX
100 M6wurt/c.

B cnyyae wucnonb3oBaHusi 00OpyaoBaHMS C NoggepXkom TexHonorum PoE
AOCTaTOMHO NOAKMIYUTL Kamepy C nomMoubio kabens Tuna «BuTas napa». [pu aToM
NCNonb30BaTh AOMNOSTHUTENbHbLIA MCTOYHUK MUTAHUSA HE HY>KHO.

Ecnm Bbl He wucnonb3dyete obopygoBaHusa € nogaepxkom TexHonorun PoE,

nogkritounte |IP-kamepy K UCTOYHMKY nuTaHusa 12 B, pekomeHgosaHHomy BEWARD.
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MnaBa 5. HacTponka npoBoAHOro coeguHEeHUs

Ons Toro 4ytobbl IP-kamepa B5350RVZ2 pabGotana B Bawen nokanbHon ceTtu
COBMECTHO C Apyrmm obopyaoBaHMeM, HeobXOo4MMO BbINOSHUTL €€ MOAKMoYeHne B
COOTBETCTBUN C TEKyLWMMW HacTpoMKamMu OaHHOW ceTu, Afs Yero, B CBOK o4vepeab,
HeobXxoaMMo onpeaennTb 3TN HACTPOWKK.

NMPUMEYAHUE!
OnucaHne yCcTaHOBKM U HACTPOMKU coeanHeHus BbinonHeHo Ha npumepe Windows 7 MakcumanbHas.
HasBaHust HEKOTOPbIX MYHKTOB MEHI0 1 DYHKUMIA MOryT oTnnyatbcs oT Bawewn sepcun Windows, ogHako

anropnTm npmnBeaeHHbIX OEencTBui siBNsieTc yHuBepcarnbHbIM.

5.1. OnpegeneHne napameTpoB NPOBOAHOMN NOKaNIbHOU CeTH

B cnyyae noaknioyeHusa no kabento Ethernet HeoGxoanmo onpegenuTb Tekylime
HaCTPOMKM NPOBOLHOWN CETH.

[na onpefeneHns TekyLMX HacTPOEK NPOBOAHOM JOKaNbHOMW CETU UCMONb3ynUTe

KOMMbIOTEP, MNOAKMNIYEHHbIN K 3Ton ceTu. Haxmute [lyck — lMaHenb ynpaeneHus (Puc.
5.1).

@ Internet Explorer
C

a Skype BEWARD

| XS Microsoft Office Excel 2007 Hosycn

— o6paxennn
J BnokHoT

My3bika
ﬁ DVR Server

Wrpei
m BRSController

Komnetotep
@ BEWARD IP Visor

TMaxens ynpasnexna
m BEWARD Player

YecrpoiicTea n NpUHTEPE!

Y]
ASE Y CycBil
- Mporpammer ne ymonuanno

L)
’@, Cny#Bkl KOMNOHEHTOB .
Cnpaexa n nogepxxa

» Bce nporpammer

| | Haiimu npozpatmis! u daiine

Puc. 5.1
B oTkpbiBLLEMCA AMaAnNoroBoM okHe Bbibepute nyHKT [[IpocMOTp COCTOSAHUA CeTU U
3apay] B pasgene [CeTb n UHTepHeT] (Puc. 5.2).
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- 143 [ Movr s e ympazrens o)

HaCTpDﬁKa NapaMeTpoB KOMNBHTEPa Mpocmotp: Kateropua =

Cuctema u Be30NacHOCTb YueTHble 3aMWcK NOAL30BaTENER W
MNpoBepka COCTOAHNA KOMMBIOTEDE ceMelH...

ApXMBUPOBAHNE ABHHBIX KOMMNEHOTEDA @' JoBaBneHune 1 yAINEHNE YHETHBIX 3aNNCEi
Mowck u wcnpaenedne npobnem noe3oBaTenci

CeTh M WHTepHeT

@I YcTaHoBka POAWTENBCKOrND KOHTPONA 4NA BCEX

@OCMOTP COCTOAHWA CETH K 33434 I

nonb3oeaTencsi

BuiGop napameTpoe gomMaluHedd rpynnel u obwero Odopmnerme 1 NnepcoHannsauma
AOCTYNa K AaHHbIM WMzmeneHne Tembl

OBopyaosaHKe U 38YK

WMzmenenne dona pabouero crona
Hactpoiika paspelueHna 3kpana

MpocmoTp ycTpoicTe M NPUHTEROB
[obaenenne ycrpoiicTea Yachl, A3bIK M PETMOH

Mporpammbl

CMEHE packnajkn KIaBnaTypel W Spyrix
cnocoBoB BBOA

¥aaneHne nporpammel zmeHenne Asbika MHTEpdeiica

B oTKpbIBLIEMCSA ANAnNoroBom okHe Haxmute [[oakntovyeHne no fnokanbHOW ceTu]

(Puc. 5.3).

GU

Manens ynpasneqns -
ACOMBLUHAA CTPaHNLA

V3MeHeEHWE NapameTpos
agantepa

zmennTs ACNONHWTENBHBIE
napameTpsl oBLLEro AoCTyNa

Cra. TaKCKE
Bpanamaysp Windows
Jowmalunan rpynna

CeoiicTea obospesatena

NMPUMEYAHUE!

CneunansHble BO3MOXHOCTH
Pekonmengy Windows nap phI
Onmummusauma nsoBpakeHna Ha 3Kkpate

Puc. 5.2

e

B pHET » LleHTp ynpaeneHun ceTAMn u oBLummM gocTynom - | | [Mouck & naHeAu ynpasneHus 0

MpocmoTp OCHOBHbBIX CBEAEHWIA O CETW W HACTPORKa NoAKAOUEHWA

- ] 0 MpocrtoTp Nonxoil kapTel
&I = 9 3

BEWARD Heckoneko cetei WuTepHer
(3TOT KoMNsoTER)

MpocMoTp akTMeHENX ceTei MognioueHne WK OTKNHUEHNE

Cets 4 Tun goctyna: HTepHeT
OBLyecTEEHHaA CETh MogknroueHua:

WNzmereHmne ceTeBeix napaMeTpos

EI HECI'pOﬁKE HOBOIMC NCOAKNHOHEHWA WAK CETH

Hacrpoiika BecnposogHere, WWpokononocHoro, MogemHoro, nparore uan VPN-nogenoueHina
WM 2KE HACTPOMKE MApLLIPYTUIaTOPa MAKM TOYKK ACCTyNa.

? TogKNHYMTECA K CETH

MogKNHOYEHNE WK NOBTOPHOE NOAKNHOYEHNE K BECNPOBOAHOMY, NPOBOAHOMY, MOAEMHOMY
CETEBOMY COEAMHERNID WAk nogrnrodenne k VPN,

ﬁ Brifop gomawnei rpynnel u napameTtpos obujere goctyna
AocTyn K aiinam w NpUHTERaM, PaCNOAOKEHHBIM H3 APYTUX CETEBbIX KOMMBHOTEDAX, MW

M3MEHEHWE NapameTpos obulero gocTyna,

YeTpaHenne Henonagok

JwarHocTika n NCNpasnenne CeTesbix NpoBaem MAN NoayHeHne cBEAeHA of ncnpasnerng,

Puc. 5.3

Mpy HaNUYMM HECKOMNBKUX NOAKIMIOYEHUI BbIOGEPUTE TO, K KOTOPOMY MaHMpYyeTCs NogkniovnTb IP-kamepy.

PykoBoacTBO no akcnnyarauum IP-euaeokamepsl B5350RVZ2 18
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B oTkpbIBLLEMCS OKHE HaxXmuTe kHonky [CBoncTBa] (Puc. 5.4).

U Cocrosnue - Mogxarouenne No nokansHo#i ceti u

Ofune

MNogrnoueHe

IPv4-nogknioqeHmre: WHTEpHET
IPvE-noaknoHeHre: Bes nocTyna K MHTEpHETY
CoCToRHME Cpefbl: MopKnmoyeHs

AnKTEnbHOCTL: 04:47:33
CropocTe: 100.0 MBuT fc

AKTMBHOCTE

OTnpasneHy —— _L\’,! = TpuHATO
o
BaiiT: 75 188 140 I 805 509 770

[ IS'l:tacﬁcrsa I[@'D'rulouwrb] [ﬂmaanrrma ]

Puc. 5.4

B OnanoroBom okHe CBOWCTB CETEBOro MOAKNIOYEHUS HEOOGX0AMMO BbiOpaTb MYHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHornky [CBoucTBa] (Puc. 5.5).

L MogxatousHne no AokansHoR ceTw - ceoiicTea u

Cems | [ocryn

MogKnioyerue yepes:

l_-? Realtek RTLE139/810x Family Fast Ethemet ceTesoin an:

OTMEYEHHBIE KOMIOHEHTBI WUCNONbL3YHTCA 3TUM NOAKNIOYEHUEM
Bl Kaspersky Anti-Vinus NDIS 6 Fiter -

gﬂnanpoBu.MK naketos QoS
gCnyxﬁa [OCTYNA K Sainam 1 npuHTepam cetei Micr—

¥l -2 [poToron WhTepHeTs Bepcin 6 (T g
-J- MpoTokon MHTepHeTs eepom 4 (TCP/Pv4) .

-4 [lpaitsep B/ Tononora KaHanbHoro YpoBsHA

i OTBeTnK 06HAPYXEHMA TONONONM KaHANEHOro YPoE =

=l |
Vo e
Onucarne

MNpoTokon TCP/IP - cTaHaapTHsit npoTokon rnoSansHen:
CETel, 06ECNEYMBEIOWNA CERSE MEXY DA3NMYHBIMA
B3aMMOAEACTEYIOWMMA CETAMM

Puc. 5.5
OTKpoeTCcs OKHO, B KOTOPOM OTOOpaxaeTcs MHopmauusa o HacTporkax ceTeBoro
nogknoveHns. BoamoxHbl ABa BapuaHTa HacTpovku IP-agpeca ceTteBoro nogknioveHus
Bawero [K:
1. NMonyuuts IP-agpec aBTOMaTuyecku: |IP-agpec HasHavaeTcsa aBTOMaTU4ECKU
DHCP-cepepom (Puc. 5.6). Ecnu IP-agpec Bawewmy MK BblgaeTcss aBTomaTuyecku, Toraa
ANna onpefeneHvs napameTpoB NOKanbHOM ceTu nepenauTte K NyHKTY 5.1.1 gaHHoro

PykosoacTsa.
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Be\&UARD Inasa 5. Hacmpotuika nposoonozo coedunenus

—
Ceoiicrsa: MpoTokon WMintepreta sepcn 4 (TCP/IPv4) @lg

OBwne | ANbTEPHATMEHEA KOHDMM YPALIA |

MapameTpel IP MOrYT HASHAHATHCA AETOMATHHECKH, ECIM CETh
NOAASPHUBAET 3TY BOSMONHOCTE, B NpOTUBHOM Cliyuae napameTpel
IP MOXKHO MONY4MTE Y CETEBOMD 3AMMHACTRETOPaE,

(@ MonyunTe IP-aapec BETOMETHUECKN I

(01 VItNonb308aTe CNE YROLWMEA IP-anpec:
IP-aapec:
Macka noaceTt:

QCHOBHOA W3

| (@ Mony4nTe agpec DNS-cepsepa a5TOMATHHECKK I

(:) WononesoeaTe cneayiowue agpeca DNS-cepeepos:

MpeanouHT aemelid DHS-cepeep:

ANETEPHATHEHEIR DMS-cepeep:

MoATEEPANTE NEPAMETPLI MPW BEIXOAE

Puc. 5.6
2. Ucnonb3oBaTtb cneaywwmn IP-agpec: |P-agpec 3agaetca nonb3oBaTenem

Bpy4Hyto (Puc. 5.7):

B
Ceoitcrea: Mpotokon Wuteprera sepouw 4 (TCP/IPv4) " Iéu

Obuwe

MapameTpil IP MOryT HA3HEYATHCA SETOMETHHECKM, ECTH CETE
NOAAEPHUBAET STY BOIMOXHOCTE, B NDOTHEHOM Cly4ae napaMeTphl
IP MOHO NONY4WTE ¥ CETEEO0rD aOMMHWCTPATOPE.

() NMony-uTh IP-aApEC ETOMATHHECKN

(@ Wmonb30BaTh CReayowmi IP-anpec: I

IP-appec: 192.168. 0 .
Macka nogceTu: 253 . 255 . 255 .

OcHOBHOM WAK3: 192 .168. 0 .

Mony4nTe anpec DNS-cepsepa aBTOMaTUHECKW

(@ Mnonb30BaTh e yIoWWE agpeca DNS-CEDBEDOB:I
MpeanounTaensii DNS-cepsep: %2 .168. 0 . 1

ANbTEpHATUBHGIA DNS-CEpsep:

-
MoATEEPAWTD NEPEMETPEI MPH BEIX0AE

Puc. 5.7
3anuwuTte, Nnbo 3anoMHMUTE NapameTpbl ceTeBoro agantepa Bawero MK (IP-agpec,

Macka nogceTtun, OcHoBHoW w03, DNS-cepsep).

BHUMAHUE!
Ecnn Bbl He 3anucanu ceTeBble MapameTpbl KOMMbiOTEpa, TO MOCMe HacTpoWku Kamepbl OyaeT
HEBO3MOXHO BEPHYTb 1X B NepBOHaY4aribHoe COCTOSAHNE A5l BOCCTAHOBIEHWNS MNOAKITIOYEHMS K NOKanbHON

ceTtun n/vnun cetn VIHTepHer.
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5.1.1. OnpeaeneHue napameTpoB ceTU Npu AnHamuyeckom IP-agpece

NMPUMEYAHUE!
[aHHbIn NyHKT PykoBoACTBa npeAHasHavyeH ONs OnpedeneHus napameTpoB JloKanbHOW ceTu npwu

HasHa4veHun |IP-agpeca Bawemy MK aBTomatuveckn (DHCP-cepsepom).

Ons onpeaeneHna Tekylwmnx HacTpoek KOMnbTepa B nokanbHOW ﬂpOBO,EI,HOVI ceTun

HaxwvuTe llyck — MaHenb ynpaeneHus (Puc. 5.8).

8 Internet Explorer
Qs SEWARD

[loxymer:

|X & Microsoft Office Excel 2007

o

,;/] BnokHot

@ DVR Server
m BRSCantroller
m BEWARD IP Visor
m BEWARD Player

Y
] ChyBel

Komnetotep

TNanens ynpasnerns
YcrpoiicTea w npuHTEpBl
TNporpamms: No yMmonuaHno

L
ﬁ, Cny:xBel KOMMNOHEHTOE
Cnpaska W NOALEpKKa

»  Bcenporpammel

— - — ]
| Hadmunpozpamdol u gatine 3asepiueHne pabotel | >

L]

Puc. 5.8
B oTkpbiBLLEMCA AManNoroBoM okHe Bbibepute NyHKT [[IpoCMOTpP COCTOSAHUA CETU U
3apaduy] B pasgene [CeTb n UHTepHeT] (Puc. 5.9).

HaCTpDﬁKa NnapamMeTpoB KOMNbHOTEPa Mpocmotp:  Kateropwa

Cucrema v BesonacHocTs YueTHble 3anMcyu NoAbL30BaTenei u
Mpoeepka COCTORHNA KOMNBIOTEPa CEMEMH..

APpXHBNPOBAHINE ASHHIX KOMMBIOTEPS @,ﬂnﬁasnaﬂme W YAZNEHUE YHETHBIX 3anuced
Mewnck n ncnpaeneqne npobaem nonesoBaTenei

f@ YCTaHOEKE POANTENBCKOTC KOHTPOAS ANA BCEX

] none3oBaTenei
[lpocMoTp COCTORHMA CETH M 33434

Beifop napameTpos AoMaLuHed rpynnel u obwerc . OCDO[DMJ'\E}HME W NepcoHannsauna
ADCTYNa K A3HHBIM 5 VIsmMeHEHME Tembl

Wsmenenne dona pabouero ctona

OBopyAcBaHWE W 3BYK

- Hactpoiika paspewlerus 3kpana
MpocMoTp YCTPORCTE W NPUHTEPGE

JoBasnenue yerpoiicTaa Yackl, A3bIK M perMoH

; CheHa packnagkn KNaBnaTyphl Wam Apyrid
Mporpammel cnocobos BEoAa

Yaanerue nporpanms: Vsnaereriune szbiia mHTepdeiica

CrneumansHble BO3MOXHOCTH
Pexomengyenbie Windows napamerpel
OrTunMsaLIA nS0BpaKEHA Ha IKpaHE

Puc. 5.9
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B OTKpbIBLLUEMCA ONanoroBoM OKHE HaXXMuTte [HOJJ,K.HI-O‘-IeHVIe no nokanbHoun CeTVI]

(Puc. 5.10).

Manens ynpaenerna -
ACMALLHAA CTPaHMLE

MzmeHeHne napameTpos
agantepa

WMamennTs gononHuTeNbHbIE
napameTpel oblers AocTyna

Cr. Taicke
Bpanamaysp Windows
fomalunas rpynna

CeoiicTea obospesatena

NMPUMEYAHUE!

MpocMoTp OCHOBHBIX CBEAEHMA O CETH W HACTpoRKa NOAKAOUYEHMA

&k!l . ‘j . e MpocMoTp NoAHOI KapTe!
-3 -

BEWARD Heckoneko cetei WHTepHer
(3T0T KoMNbHITER)

MpocMoTp aKTUBHBIX CETER MogknHeYEHNE WK OTKIHOYEHHE

Cems 4 Tun goctyna: WHTEpHET
CBuwecTeeHHaA CETE Mogknoyerna:

MzMEHEHNE CETEBLIX NAPAMETPOE

ﬁi HacTpoiika Hosore NogkntoHeHna nan CETH

HacTpoiika BecnpoeogHore, WwWMpokenonocHore, MogemHore, npamere uan VPMN-nogkatouenua
WK 3KE HACTPOIKA MapLUPYTH3aTORa MKW TOHKK 40CTyNa.

'5, MogrnrounTsea K cetn

MeAKNHYEHE WAKW NOBTOPHOE NOAKS K Becnp
CETEBOMY COES) WK NOgKS K VP,

BeiBop AcMaLLHER rpynnel n NapameTpos oBLIErs AocTyna

JocTyn k daiinam u NpUHTEPaM, PacNONCKEHHBIM H3 DY CETEBbIX KOMMBHOTEDAX, WK
W3MEHEHME NAapaMETPOE 0BLLErD ADCTYNA.

¥CTpaHeHWE HENONAACK

JMarHoCTHKE W MCNpPaBNEHNe CETEBbIX NpoBaem nnKn nonyHeHne ceegennid of ncnpasnesnn,

Puc. 5.10

I'Ipvl HaNM4YMM HECKOSbKMUX CETEBbIX NOAKMHYEHNI Bbl6epMTe TO, K KOTOPOMY niaHNpyeTCA NOAKITHYUTb

IP-kamepy.

B oTKpbIBLIEMCS OKHE HaXxxmuTe KHoMnKy [CBepeHus] (Puc. 5.11).

[ Cocrostue - MogkAoNeHUe No AOKANBHOH ceTi

Ofme

MoaknoyeHre

IPv4-noaknoqeHme:

WHTepHeT

IPvE-NOAKAOHEHNE:

Bes nocTyna K MHTepHETY

CocToRHWE cpefbl: MoaknioyeHo
04:47:33

100.0 MéauT c

JANMTENEHOCTL:

CkopocTh:

AKTUBHOCTE

1
OTnpasneHo —— %g ——  [puHATO

BaliT: 79 188 140 I 805 509 770

[ @Cﬂoﬁcraa ] [@O'rmnouwrh] [ AuarHocTuka ]

Pwuc. 5.11
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B okHe «CBeageHusi O CeTEBOM MOAKMYEHUMM» MpeacTaBrieHa cnegyollas

nHdpopmauus (Puc. 5.12):

CeeaeHrA © CETEEOM NOAKNFOHEHNA ‘ u

[ononHutensHeie ceeneria o cem

Csoitcteo 3rauenne

OnpeneneqHen ans no..
Onmcanue Realtelc RTL8168C(F)/8111C(P) Family P|
PUSHIECKHA BADEC 00-24-1D-57-45-30

HCP srniosen [a

ec [Pvd 192.168.0.14

Macka noncemm IPv4 255.255.255.0
ApeHpa nonyseHa 11 sueaps 20111 10:27:11
ApeHna ucTexkaeT 11 wespans 2011 r. 10:27:11
lintos no ymonsarero 1P 192.168.0.1
DHCP-cepeep IPvd 192.168.01

DMScepeep |Pvd 192.168.01

WINS-cepaep IPvd

Cnyx6a NetBIOS uepes... Oa

Nokanskeit IPvBagpec... fel0:3126:2820:8112:163%11
Wnioz no ymonuanmo IP...

DMScepeep IPvE

4| m

Puc. 5.12
Ecnun B atom okHe Bbl yBugenun ctpokn — «DHCP Bknro4veH-Aa», «Aapec IPv4-

XXX XXX XXX.XXX» (MO «XXX.XXX.XXX.XXX» — 3HadyeHue |P-agpeca),— 3HauuT IP-agpec
Bawemy lNK HasHa4eH aBTOMaTudeckn. Macka nogceTtu ykasaHa B ctpoke [Macka noacetu
IPv4], agpec ceTeBoro wn3a — B cTpoke [lUnw3 no ymonyaHuto IPv4], agpec DNS-
cepBepa — B cTpoke [DNS-cepBep IPv4]. 3anuwmnTte, nMbo 3anoMHUTE AaHHbIE NapameTpbl

(IP-agpec, Macka nogcetn, CeteBon wnto3, DNS-cepsep).

BHUMAHUE!
Ecnn Bbl He 3anucanu ceTeBble napamMmeTpbl KOMMNbKOTEPA, TO nNoclne HaCTpOVIKM Kamepbl 6y;1eT
HEBO3MOXXHO BEPHYTb UX B NepBOHa4YalibHOE COCTOAHME OJ14 BOCCTAHOBJIEHUA NOAKITHOYEHUA K nokasnbHoMn

cetn n/wnu cetn IHTepHer.

BHUMAHUE!

Ecnn B okHe «CBegeHna o ceTteBOM noakntoveHun» Bol yBugenu ctpokn —«DHCP BknroyeH- Oday,
«IPv4-appec aBTOHACTPOMKM-XXX.XXX.XXX.XXX»(FOE XXX.XXX.XXX.XXX — 3HauyeHue |IP-agpeca),— 3Hauut
Bam He yganocb nogkntounTtbea k npoBogHon cetn (DHCP-cepsep He npuceoun IP-agpec Bawemy [1K).
lMpoBepbTe NpaBUNbHOCTb MOAKMOYEHUSA K MPOBOAHON ceTu. B cnyyae HeobxogumocTtu, obpaTtuTech K

Baliemy cucteMHoMy agMUHUCTPaTOpY.
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5.2. UameHeHune napameTtTpoB NnoKanbHOW ceTu Ans npoBoAHOro NnoaKn4YeHUA

K IP-kamepe
Mo ymonyaHuio IP-kamepa B5350RVZ2 umeet IP-agpec 192.168.0.99. Ytobbl
NOOKITIOYMTLCA K Kamepe Ansi nepBoOHaYanbHOW HACTPOMKM Heobxoaumo, 4ToObl Bauw
KOMMbIOTEP Haxoauncsa B TOW e NOoAceTu, YTo un kamepa. Npu atom IP-agpeca kamep,

KOMMbIOTEPOB U NMOObLIX APYrMX YCTPOWCTB B CETU HE AOMMKHbI COBNagaTb Mexay coboil.

BHUMAHMUE!
IP-kamepa BEWARD B5350RVZ2 no ymonuyaHuto umeet IP-agpec 192.168.0.99. Ecnu Bel nnaHupyeTe
NOAKMIOYNTb HECKONbKO IP-kamep, To Ansa ncknioveHns koHgnukra IP-agpecoB nogkniovanTe kamepbl No

ofHoOM 1 namensnTe nx IP-agpeca Ha nobble cBoboAHbIE B Ballel nokansHom ceTu.

BHUMAHUE!
Ecnn Bbl yBepeHbl, yto Baw T[1K, nogkntoyeHHbIn Kk npoBogHow cetwn, u IP-kamepa, dusndeckn

NnoaKrntoYeHHas K ToM e ceTu, nnbo Hanpsimyto k Bawemy [MNK, HaxoasTcst B ogHon noaceTu, Bl moxeTe

cpasy nepenTu K nyHkTy 5.3 naHHoro PykoBoacTsa.

[Na namMeHeHUs TeKyWUX HaCTpoeK KOMMbiTepa B JOKalibHOM MPOBOLHOW CeTn

HaxxmuTe llyck — MaHenb ynpaeneHus (Puc. 5.13).

@ Internet Explorer
C

@ Skype BEWARD

| X5 Microsoft Office Excel 2007 Poryactimes

LH
ﬂ BnoknoT
Mysbika
@ DVR Server
Wrpei
m BRSController

Komnetotep
Q BEWARD IP Visor

m BEWARD Player

L Coyxt
sty CyoxGe:

MzobpasceHmna

MaHens ynpaeneHna
Ycrpoiicrsa n npuHTEpDI

Mporpamme! no ymonqaHno

a
ﬂo Chy#Bbl KOMNOHEHTOE
Cnpaska n noggepskka

» Bce nporpamme

| 3asepLuenne paboTel E

Haiimu npocpammel u gainb 2 | | 3

-

Puc. 5.13
B OTKpbIBLLEMCA OMarloroBOM OKHE Bbl6epVITe NYHKT [npOCMOTp COCTOAHUA cetTnu m

3apady] B pasgene [CeTb n UHTepHeT] (Puc. 5.14).
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[Mouck & naHenu ynpasneHus pel

Ha::TpoﬁKa napaMeTpos KOMNbHOTERS MpocmoTp:  Kateropwa =

Cwctema n BesonacHocTs YueTHble 3aMWcKk NoAL30BaTENeR 1
MpoBepka COCTOAHNA KOMNLIOTERE cemerit...
ApxMBUPOBAHUE AZHHEN KOMMBIOTEA @' JoBasnenne n yaaneHne yHETHbIX 3anncei
Mowck n ncnpasnenne nponem nenssceaTenei

'@' YeTaHoBKa pOANTENBCKOTD KOHTPONA ANA BOEX

— nonb3oBaTensi
| pocMotp cocToaHma CETH M 33434

Brifop napameTpos gomMaluHei rpynnel u obwero QdopmneHme M NepcoHanusaLmna
A0CTYNa K AaHHbIM WzmeHeHne Tembl

' WzmeHenne doHa pabouere crona
Hacrpoiika paspelwienna 3kpana

ObopyaoBaHKe W 3BYK
MpocMoTp yCTpoRCTE U NPUHTEPOE
Jobaenenne ycrpoiicTea Yacol, A3bIK M permoH
Ll CreHa packnagku KnasmaTypel Wian Apyrix
I'Iporpauuhl L ¥, cnocobos BECAR
YaaneHue nporpammel WamerHerne asbika MHTepdeiica
CneumranscHble BO3MOXHOCTH

Pexomengy Windows nap phl
OI'ITMMMSEU.MH MSOGPE)KEHHR Ha 3KpaHe

Puc. 5.14
B oTkpbiBLIEMCA OkHe HaxmuTe «lMoakntoyeHue no nokanbHoun cetu» (Puc. 5.15).

Gu

Manens ynpaeneqma -
AOMALUHAA CTPaHMLa

@ I Eﬁ MpocmoTp nonHoi kapTel
V3mereHne NapameTpoe 4 cam, e

aaanTepa BEWARD Heckoneko cetei WrTepHer

MzmennTe gonoaHuTenEHEIE (3707 KoMnstOTER)

MpocmMoTp OCHOBHbBIX CBEAEHWA O CETM M HAaCTPOMKa NOAKNMOUYEHWA

napamerpel oBLLEre JocTyna MpocmoTp akTHBHEX ceTei MeaknioyeHne nan oTKAOYEHE

Cems 4 Twun gocTyna: HTepHer
OBLECTEEHHAA CETE MogknoyeHua:

3meHeEHNE ceTeBbIX Na PaMeTpoB

4 Hactpoiika HOBOrO NOAKNHYEHUA MW CETH
~ Hacrpoiika BecnpoBogHOro, LUMPOKONOAOCHOrD, MOAEMHETO, npamoro wan VPN-nogknoueHua
WK 2KE HACTP MK MApPLUPYTU3aTopa AN TOYKK JocTyna.

‘5. MogKnHYUTECA K CETH

HOAKHH)NEHHE WK NOETOPHOE NOAKN K 6ECI",.;
CETEBOMY COEIMHEHUHD MAK NogkntoueHine Kk VPN,

BuiBop gomMaluHed rpynnbl v napameTpos obLUero AocTyna

Cra. TaKoKe Joctyn k daiinam u NpUHTEPaM, PACNONOKEHHBIM HA APYTHX CETEBBIX KOMMBHOTEPAX, AW

. W3MEHEHWE NapaMeTpoe oBLLEre 40CTyNa,
Bpanamay3p Windows P P HuEre Aocry!

Homawnan rpynna ¥CTpaHeHWe HeNoNasoK

CeoiicTea oBospesatena JuarHocTuka n MCNpaBneHne ceTeekix Npob. CBEAEHMI 0B McnpaBneHum.

Puc. 5.15
NMPUMEYAHUE!
Mpn HanNU4YMM HECKONBbKUX CETEBbLIX NOAKMIOYEHUA BbIGEPUTE TO, K KOTOPOMY MNaHMpPyeTCs NOAKMYNUTb

IP-kamepy.
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B oTkpbIBLLEMCS OKHE HaxXmuTe kHonky [CBoncTBa] (Puc. 5.16).

U Cacroaue - MogknioueHne no NOKaNbHOH ceTH u

Ofiwme

MoakmoyeHe

IPv4-noaknoyeHme: WHTepHeT
IPvE-ToaKMOYEHHE: Bes nocTyna k MHTepHeTY

CoCTosHWE Cpeabl: MoaknoyeHo

AnuTenbHoCTb: 04:47:33
CKOpOCTh! 100.0 MBuT fc

AKTUBHOCTE

OTnpasneHo —— -Lm ——  [MpuHATO
e
BalT: 79 183 140 I 805 509 770

| [ @Csoﬁcrsa ][@Oﬂmnouum] [ﬂMaFHOCI'MKB ]

Puc. 5.16
B oTKpbIBLLEMCSI OKHE CBOMCTB CETEBOMO NOAKITIOYEHUA HEOOX0AMMO BbIGpaTh MYHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHornky [CBoucTBa] (Puc. 5.17).

E] MogxnoueHme No NOKANLHOW CETH - CEOWCTER u

Cem | Oocryn

MNopxnioyetne yepes:

l_-T Realtele RTL8139/810x Famity Fast Ethemet cetesoi an:

OTMEYEHHEIE KOMIMOHEHTEI WENONBESYTCA 3TAM NOAKNHKYEHWEM

Bl Kaspersky Anti-Virus NDIS 6 Filter -
Q Mnatmposwmk naketos QoS
gc.nyxﬁa LOCTyNa K galinam u npuHTepam cetei Micro—
- [potoxon MHTepHeTa sepcim & (TP 1PyE)

- B8 Mpotokon WHTepreTta sepoan 4 (TCP/IPvd) .
- [paiteep 5/8 TONoRora KaHANEHOMG YPOBHA |
- OTBETYMK 0GHIPYXEHMA TONONOMMW KSHENEHOMO YPOE =

£ I | [
()
Onvcanne

MpoTtokon TCP/IP - cTaHoapT™eii npoTokon rnofansHem
ceTeil, ofecneylBalolmni CBASE MEXOY PaSIMYHEIMA
ESEHMOD.E“CTBHOUJMMH CETAMW.

oK ] [ Omvena

Puc. 5.17
B nosiBuBLWIEMCSI OkHE HEOOXOAMMO YCTaHOBUTbL 3HadveHus IP-agpeca u macku
nogcetu. Beibepute nyHkT [Mcnonb3oBaTh cneayowmum IP-agpec] v BBeante cBo604HbIN
IP-agpec un3 noacetu kamepbl, Hanpumep 192.168.0.20, n Macky noacetn -—
255.255.255.0. OcTtanbHble 3Ha4YeHUs BBOAUTb HeT HeobxoaumocTtu (Puc. 5.18).
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Ceoiictsa: MNpotokan WkTepHeta sepeuu 4 (TCP/IPv4) - @u

Ofuwme

MapameTpel IP MOryT HE3HEYETECA BBTOMETMHECKK, ECH CETh
NoAAEpWUBAET STY BOSMOKHOCTE, B MPOTHEHOM CnyJyae napameTpel
IP MOMHO MONYHMTE ¥ CETES0r0 aAMMHWCTPATOPA.

() NonyqnTe IP-agpec aETOMATUHECKK

(@ WononbsosaTe cnenyowmi IP-anpec:

IP-appec: 192 .168. 0 . 20

Macka noaceTw: 255 .,255.255. 0

OCHOBHON LUNKO3:

ManyuuTs agpec DNS-Cepeepa aBTOMaTHYECKM

@- WcnonssosaTe cneayiowme aapeca DNS-cepsepos:

MpeanounTaemsIid DMNS-cepeep:

ANbTEPHETHBHDEIM DMNS-cepeep:

D MoaTEEPAWTL NAPaMETPLI NP BbIX0Ae

JononHKTENbHO. . .

" OK il OTMeHa

Puc. 5.18

[Ons npuMeHeHna U3aMeHeHun HacTpoek HaxmuTe kHorky [OK] BO Bcex OTKPbITbIX
OKHax.
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5.3. NonyyeHue poctyna K IP-kamepe ¢ nomowbio 6pay3sepa Internet Explorer

[na gocTtyna Kk kKamepe ¢ nomolubto 6paysepa Internet Explorer 3anyctute ero 1 B
agpecHoun ctpoke BBeaguTte 3anpoc: http://[<IP>:<port>/, — roe <IP>- |IP-agpec kamepsl, a
<port>— 3HadyeHne HTTP-nopta. lNocne atoro Haxmute [Mepentn] nnbo [Beoa] (Puc.
5.19).

BHUMAHMUE!
IP-kamepa BEWARD B5350RVZ2 no ymonyanuio nmeet IP-agpec 192.168.0.99, HTTP-nopT 80.

NMPUMEYAHUE!

Ecnn ans HTTP-nopta ucnonb3yetcs 3Hadvenue 80, Torga Ans AOCTyna K kamepe 4vepe3 Opaysep

AOCTaTOYHO BBECTU B agpecHom cTpoke «http://<IP>/», roe <IP>— |IP-agpec kamepbl.

GIRL//” @ DA A 22 p X | @ MycTan cTpaHuua m * {:‘;}

-

Puc. 5.19

5.4. NonyyeHue goctyna K Be6-mHTepcency IP-kamepbl

lMocne 3arpys3ku cTpaHuubl Beb-uHTepdberica kamepbl npu nomown 6paysepa
Internet Explorer Bol yBnanTe okHo aBTOopu3saumn. Beegute nmsa nonb3oBartesis U naposb.
Mo ymonyaHunio mncrnonb3yetcs umsa nosib3oBatens — admin, naposie N0 yMONYaHUoo —
admin (Puc. 5.20).
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besonachocts Windows X

iexplore.exe

Cepeep 192.168.1.86 2anpaluvEaeT MMA NONLZ0EATENA W NAPONk.

3TOT cepeep Takcke coobluwaet: “B5350RVZ2 H.264 IP Camera -
186882303CF5".

admin

D 3anoMHUTE YYETHEIE AdHHBIE

OK OTtmena

Puc. 5.20

NMPUMEYAHMUE!
[ns koppekTHon paboTtbl BEDO-nHTepdeiica IP-kamepbl Heobxoguma Bepcus 6paysepa Internet Explorer

He Huxke 9.0.

Ana npocmotpa u3obpaxeHus c IP-kamepbl yepe3 6paysep Internet Explorer
ncnonb3ytoTca KomnoHeHTbl ActiveX. Internet Explorer He umeeT 3TMX KOMMOHEHTOB B
CBOEM COCTaBe W 3arpyXaeT UX HernocpeacTBEHHO C KaMepbl 4118 nocneayoLen ycTaHOBKM.
B HwxHe 4actm okHa Opaysepa NOSBUTCS BCMblBalOLlee OMOBELLEHne CUCTEMBI

6esonacHoctn (Puc. 5.21).

BELVARD [ pocnors | acrosen|__suron ]
(o | ¢ sowcs () voenwum. [0 Passccwns [ Goonvouewe BB} Omrwan 0 voovere BB Hioopameme

Puc. 5.21
HaxmuTte Ha kHOMKy [YcTaHOBUTBL] AN YCTaHOBKM KOMMNOHEHTOB ActiveX.

BHUMAHUE!
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YcTaHoBka komnoHeHToB ActiveX, HeO6XOD,I/IMbIX anda npocMoTpa M306pa)KeHI/IF| C Kamepbl, BO3MOXHa

TOnbKO Ha 32-6utHyto Bepcuto bpaysepa Internet Explorer.

Mpn yctaHoBke ActiveX gna OC Windows 7 wunu Vista cuctema 6esonacHocTu
Opay3sepa Internet Explorer 6yaet aBTomatnyeckn 6nokmpoatb yctaHoBky ActiveX. [ns
NPOLOSMKEHUS YCTAHOBKM HaXmuTe KHOMky [YcTaHOBUTL] B OKHE MNOATBEPXOEHUS

yctaHoBku (Puc. 5.22).

-

i

Internet Explorer - Mpeaynpexaedne cucTemel BesonacHocTy ) g

YCTaHOBHT b 3TO MporpaMMuoe obecneyenne?

@ Mma: ActiveX Control (2013.11.04)

WzpaTtens: BEWARD Co., Ltd

LononHUTENEHD YCTaHOBHTb ] [He YCTaHaBNWBaTh ]

l--"\ D&l M3 MHTEPHETE MOrYT BbITh NONE3HbLI, HO 3TOT THN dakna MOXeT
\0 NOBPEAMTE KOMMBKOTED. CNEAYET YCTaHAENMBATE NPOrPatMsl, MoNyHeHHbIE
. TONBKO OT AOBEPEHHOMD M3AETENA. DaKTOPEl DMCKS

Puc. 5.22
lMocne aToro NosiBMTCA OKHO, MHGopMupytollee Bac o Heo6XO0ANMOCTU 3aKpbITUS

Beb-Opaysepa ansa yctaHoBku. 3akpoute Internet Explorer n Haxmute kHonky [OK] (Puc.
5.23).

i Warning ﬁ

IE windows must be close before install oo, OK?

Puc. 5.23
3aTteMm, OTKpOEeTCsl OKHO yCTaHOBKM koMnoHeHToB ActiveX. HaxxmuTe kHonky [Install]
(Puc. 5.24).

-
v oo =
E’ ‘ Install ‘ ‘ Uninstall ‘ Close

Puc. 5.24
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Mocne ycnewHon yctaHoBku Bl yBnanTe coobuyeHne «Register OCX success(C:\)»

B HWXHEN CTpoke okHa. HaxmuTe kHonky [Close] ans Bbixoga M3 okHa ycTaHoBku (Puc.

5.25).

i R’
# Install OCX ‘ =5
@’ Install ‘ Uninstall ‘

| Register OCX success(C\NetVideoX)

Puc. 5.25

NMPUMEYAHUE!
B onepaumoHHon cucteme, otnunyHou ot Windows 7, unm B 6paysepe, otnnyHom ot Internet Explorer 9.0,
Ha3BaHWS MEHI0 WM CUCTEMHble COOBLLUEHUS MOryT OTNMYaTbCs OT Ha3BaHUA MEHI0 U CUCTEMHbIX

coobuwenun B gpyrux OC cemerictea Windows nnu B gpyrmx bpayaepax.

NMPUMEYAHMUE!

Mpun yctaHoBke ActiveX ans OC Windows 7 unu Vista npu BKNtoYEHHOM KOHTPOIE YYeTHbIX 3anucen byget
AOMNOJSHUTENBHO MNPOM3BOAMTBLCS OMOKMPOBKA YCTAHOBKW, O 4YeM Monb3oBaTento OyaeT BblgaHo
AONONHNTENBHOE onoBeLleHne. [ns pa3pelleHns YCTaHOBKM HeOOX0OMMO YTBEPAMTENBHO OTBETUTH B

noABuBLLEMCA OKHE.

B agpecHon cTpoke Opaysepa BBeaute |IP-agpec kamepbl n Haxmute [Enter].
OTkpoeTca OKHO aBTopu3auun. Beegute mmsa nonb3oBaTens n naposnb. 1o ymonyaHuio

ncnosnb3yeTcs UMs nosnb3oBatens — admin, napons no ymonyaxuio — admin (Puc. 5.25).

BHUMAHUE!
[Mocne aBTopu3auuu Bbl MoXeTe M3MEHWUTb UMS MoOrb3oBaTeris U naponb B MeHo Hacmpolka —
CucmemHbie — [Mosib3ogamenu. Ecnv napone nnu nMms nonb3oBaTtens yTepsiHbl, To IP-kamepy MOXHO

BEPHYTb K 3aBOACKMM ycTaHoBKaM. [1ns cbpoca HacTpoek Heobxoaumo 3axaTtb KHOMKy cbpoca Ha 10

CeKyH[,.
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BesonacHocts Windows X

iexplore.exe

Cepeep 192.168.1.86 2anpallWE3ET UMA NONLIOEATENA U NAPONkL.

310T cepeep Takke coobuwaet: "B5350RVZ2 H.264 IP Camera -
186882303CF5".

‘ admin ‘

D 3anoMHK1TE YYETHBIE J3HHBIE

OK OTtmeHa

Puc. 5.25
lMocne yCI'IeLIJHOIZ aBTopusaunm Bbl nonyydunTe OOCTyn K 3rieMeHTaM yrpaBJlieHUA

Kamepbl 1 n3obpaxeHuto ¢ Hee (Puc. 5.26).

Puc. 5.26
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5.5. UameHeHMne HacTpoek nogknioyeHuns IP-kamepbl Yepes Be6-nHTepcenc

Mocne nogkntoyeHus K IP-kamepe Heob6XoOMMO WM3MEHUTb €€ HACTPOWKU Takum

o6pa30M, 4YTOObI OHA Haxoaunacb B 0QHOW NOACETU C OCTalnbHbIM O60pyﬂ,OBaHI/IeM.

BHUMAHMUE!

[na coBMmecTHOM paboTbl HECKOMNBbKMX YCTPOMUCTB B O4HON NOACETU HEO6XO0AMMO, YTODBI Y HUX coBnaganu
nepBble Tpu Yactn IP-agpeca, 1 NONHOCTLIO COBNagana macka noaceTu.

Hanpumep, IP-agpec Bawero [MK: 192.168.50.40. |IP-agpec pasgeneH Toukamu Ha 4eTblpe okTeTa. B
OaHHoM npumepe: 1 okteT — 192, 2 okteT — 168, 3 okTeT — 50, 4 okTeT — 40. Bam Heo6x0ANMO N3MEHUTL
IP-agpec kamepbl Tak, 4TOObI UX NepPBbIE TPU OKTETAa coBMnaganu, To ectb IP-agpec kamepbl JOMKEH MMETb
Bua: 192.168.50.XX. YeTBepThii OoKTeT |IP-agpeca Kaxgoro ycTtporctBa obs3aTenbHO OO0SMKEH ObiTb

CBOUM.

[na naMeHeHnsa ceTeBbIX HAaCTPOeK B BED-MHTEpPheNCe HAXMUTE B FMABHOM MEHHO

Kamepbl kHonky [HacTpouku] n nepengute B meHto Cemsb — LAN (Puc. 5.30).

TokaneHbie Hacrpoiika LAN

Buseo

Cets Mcnonssoeats IPvE []

v
> Ocosnue Bepcua IP | IPV4
> PPPOE -aApe

Lo T | 355 255.254. 0
€= 03 | 192 168 0 251

MonyunTs asToMaTHect
WDNS | o 0 . o0 . o
MAC-agpec | 18-68-82-30-3C-F5

> UPNP

> Bonjour
> E-mail

> F1P

CoxparuTs

Tpesora

CucTemusie

Puc. 5.30
B TekctoBbix nonsx [IP-appec], [Macka noacetn], [OcHoBHOWM W3],
[Mpeanountaembin DNS], [AnbTepHatBHbIN DNS] Hy)XHO BBECTU Takue 3HaYeHus,
4yTObbl Kamepa nonana B OAHY NMoAceTb C ocTanbHbIM obopyaoBaHuem (Puc. 5.30). Ons
3TOro obpatnTecb K paHee 3anucaHHbIM, TEKYLLUMM HACTPOMKaM MPOBOLHOM JOKaNbHOM
cetu (CM. NyHKTbl 5.1 unu 5.1.1) n, B COOTBETCTBMM C HUMU, YCTAHOBUTE BblLLEeYKa3aHHbIE

napamMeTpbl.

NMPUMEYAHMUE!
B cnyyae HeobxooMMoOCTW, ONsi HACTPOWKU CETEBbIX MapaMeTpPoB YCTPOWCTB obpatutechb k Bawwemy

CeTeBOMy aAMUHUCTPaTOpY.
,D,J'IFI npuMeHeHunA M3MEHEHUN CETEBbIX HaCcTpoeK KaMepbl HaXMUTE KHOMKY

[CoxpaHuTb], Nocne yero NosiBUTCS yBEAOMIIEHNE O Nepe3arpyske yCTPoNCTBa.
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lMocne nepesarpysku, |IP-kamepa 6ygeT gocTtynHa no 3agaHHoMmy Bamu IP-agpecy.

Ha aTom HacTponka npoBogHOro noaknoyeHns IP-kamepol 3aBeplueHa.

5.6. Bo3BpaTt HacTpoek nogkntoyeHus NK B nepBoHa4yanbHble 3HaYeHUA

YTobbI BEPHYTb 3Ha4YeHUA NpoBOAHOIo0 CeTeBOro NOAKIYeHUA K YCTaHOBJTIEHHbIM

paHee 3Ha4YeHnAM, BbINOJTHUTE crneaytoLimne AeuncTeus.

Haxmute lMyck — Manenb ynpaenernus (Puc. 5.31).

@ Internet Explorer »
C

@ Skype [ BEWARD

|2 Microsoft Office Excel 2007 ) Aorymerma

o WMzobpaxenna
,,_‘,‘ BnokHot 3

Myzbika
E DVR Server
Wrpel
w BRSController

Kowmnbrotep
w BEWARD IP Visor

Manens ynpasnexnn
m BEWARD Player

Ycrpoiicrea n npusTepsi

e
i, Coyxcen

Mporpammsi No yMon4aHno

Q
;eo Cry>kBel KOMMNOHEHTOE
Cnpaska n nogaepaca

»  Bcenporpammel

[ Hadmu npozpanue: u datine: 2] ™

| | 3asepuuenne pabor: | b |
P > "
T B 8 & @

Puc. 5.31
B oTkpbiBLLEMCA AMaAnNoroBoM okHe Bbibepute nyHKT [[IpocMOTp COCTOSAHUA ceTU U
3apadv] B pasgene [CeTb u UHTepHeT] (Puc. 5.32).
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HacTpoiika napaMeTpoE KOMNbOTEPa

Cucrema v De30NacHOCTE
MpoBepka cOCTOAHNA KOMMNBIOTERE
ApXMEWPOBAHME JaHHBIX KOMMLHITERE
Mowck u nenpasnenne npoBaem

WuTepHeT
[pocmoTp COCTORHKA CETH W 5a,a,a
Buiop napameTpos AoMmaluHel rpynnel u céuiere
A0CTYN3 K A3HHBIM

ObopyaosaHWe 1 3BYK
MpocmoTp yeTpoicTs U NpUHTERCE
[oBasneHne ycrpoicTea

[Mporpammel

Yaanenue nporpammbl

Puc. 5.32

[E=NEER
[ | rocxonasemympasrenis 5]

Mpocmorp:  Katercpwa =

YueTHble 3anMcKu NoNb30BaTenel un

CEMERH...

'@' JoBasneHne v yAaNEHNE YHETHBX 3aNNcei
nons3oeaTened

@ ¥cTaHoBKa POAMTENECKOrD KOHTROAA 4NA BCEX
nonb3oBaTened

OgopmMneHne N NEPCOHaNN3aLMA
MameHeHne Tembl

MzmeHenmne dona pabouero cTona
Hacrpoiika paspelueHna 3kpana

Yacol, A3LIK K PernoH

CreHa packnagen KNaBnaTypel Wi Apyria
cnocobos BEOAA

MzmeHenmne asbika uHTepdeiica

CneunansHble BO3MOXHOCTH
Pekomengyemeie Windows napametpel
OnTUMNUSALNA M306PaKEHNA Ha IKpaHE

B oTkpbiBLWEMCS okHe HaxxmuTe [MoakntoyeHne no nokanbHou cetu] (Puc. 5.33).

i« CeTbu MHTeprer b LieHTp yNpaBneHia cETAMU M OBLLAM AOCTYNOK

Marens ynpasnenis -
T p——

=
Vimenerine napamerpos l&!

aaantepa BEWARD Heckonsko ceteit

VISMEHUTS AOMOMHUTENEHBIE (3707 KOMNEIOTER)
napameTpu obuero goctyna TpecMoTP akTueHBIx ceTeil

Cem 4
OBwecTsentan ces

Vamenerme ceresei napamerpos

@. HacTpoiika HOBOrO MOAKNKIUEHIA MAM CETH

MpocMoTp OCHOBHbIX CBEAEHMIA O CETW M HACTPOFKa NOAKAOUEHWIA

0 MPOCMOTP NEAHOI KapTs!

Vreprer
Moakniouenie nau oTknroverne

Tun gocryna: Vreprer

MoaknroueHun: @] Mogkn

Hacrpoiika Becnp

Horo, o, npamoro nan VPN-noakntouenis

N e HACTPOFiKS MapLLPYTHSATOPa WA TOHKN ACCTY .

? MogkntounTecs K ceTn

Mogkntouenne nan n

K Becnp:

ceTesomy coeanHERIID AN MoaKARYERNe K VPN,

@@ Bo5op aouauwirei rpynut w napanieTpos oBiero gocTyma

Cu. Take JocTyn K baiinant i NPUHTERaM, PACTONOKEHHBIM Ha ABYT VX CETERbIX KOMMEIOTEPAX, WM

Bparauaysp Windows
Jowmaunan rpynna YcTpanenne Henonagok

Caoiictea oBospesaTenn

Puc. 5.33

UsMeHeHIE napameTpos obLLEro AoCTyNa.

[IMAFHOCTHKS 1 MCMPaBAEHHE CETEB X MPOBAE AN MDAy EHUE CaeAEHMii 06 MCTPaENeHIN.

B oTkpbIBLLEMCH OKHEe HaxxmuTe KHonky [CBomncTBa] (Puc.5.34).
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[,"JJ CocroaHue - MogknoueHne No NOKaNLHOR CeTi u

Ofume

MNoaknoyeH1e
IPv4-NoaKIOHERre: WHTepHeT

IPvE-NOAKIIOYEHME: Bes aoctyna K MHTepHeTY

COCTOAHWE cPedbl: MoprnoYeHo

JNUTENBHOCTE: 04:47:33
CKOpOCTb! 100.0 MéuT fc

CBEAEHUA.. .,

AKTHBHOCTE

OTnpaBneHo —— L‘w! ——  TpuHATO
T
Baiir: 79183 140 I 805 509 770

[ @'Csoﬁnsa ][@'Drumumb] [,ﬂmarHochKa ]

Puc. 5.34

B OTKpbIBLUEMCSI OKHE CBOWMCTB CETEBOIO MNOAKMYEHUS HEOOXOAMMO BbIOpaTh NYHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHornky [CBouncTBa] (Puc. 5.35).

[ Mogxatouenme No NoKaLHOM CeTH - CEDIiCTEa u

Cem | Oocryn

MoaknioveHne yepes:

Q“ Realtelke RTLE139/810¢ Family Fast Ethemet ceTesoi an:

CmMeyeHHEIE KOMMOHEHTE WCNONb3YOTCA 3TAM NOAKNIOHEHWEM

Bl Kaspersky Anti-Virus NDIS 6 Fitter .
vl .Q Mnaxnposwwk nakeTos QoS
[w] SCnyxﬁa AOCTYNE K Painam 1 npuHTepaM ceTeit Micro—,
W] .2 NpoTokon P
-. P MpoTokon HHT&;Hem BEpCHN -i{TCF‘ 'IF‘v-iI .

- IpaiEep B/B ToNonora KaHankHOro YPOBHA |
. OTBET4MK 0BHEPYXEHMA TONONOMMA KEHEANEHOM0 YPOE ™

[ i | [

YeTaHoBUTE ... Yoanums | CaoitcTea I

Onucanve
MpoTokon TCP/IP - cTaHaapTHEIR NpoTokon rioSansHeD
ceTed, 06ECnEYMBaIOLLIMA CEBASE MEXKLY PASMM4HEIMK
B3aMMOASACTEYIOWNMI CETAMM.

oK ] [ Ommena

Puc. 5.35
OTKpOGTCFI MEHI0, B KOTOPOM HeO6XOLI,I/IMO YCTaHOBUTb 3HaA4YeHUA Ha4dalibHbIX

HaCTpOeK, 3anucaHHbIX Bamu paHee (cM. nyHkTbl 5.1, 5.1.1 aaHHoro PykoBoacTsa).

Ecnn wmsHavanbHo IP-agpec Bawemy [1K HasHavanca asTomaTuyecku, Torga
Bblbepute nyHkTbl [Monyuntb IP-agpec aBTomaTtuyecku] u [Monyuntb agpec DNS-
cepBepa aBToMaTnyecku], nocne yero Haxmute kHonky [OK] ons Bcex OTKPbITbIX OKOH

(Puc. 5.36).
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Ceoiicrea: Mpotokon MutepHeta sepcun 4 (TCP/TPv4) &Ig

OBWHe | AnbTepHaTHEHER KOHBT YPaLAs ‘

MNapameTpel IP MOryT Ha3HAYATHCA SETOMATHHECKM, BCAM CETh
MOAAEPHUBSET STY BOSMOMHOCTL, B NPOTMBHON ciyYae NapaMeTpel
IP MOXHO MOAYYWTE Y CETEEOr0 SAMMHUCTPATOPA,

|-§- Monywite IP-aapec aBTOMATHYECKK I
(0) MNoNb30BaTE CREAYKOWMIA [P-aapec:

IP-aapec:
Macka noareTH:

QCHOBHOA WK

| @ Mony-mTb anpec DNS-CEpEEpa SBTOMATHHEKN I

() Minonb308aTh CNEAYIOWAKE aapeca DNS-Cepsepos:

MpeanouMTaemsi DhS-cepeep:

AL TEPHATHEHEIN DN3-CepEep:

HUHTBEDHHTD NapaMeTpbl NpK Bbixode ﬂOI'IN'IHMTEﬂhHO

Puc. 5.36
Ecnun nsHayvaneHo IP-agpec Bawemy lNK 66111 3agaH Bpy4Hyto, Toraa BblbepuTe NyHKT
[Mcnonb3oBaTb cnepyrowmn IP-agpec] n 3anonHute Heobxoaumble nons (M. NyHKT 5.1

AaHHoro PykoBoacTsa), nocne yero Haxxmute kHonky [OK] ons Bcex OTKpbITbIX OKOH (Puc.
5.37).

Ceoitcrsa: Mpotokon Mnteprera seponn 4 (TCP/Pv4) @g

Ofwme

MapameTpel IP MOTYT HE3HEYATECA AETOMATUUECKM, BCIW CETE
NOAAEPHMBAET 3TY BOSMOMKHOCTD, B NDOTUBHOM CRYYEE NaPEMET Dbl
IP MOXKHO MONYHMTE ¥ CETEE0r0 aAMMHMCTPaTOPE,

() Mony4uTe IP-aapec asTONETUHECKH

@ Wenonesosate cneayowmil IP-agpec: I

IP-agpec: 192 .168 . 0 .
Macka noaceTn: 255,255 . 255 .

OcHOBHOM WAKDS: 192,168 . 0 .

Monyuuts aapec DNS-cepeepa aBTOMaTUYRKA
I-ﬁ- Wnonb30BaTh Cneayowme aapeca DNS-Cepsepos:)
| Mpeano4nTaenslil DNS-cepsep: 192,168, 0 . 1

AnbTEPHATMBHBIA DNS-Cepsep:

[CINoaTEEpAWTL NapaMeTPLI MpU BbIXOAE

Puc. 5.37

5.7. [poBepka nNpPaBUNILHOCTM HACTPOEK MNOAKMIOYEHUSA
nokKanbHOM ceTun

IP-kamepbl K

[ns KOHTpoOns npaBUIIbHOCTUM CETEBbIX HACTPOEK Kamepbl M KOMMbKTEPaA HYXHO
NoaKNIYMTLCA K Kamepe yepes b6paysep Internet Explorer.
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3anyctute 6payaep Internet Explorer. [ins atoro Haxxmute lMyck — Bee lNpo2paMmMbi

n BblbepuTe cTpoky [Internet Explorer].

Beeoute B apgpecHon cTpoke IP-agpec, NpUCBOEHHbLIN Kamepe (Hanpumep:
http://192.168.0.99) (Puc. 5.38).

[ s
eu\f) @ hitp://192.168.0.99/ £+ 3 % || @ nycras crpanua ok LE

Puc. 5.38
I'Ipvl npaBUilibHbIX HaCTpOVIKaX OTKPOETCA OKHO aBTOpu3auunn. ,D,J'Iﬂ aBTopusaunmn

BBeAUTE UM4A NoNb3oBaTens u naposb, nocre yero Haxmute [OK] (Puc. 5.39).

BHUMAHMUE!

Vimsa nonb3oBaTtens no ymonyanuto: admin. MNaponb no ymonyaHuto: admin.

Besonachocts Windows >
iexplore.exe
Cepeep 192.168.1.86 2anpaluWEaET MMA NONLICEATENA M NAPONkL.

3TOT cepeep Tarcke coobuwaet: "B5350RVZ2 H.264 IP Camera -
186882303CF5".

admin ‘

D 3anoMHWTE YYETHEIE JaHHEIE

OK OtmeHa

Puc. 5.39
Mpy npaBunNbHO BLINOMHEHHBLIX AEUCTBUSAX Bbl cmoxeTe 3antn B Beb-uHTEpdEenc

yepes bpaysep n yBnaetb nsobpaxeHue ¢ Bawen IP-kamepsbl (Puc. 5.40).
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T
Ak

a@ & hitp://192.168.099/login.asp P~

& WEB SERVICE

ANLTEPHATHBHBIA @ |

Puc. 5.40

NMPUMEYAHUE!
B cnyvyae Heyga4HOro COefMHEHUsI C KamepoKn, NMpoBepbTe NPaBMIbHOCTbL MOAKMIOYEHUA K NPOBOOHOW

CeTu, BEpPHUTECH B Ha4asio AaHHOW rMaBbl U MOBTOPUTE HACTPONKY. B cnyyae HeobxoammocTun obpatuTtecs

K Bamemy CUCTEMHOMY aAMUHUCTPAaTopy.
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MnaBa 6. NogkntoyeHue IP-kamepbl K ceTu UHTepHeT

6.1. O6wue cBegeHnA o noagknoveHun IP-kamepbl kK cetn UHTepHeT

Mpwn yctaHoBke IP-kamepbl 06bI4HO TpebyeTca MMeTb K Her AOCTYMN He TONbKO U3

nokarnbHOM CeTun, HO N N3 ceTn NHTepHeT.

B aTom cnyvae gnst ogHoBpeMEHHOW paboTbl KOMMBLIOTEPOB, HOYTOYKOB, IP-kamep n

Apyroro obopyaoBaHusa B cetu VIHTepHeT, Yalle BCero, MCNosb3yeTcs MapLipyTmu3aTop.

Mpw opranmnsauum goctyna K IP-engeokamepam mn3 cetn VIHTEpHeT, Kak npasusio,

NCNonb3ylTCsA crieayowme Tpyu BapnaHTa:

1. VimeeTca BblgeneHHbIN npoBangepoM BHELWHUA cTaTudeckun |IP-agpec wnu
PPPoE-coeauHenue. MNpu atom, aaHHbin IP-agpec (unn PPPoE-coegnHeHune)
ncrnonb3yeTcs ANna NOAKMYEeHUs TonbKo ogHou |IP-kamepbl 1 He MOXeT ObiTb
Ha3Ha4eH elle Kakomy-nmbo yCTPOMCTBY.

2. VmeeTcs BblaeneHHbIN NpoBangepoM BHELIHUIW cTaTuyecknn IP-agpec, KoTopblin
ncrnonb3yeTcs AN NOAKMYEHUs K ceTu VIHTepHeT nokanbHOW ceTu, K KOTOPOW,
B CBOK ovepeab, NaHnpyeTcsa NogKIoYnTb 04HY UM Heckonbko IP-kamep. MNpu
TakoOM MOAKMYEHUN UCMONb3yeTcsa MapwpytusaTtop. [lpy 39TOM  ymcno
NOAKIMOYaEMbIX KaMep 3aBUCUT, B OCHOBHOM, OT KONMYECTBa NepeHasHavYaeMbIX
MapLUpyTU3aTOpPOM MOPTOB.

3. lNpoBangep He BblgenseTr BHewWwHWn cTatudeckun |IP-agpec. IP-agpec
Ha3Ha4aeTcsl NPoBan4epPOM ANHAMUYECKN, TO ECTb TaK, YTO MPU KaXKAOM HOBOM
NOOKIMOYEHMM 3TOT agpec NpucBamBaeTCsl 3aHOBO M M3MEHSAETCA B npoLecce
paboTbl (Takas cutyauusi ocobeHHo xapaktepHa npu pabote yepes ADSL un
GPRS). B atom cnyyae, 4Tobbl 06ecneynTs BO3MOXHOCTb NOOKITHOYEHUS O4HOM
NN HECKOSbKUX Kamep K ceTu VIHTepHeT, BHe 3aBUCMMOCTM OT TOro, kakon IP-
aZpec BblaeneH NnpoBangepom B AaHHbIA MOMEHT, HEO6X0OMMO 3a4ENCTBOBATL
NWHTepHeT-cNyx6bbl, paboTaroLwme ¢ gUHaMUYECKUMN agpecamu.

[anee, aTn BapmnaHTbl opraHnsauumn goctyna K IP-kamepam ns cetn IHTepHeT 6yayT

pacCcMOTPEHbI NoApoBHee.
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6.2. NMogkniovyeHne npu ctatu4eckom BHewHem IP-agpece/PPPoE-coegnHeHuun

6.2.1. Ucnonb3oBaHue cTtatnyeckoro IP-agpeca

Ansa nogkntoveHus IP-kamepbl k ceTn IHTepHET He0BX0aUMO M3MEHUTL €€ CeTEBbIE
napamMeTpbl B COOTBETCTBMM C AaHHbIMMU, MOSyYeHHbIMU OT npoBangepa. Kak npasuno,
npoBangep NpeaocTaBnseT creayolme cetTeBble HacTporiku: IP-agpec (B 4aHHOM cry4yae,
ctatndecknin), Macka nogcetun, Ceteson wnto3 n agpec DNS-cepsepa.

[na nonyyeHusa goctyna K |IP-kamepe 4epes cetb VIHTepHeT no cratudeckomy |P-
agpecy Heob6xo4MMO BbINOMHUTL CneayoLwme waru:

War 1: nogkntounTte IP-kamepy Hanpsmyto kK Bawwemy [MK.

LWar 2: nameHuTe ceTeBble HACTPOWMKU NPOBOAHOrO coeamHeHus |IP-kamepbl (CM.
nyHKT 5.5 gaHHoro PykoBoactBa) B COOTBETCTBUM C HACTPOMKamu, NpegocTaBrieHHbIMU

Bawwum NHTepHeT-npoBanagepom (Puc. 6.1).

NoxanbHble Hactpoiika LAN
Bugeo

Ceth Vicnonsosats IPvs [

v
> OcHoeHHE Bepcun IP | 1PV

OTT— Plomparrs asTouamnseern [ ]
> PPPoE =

> UPnP 355. 255. 255. 252
OcHosHoi N3 | 173 . 194 . 122 - 211

TMonyunTs asToMaTMyECH

> NAS AnbTepHaTHEHsii DNS | 173 104 132 32
> DDNS MAC-anpec 18-68-82-30-3C-F5

> PPTP

> Bonjour
> E-mail

> FTP

Mpoepra cetu
> RTSP

> s

> Veenomnexne

3anuce

Tpeeora

Cucremubie

Puc. 6.1
War 3: nogkntouunte IP-kamepy K BblaeneHHon cetu Ethernet.

Ecnn Bce napameTpbl ykasaHbl BepHO, kamepa OofkHa OblTb AOCTynHa B ceTu

NHTepHerT.
B npuBegeHHOM nNpumepe npoBaviaep NnpegocTaBun cneayowmne AaHHble:
e IP-appec: 173.194.122.202
e Macka nogcertun: 255.255.255.252
e OcHoBHOM wWnt03: 173.194.122.211
e [lpeanountaembin DNS: 173.194.122.1
e AnbtepHaTuBHbIN DNS: 173.194.122.2
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B obwem cnyyae, ansa obpauwieHus K IP-kamepe vyepes ceTb VIHTEpHET B agpecHom
cTpoke 6pay3sepa BBoguTcsa cneaywowmin 3anpoc: http://<IP>:<Port>, roe <IP>- |P-agpec
kamepbl, <Port>- 3HauyeHne HTTP-noprta. Tak kak B gaHHOM MpuUMeEpe MUCnosb3yeTca
3HadyeHne HTTP-nopta, 3agaHHoe no ymonyaHuto («80»), To, 4TOobbI 0GpaTuTLCAa K IP-
Kamepe 4yepes ceTb MIHTepHeT, Heobxoaumo HabpaTb 3anpoc «http://173.194.122.202».

NMPUMEYAHMUE!
Mpn noakntoyeHnn Kk kamepe 4vepe3 HTTP-nopT, 3agaHHbIA MO yMOMYaHUIO (3HadeHue paBHO «80»),
3anpoc B agpecHou cTpoke bpaysepa nmeet Bua: http://<IP>, — roe <IP> — IP-agpec kamepbl.

6.2.2. Ucnonb3oBaHue PPPoE-coeanHeHus

MHTepHeT-npoBangep He Bceraa MoxeT obecneunTb MOAKMYEHue no
ctaTnyeckomy |IP-agpecy. Yalle Bcero, nposangep opraHusyeT JocTyn K cetn NHTepHeT
yepes PPPoE-coeguHeHne. B aTtom cnyyae, OH npegoctaBnseTr aboHeHTY wuMmA
nonb3oBaTens 1 naposib.

IP-kamepa B5350RVZ2 nopgpepxuBaetr PPPoE-coeguHeHne. [Ons  ero
NCNosib3oBaHMs HeOBXOAMMO BbINOSTHUTL CriefytoLlme Lwaru:

War 1: nogkniounte |IP-kamepy k Bawlen nokansHon cety unu Hanpsamyro K MK (cm.
naBy 5).

War 2: songute B MeHio PPPoOE HacTtpoek IP-kamepbl: Hacmpouku-Cemb —
PPPOE.

War 3: B TekctoBbix nonsix [Monb3oBaTtenb], [[Maponb] BBeguTe 3HaYeHUs,
nony4yeHHble oT MHTepHeT-npoBanaepa (Puc. 6.2).

NokankHule Hactpoiika PPPoE
Buneo

Cern Brmouuts [ ]

v
» OcHoBHHE AytesT pap

> Lan Ampec [ ]

L —
PPPoE
o —
> UPnP
E———

> Bonjour
> E-mail
> FTP

> NAS

> DDNS

> PPTP

> RTSP

> HTTPS

> YBEAoMNEHKE

3anuce

TpeBora

CucTeMHble

Puc. 6.2
War 4: Bbibepute TMN wndposaHus “CHAP” nnn “PAP” ans npoBepky No4nMHHOCTH
COeaUHEeHMS.

War 5: ons npuHATUS M3MEHEHUI HaXXMUTE KHOMKY [CoxpaHuTb].
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BHUMAHMUE!

[nsa BCTynneHuns ceTeBbIX NapaMeTpoB B cuny TpebyeTtcs nepesarpyska yCTpOMUCTBa.

War 6: nogknounTte IP-kamepy K BblaeneHHom cetn Ethernet.

BHUMAHUE!
Mocne nogknioveHus IP-kamepsbl K BolaeneHHoun cetu Ethernet, ona 6yaet aoctynHa B cetu MiHTepHeT nog

IP-agpecom, np1ucBOeHHbIM et Balimm npoBarigepom 1 otobpaxkaembimM B none [Agpec] (cm. Puc. 6.2).

[Ona obpawenna k IP-kamepe B cetn NHTepHeT B agpecHom cTpoke OGpaysepa
BBOAUTCA cnegyowmn 3anpoc: http://<IP>:<Port>/,— roe <IP>- IP-agpec kawmepsbl,
Has3Ha4yeHHbIn Bawwum npoBangepom npu yctaHosneHun PPPoE-coeanHeHnsa, <Port>—

3HayeHne HTTP-nopTta (no ymon4yaHuto pasHoe «80»).

NMPUMEYAHUE!
Mpu nogkntodeHun Kk kamepe yvepesd HTTP-nopT, 3agaHHbIM NO yMOnYaHuio (3HaveHne paBHO «80»),

3anpoc B agpecHoun cTpoke b6paysepa nmeet Bua: http://<IP>, — roe <IP> — IP-agpec kamepsbl.
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6.3. lNopgknoyeHne 4epe3 ceTb WUHTepHeT Kk IP-kamepam, Haxogswumca B

nokKarnbHoOM ceTu
Ecnn poctyn B ceTb NHTepHeT ocyluecTBnsieTcsa no BbigeneHHon nuHum Ethernet

unv no ADSL, onga nogknoyeHns nokansHOM ceTu UCNoSib3yeTCca MapLupyTnsaTop.

BHUMAHMUE!

Ons ncnonb3oBaHMSA OaHHOrO MeToda MOAKMYeHMs HeobxoduMmo 3apaHee npuobpectn y Bawero
npoeamgepa nybnu4yHbIN cTtatudeckun |[P-agpec. [lpoBangep npedocTaBnsieT, Kak npaBuIio,
OVUHaMU4YeCKUN BHYTPeHHUN IP-agpec, KOTOpbIN OOCTYNEH TOMbKO B MOACETV mpoBangepa. [ostomy

yTOUHUTE TUMN ucnonb3dyemoro Bamu IP-agpeca 3apaHee.

[ns Toro yTobbl NoakntoUnTLEA K IP-kamepe 13 cetn MHTepHeT, Hago obpaTUTbCs Mo
IP-agpecy, BblgaHHOMY npoBanaepom («BHeWHun» IP-agpec mapwpyTtmsatopa), U K

onpeneneHHomy nopry.

BHUMAHUE!
Mpwn o6paweHnn n3 cetn IHTEpHET ANns BCeX KaMep, HaXOAsILLMXCHA B OQHOW NOKarbHOWM CETU, CyLLeCTBYeT
Tonbko oauH IP-agpec (IP-agpec, BblgaHHbIn npoBavigepom). [MoaTomy ansa goctyna K 3TMM kamepam

HeobxoQMMO Ha3Ha4YMTb Kaxkaon cBoe 3HavyeHne HTTP-nopTa.

[nsa atoro TpebyeTcsa BbINONHUTL CrieayoLwme 4eNCTBUSA:

e l/I3mMeHUTb ceTeBble napameTpbl |IP-kamep B COOTBETCTBUM C HACTPOMKaMMU,
npuHATbIMM B Bawen nokanbHon cetu (CM. nNyHKT 5.5 gna npoBOAHOro
NOAKITIOYEHMUS KaMep K JToKaribHOW CeTn).

e Hactpoutb pyHKUMIO nepeHanpaBneHuss noptos. [JaHHas dyHKUMS nossonser
nepeHanpaensaTb obpaweHnss u3 cetm NHTepHeT K KakoMmy-nnbo yCTpOUCTBY,
NoaKMYEHHOMY K JlokanbHouM ceTu, ¢ BHewHero WAN-uHTepdenca
MapLipyTusatopa Ha ero BHyTpeHHun LAN-mHTepdenc n obecneumBaetcs
NpPaKTUYECKN NI0OBLIM COBPEMEHHBIM MapLLPYTU3aTOPOM.

Mpn  atom, cywectByeT pgBa cnocoba  HacTpPoOWKM  MapLipyTusauuu

(nepeHanpaBneHus NopToB):
1. ucnonb3oBaHune TexHonorum UPNP B MapLupyTmMsaTope 1 kamepe;

2. pyyHas ycTaHOBKa napameTpoB Tabnuvubl MapLUpyTU3aLmu.
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6.3.1. Ucnonb3oBaHue TexHonorun UPnP

Ona opranHnsaummn poctyna Kk IP-kamepe wn3 cetn VHTepHET HyXHO caenatb
cnepyroulee:
e Paspewntb wucnonb3oBaHMe U  HacTpoutb yHkumo UPnP  Bawero

mapLupyTusaTopa.

NMPUMEYAHUE!

Hactpoiika dyHkumn UPnP mapupyTtusatopa gomkHa 6biTb OnucaHa B npurnaraeMomn K HeMy MHCTPYKL MK,

BHUMAHUE!
He Bce mopgenun mapLupytmnsaTopoB nogaepxusatoT pyHkumo UPNP gna nepeagpecaunn noptos LAN- 1
WAN-unHTepdencos. Ecnn Baw mappyTusatop He nogaepXuBaeT AaHHy OYHKUUIO, TO OH TpebyeT

OOMOSNHUTENbHON HACTPONKM (CM. MYHKT 6.3.2).

e Paspelwuntb ncnonb3oBaHne U HacTpoutb pyHkumno UPnP IP-kamepbl.

BHUMAHUE!
Mpu ncnonb3oBaHum UPNP yganeHHbIi NpocMOTp BMAEONOTOKAa C ABYX U Goree kamep MOXeT He
paboTtatb nn6o paboTaTb HekoppekTHo! Ecnv y Bac Bo3HMknNM npo6rembl, HacTpoiTe napamMeTpbl

nepeHanpasBneHns NOPTOB BPYUHYH (CM. MYHKT 6.3.2).

War 1: B meHio Hacmpoliiku — Cemb — OCHOBHbI€ OTMETbTE TariouKoOn MyHKT

«BknounTb nepeagpecaumio NOopToB», YTOObI BKMOYUTL QYHKUMIO MNepeagpecaunm

nopToB MapLupytusaTopa (Puc. 6.3).
BE\VARD

TokansHble OcCHOBHBIE HACTPOWKM

Bupneo

ol MopT gaHHbIX 5000
i T

> PPPoE
[] Brmoswrs nepeagpecaymio nopros

.
UPnP | MonyuTs HacTpofikn UPnP-cepaepa asTomatiieckn

> Bonjour UPnP-cepeep 192.168.0.251

> E-mail BHewnwi IP-agpec

> F1P TMopT ganHex
> NAS HTTP-nopr
> DDNS RTSP-nopr
> PPTP ONVIF-nopr

> RTSP

]

> HTTPS

> Veepowmnexwe

Januck

Tpesora

Cuctemubie

Puc. 6.3
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War 2: oTtmeTtbTe ranoykonm nyHKT «lMonyuntb HacTpoukm UPnP-cepBepa

aBTomaTuyeckm» N Haxmute [CoxpaHuTb]. lNocne 3Toro B COOTBETCTBYIOLIMX MONAX
OynyT

ykasaHbl |IP-agpec UPnP-cepsepa, BHewHun IP-agpec kamepbl U 3HayeHus ee
NPOBPOLLEHHbIX (BHELUHNX) MOPTOB.

Ecnu B Bawen cetn Heckonbko UPNP-cepBepoB, To, YTOObI NOAKMHOYUTLCH K OAHOMY
N3 HUX, cHUMUTe ranoydky «lMonyuyutb HacTpouku UPnP-cepBepa aBTOMaTU4YeCKU», B
none «UPnP-cepBep» BBeante Tpebyembini IP-agpec n Haxmute [CoxpaHuTb]. Nocne
3TOro B COOTBETCTBYOLWMX NoNax 6yayT ykasaHbl BHelWHWN IP-agpec kamepbl U 3HaYeHNs
ee NpobpoLLEHHbIX NOPTOB.

War 3: 4tobbl NoNy4nTb 4OCTYN K Kamepe 13 ceTn IHTepHeT, Hao obpaTUTLCA K HEN

no ee BHewHeMmy |P-agpecy n HasHayeHHoMmy en nopTty HTTP.
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6.3.2. HacTtpounka py4yHou nepeagpecauuu NOpToB MapLupyTusartopa

Paccmotpum 3apgady nogkntoyeHusa |P-kamepbl K ceT MHTEpHeT C NOoMOLLbIO
mapwpyTtudatopa TP-Link TL-WR2543ND (HacTponka 6GonblUMHCTBA  GOYHKUUN
MapLIpyTU3aTOPOB PasfMyHbIX MOAENEN BbINOMHAETCHA CXOXMM 06pa3om).

CuunTaem, 4YTO NOAKMNOYEHNE MapLLpyTU3aTopa K NoKansHoOW cetn u cetn NIHTepHeT
y)Xe HacTpoeHo. MapuipyTnsatop umeeT crneayrowmin nyénmyHbin ctatudeckun IP-agpec,
BblAaHHbIN  VHTepHeT-npoBangepom (IP-agppec WAN-uHTepdpbenca maplipyTtusaTtopa):
173.194.122.201.

JlokanbHaa ceTb nmeet |IP-agpeca B ananasoHe «192.168.1.1 — 192.168.1.255»,
npudyem «192.168.1.1» — «BHyTpeHHu» IP-agpec mapuwpyTtmusatopa (IP-agpec LAN-
UHTepdgenca mapupyTtusatopa), «192.168.1.199» —IP-agpec kamepbl. Ona HacTpownku
NCNosib3yemM KOMMboTEP, MOAKMOYEHHbIV K 3TOW FIOKanbHOW CEeTHU.

[na nogkntoyeHus IP-kamepbl k ceTn MHTepHeT TpebyeTcst Ha3HauuTb NOPThI, Yepes
KoTopble ByaeT OCyLeCTBNATbCH BHELIHWA AOCTYN K €e HAaCTPOWMKaM U K BUAEOMOTOKY C
Kamepbl. B nokanbHOM ceTu 3TKM MOPTbl NO YMOSMYaHWIO UMEIT Crieaylolme 3HavYeHus:
HTTP-nopT — «80», MNMopT AaHHbIX — «5000», RTSP-nopt — 554.

BHUMAHUE!
Mpun obpaLyeHnn n3 cetn VIHTEpHET Ans BCeX KaMep, HaXoOsALLMXCSl B OOHOW fIOKanbHOWM CeTH, CyLLecTByeT
TOonbKO oauH IP-agpec (BblgaHHbIM npoBangepom). [loaToMy Anst AOCTyna K 3TMM kamepaM Heobxoaumo

KaXkOon Ha3HaunTbL CBOU rpynnbl NOPTOB.

,D,J'IFI M3MEeHEeHnA NopToB |P-KaMepr BbIMONMHNTE cneaywimne AencTBus:

BHUMAHMUE!
MopT AaHHbIX 06513aTeNbHO AOMKEH TPaHCNMPOBaTLCA «NOPT B NOpT». COOTBETCTBEHHO, AN BCEX Kamep

HeobxoaQMMO 3a4aThb pa3fninyHble 3Ha4YeHnA nopTta AaHHbIX.

LWar 1: B BeG-nHTEPENCE KaMepbl OTKpoWTE pasaen meHio Hacmpolku-Cemb —

OcHoeHble. (Puc. 6.4).
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ONVIF-nopr

Puc. 6.4

LWar 2: BBeanTe B none [I'IopT AaHHbIX] HOBO€ 3Ha4eHune, OTIIN4YHOE OT 3Ha4YeHUsA Nno

yMoJSi4aHuo. Hanpumep, nycTb B Ka4ecTBe NopTa AaHHbIX ucnosibadyetcsa nopt «5001»

War 3: ons npMmeHeHnsa HacTpoek HaxxmuTe KHorky [CoxpaHuTb].

Takum obpasom, nopTbl ANA AOCTyna K AaHHOW Kamepe BHYTPWU NOKarbHOW ceTn
oyayT: HTTP-nopt — «80», MopT AaHHbIX — «5001», RTSP-nopT — «554».

[lna BTOpoOn kamepbl MOXHO BblbpaTh cneaytowme noptol: HTTP-nopT — «80», MopT
AaHHbIX — «5002», RTSP-nopt — «554» n 1.4.

Kamepa HacTpoeHa. OcTanoch NpaBunbHO HACTPOUTL MapLLpYTM3aTop.

[na HacTpoMkK MapLupyTusaTopa BbINOSIHUTE creayroume nencTBuUs:

LWar 1: BBeante B agpecHon cTpoke bpaysepa IP-agpec maplipytunsartopa (B Hawem
npumepe — «192.168.1.1»). B noaBMBLUEMCSA OKHE aBTOpM3aL MM BBeOUTE NOrMH 1 Naporb.
Mocne yaa4HoOM aBTOpU3aLMM OTKPOETCA OCHOBHAsA CTpaHMLa HAacTpPoek MapLipyTtu3aTopa
(Puc. 6.5).

TP-LINK' 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Status
Quick Setup
wWpPs

Network

Firmware Version: 3.13.27 Build 121207 Rel 61955n

Wireless
DHCP

USB Settings
Forwarding LAN
Security

Hardware Version: WR2543ND v1 00000000

MAC Address: 90-F6-52-75-BD-62

P tal Control

e IPAddress:  192.168.1.1 L
Access Control
Subnet Mask: 255.255.255.0

Advanced Routing

Bandwidth Control

IP & MAC Binding Wireless

Dynamic DNS Wireless Radio: Enable
System Tools

Name (SSID): TP-LINK

Puc. 6.5
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War 2: Bbibepute nyHKT meHo Forwarding — Virtual Servers. B nosisuBiemcs

MeHo Haxxmute kHorky [Add New] (Puc.6.6).

TP-LINK® 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Status

Quick Setup Virtual Servers

WPS

Network
ID  Service Port Internal Port IP Address Protocol Status Modify
Wireless

DHCP

USB Settings Enable A Disable A Delete Al

Security
Parental Control

Access Control

Advanced Routing

Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Puc. 6.6
War 3: gobaBbTe npaBuna nepeHanpasneHns noptos anga IP-kamepobl (Puc. 6.7).
3apaunTe crneayloume napameTpbl:
[Service Port]: ykaxute nopT, KoTopbli OyaeT mMcnonb3oBaTbCA ANs AOCTyna K

kamepe 13 cetn IHTepHer.

NMPUMEYAHUE!
Bo un3bexaHvne KOH(MMKTOB He WUCMONb3yMTe AN NepeHanpaBneHus NopToB 3aperncTpupoBaHHble

3Ha4yeHus. PekomeHayeTcsa ncnonb3oBaHne nopToB AnanasoHa 1124-7999.

[Internal Port]: ykaxxute nopt, ucnosnb3dyembin B JaHHbIA MOMEHT ANnA AoCTyna K
Kamepe 13 nokanbHON CEeTU.

[IP Address]: ykaxute I|P-agpec kamepbl, AOns KOTOPOW HacTpavBaeTcd
nepeHarnpasneHue.

OcTanbHble NyHKTbl He TPEBYT HACTPOMKN.

[o6asbTe npasuno ansa nopta HTTP (Puc. 6.7).
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TP-LINK'

Status
Quick Setup
WPS
Network
Wireless
DHCP
USB Settings
Forwarding

v rs
- Port Triggering
- DMZ
-uPnp
Security
Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Inasa 6. I[looknouenue IP-kamepol k cemu Unmepnem

450M Wireless N Gigabit Router
Mode! No. TL-WR2543ND

Add or Modify a Virtual Server Entry

ServicePortt 81  (OGXK0rXN)
Internal Port: 80 (X, Only valid for single Service Port or leave it blank)
IP Address: 1921681199
Protocol: ﬁ
Status: Enabled
Commen Service Port: —Select One— -

save

Puc. 6.7

War 4: HaxmuTe kHonKy [Save], 4Tobbl coxpaHuTb nNpasuno. MNpasuno gobasneHo

(Puc. 6.8).

TP-LINK'

Status
Quick Setup
WPS
Network
Wireless
DHCP
USB Settings
Forwardin

v rs
- Port Triggering
-DMZ
-UPnp
Security
Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding

Dynamic DNS

System Tools

450M Wireless N Gigabit Router
WMode! No. TL-WR2543ND

Virtual Servers

ID  Service Port Internal Port IP Address Protocol Status Modify
181 80 192.168.1.199 Al Enabled Modify Delete
AddNew... | [ Enable Al | [ Disable Al | [ Delete All ]
[ Previous | | Next ]

Puc. 6.8

LWar 5: Tem e cnocobom gobasbTe npasuno gns nopta RTSP (Puc.6.9).
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TP-LINK’ 450M Wireless N Gigabit Router

Status

Quick Setup Virtual Servers

WPS

Network

- ID  Service Port Internal Port IP Address Protocol Status
Wireless
DHCP. 1 81 80 192.168.1.199 Al Enabled
USB Settings 2 300m 554 192.168.1.199 All Enabled
Forwarding
- Virtu ors AddNew.. | [ Enable Al | [ Disable Al | [ Delete All
- Port Triggering
-DMZ

Previous Next

-UPnP

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Puc. 6.9

LWar 6: n ewe ogHo npasuno ans Nopta aaHHbIx (Puc. 6.10).

BHUMAHMUE!

HTTP-noptbl 1 RTSP-nopTbl kaMep MOXHO NepeHanpaensaTh C NOMOLLbI BUPTYaribHOro cepBepa, OAHako

NopT AaHHbIX KaMep OO0JKEH ObITb Pa3HbIM U TPAHCITMPOBATbLCA «TMOPT B I'IOpT»!

TP-LINK® 450M Wireless N Gigabit Router

Status

Quick Setup Virtual Servers

wps

Network

ID  Service Port Internal Port IP Address Protocol Status
Wireless
T 181 80 192.188.1.199 Al Enabled
FP— 2 3001 554 192.188.1.199 Al Enabled
Forwarding 3 5001 5001 192.168.1.199 Al Enabled
-Port Triggering AddNew.. | [ Enable Al | [ Disable All | [ Delete Al
-DMZ
-UPnP

Previous Next

Security
Parental Control

Access Control

Advanced Routing
Bandwidth Control
IP & MAC Binding

Dynamic DHS

System Tools

Puc. 6.10

War 7: Ecnu Bbl ncnonb3yeTte HECKONbKO kamep, To Bam HeobxoomMmo noBTOpUTH

warm 2-6 ansa octanbHbIX kamep (Puc.6.11).
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Tp.l_INI(H 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

I nasa 6. Illooknouenue IP-kamepol k cemu Unmepnem

Status

Guick Setup

WPS

Network

Wireless ID  Service Port Internal Port IP Address Protocol Status Modify

v 1 81 80 192.168.1.189 Al Enabled Modify Delete

USB Settings 2 3001 554 192.166.1.199 All Enabled Modify Delete

e 3 5001 5001 192.166.1.199 Al Enabled lodify Delete
4 82 80 192.168.1.198 Al Enabled Mlodify Delete
5 3002 554 192.166.1.198 Al Enabled Modify Delete
6 5002 5002 192.166.1.198 Al Enabled Modify Delete
7 83 80 192.168.1.211 Al Enabled Mlodify Delete

Security 8 3002 554 192.168.1.211 All Enabled Modify Delete

Parental Control 9 5003 5003 192.168.1.211 Al Enabled Modify Delete

Access Control

YT — AddMew.. | [ Enable Al | [ Disable Al | [ Delete Al |

Bandwidth Control

IP & MAC Binding Previous

Dynamic DNS

System Tools

Puc.6.11

HacTtpouka mapLupytmusaTtopa 3aBepLUeHa.

Tenepb, 4TOObLI NONYYNTE JOCTYN K Kamepe 13 ceTu VIHTepHeT, Hago obpaTtntbes K
Hen no IP-agpecy, BblAaHHOMY npoBangepom («BHelwwHu» IP-agpec mapwpyTtmnsatopa), u
Ha3Ha4yeHHomy e nopty HTTP.

B paccmoTtpeHHoM npumepe |IP-agpec mapupyTtmsatopa — «173.194.122.201».
HTTP-nopT, Ha3HayeHHbIN Kamepe ans nepeagpecauunn, — «81». 3HaumT, ons obpalleHus
K Kamepe un3 cetn MIHTepHeT Heobxoammo B agpecHon cTpoke Gpay3epa HabpaTb 3anpoc:
http://173.194.122.201:81/.
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MpunoxeHus

MpunoxeHue A. 3aBoAcCKUE yCTaHOBKMU

Hwxe npueeneHbl HEKOTOPbIE 3HA4YEeHUA 3aBOACKNX YCTAaHOBOK

HanmeHoBaHue 3Ha4yeHue
IP-agpec 192.168.0.99
Macka nogceTu 255.255.255.0
LWnto3 192.168.0.1
Mmsa nonb3oBaTens (aaMuHUCTpaTopa) admin
Maponb (agMuHUcTpaTopa) admin
HTTP-nopTt 80
MopT AaHHbIX 5000
RTSP-nopt 554
SMTP-nopTt 25
NTP-cepBep time.nist.gov

time.windows.com
time-nw.nist.gov
time-a.nist.gov

time-b.nist.gov
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MpunoxeHune B. NapaHTUMHBbIE 06A3aTenbCTBA

B1. O6wme ceBeaeHus

a) [lepea noaknoyeHnem obopyaoBaHMst HeEOBXOAMMO  O3HAKOMUTBCA C
PykoBoaCTBOM NO aKcnyaTaumm.

6) Ycnosusa akcnnyaTaumm Bcero obopyaoBaHus AosmkHbl cootBetcTBoBath TOCT
15150-69, TOCT B20.39.304-76 (B 3aBMCMMOCTM OT UCMNOJSTHEHUS] YCTPOMCTBA).

B) [Ana noBbilWeHNs HagexHocTu paboTbl obopyaoBaHus, 3almTbl OT GPOCKOB B
nutatowen cetm m obecnedeHnss GecnepeborHOro nUTaHUA crnegyeT WUCNoNb30BaThb

ceTeBble uNbTPbl N yCTponcTBa GecnepebonHOro nNMTaHus.

B2. 9nekTpomMarHuTHas COBMeCTUMOCTb
310 obopynosaHue COOTBETCTBYET TpeboBaHNAM 3N1IEKTPOMarHUTHOM
comectumoctn EN 55022, EN 50082-1. HanpsikeHue paguornomex, co3gaBaeMblX

annapatypon, cootBetctByeT [OCT 30428-96.

B3. 9nekTponutaHue

[omkHO cooTBeTCTBOBaTb NapameTpaM, YkasaHHbIM B PykoBoactee Mo
aKcnnyaTaumm ans KOHKPeTHOro yctponctea. [Ang yCTpOMCTB CO BCTPOEHHLIM UCTOYHUKOM
nUTaHus — 3To nepemMmeHHoe HanpskeHne 220 B £10%, yactoTton 50 'y, £3%. [Ins ycTponcTs
C BHELUHUM UCTOYHMKOM MUTaHUS — 3TO cTabunuampoBaHHbii agantep 5 B 5% vnn 12 B

+10% (HanpsbkeHue nynbcaumin — He 6onee 0.1 B).

B4. 3azemneHue

Bce yctponicTtBa, umerowme BCTPOEHHBIN 610K NUTAHUSA, AOMKHbI OblTb 3a3eMrieHbl
nyTeM NOAKMKOYEHUSI K CneuunarnbHbIM po3eTKaM 3MEKTPONUTaAHUSA C 3a3eMNEeHNEM WUNu
nyTeM HEenocpeaCTBEHHOIO 3a3eMIieHMs Kopryca, €ecnM Ha HeM npeayCcMOTPEHbI
crneumanbHble KpernexHble anemMeHTbl. 3as3eMieHne 3NeKTPOnpoOBOAKM 34aHUA OOSDKHO
OblTb BLINOSIHEHO B COOTBETCTBMM C TpebosaHusmu [1YD (MpaBuna YctponucTtsa
OnekTpoycTtaHoBokK). O6opyaoBaHMe C BbIHOCHbIMY BriOKaMu NUTaHWS 1 aganTepamMm Takke
AOJIPKHO ObITb 3a3€MJIEHO, €CnM 3TO NPEAYCMOTPEHO KOHCTPYKLMEN KOpnyca Unn BUIKN Ha
LWHYype nuTaHus. MoHTax BO34YLHbIX NIMHUIA 3NeKTponepeaadn u NMHUI, NpoKnagbiBaeMbIX
Mo HapyXHbIM CTEHaM 34aHUN 1 Ha Yepaakax, AOSMKeH OblTb BbIMOMHEH 3KPAHUPOBAHHbIM

kabGenem (Mnu B MeTannopykase), U NIMHUM AOIMKHbI ObiTb 3a3eMNneHbl C OBYX KOHLOB.
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Mpryem, ecnmn oauH KOHEL, 3KpaHa Noakni4aeTcs HEMOCPEACTBEHHO K LUMHE 3a3eMIieHus,

TO BTOPOW — NOAKIIOYAETCH K 3a3eMEHMI0 Yepes paspsaHuK.
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B5. MonHue3awuTa

MonHunesawmTta posmkHa cootBeTcTBoBaTb PL  34.21.122-87 "WHCTpykuus no
YCTPOMCTBY MOSHME3aWmnTbl 3gaHmmn n coopyxenun" n NrOCT P 50571.18-2000, TOCT P
50571.19-2000, NTOCT P 50571.20-2000. lNpu npoknagke BO3AYLUHbIX JIMHUA U FINHWUA,
naoywmx Mo HapyXHOW CTeHe 34aHuMh M NOo YepAadHbiM MOMELLEHUSIM, Ha Bxogax

060pya0oBaHUSA A0MKHbI ObITb YCTAHOBMNEHbI YCTPOWCTBA MOSTHUE3ALLNTDI.

B6. Temnepatypa u BnaxHocCTb

MakcumarnbHble W MUHUManbHblE 3HaYeHUs TemnepaTypbl 3KcnnyaTtaumm U
XpaHeHusi, a Takke BNaXHOCTU, Bbl MoxeTe nocMoTpeTb B TEXHUYECKOM OrnucaHuu
KOHKpeTHoro obopyaosaHusa. MakcumansHas paboyas Temnepatypa — 9TO Temnepartypa,
Bbllle KOTOPOW He [OOSDKEH HarpeBaTbCA KOpryc YCTPOMCTBa B npouecce ANUTEenbHOW

paboThbl.

B7. PazmellueHune

Ana BeHTUNAUMKM ycTponcTBa HeobXxoouMMO OCTaBUTb Kak MUHMMYM NOo 5 cm
cBobogHOro npoctpaHcTBa MO ©6OkamM M CO CTOPOHbI 3agHen naHenu yctpounctea. [lpwu
YCTAHOBKE B TENEKOMMYHUKALMOHHbIA LWKag WNn CTOWKYy AOrmkHa 6biTb obecnedeHa
HeobxoamMmasa BeHTUNAUMA. [Ana 3TOro pekoMeHAyeTcs YyCTaHaBnuBaTb B LiKady
crneumanbHbI B10K BEHTUNATOPOB. Temnepatypa OKpyXXatowero Bo3ayxa M BEHTUNSALMS
AOMKHbl  obecneumBatb HeobxoouMMbI  TemnepaTypHbIi  pexum obopygosaHus (B
COOTBETCTBUMN C TEXHUYECKUMUN XapakTEPUCTUKAMUN KOHKPETHOro 06opyaoBaHNS).

Mecto Aana pasmeweHna obopyaoBaHUA [OOMMKHO oOTBeYaTb  CreayroLmnm
TpeboBaHNAM:

a) OTcyTcTBME 3anblNIEHHOCTU NOMELLEHMS.

6) OTcyTCTBME B BO3AYXE MApOB Bnarn, arpeCCcuBHbIX cpes.

B) B nomelueHnn, rae ycraHaBnueaeTcst 06opyaoBaHue, He JOMKHO ObiTb ObITOBLIX
HaCeKOMbIX.

r) 3anpelwaeTtcsa pasmewate Ha o060opyaoBaHUM MOCTOPOHHME npeaMeTbl U

nepekpbiBatb BEHTUITALUNOHHbIE OTBEPCTUA.

B8. O6cnyxuBaHue
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O6opynoBaHne HeobxoaumMo obcnyxmBaTb C NEPUOLUYHOCTBID HE MEHee OAHOro

pasa B rof C Lenbto yaaneHusi U3 Hero nbinun. 3To no3eonuTt obopyaoBaHuto pabotatb 6e3

cboeB B TeueHne npoAoJTKNUTESIbHOIo BpEMEHMN.

B9. NMopgknioyeHne nHtepdencos

O6opynoBaHve OOMKHO NOAKIYATbCHA B CTPOrOM COOTBETCTBUM C Ha3HaYeHNeM 1
TMNOM YCTaHOBIEHHbIX MHTEPGENCOB.

B10. MlapaHTuUnHbIe 06sA3aTenbCcTBa

OO0 «HIMMN «beeapa» He rapaHTupyeTt, 4TOo obopynoBaHuMe OyaeT paboTaTb
OOIMKHBIM 00pa3oM B pasfiMyHbIX KOHdUrypaumsax n obnactax npuMeHeHus, n He faet
HUKaKOW rapaHTun, 4to obopynoBaHue obszaTenbHo BGyaeT paboTaTb B COOTBETCTBUM C
OXMAAHUAMM KNMEHTA NPW ero NpMMeEHeEHM B crneumguyecknx Lensx.

OO0 «HIMN «beBapg» He HeceT OTBETCTBEHHOCTM MO  rapaHTUMHbBIM
obsizaTenbcTBaM Npu MOBPEXAEHUN BHELIHUX MHTepdencos obopyaoBaHus (CeTeBbIX,
TenedOHHbIX, KOHCOSbHbLIX U T.M.) U caMoro o6opyAoBaHWs, BO3HUKLIEM B pe3yrbTaTte:

a) HecobnoaeHWst NpaBun TPAHCNOPTUPOBKN N YCIOBUIA XpaHEHWS;

6) dopc-MaxKopHbIX 06CTOATENBLCTB (TaKMUX Kak noxap, HaBogHEHUE, 3eMNETPACEHNE
v ap.);

B) HapylleHUs TexXHUYEeCKUx TpeboBaHW Mo pasMeLLeHUo, MNOOKIIOYEHNIO U
aKcnnyaTauuu;

) HeNpaBWIbHbIX JENCTBUA NPU NePEnpPOLUNBKE;

[) UCMONb30BaHNS HE NO HAa3HAYEHWIO;

€) MexXaHU4eCKnX, TEPMUYECKNX, XUMUYECKMX U NHBIX BUOOB BO3OENCTBUN, €CNKN NX
napameTpbl BbIXOOAT 3a paMKun SOMYCTUMbIX 3KCNIyaTauMOHHbIX XapakTepUCTUK, nmbo He
npeaycMoTpeHbl TEXHUYECKON crielmdukaumen Ha gaHHoe o6opyaoBaHuE;

) BO3AENCTBUSA BbICOKOrO HanpsXXeHus (yaap MOMHWUU, CTaTUYeCKoe ANeKTpU4EeCTBO

nT.n).
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MpunoxeHune C. lNpaBa n nogaepxka

C1. ToproBas mapka

Copyright © BEWARD 2023.

HekoTopble NyHKTbI HAacTosILWero PyKOBOACTBA, a Takke pasgesibl MEHIO YrpaBneHus
obopynoBaHust MOryT ObITb M3MEHEHbI 6e3 NpeaBapuUTENbHONO YBELOMIIEHMS.

BEWARD sBnsetca 3apernctpupoBaHHomn Toproson mapkon OOO «HIIM «beapa».

Bce octanbHble TOoproBble MapkKu npuHagnexat nx snagersribuam.

C2. OrpaHn4YeHne OTBETCTBEHHOCTHU

OO0 «HIIN «beBapg» He rapaHTMpyeT, YTO annapaTtHble cpeacTea dyayT paboTaTb
AOJTKHBbIM 00pa3oM BO BCEX Cpeaax U NPUITOXKEHNSX, U He AaeT rapaHTui n npeacTaBneHuin,
nogpasymMeBaeMbiX WU BblpaXXEHHbIX OTHOCUTENBHO KayecTBa, pabounx XxapakTepucTuk,
unm pabotocnocobHOCTM npu ucnonb3oBaHuM B cneumduyeckmnx uenax. OO0 «HIM
«beBapa» npunoxuno Bce ycunus, 4tobbl caenatb 3T0 PykKoBOACTBO MO 3KCMnyatauum
Hanbonee To4HbiM K nosnHbiM. OO0 «HIIM «beBapa» oTkasbiBaeTCcA OT OTBETCTBEHHOCTU
3a nobble oneyaTknm WMAM NPOMyCKW, KOTOpble, BO3MOXHO, MPOM3OLLNM NPWU HanucaHum
AaHHoro PykoBoacTaa.

MHdpopmaumna B nobon yactm PykoBoacTtBa MO 3SKCAnyaTtauum WU3MEHSIETCA U
pononHsetca OO0 «HIMIM «beeapa» 6e3 npeasaputensHoro yeegomreHms. OO0 «HIM
«beBapa» He 6epeT Ha cebs HUKaKom OTBETCTBEHHOCTM 3a NOObIE NOrPeLLIHOCTN, KOTopble
MoryT cogepxatbcsi B aTom PykoBoactee. OOO «HIIM «besapa» He GepeT Ha cebs
OTBETCTBEHHOCTU W He [aeT rapaHTui B BbiNyCKE OOHOBMEHUMA WMAN COXPaHEHUU
HEN3MEHHOWN Kakon-nmbo MHpopmMaumn B HacTosiwem PykoBoACTBe MO aKchnyatauun, m
ocTaBnseT 3a cobon NpaBo BHOCUTb U3MEHEHNA B JaHHOe PykOBOACTBO W/vnu B U3genus,
onucaHHble B HeM, B ntoboe Bpems 6e3 npegsaputenbHoro ysegomnenus. Ecnn Bl
obHapyxuTe B 3TOM PykoBoACTBE MH(pOpMauUMio, KOTOpas ABNAETCS HENpPaBUITbHON UNK
HEenosiHOW, Unn BBOAUT B 3abnyxaeHne, mbl 6yaem Bam KpanHe npusHaTenbHbl 3a Bawn

KOMMEHTapun n npenrioxxeHun4.

C3. Npegynpexpenna FCC

9710 obopyaoBaHne ObiNO MPOTECTUPOBAHO W MPU3HAHO YAOBMETBOPSHOLLMM
TpeboBaHUAM MOMOXeHUs 0 LMAPOBbLIX YCTPONCTBAX, NpUHaANexawmx K knaccy A, 4actu
15 Tlpasun PepepanbHon komuccun no ceasm (FCC). 3ty orpaHuydeHus 6binu

paspaboTaHbl B Uensax obecneyeHus 3aluTbl OT BPEAHbIX MOMEX, KOTOpble MOryT
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BO3HMKaTb NPY NCMNOMb30BaHNM 060pyJ0BaHUS B KOMMEPYECKMX LieNsx. ATo obopyaoBaHme

MOXeT MU3ny4yaTb, FeHePUpPOBaTb N UCMOMb30BaTb SHEPIUIO B paaMo4acTOTHOM AuanasoHe.
Ecnv paHHoe o6opydoBaHue OydeT ycTaHOBNEHO W/wunu OyOeT WUCMoNnb3oBaTbCs C
OTKITOHEHMSIMM OT HacTosLlero PykoBoacTsa, OHO MOXET OKa3blBaTb BpeHOE BO3AENCTBUE
Ha KayeCTBO pagMOCBSi3W, a MpWU YCTAHOBKE B XKWUIOW 30HE, BO3MOXHO, — Ha 340pPOBbE
niogen. B atom cnyyae Bnageney Oyaet o6si3aH McCnpaBnsiTb MOCNEACTBUS BpPeOHOro

BO3ENCTBUSA 3a CBOW CYET.

C4. NpenynpexpeHne CE
OTO YyCTPOMCTBO MOXET Bbi3blBaTb PaaMONOMEXM BO BHELLUHEM OKPY>XeHUW. B aTom

Clnydae noJjib3oBaTtellb MOXeT ObITb 0653aH NPUHATBL COOTBETCTBYHOLLIME MEPHbI.

C5. NMoppepxka
[ns nHopmaunm OTHOCUTESBHO CepBUCa N NOAOEPXKKN, NOXanynucTa, CBSXKUTECH C
cepBUCHbIM LeHTpom OO0 «HIMIM «beBapa». KoHTakTHble gaHHble Bbl MOXeTe HanWTh Ha

caunTte http://www.beward.ru/.

Mepepn obpalueHnem B cnyxby TEXHUYECKON NOAAEPKKN, NOXaNyncTa, NoaroToBbTe
cneayoLyo MHGOPMaLnIo:

e To4vyHoe HaummeHoBaHue wun |P-agpec Bawero o6opygoBaHua (B crniyvyae
npunobpeTteHus IP-obopyaoBaHns), aata NOKynKu.

e CoobueHuns o6 owmnbkax, KOTopble MNOSABMASAANCL C MOMEHTA BO3HUKHOBEHUSI
npo6nemsoi.

e Bepcusa npowmBku 1 Yyepes kakoe obopygoBaHue paboTano yCTpOWCTBO, Koraa
BO3HWKNa npobnema.

e [lpousBegeHHble Bamu pgenctBna (no  waram), npeanpuHatble  aAng
CaMOCTOATENbHOMO peLleHns Npodnemsi.

o CKPUWHLIOTbI HACTPOEK M NapameTpbl NOLKTHOYEHMS.

UYem nonHee OypeT npepcrtaBneHHas Bamu mHdopmaums, Tem ObicTpee Hawm

cneunanmncTtbl CMOIyT nNoMoYb Bam pewnTb np06r|emy.

PykoBoacTtBo no akcnnyartauuu IP-eugeokamepbl B5350RVZ2


http://www.beward.ru/

Ipunooicenus
Mpunoxexnune D. CoBmecTumoe PoE o6opyanoBaHue
N 3 N
= |=| = > > | S| >3 || x|ala
Peauans / SN Monens slc|8lgle|8|818|S8|cl8|g|S|5/S|8/8/E8|53|23 8!8
© ™ N~ o o N N~ N N~ N~ N~ ™ N~ N~ N~ ~ N~ N~ N~ Q Q © N
12222 & 8| & la/d|8[8|8 |58 s5|d|la/d|8[8]8]|8
B2 D-Link DWL-P200 + + + + + + + + + + + + + + + + + + + + + + +
V4 TP-Link TL-SF1008P - - + + + + + + + + + + + + + + + + + + + + +
V2.5 TP-Link TL-SG3424P - - + + + + + + + + + + + + + + + + + + + + +
214882)/2(/)02278 TP-Link TL-PoE150S8 + + + + + + + + + + + + + + + + + + + + + + +
AF00453500979 Planet POE-173 + + + + + + E + + + + + + + + + + + + + + + +
V2/AF00094100032 Planet POE-2400 + + + + + + + + + + + + + + + + + + + + + + +
A3101\‘|/24{00490 Planet FSD-804P + + + + + + + + + + + + + + + + + + + + + + +
A310124200070 Planet FSD-804PS + + - + + + + + + + + + + + + + + + + + + + +
V2 Planet FNSW-1608PS + + + + + + + + + + + + + + + + + + + + + + +
A920431700088 Plazgﬁ;:\Gmsnw' + + + + + + + + + + + + + + + + + + + + + + +
A920424400021 PIZ%Z:)I;SI\S’IW' + + + + + + + + + + + + + + + + + + + + + + +
N13196541103443 Beward PD9501G - - - - - X + + + + + + + + + + + + + = o + +
2415000211 Beward STL-11XP + + + + + + + + + + + + + + + + + + + + + + +
1500100213 Beward STL-11HP + + + + + + + + + + + + + + + + + + + + + + +
1500100066 Beward STL-01P + + + + + + + + + + + + + + + + + + + + + + +
1400102594 Beward ST-8HP + + + + + + + + + + + + + + + + + + + + + + +
1100103439 Beward ST-5HP4 + + + + + + + + + + + + + + + + + + + + + + +
1400101877 Beward ST-810HP + + + + + + + + + + + + + + + + + + + + + + +
1500100027 Beward STP-811HP + + + + + + + + + + + + + + + + + + + + + + +
1400100675 Beward STW-1622HP i + + + + + + + + + + + + + + + + + + + + + +
1400100200 Beward STW-02404HP | + + + + + + + + + + + + + + + + + + + + + + +
1400100141 ngz;gs;:v' + + + + + + + + + + + + + + + + + + + + + + +
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Mpunoxenune E. Fnoccapun

3GP — MynbTUMEOUWHbLIN KOHTenHep, onpegensieMbln NMapTHEpcKkUM [TpoekTom
TpeTtbero nokonerus (Third Generation Partnership Project (3GPP) ana mynstumeaninHbix
cnyx6 3GUMTS. MHorne coBpemMeHHble MOBUnbHbIE TENEOHbBI UMEKT PYHKLUKN 3anncu 1

npocmoTpa ayauo u sugeo B oopmate 3GP.

ActiveX — 3TO cTaHgapT, KOTOpbIN paspellaeT KOMMNOHEHTaM MporpamMmmHoOro
obecneyeHns B3aMMOLEeNCTBOBaTb B CETEBOM Cpede He3aBUCMMO OT A3blka(-0B),
nucnonb3dyeMoro Ans ux cosgaHusa. Beb-Opaysepbl MoryTt ynpaensTb 3nemMeHTamu
ynpaeneHus ActiveX, pokymeHtamm ActiveX u cueHapuamum ActiveX. 3OnemeHThbl
ynpasneHus ActiveX 4acto 3arpyxalTcd U WHCTaNMUPYHTCA aBTOMATUYEeCKM, Kak
3anpawwvBaeMbl. Cama no cebe gaHHaa TEXHOMNOMNA He ABNAETCA KpoccnnaTopMeHHON n
nogaepxusaeTcs B nosilHoM ob6beme Tonbko B cpege Windows B 6payaepe Internet Explorer
8.0.

ADSL (Asymmetric Digital Subscriber Line / AcummeTtpuyHaa uucpoBas
aboHeHTCKas NMUHUA) — MOeMHasa TEXHONOrns, npespaLlaroLlias aHanoroBble CUrHanbl,
nepegaBaeMble NOCPEACTBOM CTaHAAPTHOW TenegOHHOM NUHUKU, B UMPOBLIE CUrHanMbI

(nakeTbl gaHHbIX), NO3BONASA BO BpeMs paboTbl COBEPLLATL 3BOHKM.

Angle / Yron o630pa — 310 yros, KOTopbii 00pa3ytoT fnyyn, COeaNHSAIOLNE 3a4HI0H
TOYKY OO6bEKTMBA N AnaroHanb kagpa. Yron 3peHns nokasblBaeT CbeMOYHOE PacCTOSHNE U
Yale BCero BbipaxaeTcs B rpagycax. OBbIYHO yron 3peHus naMepsieTcs Ha NnH3e, hokyc
KOTOpOW yCTaHOBMEH B 6ECKOHEYHOCTb. B 3aBMCMMOCTM OT yrna 3peHnsi, 00 beKkTUBbI 4enaT
Ha TpW TUNa: LUMPOKOYroSibHble, HOpMasibHble U ANMHHOMOKYCHbIE. B LWMPOKOYronbHbIX
00beKTMBaAX, KOTOPbIE Yalle BCEro UCMOonb3yrTCs AN NaHOpaMHOro HabngeHus, yron
3peHna coctaBngdeT 75 rpagycoB 1 bonblue. HopmarbHble 06BeKTUBBI MMEKOT Yros 3peHus
oT 45 po 65 rpagycoB. Yron 3peHusa OnMHHOMOKYcHoro obbektmBa coctaBndet 30

rpagycos.

ARP (Address Resolution Protocol / lpoTtokon onpegeneHusn apgpeca) —
NCMONb3YLWNINCA B KOMMNBIOTEPHbIX CETAX MPOTOKOM HU3KOrO YPOBHS, NpeAHa3HaYeHHbIN
ANs onpeaeneHus agpeca KaHanbHOro YpoBHSI NO U3BECTHOMY afpecy CETEBOro YPOBHS.
Haunbonbliee pacnpocTpaHeHue 3TOT NPOTOKOM nonyyun 6narogaps NOBCEMECTHOCTU
ceten IP, noctpoeHHbix nosepx Ethernet. 3ToT nNpotokon mcnonesyetca ansa ceasu IP-
agpeca ¢ MAC-agpecom ycTtponctBa. 10 fiokanbHOM CeTu TpaHCnMpyeTcs 3anpoc Afs

noucka yana ¢ MAC-agpecom, cooteeTcTByowmM IP-agpecy.
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Aspect ratio / ®opmaTt 3kpaHa — 3T0 popMaTHOE OTHOLLUEHNE LUMPUHBI K BbICOTE

kagpoB. OOwmrM dopmat kKagpa, WCMNONb3yemblid Afs1 TENEeBU3UMOHHbLIX 3KPaHOB WU
KOMMbIOTEPHBLIX MOHUTOPOB, cocTaBngaeT 4:3. TenesuaeHune Bbicokon 4YeTkocTn (HDTV)

ucrnone3yeT popmart kagpa 16:9.

Authentication / AyTeHTucdmkauma — npoBepka MNPUHALMIEXKHOCTU CYyOBLEKTY
AOCTyna nNpeabsBrieHHOro UM naeHTUugukaTopa; noaresepxaeHne nognuHHoctn. OauH mns
cnocoboB ayTeHTU(MKaLMM B KOMMbIOTEPHOW CUCTEME COCTOMT BO BBOAE Ballero
NnoJsib3oBaTesIbCKOro naeHTudrKaTopa, B NpOCTOPEYnM Ha3biBAEMOro «JiormHom» (login —
perucTpauuoHHoe uMs Monb3oBaTend) W napons — HEeKoW KOHUAEHLManbHON
WHpopmauuKn, 3HaHue KoTopon obecneymBaeT BriageHue onpeaesieHHbIM PecypCcomM.
[MonyynB BBedeHHbIM NOfb3oBaTeNeM JIOMMH U Napofib, KOMMbKOTEP CpaBHMBaET UX CO
3Ha4YyeHMeM, KOTOpOe XpaHUTCS B crneumnanbHon 6ase gaHHbIX, U, B Crlyyae coBnageHus,

npornyckaeT nonb3oBaTensi B CUCTEMY.

Autolris / AP (ABTtoperynupyemas pauadparma) — 3TO aBTOMaTU4eCKOE
perynvpoBaHne BenuuMHbl gvadparmbl AN KOHTPOMsS KonmMdecTBa CBeTa, nonagaroLwero
Ha maTtpuuy. CywlecTByeT ABa BapuvaHTa aBTOMATUYECKOM PErynvpoBkM Avadparmbi:

DirectDrive n VideoDirive.

Bitrate / Butpent (CKkopocTb nepegavu p[aHHbIX) — OyKkBanbHO, CKOPOCTb
npoxoxaeHmst 6mtoB mHdopmaumn. BUTPEenT NPUHATO UCMNONb30BaTb NPU U3MEPEHUN
ahPeKTUBHOMN CKOPOCTU Nepeaaydm nHgopmarmm no KaHany, To eCTb CKOPOCTU nepenayu
«NOJsIe3HOM NHpopMaLmn» (MOMUMO TaKOBOM, MO KaHamny MOXeT nepefasaTbCs crnyxebHas

MHdopMauus).

BLC (Back Light Compensation / KomneHcauus ¢OHOBOW 3aCBeTKM,
KOMNeHcauMsa 3agHero cBeTa). TWNMYHbLIN NpUMEp HeoBXOAMMOCTM MCMONb30BaAHUS:
YyenoBek Ha hoHEe OKHa. ONEKTPOHHbLIN 3aTBOP KaMepbl OTpabaTbiBaeT MHTErpanbHyto, T.€.
0o0LLYyt0 OCBELEHHOCTb CLEHbI, «BUMANMOM» KaMepon yepe3 obbekTuB. COOTBETCTBEHHO,
Manas urypa yenoseka Ha 60nbLLIOM CBETNOM POHE OKHA BbINbETCS B UTOre "3acseTkon”
BCEN KapTuHKW. BkntoyeHne dyHkumm «BLC» mMoxeT B NoAoGHbIX cryyasix ucnpasutb

paboTy aBTOMaTUKM KaMepbl.

Bonjour — npotokon aBTOMaTU4ecKoro oOBGHapyXeHus CcepBuCOB (Cnyx0),
nucnonb3yembln B onepaumoHHon cucteme Mac OS X, HaumHas ¢ Bepcum 10.2. Cnyxba

BOI’]jOUI" npegHa3HavYaeTCcAa Ald UCNOoJib30BaHUA B JIOKallbHbIX CEeTAX WU UCMNOJNb3yeT
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ceBegeHunsa (3anmcun) B cnyxbe gomeHHbix MMEH (DNS) ana obHapyxeHus Opyrux

KOMMNbIOTEPOB, PaBHO KaK W WHbIX CETEBbIX YCTPOWCTB (Hanpumep, NPUHTEPOB) B

onvxanwem ceTeBoM OKpPYXEeHUW.

CIDR /BecknaccoBas appecauumsn (aHrn. Classless Inter-Domain
Routing, anrn. CIDR) — wmeTog |IP-agpecaumu, no3sonswowmin  MBKo  ynpasBnsaTb
npocTpaHCcTBOM IP-agpecoB, He MWCNomnb3ysa >KECTKME paMKW KIacCoBOW afpecauuu.
Mcnonb3oBaHne 3TOro Metoaa no3BosisieT 3KOHOMHO MCNOJSIb30BaTb OrpaHUYEHHbIN pecypc
IP-agpecoB, NOCKOSbKY BO3MOXHO MPUMEHEHME Pa3fMyHbIX MacoK NoAceTen K pasnnyHbiM

noaceTaMm.

CCD / N3C-maTpuua — 3TO CBETOYYBCTBUTENbHbIA 3NIEMEHT, UCNOSb3YOLLMACSA BO
MHOMMX LMAPOBbLIX KaMepax M NpeacTaBnsiowmn cobon KpynHy MHTerpasbHyl CXemy,
COCTOSILLYI0O M3 COTeH ThiCAY 3apsgoB (MMKcenen), KoTopble npeobpasytoT CBETOBYHO
3HEPruto B 3NEKTPOHHbIE cUrHanbl. Paamep matpuubl MOXeT coctaBnaTtb 1/4", 1/3", 1/2" unn
2/3".

CGl (EavHbIn wWwno30BbIA UHTEpdhenc) — crneundukaumnsa, onpegendwowlas
B3aumopgenctene web-cepsepa ¢ apyrumu  CGl-nporpammamn. Hanpumep, HTML-
CTpaHuua, cogepxaiaa dopmy, MoxeT ucnonb3oBatb CGl-nporpammy onst o6paboTku

AaHHbIX OPMBbI.

CMOS / KMOIl (Complementary Metal Oxide Semiconductor /
KoMnnemeHTapHbIn  MeTannooKCUAHbIA  MNOMYNPOBOAHMK) —  3TO  LUMPOKO
Ncnonb3yemMbin TUM MNONYMNpPOBOAHMKA, KOTOPbIA UCMOMb3yeT Kak OoTpuuaTenbHyl, TakK U
NOSTIOXUTENbHYK 3NEKTPUYECKYD Lenb. [1oCKoNbKy TOMbKO Oo4Ha U3 3TUX TUMOB LiENnen
MOXeT ObITb BKMO4YeHa B noboe gaHHoe Bpemsi, To Mukpocxembl KMOIla notpebnstort
MEHbLLE 3MEeKTPOIHEePrnn, HYem MUKPOCXEMbI, WCNONb3YyOLWME TONbKO OAMH  TUM
TpaHaucTopa. Takke gatyunku nsodpaxeHna KMOIT B HEKOTOPbIX MUKpOCXeMax cogepxaTt
cxeMbl 00paboTKM, OAHAKO 3TO MPEUMYLLECTBO HEBO3MOXHO ucnonb3oBaTb ¢ [13C-

JaT4ynkamun, KoTopble ABJTAIOTCA TaKxXe bonee JopornmMmm B npon3BocTBe.

DDNS (Dynamic Domain Name System, DynDNS) — TexHonorus, npyumeHsemas
ANS Ha3HayYeHUs1 MOCTOSAHHOrO OOMEHHOro MMEHU YCTPOMCTBY (KOMMbHOTEPY, CETEBOMY
HakonuTen) ¢ aAnHamudecknm IP-agpecom. 3T1o moxeT ObiTb IP-agpec, nonyyeHHbIn no

DHCP wnn no IPCP B PPP-coeguHeHusx (Hanpumep, npu yaanéHHOM AOCTyne yepes
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moaem). [pyrme mawwuHbl B VIHTEpHEeTe MOryT ycTaHaBnmMBaTb COEAUHEHME C 3TOW

MaLlMHOW no AJOMEHHOMY UMEHMN.

DHCP (Dynamic Host Configuration Protocol / lNpoTtokon AauMHamu4yeckowu
KOHdMrypaumm ysna) — 3TO CETeBOW MPOTOKOM, MNO3BOSISOWMI  KOMMblOTEepaM
aBTomaTu4decku nonyyatb IP-agpec n gpyrve napameTtpbl, Heobxogumble ans paboTbl B
cetm TCP/IP. [daHHbn NpoTOKON paboTaeT nNoO MOAENU «KNUEHT-cepBep». [ns
aBTOMaTU4YEeCKON KOHMUrypauum KOMMbIOTEP-KIMEHT Ha 3aTane KoHuUrypauum ceTeBoro
ycTponcTtea obpallaeTcs K Tak HasbiBaemomy cepsepy DHCP 1 nonyyaeT oT Hero HyxHble

napameTpbi.

DHCP-cepBep — 3T0 Nporpamma, KoTopasi Ha3dHavaeT knueHTam IP-agpeca BHyTpu
3alaHHOro [AuanasoHa Ha onpedeneHHbin nepuod BpemeHu. [aHHyk  (PyHKuuo

nogaepXmnBaroT NPakTU4eCKn BCe COBPEMEHHbLIE MapPLLUPYTU3aTOpPbI.

Digital Zoom / LlnudppoBoe yBenuyeHme — 310 yBeNM4eHNe pasmepa Kagpa He 3a
CYeT OMTUKK, a C MOMOLLbIO KaApMPOBaHUS NOSTYYEHHOro ¢ MaTpuubl n3obpaxeHus. Kamepa
HUYEro He yBenn4MBaEeT, a TOSIbKO BbIpe3aeT HYXXHYI0 YaCcTb M300paxeHus n pactarneaet

ee 10 nepBOHa4alsibHOro pas3peLlieHunA.

Domain Server /| CepBep AOMEHHbIX MMEH — Takke [OOMEHbl MOryT ObiTb
MCNONb30BaHbl OpraHn3auusaMun, KOTopble XOTHAT LEHTPann3oBaHHO YMpaBrisTb CBOUMMU
KOMMbloTEPaMn (Ha KOTOPbIX YCTAHOBIEHbI onepaunoHHble cuctembl Windows). Kaxgbin
nonb3oBaTesib B pamkax AOMeHa nonyyaeTt y4eTHYI0 3anncb, Kotopas 0bbl4HO paspeluaeT
3aperncTpupoBaThbCs U UCMNOMb30BaThb N0OOM KOMMLIOTEP B AOMEHE, XOTS OAHOBPEMEHHO
Ha KOMMbIOTEP MOTyT BbITb HanoXeHbl orpaHnyeHns. CepBepom JOMEHHbIX MMEH ABMSETCS

cepBep, KOTOPbIN ayTeHTUULMPYET NOSb3oBaTeNen B CETU.

Ethernet— nakeTHas TexHonorusi nepegayy [OaHHbIX MPEVMYLLECTBEHHO B
noKanbHbIX KOMMblOTEPHbIX ceTax. CtaHgapTel Ethernet onpepensioT npoBogHble
coeavHeHNss N 3NeKTPUYEecKne CcurHamnbl Ha (U3Mdeckom ypoBHe, dopmaTt KagpoB W

NPOTOKOSbI YNPaBNeHWs AOCTYNOM K cpefe — Ha kaHanbHOM ypoBHe mogenu OSI.

Factory default settings / 3aBoackue ycTaHOBKM NO YMOM4YaHUKO — 3TO
YCTaHOBKM, KOTOPbIE€ M3Ha4YanbHO MCMNOSb30BaHbl AN YCTPOMUCTBA, KOrga OHO OTrpy»KaeTcs
C 3aBofa B NepBbIi pa3. Ecnv Bo3HWKHET HEOH6XOAMMOCTb NepeyCTaHOBUTb YCTPOMCTBO A0

€ro 3aBOACKMX YCTAHOBOK MO YMOJ14aHUIO, TO 3Ta prHKLl,I/IFI npumMmeHnMma and f6onblnHCTBa
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YCTPOWCTB, M OHa MOJSIHOCTbIO MNepeycTaHaBnMBaeT ftobble YCTAHOBKM, KOTOpble Obinu

M3MEHEHbI NMoJ1b30BaTEesIEM.

Firewall / Bpangmayap — 6paHgmayap (MexceTeBoun dkpaH) paboTaeTt kak 6apbep
MeXay CeTaMM, Hanpumep, Mexay nokanbHon ceTbto n WHTepHeTom. BpaHamayap
rapaHTUpyeT, YTO TOSbKO 3aperncTpmMpoBaHHbIM Nofb3oBaTenam OyaeT paspelleH AocTyn
N3 O4HOW ceTu B Apyryto ceTb. bpaHomayapom MoOXeT ObITb NporpammHoe obecneveHue,
paboTatoLlee Ha KoMMNblOTEpPe, NN GpaHaMayapoM MOXET OblTb aBTOHOMHOE annapaTHoe

YCTPOWCTBO.

Focal length / ®okycHoe paccTosiHue — namepsieMoe B MUIInMMeTpax pokycHoe
paccTtosiHne o6bekTuBa Kamepsbl, onpeaensioLlee LWMpUHY ropu3oHTanbHoOM 30Hbl 0630pa,
KOTOpOEe B CBOK o4epelb uamepsieTcsa B rpagycax. Onpegensietca Kak paccTtosiHue oT
nepegHen rnaBHoOM TOYKM A0 nepeaHero dokyca (ansa nepegHero oKyCHOro pacCToAHNS)
N KaK paccTosiHMe OT 3afHEN rmaBHOM TOYKM 0 3aaHero ookyca (ana 3agHero hoKyCcHoro
pacctosiHus). Npu 3TOM, NOA rraBHbIMU TOYKaMK MOLAPa3yMEBAKOTCA TOYKN NepeceveHuns

nepegHen (3agHen) rnaBHOM NSIOCKOCTU C ONTUYECKOWN OChIO.

Fps / KaApOBaH YacTtoTa -— KOJIMYECTBO KagpoB, KOTOpOe Buaeocucrtema

(komnbloTepHasn urpa, Tenesmsop, DVD-nneep, Bugeodanin) Bul4aéT B CEKyHAY.

Frame / Kagp — kagpom siBnsieTca nonHoe suaeousobpaxeHue. B dpopmate 2:1
YepecCTpoyHON pas3BeépTkM uHTepdenca RS-170 n B dopmatax MexayHapogHoro
KOHCYNbTaTUBHOIO KOMUTETa MO paavoBELLLaHUIO Kagp co3gaeTca U3 OBYX OTAenbHbIX
obnacten NMHUI YepeccTpoYHOM pasBepTkn 262.5 nnn 312.5 Ha vyactoTte 60 nnm 50 Ny ans
TOro, 4To6bLI ChopMMPOBATL NOSHLIN Kagp, KOTOPbI 0TOOpa3nTcsa Ha akpaHe Ha yactoTte 30
unn 25 My, B Bugeokamepax C nporpeccMBHON pa3BepPTKOW KaXObl Kagp CKaHupyeTcA
NOCTPOYHO U HE SABMSIETCA YepecCTPOYHbIM; OOMbLUIMHCTBO M3 HUX OTOOpaxaeTcs Ha

yactote 30 n 25 L.

FTP (File Transfer Protocol / NpoTtokon nepegaum ¢amnoB) — 3TO NPOTOKON
NPUNOXEHUN, KOTopbIN ncnonbdyet Habop npotokonoB TCP / IP. OH ncnonb3yetcs, 4Tobbl
obmeHuBaeTcs hannamm Mexay KomnbtoTepamu/yctponctsamu B cetn. FTP nossonser
nogkrnyatbecss K cepsepam FTP, npocmaTpuBaTb COOEpPXMMOE KaTarloroB U 3arpyxatb
hannbl ¢ cepBepa unu Ha cepsep. [NpoTtokon FTP oTHOCUTCSA K NPOTOKOSIaM NPUKIagHoro
YPOBHSA U ANs nepefayvv AaHHbIX MCNONb3yeT TpaHCNopTHbIN npoTokon TCP. KomaHabl u

AaHHble, B OTNiM4YmMe oT 60MbLUMHCTBA OPYrnx npoToOKOJI0B NepeaarTcd No pa3HbiM NnopTam.
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MopT 20, oTKpbIBAEMbIN HA CTOPOHE CcepBepa, UCMOSb3yeTCHa ANA nepefayun AaHHbIX, nopT

21 - ans nepegayv komaHa. MopT Ans NnpuemMa AaHHbIX KITMEHTOM onpeaensieTcs B Avanore

corjlacoBaHuA4.

Full-duplex / MonHbIN Aynnekc — NonHbIM Aynnekc npeacTaBnseT cobon nepegayy
AaHHbIX OOHOBPEMEHHO B [BYX HarnpasreHusX. B cucteme 3ByKOBOCNpPOWU3BEAEHUS 3TO
MOXHO onucaTtb, Hanpumep, TenegoHHbIMKM cucteMamn. Takke nonyaynnekcHasi CBA3b

obecneunBaet OBYXCTOPOHHKOK CBA3b, HO TOJIbKO B O4HOM HanpaslieHNN 3a O4ANH pas.

G.711 — ctangapT gnsa npegcrasnexms 8-6utHonm komnpeccum PCM (MKM) curHana
¢ vactoton guckpetmsauum 8000 kagpos/cekyHay un 8 6ut/kagp. Takmum obpasom, G.711

Kogek co3gaéT notok 64 Kout/c.

Gain / KoadcduumeHT ycuneHmsas — KOI(PPUUMEHTOM YCUNEHUA SBRSETCA
KO3D(PULIMEHT YCUNEHNA N IKCTEHTA, B KOTOPOM aHaroroBbI YCUNUTENb YCUNUBAET CUIy
curHana. KoadhpumumeHTbl ycuneHus oObIMHO BbIpaXawTcss B €AMHMLAX MOLLHOCTW.
Heunben (ob) sBnsieTcs Hambonee ynoTpedbuTeEnbHBIM CNOCOGOM ANsi U3MEPEHUS

yCUneHunda ycunuTten4.

Gateway / MexxceTeBOM LUMIO3 — MEXCETEBLIM LUIO30M SBMISIETCHA CeTb, KOTOpas
AEenCTByeT B KadecTBe TOYKM BXO4a B APYryr ceTb. Hanpumep, B KOpnopaTUBHOWN CETH,
cepsep KOMMblOTEpa, AENCTBYIOLMN B KA4eCTBE MEXCETEeBOro LUM3a, 3a4acTylo Takke
OENCTBYET N B Ka4eCTBe NPOKCU-CepBepa N cepBepa ceTeBoM 3alLnTbl. MexceTeBon LmMo3
4acTO CBSA3aH Kak C MapLipyTM3aTOpOM, KOTOPbIA pacno3HaeT, Kyda HanpasnsTb nakeT
AaHHbIX, KOTOPbLIN MNPUXOAUT B MEXCETEBOM L3, Tak U KOMMYTaTOPOM, KOTOPbIN

npegocrtaBndeT WUCTUHHBIN MapLlipyT B 1 U3 MEXCETEBOIO LL03a Ald AaHHOro naketa.

H.264 — 310 MexayHapoaHbiA CTaHOAPT KOOMPOBaHMS ayauo u Buaeo, (gpyroe
Ha3BaHne 'MPEG-4 part 10" unn AVC (Advanced Video Coding)). daHHbIn cTaHaapT
COAEPXKUT  psi  HOBbIX  BO3MOXHOCTENW, MO3BOMSAIOWMX  3HAYUTENbHO  MNOBbLICUTH
3(PPEKTUBHOCTb CXKaTusA BUAEO NO CpaBHEHUIO ¢ Bonee paHHumK ctaHgaptamu (MPEG-1,
MPEG-2 n MPEG-4), obGecneumBass Takke 60nbllyi0 TMOKOCTb NPUMEHEHNA B
pa3HoobpasHbiX ceTeBbix cpedax. Mcnonb3yetcs B UMAPPOBOM TeneBUOAEHMUM BbICOKOrO

paspeweHnuns (HDTV) n Bo MHOrmx gpyrux obnacrax umdpoBoro BMaeo.

HTTP (Hypertext Transfer Protocol / lpoTokon nepepayv runeprekcra) — aTo
Habop npasun No obmeHy annamm (TEKCTOBbIMU, rpacPnU4EeCKMMN, 3BYKOBbIMU, BUOEO- U

apyrumum  MynetuMmegua avnamu) B cetu. [potokon HTTP gBnsetca npoTokoriom

PykoBopacTtBo no noakntoyeHuto IP-kamepbl B5350RVZ2 m



Be\.UARD Ipunosxcenus

BbICLLErO YPOBHA B cemencTtee npotokonoB TCP/IP. B gaHHOM npoTokone nobon naket

nepepgaeTtca oo nonyyvyeHma noarsepXaeHms o ero rnpasuiibHOM rnpueme.

HTTPS (Hypertext Transfer Protocol Secure / 3aWMIEHHBLIA NPOTOKON
nepepaym runeprekcra) — pacwupeHne npotokonia HTTP, nopgepxumBatoee
wndgposaHune. [aHHble, nepepaBaemMble Mo npotokony HTTP, «ynakoBbiBalOTCA» B
Kpuntorpadudeckun npotokon SSL unn TLS, Tem cambiM obecrneynBaeTcs 3alumta aTux

AaHHbIX. B otnuumne ot HTTP, gana HTTPS no ymonyanuio ncnonesyetca TCP-nopt 443.

Hub / CeTeBOM KOHLUEHTpATOp - CETEBOM KOHLUEHTpaTop wucnonb3yeTcsa Ond
MOAKITYEHMS MHOTOYMCIEHHbIX YCTPOMCTB K ceTn. CeTeBon KOHLEHTpaTop nepegaeT Bce
AaHHble B YCTPOMWCTBA, NOAKITHOYEHHbIE K HEMY, TOr4a Kak KOMMyTaTop TONbKO nepegaet

JaHHblE B yCTpOIZCTBO, KOTOpoOeE crneunaribHo npeaHa3dHa4eHo ansd Hero.

ICMP (Internet Control Message Protocol / MexcereBon mnpoOTOKON
ynpaBnsowmx coobLeHnn) — ceTeBO NPOTOKOS, BXoAsALWMI B cTek npoTokonos TCP/IP.
B ocHoBHOM ICMP wucnonb3yetca ana nepegaym coobuieHnin o6 owmbkax un apyrux
UCKITIYUTENbHBIX  CUTyauusax, BO3HMKLIMX Npyu  nNepegade AaHHbIX, Hanpumep,

3arnpawmBaemMasn ycryra HeaocTtyrnHa Ui XoCT Ui MmapLipyTmn3aTtop He oTBe4aloT.

IEEE 802.11 / Cranpapt IEEE 802.11 — 370 cemencTBO cTaHgapToB AN
B6ecnpoBogHbIX nokanbHbix ceten. CtaHgapT 802.11 nogaepxuBaeT nepegavy AaHHbIX Ha
ckopoctn 1 unn 2 Mbut/cek Ha nonoce 2.4 [Tu. Ctangapt xe 802.11b 3agaeT ckopocTb
nepegayn gaHHoix 11 Méut/cek Ha nonoce 2.4 [Tu, B TO BpeMs kak ctaHaapt 802.11a

no3BonseT 3agaTb CKOpocTb A0 54 MbuT/cek. Ha nonoce 5 My,

Interlaced video / YepeccTpo4yHasa pa3BepTKa — 3TO BMAEO3aANNCb CO CKOPOCTbIO
50 wu3o0paxeHun (HasbiBaeMblX MONAMM) B CEKYyHOY, W3 KOTOPbIX Kaxable 2
nocnegoBaTenbHbIX Nons (nonykagpa) 3ateM obbeauHsaTca B 1 kagp. YepeccTpodHas
pa3BepTKa Oblna paspaboTtaHa MHOro feT Hasag 4sis aHanoroBoro TeneBnageHns 1 o cux
nop wunpoko npumeHseTcsa. OHa gaeT xopolume pesynbTaTbl NPU NPOCMOTPE OBWKEHUSA B
CTaHOapTHOM  u3obpaxeHun, XOTS Bcerda CywecTBYyeT HEKOTOpOoe UCKaXeHue

n3obpaxxeHus:.

Internet Explorer (IE) — cepusa 6paysepoB, paspabaTbiBaemasi Koprnopauuen
Microsoft ¢ 1995 roga. Bxoant B KOMNNEKT onepaumoHHbIX cuctem cemerictea Windows.

AenseTtca Hanbonee LWMPOKO Ncnonb3yembiM Be6-6paysepom.
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IP 66 (Ingress Protection) — 3710 craHgapT 3awmTbl 000OpPyAOBaHMS, KOTOPbLIN

onucbIBaeT nMblfie- W BRaro- 3awuty Kamepbl BuaeoHabnwogeHusa. [lepsaa undpa
o603Ha4YaeT ypOBEeHb 3almuTbl OT MonagaHus TBEPAbIX YacTuy (Hanpumep, uudpa 6
o603Ha4aeT NofHoe UCKNoYeHne nonagaHusa noinu). Bropas undpa o6o3HavaeT ypoBeHb
3awWmThl OT NonagaHus xuakocten (Hanpumep, undpa 6 obosHavaeT 6e3ynpeynyto paboTty
Kamepbl Npu BO3OEUCTBUM MACCMBHbLIX BOASIHbIX MOTOKOB BOAbl WU  BPEMEHHOM

obnueaHun.)

IP-kamepa — undpoBas Bugeokamepa, 0COBEHHOCTLIO KOTOPOW ABNSETCS Nnepeaava

BMAeonoToka B undgposom coopmarte no cetn Ethernet, ncnonssyrowen npotokon IP.

JPEG (Joint Photographic Experts Group / CtaHaapt O6beaAMHEeHHON rpynnbl
3aKcnepToB B obnactu c¢gotorpacdum) — ogmH 13 nNonynspHbIX rpadpuyeckux opmaTos,
NPUMEHSeMbIN AN XpaHeHust oToM3obpaxeHun U nogobHbIX MM n3obpaxeHun. [Mpu
co3gaHum un3obpaxeHns JPEG wnmeeTca BO3MOXHOCTb HACTPOWKM MCMOSIb3YyEMOro
KoadhdumumeHTa cxxatuda. Tak kak npu 6onee HM3KOM KOIPULMEHTE CxaTus (T.e. CaMOM
BbICOKOM Ka4yecTBe) yBenuymBaeTcs obbem hansa, cylecTsyeT BbIOOp Mexay KadyeCTBOM

n3obpaxeHunsa n oobemom damnna.

Kbit/s (Kilobits per second / Kbut/cek) — 3T0 Mepa namepeHusi CKOpOCTU NOToKa
AaHHbIX, T.e. 3TO CKOPOCTb, Ha KOTOPOW OnpedefieHHOoe Konmnyectso OUTOB MnpoxoasaT

3ajaHHYH TOYKY.

LAN (Local Area Network / JlokanbHas Bbl4ucnnTeribHasa ceTb) — KOMMNbIOTEPHAA
ceTb, NOKpbiBalOLWasi 06bIMHO OTHOCUTESNBHO HEBOMbLUYID TEPPUTOPUID UNU HEBONbLLYIO
rpynny 3gaHun (gom, ocuc, dupmMmy, UHCTUTYT), TO €CTb ONPEAENEHHYIO reorpadnUyeckyto

30HY.

Lux / Jlokc - eauHuua wsmepeHust ocBelleHHocTn. OnpepensieTca  Kak
OCBELLEHHOCTb MOBEPXHOCTU nnowaabid 1 KB.M. CBETOBbIM MOTOKOM 1 JIOMEH.

Ncnonb3yeTtcs ans 0603Ha4YeHNss YyBCTBUTENBHOCTU Kamep.

MAC-agpec (Media Access Control address / AnnapatHbin agpec yCTpoMCTBa)
— 3TO YHUKanbHbIN NOEHTUDOMKATOP NPUCOEANHEHHOIO K CETU YCTPOMCTBA UNK, TOYHEE, ero

I/IHTep(*)eIZC AnAa NOAKIKYeHnA K CeTH.

Mbit/s (Megabits per second / MGuTt/cek) — 310 Mepa namepeHnsa CKOpoCTM NOTOKa

AaHHbIX, T.€. 3TO CKOPOCTb, HAa KOTOPON GUTLI MPOXOAST 3a4aHHY0 TOYKy. OTOT napameTp
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00bI4HO MCNoJ1b3yeTCH, 4TOObI npenctaBuTb «CKOPOCTb» CEeTW. JlokanbHas ceTb AoMmKHa

paboTtaTtb Ha ckopocTtu 10 nnun 100 Méut/cexk.

MJPEG (Motion JPEG) - nokagpoBbli MeTO4 BUAOEOCKATUS, OCHOBHOWM
OCOBEHHOCTbIO KOTOPOro SIBNSAETCH CXKaTue Kaxaoro OoTAenbHOro kagpa BWOEONOTOKa C
noMoLLblo anroputma coxatusa wusobpaxenHun JPEG. lMpu cxatum metogom MJIPEG

MeXKagpoBad pa3HuLa HE yHUTbIBAETCA.

MPEG-4 — 370 MexayHapOoaHbIN CTaH4apT, UCMONb3yeMbl NPeUMyLLECTBEHHO AN
ckaTtusa umdposoro ayano n sugeo. CtaHgapt MPEG-4 B OCHOBHOM Mcnornb3yetcs Ans
BellaHma (NOTOKOBOE BWMAEO), 3anvcn (PUNbMOB Ha KOMMNAKT-AMCKM, BuaeoTenedoHuu
(BugeoTtenedoH) 1 LULMPOKOBELLAHUS, B KOTOPbIX aKTUBHO UCMOMb3YETCs CxXaTue LngpoBbIX

BMAOeoO U 3ByKa.

Multicast / 'pynnoBas nepegaya — crieumanbHaa oopma LUMPOKOBELLaHUs, npu
KOTOPOM KOMWW MakeToB HanpasnsalTCA OnpeaenéHHoMy MOAMHOXECTBY afpecaTtos.
Hapsgy c npunoxeHusamu, ycCTaHaBNUBAKOLWMMWU CBSA3b MeXOy WCTOYHMKOM UM OAHUM
nonyyatenem, CyLeCTBYIOT TakMe NpunoxeHus, rae Tpebyetcs, 4Tobbl MICTOYHMK NOCbInan
MHdopMauuio cpaay rpynne nonyyatenen. MNpu TpaguumoHHom TexHonoruu IP-agpecauun
TpebyeTca KaxxgoMy nonyvaTtento MHopMaLmMm nocraTb CBOM NakeT AaHHbIX, TO eCTb OA4Ha
N Ta Xe WHdopmauma nepedaeTcd MHOro pas. TexHonorus rpynnoBon agpecauunu
npencraenseT cobon pacwmpenune IP-agpecauun, no3sonsawLwee HanpasuTb OAHY KOMUIO
naketa cpasy Bcem nonydatenam. MHoxecTBO nonyyatenenm onpegensieTcs
NPUHAONEXHOCTbIO KaXXdoro M3 HUX K KOHKPEeTHOW rpynne. Paccbinky Ansi KOHKPETHOM
rpynnbl NOMY4YatoT TOMbKO YSEHbl 3TOW rPYMnbI.

TexHonorua IP Multicast npepoctaBnsieT psii CyLWECTBEHHbIX NPEUMYLLECTB MO
CpaBHEHUIO C TPaAMLUMOHHbIM NoaxonoM. Hanpumep, nobaBneHne HOBbIX NOb3oBaTenen
He BreyeT 3a cobon Heobxogumoe yBenMyeHue MpPOMNyCKHOM CrnoCOBHOCTU CceTwn.
3HaunTenNbHO COKpallaeTCa Harpy3ka Ha nocbinawwmin cepsep, KoTopbi 6Gonblie He

AOIKeH noaaepXnBaTtbe MHOXECTBO ABYXCTOPOHHUX COEANHEHUIA.

Ana peanus3auuuM rpynnoBon agpecaumm B JloOKanbHOM CeTU HeobxoaunMmbl:
nogaepka rpynnoBon agpecauumn ctekom npotokona TCP/IP, nporpammHasa nogaepxka
npotokona IGMP ana otnpaBku 3anpoca O NPUCOEOMHEHUM K Fpynne M NosyvyeHun
rpynnoBoro Tpadmka, nogaepxka rpynnoBon agpecauum CeTeBOM KapTOW, NPUNOXeHue,
ucnonb3yollee rpynnoByd agpecauuto, Hanpumep, BuaeokoHdepeHumsa. TexHonorus

«MyrnbTUKacT» ucnonb3yeT agpeca ¢ 224.0.0.0 go 239.255.255.255. MNopgnepxmBaetca
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cratnyeckada n anMHamMmmnyeckaa agpecauus. anMepOM CTaTU4eCKNX agapecoB ABIAKOTCA

224.0.0.1 — agpec rpynnbl, BKNtovatoLen B cebsi Bce yanbl fiokanbHou cetn, 224.0.0.2 — Bce
MapLipyTusaTopbl nokanbHon cetu. [uanasoH agpecoB ¢ 224.0.0.0 no 224.0.0.255
3ape3epBMpPOBaH A NPOTOKONOB MapLUpyTU3aunn 1 Apyrnx HU3KOYPOBHEBLIX MPOTOKOOB
nogaepxku rpynnoson agpecaumu. OcTanbHble agpeca AWHAMUYECKM WCMOSb3YHTCS
npunoxeHnamun. Ha cerogHAWHUA AeHb 60MNbLUIMHCTBO MapLUPYyTM3aTOPOB NOOAEPXKMBAKOT

3Ty onumio (B MeHI0 06bI4HO eCcTb onuus, paspewlatowias IGMP npoTokon unm MynbTuKacT).

NTP (Network Time Protocol / [lpoTokon cuHxpoHusauum BpeMeHUu) — CeTEBON
NPOTOKON ANA CUHXPOHU3aLMN BpeMeHU ¢ ucnonb3oBaHuem ceten. NTP ucnonbsyet ona

cBoen paboTbl npoTokon UDP.

NTSC (National Television System Committee / Ctangapt NTSC) — ctaHaapT
NTSC saBngetca TeneBuanmoHHbIM W BugeoctaHgaptom B CLUA. Crangapt NTSC

poctaBnseTt 525 ctpok B kagpe Ha 30 k/cek.

ONVIF (Open Network Video Interface Forum) — otpacneson crtaHaapT,
onpeaensiowmnin  NPOTOKOMbl  B3aUMOAEWCTBUS  TakuUX YCTPOWCTB, Kak |P-kamepbl,
BMOEOPErNCTPaTOpPbl M CUCTEMbI YNpaBneHus Buaeo. MexayHapoaHbin opym, Co3aaBLUMN
AaHHbIN CTaHA4apT, OCHOoBaH komnaHuaMmn Axis Communications, Bosch Security Systems n
Sony B 2008 rogy c uenbto pa3paboTkm U pacnpoCcTpaHEeHUs OTKPLITOro ctaHgapTa Ans

CUCTEM CeTeBOro BuaeoHabnoaeHus.

PAL (Phase Alternating Line / TeneBusanoHHblin cTaHpapTt PAL) -
TeneBu3noHHbIM ctaHgapT PAL aenaetca npeobnagatowum TeneBn3MOHHbLIM CTaH4apToOM
B cTpaHax EBponbl. TeneBnsnoHHbIM cTaHgapT PAL goctasnseTt 625 cTpok B kagpe Ha 25

K/cek.

PoE (Power-over-Ethernet / [MutaHne 4epe3 Ethernet) — TexHonorus,
no3BonsLWas nepegasatb yganéHHOMY YCTPONUCTBY BMECTE C AaHHbIMU 3TIEKTPUYECKYHO

3HEpPrunio Yepes cTaHgapTHY BUTYIO napy B ceTn Ethernet.

Port / MopT — MaeHTUPUUMPYEMBIA HOMEPOM CUCTEMHBIN PECYPC, BblAeNseMbii
NPUNOXEHWNIO, BLINONTHAEMOMY Ha HEKOTOPOM CETEBOM XOCTE, AN CBSA3M C NMPUNOXKEHUAMMU,
BbINOSIHAEMbIMM Ha APYrMx CeTeBbIX XOCTax (B TOM 4YMCne C APYIMMU NPUIOXEHUAMM Ha
39TOM >Xe XOCTe). B 0ObIMHOM KNMEHT-CepBEPHOM MOEenu npunoxeHuve nubo oxuaaet

BXOASALIMX AaHHbIX WNKW 3anpoca Ha coefuHeHue («crywaeT nopT»), nubo nockbinaet
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OJaHHble WU 3anpoc Ha coeaunHeHne Ha N3BECTHbIN nopr, OTKprTbIVI npunoXeHnem-

cepBepoM.

PPP (MpoTtokon ABYXTOYEYHOro coeAVHEHUA) — MPOTOKOS, MO3BOMSAOLLMNA
ncnonb3oBaTb WHTepdenc nocrnegoBaTenbHOW nepefadn O CBA3WM Mexay ABYMS
ceTeBblMW ycTpoucTBamun. Hanpumep, nogknodeHne [MK K cepBepy mnocpeacTtsom

TeneOHHOW NMNHUN.

PPPoE (Point-to-Point Protocol / lpoTtokon coeguHeHUs1 «TO4YKa - TOYKa») —
NpPOTOKON ANS NOAKIMOYEeHNA nonb3oBartenen cetn ctaHgapta Ethernet k UHTepHeTy yepes
LLMPOKOMOSNOCHOE COeauHeHMe, Takoe kak nuHmua DSL, 6ecnpoBogHOE YCTPOMCTBO M
kabenbHbIn MogeMm. C nomouwbto PPPOE 1 WMpOKONONOCHOrO Moaema nosfb3oBaTenmu
NOKanbHOW ceTu MOryT nosfydatb AOCTYN C MHAMBUAYANbHOW MPOBEPKON NOASIMHHOCTM K
BbICOKOCKOPOCTHbIM ceTaM faHHbIx. Ob6beaumHsas Ethernet n npotokon PPP (Point-to-Point
Protocol), npotokon PPPoOE obecneunBaet achekTBHLIM cnocob co3gaHnsa oTAeNbHbIX

COeMHEHWI C yaaneHHbIM CepBepOM Ars KaXaoro nonb3oBaTens.

Progressive scan [/ [lporpeccuBHOe CKaHMpOBaHWEe — 3TO TEXHONOMs
npeacTaBneHns KagpoB B BWOEOHAOMOAEeHMM, Npu  KOTOPOWM  Kaxabli  Kagp
BOCMPOU3BOAUTCA NO OAHOW NIMHMM B NOpSOKe MX pasMeLLeHUs KaxKayk LecTHaauaTyto
00N cekyHabl. To eCcTb CHavarna nokasbliBaetcs nuHua 1, 3atem 2, 3atem 3 1 Tak ganee.
Takum obpasom, nsobpaxeHne He ObLETCS Ha OTAeNbHble nonykagpbl. B aTom cnyyae
MONHOCTLIO Mcye3aeT aPPeKT MepLaHus, MO3TOMY Ka4eCTBO OTCHATOro BUAEO Nosy4vyaeTcs

©onee BbICOKUM.

RJ45 — yHUpMUMpPOBaHHLIN pa3bEeEM, UCMOSNb3yEMbIN B TENEKOMMYHUKALNAX, UMeeT
8 koHTakToB. Ncnonb3yetcsa ansa co3gaHua JIBC ¢ ncnonb3oBaHMeM 4-napHbix kabenen

BUTOW Napsbl.

Router / MapwpyTtusatop — 3TO YCTPOMUCTBO, KOTOpPOE onpenensiet TOuKy
Onwxanwen ceTn, B KOTOPYK NaAKET AaHHbIX AOMKEeH ObiTb HanpaBneH Kak B CBOW
OKOHYaTESNbHbIN MNYHKT Ha3HavyeHusa. MapuwpyTtmusatop co3gaeT w/vunu nopaep)KuBaeT
crneumanbHy Tabnuuy MapLlupyTMsaumm, KoTopas COXpaHsaeT UH(OpMauMIo, Kak TOSbKO
OHa JocTuraeT onpedernieHHbIX NYHKTOB Ha3HaveHus. ViHoraa maplipyTmM3aTop BKIIOYEH B

KayecTBe YaCTn CeETeBOro KoMmmMmyrtartopa.

RTP (Real-Time Transport Protocol / TpaHCNOPTHLIN NPOTOKON B peXxume

peanbHoOro BpeMeHu) — 3710 npotokon IP ans nepenaun gaHHbIX (Hanpumep, ayamo Unm
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BNOEO) B pexumme pearnbHoro BpeMeHu. NpoTtokon RTP nepeHocut B CBOEM 3aronoBke

AaHHble, HeobxoauMble ANd BOCCTaHOBEHUS royioca v Buaeom3odpaxxeHms B npUEMHOM
y3ne, a Takke JaHHble O Tune kogmpoBaHusa uHcpopmaummn (JPEG, MPEG u T1. n.). B
3arofioBke [JaHHOro npoToKofia, B YAaCTHOCTW, NepefarTcss BPpeMeHHas MeTka U Homep
naketa. AT napameTpbl NO3BOMAIT NPU MUHUMArbHbLIX 3a4epXXKax onpeaenvTb Nopsagok
N MOMEHT [OEeKOAMPOBaHUSA KaXAOro naketa, a Takke WHTeprnonvpoBaTb MOTEPSAHHbIE
nakeTbl. B kayecTBe Hwkenexawjero npoTokona TPaHCMOPTHOrO YPOBHSA, Kak MnpaBuno,

ncnonbayetca npotokon UDP.

RTSP (Real Time Streaming Protocol / [lpoTokon nepeaayn noToKOB B peXxume
peanbHOro BpeMeHMu) — 3TO MPOTOKON YynpaBreHusl, KOTOPbIA CIYXUT OCHOBOW OIS
corfnacoBaHusi TPaHCMOPTHbIX MNPOTOKOMNOB, Takux kak RTP, MHoroagpecHom wunu
ofHOAApecHOW nepedadn U AnNa CorfiacoBaHMsa MCnosibdyembix kogekoB. RTSP MOXHO
paccmaTpmBatb Kak NynbT  AACTAHUMOHHOIO  yNpaBfeHWs MNOTOKaMu  AaHHbIX,
npegocraesnseMbiMn cepsepom Mynbtumeauna. Cepsepbl RTSP 06bl4HO ncnonbayT RTP

B Ka4ecTBe CTaHO4apTHOro npoTOoKosa Ald nepegaydn ayamo- n BuaeoaHHbIX.

SD (Secure Digital Memory Card/ kapta namatu tuna SD) — dopmaTt KapThl
dnaw-namaTt, paspaboTaHHbIn ANS  WUCNONb30BaHUA B OCHOBHOM B MNOPTATUBHbIX
ycTponcTtBax. Ha cerogHAWHUMA AeHb LMPOKO UCMONb3yeTcs B LMEPPOBbLIX YCTPONCTBAX,
Hanpumep: B doToannapartax, MobunbHbix TenedgoHax, KIK, kommyHukaTopax w

cMapTdoHax, GPS-HaBuratopax, Buoeokamepax U B HEKOTOPbIX UFPOBbIX NMpUCTaBKax.

Shutter / OneKTPOHHbLIA 3aTBOP — 3TO 3NIEMEHT MaTpuULbl, KOTOPbIA NO3BONSET
perynupoBaTb BPEMS HaKOMMEHUA SMEKTPUYECKOro 3apsga. ATa AeTanb OTBevyaeT 3a
ANUTENbHOCTL  BLIAEPXKKM W KONMMYECTBO CBETa, MNOMaBLIEro Ha Martpuuy nepeq

dhopmMmnpoBaHneM N306paXKeHus.

SMTP (Simple Mail Transfer Protocol / [IpocTon npoTokon nepega4n noyTbl) —
npoTtokont SMTP ucnonb3yeTcs Ans OTCbIKM U NONYyYEeHUs 3NEKTPOHHOM noyTbl. OgHako
MOCKOSNbKY OH ABMSETCH «MPOCTbIM» MO CBOEW CTPYKType, TO OH OrpaHnyeH B CBOEWN
BO3MOXHOCTM MO BMECTUMOCTW COOOLLUEHWA Ha nofyvarolwemM KoHUe, U OH OObIYHO
ucrnonb3yeTcs C OAHUM W3 AOBYyX Apyrux npotokonos, POP3 wunu npoTokonom
WHTEPAKTMBHOrO [AOCTyna K 3nekTpoHHoW noyte (npoTtokon IMAP). 3Tu npoTokonsl
MO3BONSAKT MONb30BATENIO COXPaHATb COOOLIEHNA B MOYTOBOM SILLMKE cepBepa U

nepmnoanyeckun 3arpyxartb nx n3 cepeepa.
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SSL/TSL (Secure Socket Layer / Transport Layer Security / lNpotokon

3awmueHHbIX coketoB / MpoTokon TPaHCNOPTHOro YpPOBHSI) — 3TWU ABa NPOTOKoNa
(npotokon SSL sBnsieTca npueMHUKOM npoTokona TSL) asnsaTca Kpuntorpaduyeckumm
npoTokonamn, Kotopble obecneuymBaloT Ge3onacHy cBA3b B ceTun. B GonblunHCTBE
cnyyaeB npotokon SSL ucnonbadyetca 4vepes npotokonn HTTP, 4tobbl chopmmpoBaTh
NPOTOKON 3alUMILIEHHON nepefaym runeptekcta (npotokon HTTPS) B  kadecTtBe
NCronb30BaHHOIO, Hanpumep, B IHTepHeTe AN ocyLwecTBNeHns (oMHaHCOBbLIX TpaH3aKuun
B anektpoHHom Buge. [lpotokon SSL wucnonb3yet ceptudukatbl  OTKPLITOrO

KpunTorpadunyeckoro kntoya, 4Tobbl noaTBEPXAaTb MAEHTUYHOCTL CEpBeEpa.

Subnet mask / Macka noaceTu — 6uTOBas Macka, onpegensitoLlas, kakasa Jyactb |IP-
agpeca y3na ceTu OTHOCUTCA K adpecy CeTu, a Kakasi — K agpecy camoro y3rna B 9TOM CEeTW.
Hanpumep, y3sen c IP-agpecom 192.168.0.99 n mackon nogcetun 255.255.255.0 HaxoguTca
B cetn 192.168.0.0.

Switch / KommyTaTtop — KOMMyTaTtopoM SIBNSIETCS CETEBOE YCTPOWCTBO, KOTOPOE
COeOUVHSsIeT CerMeHTbl CeTU BMeCTe U KOTOpOoe BblbupaeT MapLllpyT ANs Nepecbiniku
YCTPOMCTBOM AaHHbIX K ero énuxkanwemy nonydatesito. ObbIMHO KOMMYTaTOp ABNAETCS
bonee npoctbiM U 6Gonee ObLICTPbIM MEXaHM3MOM, 4YeM CEeTEBOW MapLupyTM3aTop.

HekoTopble koMMyTaTOpbl UMEIOT OYHKLMIO MapLupyTu3aTopa.

TCP (Transmission Control Protocol / lpoTtokon ynpaBneHua nepepaven) —
OQVH N3 OCHOBHbIX CETEBbLIX MPOTOKONOB NHTEepHeTa, NnpegHas3Ha4YeHHbIn AN ynpaBneHus
nepegaden AaHHblx B cetax n nogcetsax TCP/IP. TCP - 3To TpaHCNOPTHbIA MEeXaHu3M,
npeaocTaBSWNN NOTOK JaHHbIX C NpeaBapuTenbHON YCTAHOBKOM COeANHEHMUS, 3a CYHET
3TOr0 AaloLlnin YBEPEHHOCTb B OOCTOBEPHOCTM MOSflydaeMbiX OaHHbIX, OCYLLUECTBMSET
NMOBTOPHbLIN 3aMpoC AaHHbIX B Cliyd4ae noTepu AaHHbIX U yCTpaHseT gybrnvpoBaHue npu

nonyyeHnn AByx Konui ogHoro naketa (cm. Takke T/TCP).

TTL (Time-to-live) — npenenbHbIM Nepuog BPEMEHM WU YUCNO UTEpALUA UK
nepexogoB, 3a KOTopbii Habop MAaHHbIX (NakeT) MOXeT CywecTBoBaTb A0 CBOEro
ncyesHoBeHus. 3HavyeHne TTL MOXeT paccMaTpuBaTbCs Kak BEPXHASA rpaHuua BpeMeHu
cywectsoBaHua IP-gentarpammbl B cetn. lNone TTL yctaHaBnuBaeTtca oTnpaBuTenem
AentarpaMmmbl U YMEHbLLAETCS KaXabiM Y3110M (Hanpumep, MapLupyTM3aTopoM) Ha NyTu ero
cnegoBaHusi, B COOTBETCTBMM CO BpeEMEHeM npebbiBaHWs B OAHHOM YCTPOWCTBE WIM
cornacHo npotokony obpabotkn. Ecnn none TTL cTaHOBUTCA paBHbLIM HyIO 4O TOrO, Kak

p,eﬁTarpamma r|p|/|6y,1:|,eT B MYHKT Ha3Ha4e€HUA, TO TaKas ,qeﬁTarpamma 0T6paCbIBaeTCFI n
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otnpasutento otcbinaetca ICMP-naket ¢ kogom 11 — «[llpeBbilleHMe BpPEMEHHOro

NHTepBanay.

UDP (User Datagram Protocol / lpoTokon gentarpamm nonb3oBatens) — 370
nNpoToKoNn obMmeHa OaHHbIMWM C OrpaHUYEHUSIMU Ha MepecbifiaeMble AaHHble MO CeTw,
ncnonb3ytowen npotokon IP. MNpoTtokon UDP saBnsetca anbtepHatuBon npotokony TCP.
Mpenmywectso npotokonia UDP coctomT B TOM, 4YTO ANns HEro Heobs3aTenbHa gOCTaBKa
BCEX JaHHbIX M HEKOTOPble NakeTbl MOryT BbITb MPONYLUEHbI, ECIN CETb NeperpyxeHa. 3710
ocobeHHO yoobHO Mpu nepefadve BuaeomaTepuarioB B pexuMMe pearnbHOro BpeMeHW,
MOCKOSbKY HE MMeEeT CMbICMa NOBTOPHO NepefaBaTh yCTapeBLUyo MHAOPpMaLMo, KoTopas

BCE paBHO He byaeTt oTobpakeHa.

UPnP (Universal Plug-and-Play) — TexHonorusi, nossonsiowasa nepcoHanbHbIM
KOMMbOTEPAM W  UHTENMEKTyasrbHbIM CeTeBbIM CUCTEMaM (Hanpumep, OXpPaHHOMY
obopynoBaHuio, pasBriekaTesnbHbIM YCTPOUCTBAM WM UHTEPHET-LUI03aM) COeaUHATLCS
Mexagy cobon aBTOMaTMyeckn M paboTaTb COBMECTHO 4yepes3 eauHyt ceTb. lNnaTtdopma
UPnP cTpoutca Ha OCHOBE Takmx WHTepHeT-ctaHgapToB, kak TCP/IP, HTTP n XML.
TexHonorna UPnP nogaepxuBaeT ceTeBble NHMPPACTPYKTYpbl NpakTudeckn noboro tmna -
Kak npoBoaHble, Tak u 6ecnpoBoaHble. B Mx 4mMcno, B 4acTHOCTU, BXOOAT KabemnbHbIN
Ethernet, 6ecnpoBogHble cetu Wi-Fi, cetTm Ha ocHoBe TenedOHHbIX NUHUK, NUHUIA
anektponutaHna u np. lNogoepxka UPnNP peanusoBaHa B onepaunoHHbIX cucTemMax

Windows.

URL (Uniform Resource Locator / EguHbIn yka3aTtenb pecypcoB) — 370

CTaHOapTM3MpPOBaHHbIN cnocob 3anucy agpeca pecypca B ceTu VHTepHer.

WAP (Wireless Application Protocol / BecnpoBogHOM NPOTOKON nepegayun
AaHHbIX) — NPOTOKON, CO34aHHbIN cneumansHo ona GSM-ceTel, rge Hy>XHO yCTaHaBnNuBaTb
CBA3b MOPTaATMBHbLIX YCTPOUCTB C ceTbto WMHTepHeT. C nomowbto WAP nonb3oBaTtesb

MOBUIBHOro YCTPOMCTBA MOXET 3arpyaTb U3 cetu MIHTepHeT ntobble undpoBble faHHbIE.

Web-server /| Beb-cepBep — 3T0 cepBep, npuHumatrowmin HTTP-3anpocbl oOT
KnueHTtoB, obblMHO Beb-6paysepos, u Bbligarowmin um HTTP-oTBeTbl, 06blMHO BMecCTe C

HTML-cTpaHunuen, nsobpaxeHuem, ansom, meamna-noTokom unm gpyrmmm gaHHbIMU.

Wi-Fi (Wireless Fidelity, nocnoBHo — «6ecnpoBogHasi TOYHOCTb») — TOProBas
mMapka npombiwrnieHHon rpynnbl «Wi-Fi Alliance» gns 6GecnpoBogHbIx ceTen Ha ©6ase

ctaHgapta |IEEE 802.11. Jlioboe obopynoBaHue, cooTBeTcTBYoWwee crtaHaapty |EEE
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802.11, moxeT 6bITb NpoTecTnpoBaHo B Wi-Fi Alliance onsi nonyyYeHns cOOTBETCTBYHOLLETO

cepTudukaTa 1 npasa HaHeceHua norotuna Wi-Fi.

W-LAN / BecnpoBogHaa LAN - 310 6GecnpoBogHas nokanbHas CceTb,
ncnonb3yrLlas B Ka4eCcTBe HOCUTENSA PaaMoOBOSHbLI: GecnpoBogHOE NOAKMIOYEHME K CETU
KOHeYHOro nonb3oBatens. [nss OCHOBHOW CETEBOW CTPYKTYpbl OObIMHO MCMOSb3yeTcs

kabenbHoe coeanHeHue.

WPS (Wi-Fi Protected Setup) - craHgapt, npegHasHavyeHHbIM Ons

noslyaBToMaTM4ecKkoro cosgaHus 6ecnpoBofHOM AomMaluHen ceTtu. [lpoTokon npussaH

oKasaTb MOMOLLb MNOSb30BaTENAM, KOTOpble He 00MagatT LWMPOKAMM 3HAHUAMU O
BGesonacHocT B 6ecnpoBOfHbIX CETAX, W KakK CNeacTBUE, UMEKT CrOXHOCTU Mnpu
ocywectBneHnn Hactpoek. WPS aBTomatudeckm o603Ha4YaeT uMma ceTu wn 3agaeT
WwnpoBaHne, Ana 3awuTbl OT HECAHKUMOHMPOBAHHOIO AOCTyna B CeTb, NPU 3TOM HeT

Heo6XxoaMMOCTM BPYYHYt0 3aaBaTb BCe NapamMeTpbl.

AnroputMm cxatus BuMAOeo — 3TO MeToAMKa YMeHbLueHUA pasmepa anna
undgpoBon BuAeo3anucKM NOCPEACTBOM  yaaneHus rpaduyeckux OSNemMeHTOB, He

BOCIMPUHMMaeMbIX YeJslioBe4eCKNM rna3oM.

BapucgokanbHbin 00BLEKTUB — OObEKTMB, MO3BONSAOLWNA  UCNOMb30BaTb
pasnuyHblie POKYCHblE PaCcCTOSHUSA B MPOTMBOMONOXHOCTb OO BbEKTUBY C (PUKCUPOBAHHbBIM

(pOKYyCHbIM pacCTOSTHUEM, KOTOPbIA UCMOMb3YeT NULLb OAHO PacCTOSHUE.

BuTtas napa — Bua kabens cBa3w, npeactaBnsieT cobol ogHy UM HECKONbKO nap
N30MMPOBAHHbLIX MNPOBOAHMKOB, CKPYYEHHbIX MeXay Cco6oi, MOKPbITbIX MAacTUKOBOM
obornoukon. CBMBaHME NPOBOAHUKOB MPOU3BOANTCS C LENbIO MOBLILLEHWS CTEMEHM CBA3M
Mexay coboli MPOBOAHUKOB OOHOWM Napbl (3MeKTpoOMarHUTHasi MoMexa oAMHAKOBO BIUSIET
Ha oba npoBoda napbl) U MOCHEOYHLIEro YMEHbLUEHUST 3NEKTPOMAarHUTHbIX MOMEX OT
BHELLUHNX UCTOYHMKOB, a Takke B3aMMHbIX HAaBOAOK Npu nepenadve auddepeHumanbHbIX

CUIrHanos.

Bblgepxka — MHTepBan BpPeMeEHM, B TeyeHue KOTOpOro CBeT BO3AENCTBYET Ha
y4acTOK CBETOYYBCTBMTENBLHOrO Martepuarna Mnu CBEeTOYYBCTBUTENbHOW MaTpuubl ANns

coobLLEeHns eMy onpeaenéHHON 3KCNo3nUnn.

[eTeKkTop ABMXEHUA — 3TO annapaTHbIi MO0 NPOrpaMMHbIN MOAYMb, OCHOBHOM
3afjayen KOToporo siBnsieTca obHapyXeHne nepemMeLLarolmMxca B none 3peHnsa kamepbl

0OOBbEKTOB.
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Hetektop caboTaxa — 9TO nNPOrpaMMHbLIA MOLYSb, KOTOPbLIA MO3BONSAET

oBGHapyXmBaTb TakuMe CUTyauun, Kak: pacdOKyCUMpOBKa, NepekpbiTue unu 3acBevnBaHue
n3obpaxeHns, OTBOPOT KamMepbl, YacTU4YHas noTepst curHana. NpuHumMn AencTemsi OCHOBaH
Ha aHanuM3e B peXxume pearibHOro BPEMEHU U3MEHEHMUSI KOHTpAacTa NokarnbHbIX obnacren
KagpoB M3 BMOEOMNOTOKa, Mofy4Yaemoro C Ternekamepbl-geTektopa. [deTektop caboTaxa
aBTOMaTM4eckn BblbupaeT obnactM KagpoB, MO KOTOPbIM HEoBXoAMMO OLEeHMBaTb
N3MEHEHNE KOHTPACTHOCTM BO BPEMEHM U, €CNNU M3MEHEHME KOHTPACTHOCTM B 3TUX
obnacTax npesbillaeT HEKOTOPbLIN OTHOCUTENbHbLIN NOPOr, MPUHUMAET peLleHne O noTepe

«noJyie3Horo» BnageocurHana.

HOwadpparma (ot rpey. diaphragma — neperopogka) — 370 oTBEpPCTUE B 0ObEKTUBE
Kamepbl, KOTOpOE perynupyeT KONM4YecTBO CBeTa, NonagaroLlero Ha maTpuuy. MameHeHne
pasmepa anadparmbl NO3BOMSAET KOHTPONMPOBATL LIENbIA psg Noka3aTenen, BaXKHbIX AN

noJjiydyeHna Ka4eCTtBeHHOro I/I306pa)KeHl/lﬂ.

oMeHHOe wuMA — 93TO onpegeneHHass OykBeHHas MOCNeLOBATENbHOCTb,
o60o3HavaroLas uMsi cariTta unu Mcnosibdyemas B UMeHax 3f1eKTPOHHbIX MOYTOBbIX SLLUKOB.
[loMeHHble MMeHa 4aloT BO3MOXHOCTb aApecaunn MHTEPHET-Y3I0B U PAcnOnOXeHHbIX Ha
HUX CETEBbIX pecypcoB (BebG-canToB, CEPBEPOB SMNEKTPOHHOM MOYTbl, OPYruX cnyxb) B

ynobHom ans yenoseka opme.

UK-noacBeTka (UK-npoxektop) — ycTponcTtBo, obecneumarowlee MnoaCBETKY

ob6bekTa HabnaeHMs C U3NyYeHMeM B MH(PaKpacHOM Auana3oHe.

Kamepa «peHb/HOYb» — 3TO Buaeokamepa, npeaHasHayeHHas Ans paboThbl
KPYrmnoCyTO4YHO B pasHbiX YCMOBUSX OCBELLEHHOCTU. B ycrnoBusix sSipKkoM OCBELLEHHOCTMU
n3obpaxeHne uBeTHoe. B TemMHOe BpemMsa CyTOK, KOraa SpKan CBeT nponagaet, wu
Ha4YMHaKOTCS CyMepKkn, u3obpakeHune CTaHOBUTCS 4YepHo-Oenoe, B pesynbTaTe 4ero

noBbllLaeTCA YyBCTBUTESIbHOCTb.

Kopek — B cuctemax CBs3M Kogek — 3T0 0OOblMHO kopep/aekopep. Kopeku
NCNONb3YKTCA B WMHTErpMpPOBaHHbIX Lenax WNn MuKpocxemax nns npeobpasoBaHus
aHanoroBbIX BUOEO0- U ayaMocurHasnos B LmdpoBon popmaT Ansa nocneayrolen nepegadu.
Kogek Takke npeobpasyeT npyHUMaemMble LNPOBbIE CUrHamNbl B aHanorosbin oopmat. B
KoOeke ogHa MUKpOCxXema ucnonb3yeTcs Ans npeobpas3oBaHMs aHanoroBoro curHana B

unMdposonm M UMPOBOro curHara — B aHanoroBbld. TepMuH «Kogek» Takke MOXeT
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OTHOCUTbLCA K KOMI'IpeCCVIVI/,D,eKOMI'IpeCCVIVI, M B 3TOM Cliy4ae OH 00bl4YHO O3Ha4aeT anropuTm

UM KOMMbIOTEPHYIO NPOrpaMmy Ans yMeHbLUeHUs1 o6bema haiinioB U NPorpamMmm.

Hopmaano 3aMKHYTbl€ KOHTAaKTbl — TakKadA KOHCTPYKUMA OaTyuUKa, KOTOpadA B

NnacCMBHOM COCTOAHUN UMEET 3aMKHYTble KOHTaKTbl, @ B aKTUBHOM — Pa3OMKHYTbIE.

HopManbHO pa3oMKHyTble KOHTaKTbl — Takasi KOHCTPYKUMUSI AaTymka, KoTopas B

NacCMBHOM COCTOAHUN MMEET PA3OMKHYTbI€ KOHTAKTbl, @ B aKTUBHOM — 3aMKHYTbIE.

O6beKkTuB - 3TO 4acTb onTU4eCcKomn CUCTEMBbI BMaeoHabnogeHus,

npegHasHavYeHHad and (bOKyCVIpOBKI/I NOTOKa CBeTa Ha MaTpuue Bngeokamepobl.

OTHOwWweHMe curHan/wym — YUCMEHHO ONpeaensieT coaepXaHne napasvTHbIX
lwymoB B curHane. Namepsietcsa B aeunbenax (ob). Yem Gonblie 3HadYeHne OTHOLLUEHUS

CI/IFHaJ'I/LLIyM Ans BugeocurHana, TeM MeHbLUE MOMEX U UCKaXXEHUN UMeeT |/|306pa>KeH|/|e.

MNukcenb — 3TO oOAgHaA M3 MHOXECTBa TO4YEK, COCTaBMAOWMX LUGPPOBOE
n3obpaxeHune. LIBET M MHTEHCMBHOCTb KaXOo0ro NMUKCENs COCTaBNsET KpoLLeyHy obnacTb

n3obpaxeHus.

Mpokcu-cepep (Proxy — npeacraBuTesnlb, YNOSIHOMOYEHHbIN) — cryxba B
KOMMbIOTEPHbIX CETAX, NO3BOMAIOLLAs KNIMEHTAM BbIMOMHATbL KOCBEHHbIE 3anpoChl K ApYrnm
ceteBbiM cnyxb6am. CHavana KnMeHT MOAKMNIYaeTcsl K NPOKCU-CEPBEPY M 3anpalumBaeT
Kakon-nnbo pecypc, pacnofioXeHHbI Ha Opyrom cepBepe. 3atemM MpoKcu-cepsep nNnbo
NoOKIYaeTCa K yKazaHHOMY CepBepy M nornydaeT pecypc y Hero, nnbo Bo3BpaluaeT
pecypc u3 CcoOOCTBEHHOro kawa. [lpokcu-cepBep MO3BOMSET 3aluwaTb KIMEHTCKUN

KOMMNbOTEP OT HEKOTOPbIX CETEBbLIX aTaK U NMOMOraeT CoOXpaHATb aHOHMMHOCTb KITMEeHTAa.

MpoTokon — cTaHgapT, onpeaensaowmnn nosegeHne QPyHKUMOHanbHbIX 610KoB npu
nepegade gaHHbix. Popmanm3oBaHHble NpaBuna, onpeaenstoLwmne nocrneaoBaTenbHOCTb U
dopmaT COOOLLUEHNA, KOTOPbIMM OOMEHMBAKOTCSA CETEBblE KOMMOHEHTbI, Nexalune Ha

OHOM YpPOBHE, HO B pa3HbIX y3rax.

PaspelweHne mn3obpaxeHMA — 3TO KOMUYECTBO MUKCENEN (TOYEK) Ha eauHuLy
nnowaan n3obpaxeHus. Miamepsaerca B meranukcensax unu otobpaxaerca B BuAe ABYX
BENNYMH — BbICOTbI U LUMPUHBLI N306paxeHus. BoicoTa u WnpnHa Takke B AaHHOM cryyae

N3MEPAITCA B NMUKCETIAX.
Py‘-lHaﬂ p,ua(pparma — MNPOTUBOMNOJIOXKHOCTb aBTOMaTU4YECKON ,D,Ma(bpaFMbl, T.C.
HaCTpOIZKa Lll/laCbpaFMbl KaMepbl OO0JDKHa BbIMOJTHATECA BPYYHYHO ONA  perynmpoBKn

KonmnyecTtBa CcBeTa, JOCTUraroero 4yBCTBUTENIbHOIO 3y1IiEMEHTA.
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CBeTocuna oobekTuBa — 310 XapaKTepucTtunka, nokadbiBarwllasd, Kakoe KoJin4ecTtBo

cBeTa cnocobeH nponyckaTb AaHHbIM 00bekTUB. YemM 6onblue MakCcMMarbHbI uameTp
OTKpbITOM Auadparmbl (MK, COOTBETCTBEHHO, YeM MeHblle F-yucno), Tem 6Gonbluee
KONMM4YeCTBO CBETa MOXET MNonacTb CKBO3b OOBEKTUB Ha (POKanbHYyt MAOCKOCTb, U TEM

BbllLe cBeTocuna 06beKkTUBa.

Cumnnekc — npu CUMMIIEKCHOWN CBSA3N CETEBOW Kabenb UM KaHam CBA3U MOXeT

MCNoJ1Ib30BATbCA AJA nepeaadn VIH(pOpMaLI,VIVI TOJ1IbKO B OAHOM HanpaBJ1ieHUN.

Ynu4yHas BuaeoKamMepa — 3TO KaMepa BMnaeoHabnoaeHus, KOTOpad obnapaet
BCEMWN HEobXooMMbIMU Xapaktepunctnkamum 3alinTtbl OT BITUAHUA BHELUHeN cpeaobl Aonda

paboTbl Ha ynuue.

LiBeTHas BMaeokamepa — 3TO kaMmepa, KoTopasa faeT uBeTHoe nsobpaxeHue. Mo
onpegerneHnio MaTtpuubl BuAeokaMep 4YepHo-6enble, a AN NOSlyYeHUs LBETHOro
N300paxkeHnsa BO3Ne KaXaom ss4erkn Matpuubl opmMupytoTes LuBeTHble ounbTpbl. [lepBbin
UNbTP MNPUBHOCUT KPACHYIO COCTaBMSOLLYIO LIBETA, BTOPOWN 3eSIeHY0, a TPETUN CUHIOH.
Takum obpasom, TpU SYENKN CTAHOBATCSA OOHOM TOYKOM B LBeToBOM hopmate RGB.
CnepoBaTenbHO, BMECTO TpPeX NMUKCeNen Ha pesynbTupyroLemM n3obpaxeHum Mbl noiyyaem

TOJIbKO OOUH.

AnekTpomexaHunveckun UK-cpunbTp — npeacraenset cobor yCTPOMNCTBO, KOTOPOE
CNOCOBHO B OOHOM pexume noAaBnsaATb WHEPaKpacHbIn AvanasoH npy  NOMOLUM
nHdppakpacHoro UK-dunbtpa, a B gpyrom pexume UK-punbtp  ybupaetcs

AN1EKTpoOMeXaHNn4YeCkn, Taknmv 06pasoM, aernada JOCTYyNMHbIM BECb CNEKTP CBETOU3ITYHEHUA.
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