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Be\fVARD Inasa 1. Hncmpykyus no 6ezonacnocmu

NnaBa 1. UHCTpYKUMA no 6e3onacHOCTU

OnekTpo6Ge3onacHOCTb
YcTaHoBKa M UCNonb3oBaHWe Kamep A0MKHbI MPOM3BOAUTLCS B COOTBETCTBUMN C OBLLIMMU U

MEeCTHbIMU Tpe6OBaHVIFIMI/I SJ'IeKTpO6830|'IaCHOCTVI .

TpaHcnopTupoBKa

KynonbHble kamepbl AOMKHbI ObiTb 3alULLEHbl OT AaBMNEHUsi, BUOpauui U MOBbILLEHHOM
BMaXXHOCTU BO BpEeMSi XpaHEeHUSI W TPaHCMOPTUPOBKW. TpaHCMNOPTUPOBKA Kamep AOIhkHa
npoBoANTbLCS B pa3obpaHHOM BuAae B ynakoBke npoussoautens. FapaHTuiHble o6sizaTenbCcTBa He
pacnpoCTPaHsATCA  Ha  MOBPEeXAEeHWsi, MOmyyYeHHble B pe3ynbTaTe  HenpaBUSbHON

TPaHCMOPTUPOBKM.

YcTtaHoBKa

3anpellaeTcs ycTaHOBKa Kamepbl B NOOOM MOMOXEHUW, He npegyCMOTPEHHOM
PykoBOACTBOM MO NOAKMOYEHMIO.

He npukacantecb K oNTU4ECKUM AeTansiM BO nsbexaHue nosiBfieHns uapanuH, Tak Kak OHK
MOTYT NOBMMATb HA KQ4eCTBO MOy4aeMoro n3obpaxeHus.

3anpeluaeTcs OTKpyYMBaTh BUHTbI UM CHUMATb KPbILLKY Kynosa, a Takke CaMOCTOSITENTbHO
PEMOHTMPOBATL YacTU NOBOPOTHO-HAKNOHHOrO MexaHnama. O6cnyXmBaHme M peMOHT yCTponCcTBa
OOJIMKHbI NPOBOANTBLCA TONMBKO KBANMOULMPOBAHHBLIM CNeunanncTom.

He nopBepravite kamepy BO34ENCTBUIO MPSAMbIX COMHEYHbIX Nyden, MMBO NMHbIX MCTOYHUKOB
SIPKOro cBeTa, HE3aBMCUMO OT TOro, BKIOYEHA Kamepa Unn HeT. OTO MOXET NOBNUSTbL Ha KA4YeCTBO
nosy4aemoro n3obpaxeHus.

N3berante  Onmsoctm  kamepbl € ycTpoucTBamu,  obnagawowmmm  6onbLinm
ANEKTPOMarHMTHbIM 3dppeKkToM.

Hepgonyctnma yctaHoBKa KaMepbl B MECTax C CUNbHOW Bubpaumei.

BopocTonkocTb
[laHHasi KynonbHO-NOBOPOTHAsA KaMepa HAAEXHO 3aLLUMLLEHA OT NonagaHnsa BHYTPb Kopnyca

BNaru, Nbinn 1 COOTBETCTBYET MeXayHapoaHoMmy ctaHaapTy IP66.

MonHue3awumTa
[aHHble Kamepbl MCMNONbL3YOT TexHornorvwo TVS aOna  nodaBneHWs  UMMNyrbCOB
nepeHanpsiXeHnn Bblcokon MowHocTu (8o 1500 BT), Hanpumep, yaap MOSTHUK, CKa4YOK HanpsbKeHUs

nT.Ao.
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Yucrtka

Ncnonb3ynte MArKyro Cyxyr TKaHb [Ons NPOTMPaHUS BHELIHWX MnoBepxHocTen. [lns
TPYAHOBLIBOAMMbIX NATEH UCNONb3YyNTE HEGOMNbLUOE KONMYECTBO YMCTALLErO CPEACTBa, NOCNe Yero
HaCyXO BbITPUTE NOBEPXHOCTb.

He ncnonb3ynte netyyme pactBoOpuUTENU, TakMe Kak cnuprtocogepxawme cpeacrea, 6eH3nH

n Apyrve, a Takke abpasvBHble CpeCTBa, Tak Kak OHM MOTYT NOBPeANTb KOPMyC Kamepsbl.

B cny4yae HeKoppeKTHOM paboTbl Kamepbl:
e Npu oBHapyXeHun gbiMa UM HeobbIYHOMO 3anaxa;
e puv NnonagaHum BoAbl UK APYrMX NOCTOPOHHNX OO BEKTOB BHYTPb;

e NPV NageHnn Nnn noBpexgeHmn Kopnyca:

BbinonHuTe cneayrowme AeNCTBUA:
e  OTKNIOYMTE Kamepy OT UCTOYHUKA NUTaHUSA U OTCOEANHUTE BCe OCTalbHble NpoBoAa.
Ceskutecn ¢ cepucHbiM LeHTpoM OO0 «HIMIM «berapn». KoHTakTHbIE AaHHbIE Bl MoXxeTe

HaWTW Ha canTe http://www.beward.ru/.
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Be\’vARD Inasa 2. Obwue ceedenus

MnaBa 2. O6wue cBegeHus

‘ ()

BE\WARD

Puc. 2.1
CkopocTHas kynomnbHo-noBopoTHas IP-kamepa BEWARD B56-30R (Puc. 2.1) ¢ nogaep»xkon

dopmaTta cxatmsa H.265 ugeanbHO noaxoauT Ana cosdaHust npodecCcUoHarbHOM CUCTEMBI
BUOEOHaON0AeHNS Ha Takux 0ObeKTax, kak aBTOCTOSAHKM, BOK3arbl, a3ponopTbl, Marble U KpynHble
npeanpuaTUL, CKIaackme noMeLlleHusl, NPOu3BOACTBEHHbIE JNIMHUKN, TOProBble LEHTPbl, ydebHble
Komnniekcol 1 gp. 2-meranukcenbHbin KMOIM-ceHcop SONY Starvis ¢ dyHKUMEN NMpOorpeccuBHOro
CkaHMpoBaHus  obecrneumBaeT  BbICOKYD  AeTanu3auuio  U300pakeHust C  KOPPEKTHOW
uBeTonepenaden. BcTpoeHHas cuctema KOHTPONsi MMKPOKIIMMAarta MO3BOSSAET 3KChnyaTupoBaTb

B56-30R B 60MbLUMHCTBE POCCUMIACKMX PEMMOHOB B TeMNepaTypHoOM auanasoHe ot -40 go +50°C.

2.1. OcobeHHOCTHM |IP-kKamepbl B56-30R

o 2-meranukcenbHbin KMOI-ceHcop SONY Starvis ¢ nporpeccuBHbIM CKaHMPOBaHNEM

e Pexum Full HD peansHoro spemeHu

e [1BOMHOE KoOupOBaHWe BuaeornoToka B dopmartax H.265/H.264/MIJPEG B peanbHom
BpEMEHU

e YacrtoTa kagpoB Ao 25 k/c ans Bcex paspeLleHni

e BcTpoeHHbin Beb-cepBep no3BonsieT BeCTM HabnogeHue n HaACTPOWKY Mpu MOMOLLM
cTaHgapTHoro Beb-6paysepa

e Ayavosxop, ayavoBbIXO4

e BcTpoeHHbIn aeTekTop ABMXEHMSA (40 4-eX HacTpaMBaeMbIX 30H AeTeKLNN)

e TpeBOXHbIN BXOA, TPEBOXHbLIN BbIXOA

¢ [lnanasoH naHopamupoBaHus: 360° HenpepbIBHO

e [lnanasoH HaknoHa: ot 0° go 90°

e 60 3anoMMHaeMbIX NO3ULINI

¢ [laTpynupoBaHue no 3agaHHOMYy MapLupyTy (4 wabnoHa) n py4yHoe ynpasreHune
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2.2. KoMnnekT nocTtaBKu

o KynonbHo-noBopoTHas IP-kamepa
o KpoOHLITENH ONS KpenneHns KaMepbl Ha CTEHY
o Komnnekr Kpenexa, KneMMHble pasbeMbl

e YnakoBo4Has Tapa

NMPUMEYAHUE!

UHdopmaumio 0 KOMMNEKTe MNOCTaBKM Kamepbl YTOYHAWTE Ha caute http://www.beward.ru/ un

HenocpeAcTBEHHO Npu NokKyrnke 06opyLoBaHuUS.

2.3. OnucaHue pa3bLEeMOB KaMepbl

N O ghR W N =

1 — CeTteBou pasbeM (RG-45): pasbeM AN NOAKNIOYEHNSA KaMepbl K CETU MHTEPHET,
poyTepy nnu kKommyTaTopy npu nomowm ctaHgaptHoro 8P8C (RG-45) witekepa.

2 — RS485: npegHasHayeH Ans NoAKtoYeHns nynsToB ynpasneHnsa PTZ.

3 — TPeBOXHbIN BXOA: TPEBOXHbIN BXOS, CAY>XUT ANSA NOAKNIOYEHNS BHELUHNX JaTYNMKOB
(Hanpumep, gaTtynka o6bema).

4 — KHonKa cbpoca (Reset): npegHa3HavyeH ans copoca HacTpPoek Kamepbl 40
habpunyHBbIX.

5 — TPeBOXHbIN BbIXOA: TPEBOXHbIN BbIXOA CIYXUT AN5 NOAKMIOYEHNSA UCMONHUTENbHbIX
YCTPOWCTB (Hanpumep, usseLlarens).

6 — ayamMoBxoA: npeaHasHadeH Ans NoAKMIOYEHNS BHELWHEro MMKpogoHa.

7 — ayAMoBbIXoA: NpeAHasHayeH Ans NogKNioYeHns akTMBHOM ayAMOCUCTEMBI.

8 — KOHTaKTbl MUTAHUA: NEPEMEHHbIN TOK 24B, 2A
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NnaBa 3. NoagrotoBka K ycTaHoBKe |P-Kamepbl

3.1. PekomeHpaumm no yctaHoBKe
B maHHOM pasgene npuBedeH KpaTKuidi CrMCOK peKkoMeHAauwid, KoTopble Heob6Xogumo

yUnUTbIBaTb NMPU MOHTaXe OGOpyD,OBaHI/lFl BI/ILI,eOHa6J'II'OD,eHVIF|.

PekomeHpaumm no pasmeLeHno Kamepbl:

o KynonbHo-noBopoTHasa kamepa BEWARD B56-30R npegHa3HayeHa Ansa OCyLLeCcTBeHNd
BMOEOHabNo4eHNsa Ha ynuue ¢ NpedenbHoOn TeMmnepaTypon akcnnyataumen ot -40 go
+50°C.

e V3berante nonagaHus Ha kamepy MPsIMbIX COSIHEYHLIX JyYen B TEYEHUEe ANUTENbHOro
BPEMEHM, a TaKKe HaxoXAeHusi MoBnM30CTM OTONUTENbHbIX M/MNKM oborpeBaTenbHbIX
npnbopos.

e lcnonb3ynte MonHMe3awmTy UM [POMOOTBOA ANA  3aluTbl  OT  HaBegeHHoro
3NEKTPOMarHMTHOro UMNynbca rPO30BbIX Pa3PAL0B.

e Kamepa pomkHa ObiTb 3a3emneHa. [ns pasgenbHOro 3a3emMrieHusi ConpoTUBMEHME
OOJMKHO ObITb He MeHee 4 OM, a ceyeHne 3a3eMnSLWLEro COeaNHNTENBHOrO NpoBoaa —
He MeHee 25 MM,

e HenpaBunbHasi paccTaHOBKa Kamep BWOEOHAbOMOOeHNs nNpuBEOET K MNOSBNEHUIO
HeXenaTersibHbIX «CIenbix» 30H, KoTopble OyayT ocTaBaTbCsl BHE 0603peHns oneparopa.

e |130erante 6nmM30CTM C BOAOW UM UCTOYHMUKAMM BNaXHOCTU.

e [3Gerante 61M30CTM C yCTPONCTBAMU-TEHEPATOPAMM MOLLHbBIX 31IEKTPOMArHUTHbLIX BOSH.

e Ybeantecb B BO3MOXHOCTM pasMeLLeHMs YCTpPOWCTBA C y4yeToM noaBoda
coeauHNTENbHLIX Kabenen.

o W3berante cnocoba kpenneHus Kamepbl, AOMYCKalLWEero 3HauuMTernbHy0 BuMOpauumio.
[aHHoe BO34eNCTBME CHU3UT IPPEKTUBHOCTL [AEeTeKTopa ABMXKEHUS U YEeTKOCTb
n3obpakeHnsi B LieSIoM.

e Yb6eanTtechb, YTO yCTaHOBKA KyMNOfIbHO-MOBOPOTHOW KaMepbl U €€ KOMMNOHEHTOB NPOXOANT
Nno BenMYMHE MAaKCMMarlbHOW [OMyCKaeMOW Harpyskum Ha HeCyLlyld MOBEepPXHOCTb U
KpoHwTerH. XenaTtenbHo, 4TOoObl MakcMManbHasi A4onyckaemas Harpyska npesbillana
BEC KaMepbl 1 ee KOMMNOHEHTOB, Kak MUHUMYM, B 4 pa3a.

e Kamepbl BuaeoHabnogeHna HeobxoamMmo pasmeLlatb Tak, Y4Tobbl Kak cryvanHoe, Tak u
cneunanbHOe NOBPEXAEHNE NNN U3MEHEHME HanNpaeneHus o63opa GbINI0 HEBO3MOXHO.

e HanpaBneHne o63opa kamepbl (30Ha BUOeoHaONAEHNA) [OMKHO ObiTb TOYHO

onpeaeneHo Ha MOMEHT YCTaHOBKW.

PekomeHgauuun no npokKnaake Kabensa BuTasn napa:

PykoBoAcTBO Mo NOoAKMOYEHUIO KyNnosibHO-MOBOPOTHOU KaMmepbl B56-30R m
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e B kopugopax xenaTternbHO NpoKnaabiBaTb NMy4Yky aNeKTpUYecknx n cnaboTouHbix kabenen

no pasHbIM kabenenposogam v kaHanam, NPoOXo4sALLMM MO PasHbIM CTEHAM.

e [lonyckaeTcs B ogHOM Kabenb-kaHane npoknagbiBaTb BUTOMAPHbIE U 3NEKTpUYeckne
kabenu B pasHbIX OTCEKax UMK CEKUMAX, MMEIOLLMX CNIOLIHbIE NPOAONbHbIE NEPErOPOAKU
N3 Hecropaemoro martepvana C npegeriom OrHeCToMKOCTM He MeHee 0,25 4. Tonbko B
pabounx 30Hax Ha paccTosiHUK He Bboree 15-Tn MeTPOB, ecin anekTpudYeckas MOLLHOCTb
Oynet He Gonee 5 kBA.

e OnekTpuyeckne n cnaboTtouHble kKabenun gonyckaeTcsl NpoknaabiBaTe napannensHo Ha
paccTosiHum He meHee 50 MM Apyr OT gpyra B pasHblx kabenenpoBogax uMnu CeKkumsix
kabenenpoBofoB. Ecnv HanpsXeHHOCTb anekTpuyeckoro nons, obpasywouerocs oT
anekTpudeckoro kabens, 6yaet 6onee 3 B/M, TO HEOOGXOOUMO YBENUYUTL PaccTosiHMe
MEeXOy JNeKTpuyYeckMMyn 1 cnaboToyHbIMM  Kabensamm WnNnm  CHU3UTb  YPOBEHb
3NEKTPOMarHUTHbIX NOMEX.

e BuTonapHble n anekTpudeckue kabenu LOIMKHbI nepecekaTbCsi TOMbKO NoA NPsiMbIM
Yrnom.

e HeakpaHnpoBaHHbIe BUTONapHbIe kabenu AOMKHbI NPOXOAUTbL HA PACCTOSIHUM HE MeHee
125 MM OT rasopaspsigHblX namn OHEBHOrO cBeTa (NTIOMUHECLEHTHBIX Nammn) u Apyrux
BbICOKOBOJIbTHBIX YCTPOWCTB, COAEPXKALLMX PA3PSAOHUKN.

e HeakpaHnpoBaHHbIE BUTOMNAPHbIE Kabenn AOMmKHbI NPOKNaabiBaTbCA HA PAcCTOSAHUMN He
MeHee 1.5 MEeTpPOB OT UCTOYHMKOB CUJIbHbLIX 3NEKTPOMArHUTHbIX MOMeEX, obpasyoLmx
HaNPsPKEHHOCTb 3N1EKTPUYECKOro Nonsi cebiwwe 3 B/m.

e PacnpepenutenbHble yCTPOWCTBaA C 3adeNaHHbIMM HESKPAHMPOBAHHLIMU BUTONAPHbLIMMK
kabenammn JOoMmKHbI pacnonaraTbCsi Ha PpacCTOAHUN He MeHee 3-X METPOB OT UCTOYHMKOB
CUNbHbIX 3NIEKTPOMArHUTHbIX MOMEX, 06pasyoLLMX HaNPSXKEHHOCTb 3NIEKTPUYECKOro Nons
cBbilwe 3 B/m.

e [lpoknagka BUTON Napbl MEXAY TOYKaMU NOAKITHOYEHNST [OIPKHA NPOM3BOAUTHCS LENbIMM
Kyckamu, npv 3TOM HanpaBfeHue Tpacchbl crieqyeTt 3apaHee npogyMatb Tak, Y4ToObl eé
NPOTSXKEHHOCTb Oblfla Kak MOXXHO MEHbLLE.

e MvHMManeHbIV paguyc nsrnba anga kabens — yeTblpe guameTpa kabensa (vnu 1 gronm=2,5
CM), HO CyLeCcTBYIOT pekomeHAauun pasmMewatb Kabenb Takum o06pas3om, 4TOObI
obecneymsaTb M3rnbd pagnycom 2 gronma (5 caHTUMETPOB).

o MakcumanbHas anuHa cermeHTa gosmkHa obiTb He 6onee 100 meTpoB.

PykoBoACTBO NO NOAKNIOYEHUIO KYNOJSIbHO-NMOBOPOTHOW Kamepbl B56-30R



Be\’vARD Tasa 2. Obwue ceedenus

3.2. O6wue cBegeHnA o0 cOopke Kamepbl

KpoHWTENH kamepbl M3 KOMMIEKTa MOCTaBKM COCTOMT M3 ABYX 4acten: 1) vactb ansd

HaCTEHHOro KpenneHus, 2) dnaHew ans notonovHoro kpennenus (Puc. 3.1).

Puc. 3.1
[nsa HacTeHHoro kpenneHust TpebytoTca obe YacTn KpoHLWTENHa.

,D,J'IFI NOTOJIOYHOrO KpenreHnda NCnonb3yeTCA TONMbKO (bnaHeu,.

BHUMAHUE!
MoHTa)Hasi NOBEPXHOCTb AOMKHA BblAepXKMBaTb HarpysKky, B YeTbipe pasa npeBbillatollyto CyMMapHbI
BEC Kamepbl M KpOHLWTElHa. Yb6eautecb, YTO MOBEPXHOCTb SIBNSIETCA MPOYHOW, a ee MOKpbITUE He

OTClnanmBaeTCA.

CteHa wnu nwobas gpyras nNOBEPXHOCTb, Ha koTopon Bbl cobupaeTeck npounsBecTn
YCT@HOBKY Kamepbl, OOMmKHa ObiTb HENOABWXHOW M NPOYHON. Yb6eauTecb, YTO KPOHLUTEWH,
3aKpensieHHbIN Ha CTEHE, HE CO34acT NOMeX ApYyruMm obbekTam.

Mpn KkpenneHun kamepbl Ha CcTONG MECTO KpenneHus [OOSMKHO COOTBETCTBOBATb
TpeboBaHuaM, ykazaHHbIM B NyHKTe 3.1. YOeantech, 4To CToNO0BOM KPOHLLTENH-aganTep HagexHo
3admKcmpoBaH 1 HenogewkeH. CTonboBon agantep NCNOMb3YeTCH COBMECTHO C KPOHLUTENHOM AN
HaCTEHHOrOo KpenneHns n3 Komnnekra nocTaBKu.

Bbonee nogpobHo cbopka N MOHTaX kaMepbl PaCCMOTPEHbI Aarnee B AaHHOM PykoBoacTee.

PykoBoAcTBO Mo NOoAKMOYEHUIO KyNnosibHO-MOBOPOTHOU KaMmepbl B56-30R m
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Be\'vARD I nasa 4. Moumaoic kamepol

naBa 4. MoHTaXx KamMepbl

4.1. HacTteHHOe KpensneHue

BHUMAHMUE!
MoHTa)Hasi NOBEPXHOCTb AOKHA BblAEpXKMBaTb HArpys3Ky, B YeTbipe pasa NpeBbillatoLlyto CyMMapHbI
BEC KaMepbl W KPOHLUTENHA. YOeamutecb, YTO MOBEPXHOCTb SABMSAETCA MNPOYHOW, €€ MOKPbITUe He

OTCnamBaeTCA.

Pacnakyiite kamepy M KpoHWTenH. Npn MOHTaxe HeobXxooumMo yyuTbiBaTb, YTO Kabenb
Kamepbl ABNSIeTCS HECbEMHbIM, OH NPUKPENeH K ee kopnycy. [lanee paccMoTpeHbl OCHOBHbIE LWaru

npouecca MOHTaXxa KaMepbl.

War 1: Ha NOBEpPXHOCTU CTeHbl NOArOTOBbTE MECTO Afs KPenneHUsa KpoHLITenHa. [Ons
pa3MeTKN KpeneXXHbIX OTBEPCTUA MOXHO UCNONb30BaTh YCTAaHOBOYHbIE pa3mepsbl (Puc. 4.1) nnbo
caM KpOHLUTENH B KavecTee TpadapeTa.

9@ 5 84
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1%

140
6

Puc. 4.1

[ns HagexHoOCTU W UCKMYeHus BMOpaumi noa OEencTBMEM BeTpa pekoMeHayeTcs
NCNONb30BaTb KPENEXHbIe N3aenus AnameTpom 8 MM 1 AfIMHOW He MeHee 75 MM.

LWar 2: ecnu Bel He ncnonb3yeTe CKPbITYIO NOABOAKY Kabens kamepbl, fopaboTante MecTo
pasmMeLleHust kabens B OCHOBaHUN HacTeHHoM yactu KPOHLUTENHA. Ypanute
(BbINOManTe/BbINUNUTE) MEeTan B MecTe yToHeHus (Puc. 4.2) Tak, 4Tobbl kabernb MOr MOMecTUTbLCA
B obpasoBaBluemcsi Bbipe3e. [locrne ycTaHOBKM kamepbl Kabenb OOIMKEH oOkKasaTbCs Mexay

HaCTEHHOM YacCTbto KPOHLUTENHA N CTEHON.
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B@\,UARD I nasa 4. Moumaoic kamepul

Puc. 4.2
War 3: npogoeHbTe kabenb Yepes driaHey, U HAaCTEHHYI YacTb KpoHwWTenHa. MNMpukpennTte
dnaHeL K HACTEHHOW YacTM KPOHLUTENHA NPU NOMOLLN TpeX BUHTOB M4x16 13 komnnekTa nocTaBku
(Puc. 4.3, a). ObpaTtute BHMMaHue, 4To coeanHeHne 6e3 3a3opa BO3MOXHO TOSTbKO B O4HOM M3 Tpex
OOCTYMHbIX MONOXEHUN.
BcTaBbTe kamepy Bo donaHel, ¢ 3auenamu n nosepHute (Puc. 4.3).

Puc. 4.3

LWar 4: npukpenuTe KPOHLUTENH C Kamepow K cTeHe, obecneumB NNOTHOE MpuneraHue, u

3arepmeTnsnpynTe Mecto Kpennenus (Puc. 4.4).

T

lepmeTumk
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Be\’vARD I nasa 4. Moumaoic kamepol

Puc. 4.4

LWar 5: pasmectuTe coeguMHUTENbBHYIO YacTb kabensa B HE4OCTYNMHOM ANs nonagaHns Braru
MecTe WM B MOHTaXKHOW KOPOOKE CO CTEeneHbk 3aliMTbl OT BHELWHeW cpedbl He MeHee |P54
(cTeneHb 3awWwuTbl 3aBMCUT OT MecTa pa3smelleHusi), Hanpumep — TYCO 67051 ¢ pasmepammu
120x80x50 mm. Mecta BBOOa kabenew [OMKHbI OblTb OOMNOMHUTENBHO 3arepMeTU3MPOBaHbI

repMeTMKOM C BbICOKOW CTeNeHbto aareann k matepmany kadens (MBX) n MoHTaxxHOM kKopooGKu.

BHUMAHMUE!

MoHTaxHasn kopobka HE BXOLOWT B KOMNNEKT NOCTaBKM Kamepbl U NpuobpeTaeTcsa OTAENbHO.

4.2. NMNoTonoy4Hoe KpenseHune

BHUMAHUE!
MoHTa)kHasi MOBEPXHOCTb AOJKHA BbIAEPXKUBATL HArpysky, B YeTblpe pasa MpeBbilLatoLLy0 CyMMapHbI
BEC KaMepbl W KpOHLWITEeWHa. YGeauTechb, 4YTO MOBEPXHOCTb SIBMSIETCS MPOYHOW, €€ MOKPbITUE He

OoTCnamBaeTCA.

Pacnakyinte kamepy v KpOHLUTEWH. [Jrs NOTONOYHOro KpenneHus TpebyeTcs Tonbko dnaHew,
(o60o3Ha4veH undppon 2 Ha PucyHke 3.1).
MNpyn MOHTaxe HeobXoAMMO y4uuTbiBaTb, YTO Kabenb Kamepbl SBNSIETCS HECHEMHbIM, OH

MPUKpenseH K ee kopnycy. [lanee paccMOTPEHbl OCHOBHbIE Larv NpoLecca MOHTaxa KaMepbl.

War 1: Ha noBepxHOCTM MNOTOSIKA MOArOTOBbTE MECTO AN KpenneHus kamepbl. [Ons
pa3MeTKN KpPEeneXHbIX OTBEPCTUMN MOXHO MCMONb30BaTb CaM KpenexHbl riaHel, B KadecTsBe
TpadapeTa. [Ina HageXXHOCTU N UCKITIYEHMS BUOpauun pekoMeHayeTcs NCNoMb30BaTh KpenexHble
n3genusa annMHon He meHee 70 M.

LWar 2: ecnun Bbl He ncnonb3yeTe CKpbITY0 NOABOAKY Kabens kamepsbl, AopaboTante mecto
pa3mMeLLeHns kabensa B OCHOBaHUN KpenexHoro cdnadua. Yaanvre (Bblniomante/Bbinunmute) Metann
B Topue (pnaHua CO CTOPOHblI (PUKCMPYIOLLEro BUHTA Tak, 4Tobbl kabenb MOr nomecTutbCcs B
obpasoBaslemMmcsa Bbipese. [locrne ycTaHOBKM Kamepbl kabenb [OOMKEH okasaTbCa Mexay

KpenexHbIM ornaHuem u kamepon (Puc. 4.5).
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L I'e

Puc. 4.5
LWar 3: npyn nomoLLn Tpex MeTU30B NPUTAHUTE KpenexXHbli driaHeL, K NOTOosKY.
LWar 4: pasamectute Kabenb B Bbipe3, BCTaBbTE Kamepy B KpenexHbl ofiaHew, U NoBEepHUTE

oo ynopa (Puc. 4.6).

Puc. 4.6
LWar 5: pasmecTute coeanHUTENbHYO YacTb kabena B HEAOCTYNHOM ANs nonagaHus Bnaru
MeCTe WM B MOHTaXHOW KOpPOOKe CO CTeneHbio 3alimTbl OT BHELWHeW cpedbl He meHee IP54
(cTeneHb 3aWwuTbl 3aBMCUT OT MecTa pasmelleHus), Hanpumep — TYCO 67051 ¢ pasmepammn
120x80x50 mm. Mecta BBOOa kabenew OOMKHbI ObiTb OOMOSNHUTENBHO 3arepMeTU3NPOBaHbI

repMeTMKOM C BbICOKOMW CTeNeHblo agre3nn k matepuany kabens (MBX) n MOHTaXHOW KOpOOKu.

BHUMAHMUE!

MoHTaxHas kopobka HE BXOLOUT B KOMNNEKT NOCTaBkM Kamepbl 1 NpuobpeTaeTcsa OTAENbHO.
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4.3. KpenneHue Ha cTon6

BHUMAHUE!
Mepen Havyanom MoHTaxa y6eamTeck, YTo CTONO, Ha KOTOPbI GyAeT NPON3BOAUTLCS KPensieHe kKamepsl,

NPOYHbI U HEMOABWKHbIN.

BHUMAHMUE!

[nsa kpenneHns Ha cTonbG MCNONb3yeTCs CneumanbHbIi KPoHLWTenH-aganTep, kotopbii HE BXOOUT B

KOMMNIMEKT NMOCTaBKN KaMepbl.

PacnaKyPlTe Kamepy " KpOHLIJTeIZH. I'Ipvl MOHTaxe HeO6XO/J,I/IMO yunTbiBaTb, 4TO kabenb
KamMepbl ABINAETCA HECbEMHbLIM, OH NMPUKPENJEeH K ee Kopnycy. ,Elanee pacCMOTpPEHbI OCHOBHbIE LLarun

npouecca MOHTaXxa KaMepbl.

LWar 1: npogeHbTe kabenb Yepes ckpenneHHble Mexay cobon dnaHewl U HaCTEHHY YacTb
KpoHLwTernHa. MNpukpennte pnaHey, K HACTEHHOW YacTW KPOHLUTEMHA MPU MOMOLLWN TpexX BUHTOB
M4x16 n3 komnnekta noctaeku (Puc. 4.7, a). ObpaTute BHUMaHue, 4To coeauHeHne 6e3 3asopa
BO3MOXHO TOJSIbKO B OAHOM U3 TpeX AOCTYMHbIX NONOXEHWN.

BcTaBbTe Kamepy Bo dniaHel, € 3allenkamu u nosepHute go ynopa (Puc. 4.7).

Puc. 4.7

LWar 2: npogeHbTe kabenb Yyepes oTBepCTME B CTONOGOBOM KpOHLUTEMHEe-adanTepe v npu
nomoLy 6onToB AnameTpom 8 MM cCoeguMHUTE aganTep C KPOHLITENHOM KaMepbl, obecneyuns Mmexay

HUMUK NnoTHoe npuneranune. (Puc. 4.8).
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V) =
N

Puc. 4.8

War 3: npukpenute cOOpky M3 CTONGOBOrO KpOHLWTEWHa-aganTepa, KPOHLUTEWHA W3
KOMMMeKTa NOCTaBKM 1 KaMepbl K CTONBY Npy noMoLLm BaHOaXHOM NEHTbl U3 HepXXaBetoLwLen cTanu.
[na HageXXHOCTU 1 UCKIYeHns BUOpaumin nog 4eNCTBUEM BETpa peKoOMeHOyeTCcs MCMoNb30oBaTh
NEeHTY wunpuHon 19 mm.

LWar 4: pasmectuTe coeguMHUTENbBHYIO YacTb kKabensa B HE4OCTYNMHOM ANs nonagaHns Braru
MECTe WM B MOHTa)XHOW KOpPOOKe CO CTENeHbio 3alimThbl OT BHELWHeW cpedbl He meHee |P54
(cTeneHb 3aWwuMTbLl 3aBMCUT OT MecTa pasMmelleHus), Hanpumep — TYCO 67051 ¢ pasmepammu
120x80x50 mm. MecTta BBOga kabenem [OMkHbl ObiTb [OOMOMHUTENLHO 3arepMeTU3NPOBAHbI

repMeTUKOM C BbICOKOM CTENeHblo aare3un k matepuany kabens (MBX) n MOHTaXXHOM KOPOOKM.

BHUMAHUE!

MoHTaxHasn kopobka HE BXOOUT B KOMNNEKT NOCTaBKM Kamepbl U npuobpeTaeTca OTAENbHO.
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MnmaBa 5. HacTtpouka npoBogHOro coegMHeHus

5.1. O6wue cBegeHUA o noaknoveHun IP-kamepbl B56-30R K ceTn

IP-kamepa B56-30R MOXeT nogkniovatbCs K fiokanbHon cetu, nnbo cetn MIHTepHeT, npwm
nomow nposogHoro coeaumHeHuns (Ethernet). MogknioyeHne MOXET OCYLLEeCTBNATbCHA Kak
Hanpamyto K K, Tak n 4epes BcrnomoraTenbHoe ceTeBoe obopyaoBaHve (MapLlpyTu3aTopsbl,
KOMMyTaTopbl).

B HacToswwee Bpemsa Havbornee nonynspHbiMM CNOCOBOM MOAKMYEHUS K ceTu VIHTepHeT

SIBMISIETCS MNOAKM0YEHME Yepes BblgeneHHyto nuHuio Ethernet (Puc. 5.1).
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Puc. 5.1

5.2. lMpoBoaHOe NoaKn4YeHUue Kamepbl K ceTn

Ucnonb3ya coeauHuTenbHbli kabenb ¢ pasbemMamn RJ-45, nogknioumte |P-kamepy K
nokanbHon ceTtu. NMpn 3TOM OAMH KOHel, kabens gomkeH BbiTb NOAKIIOYEH K Kamepe C NMOMOLLbHO
nepexogHuka RJ45-RJ45 n pasmelleH B MOHTa)XHOW KOpobKe (MepexOoaHuK BXOAUT B KOMMIIEKT
nocraekun). Bropow koHew kabens gomkeH 6biTb noakntoyeH k LAN-nHTepdericy mapLupytmsaTopa.

B cnyyae Heo6xoOuMOCTKN, COeaNHUTENbHbBIA Kabernb MOXHO NpMoGpecTn OTAENbHO UK,
npy HanM4YnM HeobBXOAMMbIX MaTepPManoB, MHCTPYMEHTOB U HaBblKa, M3rOTOBUTb CAMOCTOSITENBHO.

BapuaHTt «npsimoro» kabens (UTP kateropum 5e) ¢ pa3bemom RJ-45

C oagHoro KoHua C ppyroro KoHua
1: beno-opaHxeBbii 1: beno-opaHxeBbii
1 8 2: OpaHxeBblit 1 8 2: OpaHxeBbliii
it 3: beno-3enéHolin it 3: beno-3erneHbin
CHASY. 4: CuHn CHIASY: 4: CuHW
5: beno-cuHui 5: beno-cuHui
CMEPEAM: E%] 6: 3enéHbin CMEPEQM: E%] 6: 3enéHbin
T8 7: beno-kopn4yHeBbIN T8 7: beno-kopn4yHeBbIN
8: KopunyHesbIn 8: Kopu4yHeBbi
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[ns narotoBneHusa «npsimoro» kabens Heobxogumebl: kabenb UTP (BuTast napa kateropum

5e vnu BbiWwe), ABa pasbema RJ-45 n ycTponcteo onst o6xnma pasbLemMoB (KpuMmnep).

Mpn Takom nopsgke nogknoyeHns nap (ykasaHHom B Tabnuue) obecneuvmBaoTcs
rapaHTMpPOBaHHbIE NPOM3BOAMTENEM BENWYMHA W pacnpefeneHve 3agepXek pacrnpoCcTpaHeHUs
curHana u, crieqoBaTtenbHO, 3asBfIeHHas CKOPOCTb nepedaydn gaHHbix 100 MouT/c.

Ans NOAKNIOYEHMS MUTaHUSA Kamepbl HEOOXOAMMO MCMONb30BaTb WMCTOYHMK MUTaHUS,

pekomeHaoBaHHbIN BEWARD 1 kabenb COOTBETCTBYHOLLENO CEYEHMSI.

5.3. OnpepeneHue napameTpoB NPOBOAHOMN FIOKaNbHOW CeTU
Ona toro 4ytobbl |IP-kamepa B56-30R paboTtana B Bawewn nokanbHOM CeTU COBMECTHO C
Apyrum obopynoBaHvem, He06X0AMMO BbINOMHUTL €€ MOAKIMIOYEHNE B COOTBETCTBUM C TEKYLLMMMU

HaCTpOIZKaMVI OaHHOW CeTWn, ANs Yero, B CBOKO oyepenb, H606XODMMO onpeaenntb 3TN HaCTpOIZKVI.

NMPUMEYAHUE!
OnucaHve ycTaHOBKM M HACTPOMKW COeanHEHUs BbinonHeHo Ha npumepe Windows 7 MakcumanbHas.
HasBaHune NyHKTOB MEHI0 1 HEKOTOPbIX (DYHKLMI MOXET oTnmyatbes oT Bawen Bepcum Windows, ogHako

anropnTm npmnBeaeHHbIX OEencTBui sSiBNsieTcH yHuBepcarnbHbIM.

B cny4ae nogkntoveHus no kabento Ethernet Heob6xoamnmo onpenennTb TEKYLLME HACTPOWNKA
NPOBOAHON CeTH.
Ons onpegeneHns TeKylWMX HACTPOeK MNPOBOAHOW NOKanbHOW CETU UCMOMb3ynTe

KOMMbIOTEP, NOOKINIOYEHHbIV K 3TON ceTu. Haxkxmute llyck — lMaHenb ynpaeneHus (Puc. 5.2).

P
le Internet Explorer

a Skype BEWARD

Fa|
\LEE Microsoft Office Excel 2007 Aoxymesma

e Wzobpaxennn
F J BnokHoT
-

Mysbika
ﬁ DVR Server

Wrpei
m BRSController

KomnetoTep
m BEWARD IP Visor

@ BEWARD Player

;: 4 Cryscil
] Iyt

lNanens ynpaenexns
YcTpoifcTea W NpUHTEPBI

Mporpamus No ymonuaHno

e
,ea Cny:#cBel KOMNOHEHTOR 5
Cnpaska u NoAlepxia

»  Beenporpammel

| Haiimu npozpasmms u ghaline: m

Puc. 5.2
B oTkpbIBLIEMCA AManoroBom okHe BbibepuTe nyHKT [[pocMoTp cocToAHMA ceTn u 3aaay]
B pa3gerne [CeTb u UHTepHeT] (Puc. 5.3).
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Hacrpoiika napameTpos KOMneoTepa

Cuctema u Be30NacHOCTb
MpoBepka COCTOAHNA KOMNLIOTERE
ApxMBMPOBAHNE A3HHBIX KOMMBIOTERE
Mownck u ncnpaeneque npoénem

Cetnn MuTepHeT

@ocmo‘rp COCTOAHMA CETH U 3a,qa

BuiGop napameTpoe gomMaluHedd rpynnel u obwero
ADCTYNA K A3HHBIM

ObopynosaHme ¥ 38YK
MpocmoTp ycTpoicTe M NPUHTEROB
JoBaeneHue ycTpoicTea

Mporpammbl

¥aanenne nporpammel

Puc. 5.3

| [Mouck & naHenu ynpaeneHus ye

MpocmoTp:  Kateropua ™

YueTHble 3aNWcK NoNb30BaTENER N

CEMENH...

@' JoBaBneHune 1 yAANEHNE YHETHBIX 3aNnCei
none3oBaTensi

) ¥cTaHoEKa POAMTENBCKOTD KOHTPOMA ANA BCEX
none3oBaTensi

OdopmneHue 1 nepcoHannsauma
MsmeHeHne Tembl

WMzmenenne dona pabouero crona
Hactpoiika paspeluenna 3kpana

L‘laChl, A3bIK M PETUOH

CreHa packnagkn KNasmatypel WK Apyri
cnocoBoB BBCA

Mzmenenne Asbika uHTepdeiica

CneunansHble BO3MOXHOCTH
Pekonmengy Windows nap poli
Onmummusauma nsoBpakeHna Ha 3Kkpate

B oTkpbiBWEMCS AnanoroBom okHe HaxmuTe [MogknioyeHue no nokanbHowm cetu] (Puc.

5.4).

BN

@ B epHeT b Lentp ynpaenenua cetamu u oBLym gocTynom - || IMouck s nareau ynpasnesus 0

Manens ynpasneqns -
AOMBLUHAA CTPAHMLA

r |
VzMeHEHNE NapamETpOE m&'
aaanrepa BEWARD
MzmennTe gononHUTENEHEIE (3T0T KomnsrOTER)

napameTpel 06LIEre AocTyna MpocmoTp akTMEHBX CETel

Cemn 4
OBuecTBeHHaA ceTb

W3menenmne ceTeseix napaMetpos

Heckoneko cetei

MpocmoTp OCHOBHBIX CBEAEHMIA O CETW W HACTPORKa NoAKAOUEHNA

0 MpocmoTp NonHoi KapTel

NurepHer
MogkmroueHne nan oTKNKYEHIE

Tun goctyna: WHTepHeT

MogknroueHua:

@l Hacrpoiika HoBOMD NOAKNOUEHNA MK CETH

Hacrpoiika Becnposogrere, wWupokenonocHoro, Mogemyoro, nparore wan VPN-nogenoysenna
WK 3KE HACTPOMKE MApLUPYTU3aTOPa WK TOUKK AOCTYNa.

‘5. MNogKnHYUTECA K CETH

MeaknroueHne WAKW NOETOPHOE NOAKS

x Becnposogy y, NpoBOA| y, Mog

CETEBOMY COEZMHEHWHD WKW Nogknoderne k VPN,

Q@ Bulfop AomMalLHER rpynnkl 0 NapameTpos oBLYEro AocTyna

Cha. Taioke Joctyn k dainam n NpUHTEPAM, PACNON0XKEHHEIM H3 ADYTMX CETEBBIX KOMNBHOTERAX, HAK
W3MEHEHWE N3paMETPOB OGLLI,EI'O AoCTyna.

Bparamayzp Windows
fowmawinas rpynna YeTpanenne Henonagox

CeoiicTea cbospesatens

Puc. 5.4

NMPUMEYAHMUE!

,ﬂ,HEFHOC{HKE W NCNP3BNEeHNE CETEBBIX I'IpOﬁJ'IEM WAKn NoAyYeHne CBEAEHHﬁ of WCNpasneHnn.

Mpn HaNUYMM HECKONBKUX NOAKIMIOYEHUI BbIOEPUTE TO, K KOTOPOMY MaHMpYyeTCs NogkniounTb IP-kamepy.
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B oTkpbIBLLEMCA OKHE HaXxXmuTe KHornky [CBomncTBa] (Puc. 5.5).

[,ﬁJ CoctosHue - MogKAKYEHNE NO NOKAALHOM CETH u

Ofume

Moakniouerne

IPvd-noaknioHeHme: WHTepHeT

IPvE-NoAKNoHEHAE: Bes nocTyna K MHTEpHETY

CocTosHMe cpeabl: MNoaknouero
AnnTensHocTe: 04:47:33
CKopocTe: 100, 0 MBuT/c

AKTMBHOCTE
OTNPEBNeHD —— Li = [puHATO

,?.':'
BaiiT: 79 188 140 I 805 503 770

| [ '@'Cﬁcﬁcrsa ][®|OTKJ'\IO‘~IMTI:] [ﬂuarHocrma ]

Puc. 5.5
B pgmanoroBom OKHE CBOWCTB CETEBOrO MOAKMYEHUsT HeobGXxoammo BbiGpaTb MyHKT

[MpoTtokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBomncTBa] (Puc. 5.6).

L"*J MogxatoueHne No ACKANLHOW CETH - CEOHCTER u

Cets | focryn

MomxnioyeHne yepes:
l_-'lf‘ Realtek RTLE139/810x Family Fast Ethemet ceTeson an:

OTMEYEHHBIE KOMMOHEHTEI MCMONESYIOTCA STUM NOAKMIOYEHWEM

Bl Kaspersky Anti-Vius NDIS 6 Fiter -
gﬂnaﬂwposmm nakeTos Gos
Cryxfia gocTyna K eainam n npwnTEpaM ceTei Micre—,

paiBep BB TONONOra KaHanbkHoro YPoBHA | 4

. i OTBeTMK 0GHAPYXEHMA TONONOMM KaHANEHOro YPoE =
[ m ][]

YCTEHOBMTD... Yaanm | CsolicTEa I

Onucarne
MNpoTokon TCP/IP - cTaHaapTHsit npoTokon rnoSansHen:
CETel, 06ECNEYMBEIOWNA CERSE MEXY DA3NMYHBIMA
B3aMMOAEACTEYIOWMMA CETAMM

Puc. 5.6
OTKpoeTcsl OKHO, B KOTOpPOM OTobOpakaeTcss MHGOpMaumsa O HacTpoWMKax CEeTEBOro
noakntodeHusi. BoamoxHbl ABa BapuaHTa HacTpouku IP-agpeca ceTeBoro nogknoveHus Bauwlero
MK:
1. NMonyuutb IP-appec aBToMaTtuyecku: |IP-agpec HasHavaeTcs aBTomatudeckn DHCP-
cepsepom (Puc. 5.7). Ecnn IP-agpec Bawewmy [1K Bblgaetcs aBTomatuyecku, Toraa Aand

ornpenerneHns napameTpoB foKanbHON ceTn nepenanTe k nyHkTy 5.3.1 gaHHoro PykosoacTsa.
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Ceoiictsa: Npotokon WtepHera sepcnn 4 (TCP/IPwd) @u

Ofwne ANBTEPHETUEHEA KOHDUT DAL |

MapameTpel IP MOrYT HASHAHATHCA AETOMATHHECKH, ECIM CETh
NOAASPHUBAET 3TY BOSMONHOCTE, B NpoTHBHOM cliyyae napameTpe!
IP MOXKHO MONY4MTE Y CETEBOMD AAMMHACTRETOPE,

(@ Mony-uTe IP-aapec aBToMaTHHECKH I

() Micnonb3osaTe cne yolui IP-anpec:
IP-aapec:
Macka noaceTt:

OCHOBHOA WNks:

| @ Mony-mTb agpec DNS-CepBEpa B5TOMATHHECKH I

(:) WononesoeaTe cneayiowue agpeca DNS-cepeepos:

MpeanoHHT asmeli DHS-cepeep:

ANETEpPHATHEHEI DHS-cepeep;

MoATEEPAMTE NEPEMETPEI NP BeIX0AE T,

Puc. 5.7

2. Ucnonb3oBaTtb cnenyrowmn IP-agpec: IP-agpec 3agaeTtca nonb3oBaTtenemM BpYYHYHO
(Puc. 5.8):

Ceoitcrea: Mpotokon Wktepera eepcum 4 (TCP/IPvA) @u

Obwne

MapameTpel IP MOryT Ha3HEYATECR BETOMATHHECKH, BTN CETE
NOAAEPHMBZET 3TY BOSMOKHOCTE, B MPOTMEHOM CNY4ae NapaMeTphl
IP MOXHO NONYYMTE Y CETEBOM0 aAMAHWCTPaTOPA,

() MonyunTe IP-anpec aETOMATHUECKM

(@ Wcnonb308aTh Cneaylowwmii IP-agpec:

IP-appec: 192 . 168. 1 .
Macka noaceTu: 255,255,255 .

OCHOBHON Whos: 192 168 . 1 .

Mony4mTe agpec DNS-cepsepa asTOMATHHECKN
(@ WenonesoEaTe cneayiowme anpeca DNS-cepeepos:
MpeanourTaemeiin DNS-cepeep: 192 . 168. 1 .

AnsTEpHATHBEHEN DMNS-cepeep:

[T NoaTEepauTE NapaMeTpel NpH Bhixoge

Puc. 5.8
3anvwunTte, Nbo 3anomHMTE NapameTpbl ceTeBoro agantepa Bawero INK (IP-agpec, Macka
noacetn, OcHoBHoM W03, DNS-cepsep).

BHUMAHUE!

Ecnn Bbl He 3anucanu ceTeBble napameTpbl KOMMbKOTEpa, TO MOCMEe HACTPOWKM Kamepbl OypeT

HEBO3MOXXHO BEPHYTb MX B NEPBOHAYaribHOE COCTOSIHME AN BOCCTAHOBIEHWS MOAKMHOYEHNS K JTOKanbHON
cetn n/wnu cetn IHTepHer.
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5.3.1. OnpegeneHue napamMeTpoB CeTU Npu AMHamunyeckom IP-agpece

NMPUMEYAHUE!

[aHHbIn nNyHKT PykoBoAcTBa npedHasHavyeH Ons OnpedenieHusl napameTpoB JioKarbHOWM ceTu npwu

HasHauyeHun IP-agpeca Bawewmy MK aBTomatnuecku (DHCP-cepepom).

D,J'IFI onpegeneHna Tekywmnx HacTtpoek KOMnbTepa B nokanbHom I'IpOBO,ElHOIZ CETU HaXmunTe

Iyck — MaHenb ynpaeneHus (Puc. 5.9).

[{e Internet Explorer
Qo

LE: Microsoft Office Excel 2007
-

_ﬂ BnokroT

@ DVR Server
w BRSController
m BEWARD IP Visor
w BEWARD Player

]

s, CnywBol

]

‘9‘, CryBel KOMNOHEHTOE

» Bce nporpamme

| Haiimu npoeparmmbl U dalias

Puc. 5.9

BEWARD

JloxymenTel

Mysbika

Wrpe:

Komnstotep

Manens ynpasnesna

YcTpoiicTea n NpUHTEPSI

Mporpammel NO yMoA4aHWD

Cnpaexa u nogaepxxa
.

| 3asepLuenne paboTel E

B oTKkpbIBLIEMCA AManoroBoMm okHe BblbepuTe nyHKT [[IpocMoTp cocToAHUA ceTn u 3aaay]

B pa3gerne [CeTb u UHTepHeT] (Puc. 5.10).

7|58 » Manens ynpasnermna »
Hactpolika napaMeTpos KoMnsioTepa

CucTema v Be30nacHocTb
MpoBepKa COCTOAHNA KOMNEBHOTEPE
ApHMBHPOBAHIE A3HHBIX KEMMLIOTERE
Mowck u ucnpaenenne npetnem

||_|SUCMDT|J COCTOAHWNA CETH U 33434 I

Beifop NapameTpos AoMaLUHER rpynnbl u oBuero
ACCTYNA K A3HHBIM

OBopyaoBaHWe W 3BYK
MpocrMoTp yCTpoRCTE M NPUHTEPOE
JloBasnenne ycrpoicTea

Mporpamme

Yaanenne nporpammel

Mpocvetp:  Kateropua =

YueTHble 3anvcK NoAb30BaTeNen 1

CEMEWH...

@,ﬂ.nﬁaanawa W YABNEHWE YHETHBIX 33NWCel
nenbsceaTenei

@ YCTaHOBKa POANTENBCKOTO KOHTROMA ANA BCEX
nenbiceatenci

OdopmneHne 1 NepcoHanmMsaLmna
MzmeHerne Temel

Wsmerenne dona paboyero crona
Hacrpoiika paspelerna 3kpada

Yacol, A36IK 1 [PETWMOH

CMeHa packnagkm KNasmatypel WM Apyri
cnocoboe eBoaa

Vsmerenne asbika nHTepdeica

CneuvansHble BOSMOXHOCTH
Pexomengyembie Windows napamerpel
ONTUMUSALNA WSOBPAKEHNA Ha IKPaHE

Puc. 5.10
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B oTkpbiBWEMCS AnanoroBom okHe HaxmuTe [MogknioyeHue no nokanbHowm cetu] (Puc.

5.11).

Manens ynpaenexmna -
ADMELLIHAR CTpaHWLA

Wsmenenne napametpos
aganTepa

WZMEHNTE AONONHUTENEHBIE
napameTpel oBLIers AocTyna

Cra. TaKcke
Bpanamaysp Windows
[omallHas rpynna

CeoiicTea oBospesatena

NMPUMEYAHUE!

MpoCMOTP OCHOBHEIX CBEIEHWA O CETH W HACTPOMKa NOAKIKUEHWIA

&: s, 0 MpecneTp noaHoit kapTel

BEWARD Heckoneko ceteii Wnreprer

(3707 KoMNBIOTER)

MpocmoTp aKTUEHBIX CETER

MogxntoqeHne nin oTKAMOYEHHE

Cemn 4
OBLyecTEEHHEA CETE

Twun goctyna: HTepHeT

MogknoueHua:

Mamenenne ceTeBolx NnapameTpos

«

i-

HacTpoiika HOBOMO NOAKNHIMEHUS WK CETUH

Hacrpoiika GecnposoaHore, WMPOKCNOAOCHOTO, MogemHore, npamero nan YPN-nogkatovenns
WK 2KE HACTPOIKE MApPLUPYTU3ATORa MKW TOYKK A0CTYNa.

MogkntounTeca K ceTh

Mogkntouerne nan NOBTOPHOE NOAKAIGHEHKE K BECNPOBOAHONMY, NPOECAHOMY, MOJEMHONMY
CETEBOMY CORAMHEHND MNn nogntoqerine K VPN,

Beifep goMaluHei rpynnel n napameTpos obliero goctyna
Joctyn k dailnam u NPUHTEPaM, PaCNONOXKEHHEIM H3 APYTUX CETEBLIX KOMMBHOTEDEX, WM

M3MEHEHWE NapaMeTpoe obllero gocTyna.

YeTpaHeHue Henonagok

JIMarHoCTUKE U MCNPAaBNEHUE CETEBLIX NpoE. i 0B ucnpasneHuK.

Puc. 5.11

I'Ipvl HaNM4YMM HECKOSbKMUX CETEBbIX NOLKMOYEHNI Bbl6epVITe TO, K KOTOPOMY niaHNpyeTCA NOAKITHYUTb

IP-kamepy.

B oTkpbiBLUEMCH OKHE HaxmMuTe kHonky [CBeaeHus] (Puc. 5.12).

i

@ Cocroanue - MNogknoyeHne No AOKaNBHOR CeT

Ofme

MoaknoyeHue
IPv4-noaknoqeHme:
IPvB-NoaKNHOYEHKe:
CocToAHMe cpeab:
AnuTensHoCTE:
CropocTs:

Bes nocTyna Kk MHTepHeTy

WHTepHeT

MoaknioyeHo
04:47:33
100.0 MéauT c

AKTUBHOCTE

1
OTnpasneHo —— %g ——  [puHATO

79 188 140 |

805 508 770

[ @Cﬂoﬁcraa ] [@Cﬁmmuwa] [ AuarHocTuka ]

Puc. 5.12
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B okHe «CBegeHust o ceTeBOM MOAKMOYEHUN» NpeacTaBrneHa criegyrowas MHopmaums
(Puc. 5.13):

-~
CBEAEHHFI O CETEEOM NOAKAFYEHNA u

JononHuTensHele CBEAEHMA 0 CETA:

CeoitctE0 3HaueHue

OnpegeneHHLIR ANA NG...

Ormcanwe Realtek PCle GBE Family Controller
Prsnyeckuil agpec 14-DA-ES-D1-84-20

DHCF BrnioueH Oa

Appec |Pvd 192.168.1.120

Macka nonce IPvd 255.255.255.0

ApeHna nonyueHa 6 wmespana 2015r. 8:58:33
ApeHpa wcTekaeT 10 pespana 2015 . 8:58:32
Wnto= no ymonuanwmio (P, 1592.168.1.254

DHCP-cepsep IPv4 192.168.1.254

DMS-cepeep [Pvd 152.168.1.254

WINS-cepeep IPv4 152.168.1.157

CnyxGa NetBIOS uepes... Oa

INokaneHeit |PvEappec... feB0:487d:5df9. 7cbdad3e®12
Wnto= no ymonuaHwme (...

DMNScepeep IPvE

Puc. 5.13

Ecnv B atom okHe Bbl yBupgenun ctpokn — «DHCP BkniouveH - Oa», «Agpec IPv4 -
XXX XXX XXX.XXX» (FAe «XXX.XXX.XXX.XXX» — 3HayeHue |IP-agpeca), — 3HaumT IP-agpec Bawemy MK
Ha3Ha4yeH aBToMaTumyeckn. Macka noaceTu ykasaHa B cTpoke [Macka nopacetu IPv4], agpec
CeTeBoro wnw3a — B cTpoke [LUnto3 no ymonyanuto IPv4], agpec DNS-cepsepa — B cTpoke [DNS-
cepBep IPv4]. 3anuwwute, nnbo 3anomHUTe AaHHble napameTtpbl (IP-agpec, Macka noacetwm,

CeteBon wnto3, DNS-cepsep).

BHUMAHMUE!
Ecnn Bbl He 3anucanu ceTeBble MapameTpbl KOMMblOTEpa, TO MOCMe HacTpoWku Kamepbl OyaeT
HEBO3MOXXHO BEPHYTb UX B NMepBOHa4arbHOe COCTOSHNE ATt BOCCTaHOBINEHUS MOAKMIOYEHNA K NTOKabHON

ceTu u/unu cetn VIHTepHer.

BHUMAHMUE!

Ecnun B okHe «CBegeHUs 0 ceTeBOM NOAKIOYeHUN» Bbl yBUAENN CTPOKK:

«DHCP Bknto4yeH - Oa»; «Agpec IPv4 aBTOHacTPOMKM - XXX.XXX.XXX.XXX», (FA€ XXX.XXX.XXX.XXX —
3HayeHune |IP-agpeca), — 3HaunT Bam He yganocb noaknountbesa kK nposogHon cetn (DHCP-cepeep He

npuceoun IP-agpec Bawwemy [1K). NpoBepbTe NpaBuibHOCTb NOAKNIOYEHNS K NPOBOAHOM ceTu. B cny4vae

Heob6xoaumMocTH O6paTl/ITer K BaLuemy CMCTeMHOMY aAMUHUCTPAaTOopy.
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5.4. U3MmeHeHMe NnapaMeTpoOB JNIOKanbLHOW ceTU Ans noaknioyeHus kK IP-kamepe

Mpn nepsom BkntodeHun IP-kamepa B56-30R mmeeT IP-agpec, ykasaHHbIA Ha HaKnemnke
BHYTPU 3alLMTHOro Koxyxa. YTobbl MOAKMOUMTLCA K Kamepe ANs nepBOHavanbHOW HACTPOWKK
Heobxoanmo, YToObl Baw koMnbioTep Haxoauncs B TOM e NOAceTH, 4To n kamepa. Npu atom IP-
agpeca kamep, KOMMbIOTEPOB M MOObIX APYrMX YCTPOMUCTB B CETU HE AOIMKHbI COBMNaaaTh MeEXay
cobon.

BHUMAHMUE!
Ecnun Bbl nnaHupyeTe noakmno4vnTb Heckosnbko IP-kamep, To ons UCKMoYeHUs KoHgnvkTa IP-agpecos

noakntoyanTe Kamepbl No 04HON U n3mMeHsaNTe nx IP-agpeca Ha ntobble cBoboaHble B Ballen nokanbHOM

ceTn.

BHUMAHUE!
Ecnn Bbl yBepeHbl, yto Baw T[1K, nogkntoyeHHbIn K npoBogHoOM ceTu, un IP-kamepa, duandecku
MOAKIIOYEHHas K TOM xe ceTu, NMbo Hanpsamyto K Bawemy MK, Haxogatcs B ogHOM noaceTtu, Bel moxeTe

cpasy nepentu K nyHKTy 5.5 naHHoro PykosoacTea.

D,J'IFI M3MEeHEHNA TeKylMX HaAaCTpOeK KoMnbTepa B nokarnbHomn I'IpOBO,ElHOIZ CeThn HaXXMute

Iyck — MaHenb ynpaeneHus (Puc. 5.14).

[e Internet Explorer
C

a Skype BEWARD

| X2 Microsoft Office Excel 2007 Poryactimes

Vzobpaxexna

,_'a‘ Bnoknot
Mysbika
@ DVR Server
Wrpei
m BR5Controller

Komnetotep

m BEWARD IP Visor
m EEWARD Player

ir..'l':. CryxBoi
e, T

MaHens ynpaeneHna
Ycrpoiicrsa n npuHTEpDI

Mporpamme! no ymonqaxuo

a
0@0 Chy#Bbl KOMNOHEHTOE
Cnpaska n noggepxka

> Bee nporpammae

— - - — et
| Halmu npozpammsi 1 ghailabi Fel | 3aBepLUeHNe paboThl m

| | e R
g

T B &

Puc. 5.14
B oTkpbIBLLEMCSI ANaNOroBoM okHe BbibepuTe NyHKT [IpocmMoTp cocTosiHusa ceTu u 3aaav]
B pasgene [CeTb n UHTepHeT] (Puc. 5.15).
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HacTpoiika napameTpos KoMMbtoTepa

CucTema W Be3onacHoCTb
Mpoeepka coCTOAHNA KOMNBIOTEpa
APXM BWPOBAHWE A3HHEIX KOMNEOTEPA
Mewck n nenpaeneqne npoBnem

| lrl;ocMDTp COCTOAHWA CETN W 33484 I

- Tty [ Tovecs noreyrpaarers 9|

MpocmoTp: Kateropus ™

YueTHble 3anMcK Nosb30BaTenei n

CEMEMH...
B [loBaEneHmE 1 YAZNEHIE HETHBIX SaNHCE
nonszceaTensi

'@' YCTaHOBKa POAMTENLCKOTT KOHTPONA ANA BCEX
none3ceatenci

Brifop napamerpoe gomMaluHeid rpynnel v obuiero
AOCTYNA K AGHHBIM

ObopyaoBaHne 1 3BYK

OdopmneHune n NepcoHanmsalma
WMzmereHne Temel

WMamenenne goHa pabodero cTona
Hactpoiika paspelueqna 3kpana

MpocmoTp yeTpoiicTa u npuHTEpOE

Jobaenenne yeTpoiicTea

Mporpammel

Yaanenue nporpanmel

L‘laChl, ASbIK M pErTMOH

CueHa packnaski KNaematypel WK Apyri
cnocobos BBOAA

Mzmerenne asbika nHTepdeiica

CneumnanbHele BO3MOXHOCTH
Pekomengyembre Windows napametpel
OHTMMMSEHMH MSOﬁpEDKEHIﬂR Ha 3KpaHe

Puc. 5.15

B oTkpbiBLIEMCA OKHE HaxmuTe «llogknoyeHne no nokansHom cetn» (Puc. 5.16).

S5« Cetow Mhteprer » Llentp ynpasnenna cetamm u oL qocTynom - [Mouck & narenu ynpasnerua pel

Marnens ynpasnequns -
AOMELLIHAR CTRaHNL

Wsmenenne napametpos

a4anTepa

V3MeHNTL AoNoAHNTENEHEIE
napameTpel 0bLero qocTyna

Cm, Takcke
Bpanamayzp Windows
JomalumHan rpynna

Ceoiictea obo3pesatens

NMPUMEYAHMUE!

MpoCcMOTp OCHOBHLIX CBEAEHWA O CETH M HACTPORKA NOAKNHUEHWA

& [ _ 0 MpocmoTp noakoi kapTsl
N

BEWARD
(370T KomMnbtoTER)

Heckoneko ceteit Wureprer

npDCMOTp SKTHEBHBIX CETEH MoaknoYeHe WK CTKAYEHHE

Cets 4 Twun goctyna: WHTepHeT

(OBLecTEEHHAA CETE MogknoyeHns:

WMNameHenne ceteBbix NnapaMeTpoe

?I HacTpoiika HOBOMD NOAKNFOYEHNA WK CETH

Hactpoiika GecnpoBcaHoro, LUMPOKONCAOCHOMS, MOAEMHOr, npaMore wan VPN-nogkatodedng
WK 3KE HACTPOHKE M3PLUPYTU3ATOPa WK TOYKW A0CTYNE.

s. MNogKnoUnTECA K CETH

MoakAIUEHNE WK NOBTOPHOE NOAKS Kk Becnp
CETEBOMY COES) WK NogKs k VPN,

ﬂ Beibop gomatusei rpynnel v napamerpos obulero goctyna

Aoctyn k $aiinam u NpUHTEPaM, PACNOAOKEHHEIM Ha ARYTUX CETEBBIX KOMMBIOTEPAX, MK
M3MEHEHME NapaMeTpoe ofLyero gocTyna.

YeTpanenue Henonagok

JwarHocTiia n McnpaeneHne ceTesblx NpoBRem nan NonyHeHne cBEAEHNA 0B McnpasncHun,

Puc. 5.16

MpY HaNMMYMU HECKOMNbKMX CETEBBLIX MOAKIIOYEHU BbiGepuTe TO, K KOTOPOMY MIAaHUPYETCS MOAKMIUYUTL

IP-kamepy.
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B oTkpbIBLLIEMCA OKHE HaxmuTe KHornky [CBomncTBa] (Puc. 5.17).

@ Cocroanue - Mogk r;nr‘ W ceTn u
Ofiwme

MoaknodeHie
IPv4-noaknoHeHme: WHTepHeT

IPvE-noaknoYeHe: Bes pocTyna k MHTEpHETY

CoCTosHWE Cpeabl: MoaknoyeHo

AnuTensHocTe: 04:47:33
CKOpOCTE: 100.0 MamTfc

AKTUBHOCTE

OTnpasneHo —— k! ——  TlpUHATO

=4
79 188 140 805 509 770

[ |@J(:Bcﬁcrﬁa ][@OTmmanb] [ﬂnarHocrm{a ]

Puc. 5.17
B oOTKpblBLLEMCSI OKHE CBOWCTB CETEBOrO MOAKMOYEeHUss Heobxoammo BbiGpaTb MYHKT

[MpoTtokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBomncTBa] (Puc. 5.18).

E] MogxnoueHre No NOKANBHOW CETH - CEOWCTER u

Cem | Oocym

Moaxnioverue yepes:

l_-? Realtele RTL8139/810x Familty Fast Ethemet cetesoi an:

OmvEyEHHEIE KOMMOHEHTEI WCNONBZYOTCA 3TAM NOAKNHYEHWEM

Bl Kaspersky Anti-Virus NDIS 6 Filter -
Q Mnatmposwmk naketos QoS

vl gCnyxﬁa AocTyna K dainam n I'IDHHTEDEM ceteit Micre—,
[ —— - e b /1P

-. il I'Ipo‘rouon HHTepHem BEpCl -i{TCF' 'IF'v-lI .

W .. [lpaiteep B/B TONONOra KAHaNEHOr0 YPDOBHA B
W] s OTBRTUNK oﬁHapyxemn TOMOAOMMW KEHANEHOTD YPOE =

R | [

YeTaHoBMTS... Yoamte | CEOIT-\CTEE I

Onvcanve

Mpotokon TCP/IP - cTaH@apT™eiit npoToken rnofansHem
ceTel, ofecneylBalolLmni CEBASE MEXOY PaSIMYHEIMA
BSEMMDD.E“CTBHOUJMMH CETAMW.

oK ] [ Omvena

Puc. 5.18
B nosiBuBwemcsi okHe HeOBGXoAMMO YCTaHOBUTb 3HayeHus IP-agpeca v mackvu nopcetw.
Bbibepute nyHkT [Mcnonb3oBaTtb cneaywowmn IP-agpec] n Beeante csobogHbii IP-appec 13
noacetn kamepbl, Hanpumep 192.168.0.20, n Macky noacetun — 255.255.255.0. OcrtanbHble

3HayeHus BBOAUTb HeT HeobxogumocTu (Puc. 5.19).
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CeoiicTsa: MpoTokon MHTepHeTa sepoun 4 (TCP;‘]P\A)_‘ @g

Ofuwme

MapaMeTpil IP MOryT HE3HAYATECA SETOMATUHECKM, BCTW CETE
MOAASPKMESET STY BOSMONHOCTE, B NPoTHBHOM ciyqae NapaMeTpe!
IP MOXKHO NONYYMTE Y CETEBOM0 SAMMHMCTPATOPA.

() Mony4nTh IP-BAPEC BETOMATUHECKM

@ Mnonb30BaTh CNenyKowwmWi IP-anpec:
IP-appec: 1192 .1683. 0 . 20

Maa<a noaceTu: 255 .255.255. 0

OCHOSHON WA3:

MonyurTe anpec DNS-CepEepa aBTOMATUHECKI
@ Wcnone308aTe cienyouwme anpeca DNS-cepsepos:
MpeanoYMTaemeni DNS-cepeep:

ANBTEPHATUBHLIA DNS-cEpEEp:

[ NoaTeepauTs napameTps npu sbixoae
[Comes

Puc. 5.19

[nsa coxpaHeHnsi nameHeHn HaxxmuTe KHonky [OK] BO Bcex OTKPbITbIX OKHaX.

5.5. NMonyyeHne goctyna K IP-kamepe ¢ nomoubio 6pay3epa Internet Explorer

[ns poctyna k kKamepe ¢ nomoLlbto 6paysepa Internet Explorer 3anyctuTe ero n B aapecHom
CTpoke BBeamTte 3anpoc: http://<IP>:<port>/, — rae <IP> — IP-agpec kamepsbl, <port> — 3Ha4YeHune
HTTP-nopTta. Nocne atoro Haxmute [MepenTtn], nudo [Beoa] (Puc. 5.20).

BHUMAHMUE!
Mo ymonyaHuto IP-kamepa B56-30R umeeT IP-agpec 192.168.0.99.

NMPUMEYAHUE!

Ecnu ana HTTP-nopTa ucnonb3yeTcsl 3HayeHne no ymonyaxuio — 80, Torga Ans 4ocTyna K kamepe B

agpecHou cTpoke 6paysepa goctatouHo BecTu: «http://I<IP>/», roe <IP> — IP-agpec kamepebl.

-:-Ehg‘
a@ @ http://192.168.0.99/ D~a3X @ Mycran crpanmua x ﬁ * {:?-}

-

Puc. 5.20
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5.6. Nony4yeHue poctyna K Be6-uHTtepcency IP-kamepbl

NMPUMEYAHUE!
[na koppekTHon paboTtbl Be6-nHTEpdenca IP-kamepbl Heobxoanma Bepcus bpaysepa Internet Explorer

He Huxke 9.0.

Ana npocmoTpa nsobpaxeHus ¢ IP-kamepbl Yepes 6paysep Internet Explorer ncnonbaytoTca
kKomnoHeHTbl ActiveX. Internet Explorer He MeeT 3TUX KOMMOHEHTOB B CBOEM COCTaBe U 3arpyxaet
MX HENoCpPeaCcTBEHHO C KaMepbl. ECriv KOMNOHEHTbI He YCTaHOBMeHbl, Bbl yBuanTe cnegyoulee

coobLeHune:

CooGleHne ¢ BeB-CTpaHNLBI [&J

'. CHcTema onpegenuna, 4To y Bac He ycranosaed OCK, ycranoeuts
' cefivac?

[ QK l | OTmena

Puc. 5.21

Haxmute [OK]. B HmwkHen yactu okHa Gpaysepa MosiBMTCSl BCMSbiBalOLLEE OMOBELLEHNE

(Puc. 5.22).
BEWARD I (T T SN ST

8 crmcs: 'E|l3anm o [uesamn ‘ mwpochon [ veenmum. [ Passepryme [ Coomvouwswe [ BE Frzr Bl veospaveime

30T BeB-caliT NLITAETCA YCTaHOBKUTL HagcTpoliky ActiveX Control uspatens LLC RESEARCH AND
PRODUCTION ENTERPRISE BEVARD.

B wem sakntodaeTca puck? ¥cTaHoBuTE

Puc. 5.22

Haxmunte [BbINONHUTBL] 4n5 YCTaHOBKM KOMNOHeHTOB ActiveX.

BHUMAHUE!

YcTaHoBKa KOMMOHEHTOB ActiveX Bo3MOXHa Tornbko Ha 32-6uTHyto Bepcumio bpaysepa Internet Explorer.
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Cuctema 6e3onacHoctn 6paysepa Internet Explorer 6yoet aBTomatnyeckm G1oKMpoBaThb

yctaHoBky ActiveX. [1ns npogormkeHus yCTaHOBKM HaxXmnTe [YcTaHOBUTB] B OKHE NoaTBepXaeHUs

ycTaHoBku (Puc. 5.23).

i b
Internet Explorer - MNpeaynpexaerme cucTeMel BESONACHOCTH u

YCTaHOBATL 3TO NporpaMMuoe obecneuenne?

@ Mma: ActiveX Control (2013.11.04)

Wsaatens: BEWARD Co., Lid

E] AononHUTENEHO Y¥CTaHOBWTD ] [He YCTEAHEBNMBaTE ]

MoEPEAMTE KOMMBIOTER, CNEAYET YCTaHABMMBATE MPOrPaMMbl, MOMYHEHHEIE

I--"“-] Dalnk U3 MHTEpHETa MOrYT BeITe NONE3HEN, HO 3TOT TN haina MOKET
v
= TONBKO OT AOBEPEHHOMO M3AETENA. DaKTopb DUCKE

Puc. 5.23
[anee, ons KOppekTHOM ycTaHOBKM KoMnoHeHToB ActiveX 3akpounTe Internet Explorer n

Haxxmute [OK] B OKHe, NpeacTaBneHHOM Ha PucyHke 5.24, ecnun TakoBoe NosIBUTCS.

@ N
Warning &

IE windows must be close before install ocx, OK?

ok | omena |

—
Puc. 5.24

B okHe, npeacTtaBneHHom Ha PucyHke 5.25, HaxmuTe [Install].

i ™y
OCX Install [

Install Uninstall Close

Puc. 5.25
Mocne ycnewHon yctaHoBku Bbl yBuante coobueHne «Register OCX success(C:\)» B

HWXHEW YyacTu aaHHoro okHa. Haxmute [Close] ans 3akpbIiTUS OKHA YCTaHOBKM.

NMPUMEYAHMUE!
B onepauwmoHHon cucteme Windows 7 n B 6pay3sepe Internet Explorer 9.0 HazBaHMs MEHIO UNN CUCTEMHbIE

coobueHus MOryT OTIn4aTbCA OT Ha3BaHUN MEHI0 U CUCTEMHbIX COOOLLEHUN B apyrux OC cewmeinctea

Windows nnu B gpyrmx 6pay3aepax.
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NMPUMEYAHUE!

Mpu ycraHoske ActiveX B OC Windows 7, npu BKNHOYEHHOM KOHTpPOMeE Yy4YeTHbIX 3anucen Oyper

OONONHNTENbHO MPOU3BOAUTbLCA 6J'IOKI/IDOBKa YCTaHOBKKW, O 4eM nonb3oBaTersito 6yp,eT BblgaHO
OOononHnTeNnbHOE onoBeLlleHne. ,D,J'Iﬂ paspeleHna yCTaHOBKU HeobxogMmo yTBEPOAUTENIbHO OTBETUTL B

noABUBLLEMCA OKHE.

OTtkpomnTe Internet Explorer. Nocne yctaHoBKM KOMNoOHeHTOB ActiveX Heobxoammo yaanuTb
dannbl cookie Bawwero 6pay3epa. Nocne yoanenunsa dannoB cookie 3akponTe 1 NOBTOPHO OTKPONTE
Gpayaep.

NMPUMEYAHMUE!
B cnyyae BO3HMKHOBeHUA npobnem npu yctaHoBke ActiveX nmMbo HEBO3MOXHOCTM WCMOMNb30BaHUS

Internet Explorer, obpatutech k pykoBoACTBY no akcnnyatauuw, Mnasa 4.

B apgpecHon ctpoke Opay3sepa BBeguTe IP-agpec kamepbl n Haxkmute [Enter]. OTkpoeTcs
OKHO aBTOpu3auuu. Beeante ums nonb3oBaTtens U naponb. [0 ymonyaHuto Mcrnonb3yeTcs nUms
nonb3oBarenda — admin, naponb — admin (Puc. 5.26).

BHUMAHUE!
Mocne aBtopu3auun Bbl MOXeTe M3MEHUTb MMSA Monb3oBaTensd M naponb B MeHw Hacmpoliku —
CucmemHsbie — Mosib3oeamenu. B criyyae yTepu naponsa unu umeHun nonb3oBatens, |P-kamepy MOXHO

BEPHYTb K 3aBOACKMM yCTaHoBKaM. [ns aToro HeoGXxoanMo 3axaTh KHOMKy copoca Ha 10 cex.

BesonacHocms Windows x
iexplore.exe
Cepeep 192.168.0.99 zanpaluveasT MMA NONLI0EATENA W N3PONk.

3T0T cepeep Takke cooBwaet: "B57-30RW H.264 IP Camera -
186882363650".

admin

D 3anoMHWTL YYETHRIE AdHHLIE

oK OTMeHa

Puc. 5.26
Mocne ycnewHon asTopu3auun Bbl nonyunte goctyn Kk Beb-vHTepdpenicy kamepbl (Puc.
5.27).
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5 WEB SERVICE

Puc. 5.27

5.7. \ameHeHMe HacTpoek noakntoveHus IP-kamepbl Yepe3 Be6-uHTepcenc
Mocne nogknioveHust K IP-kamepe HeEOBXOOMMO N3MEHUTb €€ HACTPOMKM Takum obpasom,

4yTOObLI OHa HaxoAunachb B O4HOM NOACETM C OCcTanbHbIM 060pyAOBaAHUEM.

BHUMAHMUE!

[ns coBMecTHON paboThbl HECKONBKNX YCTPONCTB B O4HOW NOACETM HEOOXOAMMO, YTOObI Y HUX coBNaaanu
nepBble TpU YacTu (okTeTa) IP-agpeca, 1 NONHOCTLIO coBNajana Macka noaceTu.

Hanpumep, IP-agpec Bawero MK: 192.168.0.163. IP-agpec pa3geneH Toukamu Ha YeTblipe okTeTa. 1 okTeT
— 192, 2 okteT — 168, 3 okteT — 0, 4 okTeT — 163. Bam Heobxoammo nameHnTb IP-agpec kamepsbl Tak,
4YTOObI X NepBble TPW OKTeTa coBnaganu, To ecTb |IP-agpec kamepbl JOMmKeH nMveTb Bua: 192.168.0.xxx.

YeTBepThil okTeT IP-agpeca Kaxgoro ycTponcTeBa 06s3aTenbHO JOIKEH ObiTh MHAMBUAYANBHbBIM.

D,J'IFI M3MEeHEHNA CeTeBbiX HAaCTpPOEK B IMaBHOM OKHE Be6-VIHTep(bel7lca HaXMUTE KHOMMKY

[HacTpouku] n nepengute B meHto Cemb — LAN (Puc. 5.28).
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BE@\VARD

TNoxanshete Hacrpoiixa LAN

Ayamo

T Menonsacsars P []

Bepciun IP | IPV4 ~
Ceta 2

5 E——
> DEHEIR B

[ | Pamee [1o2 169 0 162]
e roaoem [z zos zoe o ]
2 WsatchDog IP
oot unes (17 15— ¢ 21
> PFPoE

& LA [ ———

> Bonjour Mpeanowmsemssi ONS | 195 168. 0 . 251
0. 0. 0.0

> FIP MAC-appec | 18-68-82-36-36-50

> NAS

> E-msil 7 DNS

Mpoespka cem
> DOMS e

> FPTP
Coxpasums
> RTSP
> HTTFR
> Yeenounesus
3annce
Tpesora

CucTemMHbie

Puc. 5.28
B nonsx [IP-agpec], [Macka noacetu], [OcHoBHOM wnto3], [Mpeanountaembin DNS],
[AnbTepHaTMBHLIN DNS] HY)XHO BBECTU Takvne 3HadyeHus1, 4ToObl kKamepa nonana B O4Hy NoAceTb
¢ octanbHblM o6opygoBaHuem. [1ns atoro obpatuTech K paHee 3anucaHHbIM, TEKYLLIMM HAaCTPOMKam
NPOBOAHOWN NOKaNbHOM CeTh (CM. NyHKTbl 5.3 unun 5.3.1) 1, B COOTBETCTBMM C HUMU YCTaHOBUTE

BblLLI€YyKa3aHHble napaMeTpbl.

NMPUMEYAHUE!

B cnyyae HeoGxoguMoCTV ANS HACTPOMKM CEeTeBbIX MapamMeTpoB YCTpoicTBa obpatutech k Balemy

ceTeBOMy aaMUHUCTPaTOpPY.

[ns coxpaHeHus U3MEHEHW CeTeBbIX HACTPOEeK Kamepbl HaxxMuTe KHOMKy [CoxpaHuTb].
lMosiBUTCH yBegomrieHve o repesarpyske yCTponcTBa.
Mocne nepesarpy3ku IP-kamepa 6yaeTt goctynHa no 3agaHHoMmy Bamu IP-agpecy. Ha atom

HacTpoWnKa NPOBOAHOIO NoAKNtoYeHus IP-kamepbl 3aBepLUeHa.

5.8. B03BpaT HaCcTpoeK NnoaKrnr4yeHus MKk nepBoHa4vYasibHbIM 3Ha4YeHUAM

YTo6hI BEPHYTb 3Ha4YeHuA NpoBOOHOIo0 CeTeBOoro NOAKNMKYEHNUA K YCTAaHOBIIEHHbIM paHee
3Ha4YeHuAM, BbINONHUTE cnenywmne nencTeus.

Haxwvute llyck — MaHenb ynpaeneHus (Puc. 5.29).
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9‘ Internet Explorer
Q-

| X5 Microsoft Office Excel 2007

.ﬂ Enokrot

@ DVR Server
m BRSCentroller
m BEWARD IP Visor
w BEWARD Player

2 CrysBel

L)
ﬁo Cnys6bl KOMNOHEHTOB

> Beenporpau

‘ Haiimu npozparme u dadasi

Puc. 5.29

paeHns
Mysbika

Wrpet

Komnetotep

Mawens ynpasnerns
YcTpoidcTea n npuHTEpSI
Mporpamme: no ymonuaHmno

Cnpaska 1 nogaepxka

[ P |
3a  JasepLierne pabotel | paﬁcmsl e

B OTKpbIBLUEMCA ONarioroBOM OKHe Bbl6€pI/ITe NYHKT [npOCMOTp COCTOAHUA CETU N 3a.qa'-|]

B pasgene [CeTb un UHTepHeT] (Puc. 5.30).

B3 » Manens ynpaenerma »

HacTpoiika napaMeTpoB KOMMbOTEpa

% Cucrema v BezonacHocTs

. MpoBepKa COCTOAHWA KOMMNEHOTEPE

ApXMEMpDEEHME AHHBIX KOMOBHOTEDA
Mowuck u ncnpaeneHne npobnem

%h In:DCMDTp COCTOAHWA CETH K 33434 I

~ Beibop napameTpos gomaluHeid rpynnel u obuero
AOCTYNa K ABHHEIM

; OBopyaoBaHWe 1 3ByK
= MpocrMoTp ycTpofcTe 1 NPUHTEROE
| JobaeneHue ycrpoiicTea

— Mporpammel
h" | ¥aaneHwe nporpamMmel

Puc. 5.30

D )

Mpocmotp: Kateropwa =

YueTHble 3anMCcKh NoNb3oBaTenel K

ceMerH...

'@' [JloBGaeneHne 1 yAaNEHNE YUETHBIX 33NNCER
MonL30BaTENER

'@' YeTaHOoBKa pOANTENBCKOTS KOHTPONA 4NA BCEX
NonL30BaTENER

OdopmneHure 1 NepcoHannsauma
MamereHne Temel

Wzmenenne doHa paboqero crona
Hacrpoiika paspeluenna 3kpaHa

Yackl, ALK 1 PETMOH

CMEHE PACKNALKA KNABWATYPEI WNK APYTHX
cnocoboe BBOAR

Vzmererne Azbika MHTepdeiica

CreumansHble BO3MOXKHOCTI
Pekomengyenblie Windows napameTpol
OnTumMuUIaLma n3oBpakeHuA Ha 3KpaHe

B oTkpbiBLIEMCSH OKHE HaxxmuTe [MoakntoyeHue no nokanbHoun cetu] (Puc. 5.31).
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GU

Manens ynpasnenwa -
AOMALLIHAA CTPaHULA

&: . ‘. 0 MpecmoTp noaHoi KapTel
WzmeHeHmne napameTpos | . —

aaanTepa BEWARD Heckoneko cetei Wrreprer

Mzmennts gononHuTeneHee (3707 KoMNBrOTED)

MpocMoTp OCHOBHBIX CBEAEHMIA O CETM M HAaCTPOMKa NOAKNOUYEHWA

napameTpel obuiero goctyna MpocmoTp aKTMBHEX CETER MoAKNHOHEHNE UK OTKHOYEHNE

Cers 4 Tun gocTyna: [HTEDHET
OBLecTeeHHaR CETE MogknoueHna:

WM3menenme ceTesbix napameTpos

ii Hactpoiika HoBOrO NOAKAMOHEHNA MAW CETH

HacTpoiika GecnpoBogHoro, LWMPoKSNoADCHOrD, ModemHers, npamore wan VPN-nogientodeHns
VAN KE HACTPOMKA MapLUpYTM3aTopa AN TOHKK JocTyna.

‘s. MogknroumTeca K ceTh

MoAKNHOYEHWE WK NOBTOPHOE NOAKNHYEHNE K BECNPOBOAHOMY, NPOBOAHOMY, MOAEMHOMY
CETEBOMY COBAMHEHWID WK Nognroyenne k VPN,

Q% Boifop gomaluHeid rpynnel v napamerpos obwero goctyna

Cra. Takcke Aoctyn k haiinam n NPUHTERaM, PACNONOKEHHBIM H3 ADYTUX CETEBBI KOMMNBHITEREX, WK
) W3MEHEHWE NapamMeTpoe obLLEro JocTyna.
Bpanamay3p Windows P P !

Jomawnag rpynna ¥CTpaHEHME HENONAADK

CeoiicTea obozpesatens AnarHocTka U nCNpasneHne ceTesbix npok cBEAEHMit 0B cnpaeneHnm.

Puc. 5.31

B oTkpbiBLIEMCS OKHE HaxmMuTe kHonky [CBoncTBa] (Puc.5.32).

I Cocroamue - Mogkmouenne no NokansHoii cetn i M

Ofwme

MNoaxntoyeHe

IPY4-NOAKOYEHIE WHTEPHET
IPvE-NOAKMOHEHME: Bes noctyna k MHTepHeTy
COCTOAHWE CPEflbl: MoAkmoYeHs
ANUTENEHOCTE: 04:47:33
CropocTb: 100.0 MéwT fc

AKTMBHOCTL

|
OTnpasneHo —— &! = [puHATO

79 188 140 I 805 509 770

[ @Caou'craa ][@D‘rmow‘rh] [,ﬂ,uarHochKa ]

Puc. 5.32
B OTKpbIBLLEMCSI OKHE CBOWCTB CETEBOrO MOAKMOYEHUSs HeobXoaMmo BbiGpaTb MYyHKT

[MpoTtokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBomncTBa] (Puc. 5.33).
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[ MogxatoueHme No NoKaLHOM CETH - CEDACTEa u

Cem | Ooctyn

MoaknioveHne yepes:

l_-?‘ Realtele RTLE139/810« Family Fast Ethemet ceTesoit an:

CmMeyeHHEIE KOMNOHEHTE WCNONb3YOTCA 3TMM NOAKNIOHEHWEM |

Bl Kaspersky Anti-Virus NDIS 6 Fitter .
.Q Mnarmposwwk nakeTos QoS

[w] QCnyxﬁa AOCTYNE K aifnam 1 I'IDMHTEDEM ceTeit Micro—,
W .2 [poToxon Mare B/IP

-. P MpoTokon HHT&;Hem BEPCHN -i{TCF‘ 'IF‘v-iI .

vl [T palBep B/B TONONOMA KaHANEHOr o YPOBHA

m

i OTBeTUME oEHapyxEHMﬂ TOMONOrMM KaHaNLHOrD YPoE =

il | [
| )
Onucanve

Mpotokon TCP/IP - cTaHaap eI npoTokon rnofansHsms
ceTed, 06ECnEYMBaIOLLIMA CEBASE MEXKLY PASMM4HEIMK
E3EMMONEACTEYIOLLMMIA CETAMM.

0K ] [ OmaeHa

Puc. 5.33
OTKpoeTCss MeHI0, B KOTOPOM HEOBXOAMMO YCTaHOBUTb 3HAYEHWS HayarnbHbIX HACTPOEK,
3anuncaHHbIX BaMu paHee (CM. NnyHKTbl 5.3, 5.3.1 aaHHoro PykoBoacTtsa).
Ecnu mnsHavanbHo |IP-agpec Bawewmy MK HasHauyancs aBTomaTuyecku, Torga Bblbepute
nyHkTol [Monyuutb IP-agpec aBtomatuyecku] wn [[onyuntb appec DNS-cepsepa

aBToMaTM4ecku], nocne yero Haxmute kHornky [OK] onsa Bcex oTKpbITbiX OKOH (Puc. 5.34).

Ceoiicrsa: Mpotokon Mnteprera sepcan 4 (TCP/IPv4) lélg

Obwue ANbTEPHATHEHARA KOHBUM ypaLmMa ‘

MNapameTpil IP MOryT Ha3HaYaTECA SETOMATUHECKH, BCIM CETh
MOAASPHUESET STY BOIMOKHOCTE. B NPOTUBHOM cyJae NapaMeTpel
IP MOXKHO MOAYYWTh ¥ CETEEOr0 ANMMHNCTPATOPA.

| (@ Mony-mTh IP-aapec aBTOMATHHECKK I

(0) Mnonssoeats cieayrowmi IP-agpec:

IP-aapec:
Macka noaceTw;

OCHOEHOHA W3

| (@ Mony-uTe anpec DNS-cepsepa a5TOMETHHECKM I

(7) Mcnons30BaTe cneayowne agpeca DNS-cepsepos:

MpEANoHT 3EMbIR DNS-CepEep:

ANETepHaTHEHEIR DNS-cepeep:

MNoATSEpAUTE NEPEMETPL! MPK BoiXoae ——

Puc. 5.34
Ecnu nsHavanbHo |IP-agpec Bawewmy K 6bin 3agaH BpyuyHyto, Torda BblbepuTe MyHKT
[Mcnonb3oBaTb cneayowmn IP-agpec] n 3anonHute Heobxogmmble Nons (CM. NyHKT 5.3 gaHHOro

PykoBogacTtea), nocne yero Haxmute kHornky [OK] Ans Bcex oTKpbITbiX OKOH (Puc. 5.35).
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s ™
Ceoiictea: Mpotokon WuTepreta sepoun 4 (TCP/IPv4) &Iﬂ

Obwme

HBDBMETDhI P MOMYT Ha3Ha4aTbCR aBTOMATHUYECKH, ECNK CETh
noaAepHHMBEET 3TY BO3SMOKHOCTD. B NPOTHBHOM CNYYae NapaMeTpbl
IP MOMKHO MONYYMT Y CETEBOrD aAMAHMCTPATODA,

() MNonyunTs IP-a0pec SETOMSTHUECKA

l (@ WenonesosaTe cneayiowmi IP-agpec:

IP-agpec: 192 . 168. 1 . 20
Macka noaceTk: 255,255 .255. 0

OcHOBHOI Whos: 192.168. 1 . 1

Mony4mTe anpec DNS-cepsepa aBTOMATUHECKM
(@ Wcnonb3oBaTh cneayowme anpeca DNS-cepeepos:

Mpeano4mTaembii DNS-cepeep: 192 168, 1 . 1

AneTepHaTMBHEIN DNS-cepsep:

[CIMoaTsepanTs napameTpsi npu Boxoae [LONOMHUTENBHD

)
Puc. 5.35

5.9. TlpoBepka npaBUNBLHOCTM HacTpoek noakn4veHusa I[IP-kamepbl K
JNloKanbHOW ceTu
,D,J'Iﬂ KOHTPOJIA nNpaBuUiibHOCTU CeTeBbIX HACTPOEK KaMepbl W KOMMbKOTEpa HYXHO
NoAKMYNTLCS K Kamepe Yepes 6paysep Internet Explorer.

3anyctute 6paysep Internet Explorer. na atoro Haxmute lMyck — Bce lMpoepamMmbi v

BblGepuTe cTpoky «Internet Explorer».

Beegute B agpecHom cTpoke |IP-agpec, nNpuMCBOEHHLIN Kamepe (HanpuMmep:
http://192.168.0.163).

Mpu NpaBuNbHbIX HACTPOMKAX OTKPOETCSI OKHO aBTOpMU3auun. BeeanTe nmsa nonb3oBartens u
naponb (Puc. 5.36).

BHUMAHMUE!

Vimsa nonb3oBaTtesns no ymonyaHuto: admin. MNMaponb no ymonyanuto: admin.
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BesonacHocts Windows >

iexplore.exe

Cepeep 192.168.0.163 z2anpalluMBacT MMA NOALOBATENA U
napone.

3710T cepeep Takke coobuwaet: "B57-30RW H.264 IP Camera -
186882363650".

‘ admin ‘

D 3anoMHUTL YUYETHEIE JaHHLEIE

OK OtmeHa

Puc. 5.36
Mpy nNpaBMNBHO BLINOJNTHEHHLIX AENCTBUSAX Bbl cMoxeTe 3anTtn B Beb-nHTEpdeic yepes

Gpaysep 1 yBnaeTb nsobpaxeHue ¢ Bawen |IP-kamepbl.

NMPUMEYAHUE!
B cnyyae HeygayHOro coeMHeHWs1 C KaMepow, nNpoBepbTe NPaBUibHOCTb NOAKMYEHUS K NPOBOAHOM
CeTu, BEpPHUTECH B HAYaso AaHHOW rMaBbl 1 MOBTOPUTE HACTPONKY. B cnyvae HeobxoanmocTu obpaTtutech

Kk Bawemy cucteMHOMy agMUHUCTpaTopYy.
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MnaBa 6. Noakno4veHue IP-kamepbl K cetn UHTEepHeT

6.1. O6wue cBegeHna o nogknoveHun IP-kamepbl kK cetn UHTepHeT

Mpun ycTtaHoBke IP-kamepbl 06bI4HO TpebyeTcst UMETb K HEN 4OCTYN HE TONbKO U3 NOKarnbHOM

ceTn, HO N n3 cetn VIHTepHer.

B aTom cnyyae gnst ogHOBpeMeEHHOM paboThbl KOMMBLIOTEPOB, HOYTOYKOB, IP-kamep n gpyroro

obopyanosaHunsa B ceTn MIHTepHeT, Yalle Bcero, MCnomnb3yeTcs MapLupyTmusaTop.

Mpn opranudaumm poctyna K IP-Bugeokamepam u3 ceTu VIHTepHeT, Kkak npasusio,

NCNONb3YITCH Creaylolme Tpu BapmaHTa:

1. VmeeTcsa BblaeneHHbI NpoBangepoM BHeLWHUW ctaTudeckun |P-agpec nnu PPPoE-
coeaunHeHue. MNpu aTom, gaHHbIn IP-agpec (unn PPPoE-coeanHenne) ncnonbadyetca ons
NOOKITHOYEHNS TONMbKO 04HOM IP-kamepbl 1 HE MOXET ObiTb HA3HAY€EH eLle Kakomy-rmbo
YCTPOWNCTBY.

2. VimeeTcs BblOENEHHbIM NpoBaMgepoM BHELHWA cTatudeckuin |IP-agpec, KOTOpbIn
ncnonb3yeTca Ans NOAKMIOYEHNs K ceTU NHTepHeT NoKanbHON CeTU, K KOTOPOW, B CBOKO
oyepenb, MNNaHUPyeTCa MOAKMYMTL OOHY WNM Heckosnbko [IP-kamep. [Mpu Takom
NOOKIOYEHUN NCNOSb3yeTcs MapLlpyTmusatop. MNpn 3TOM YMCRO NOAKIOYaeMbIX KaMmep
3aBUCUT, B OCHOBHOM, OT KONM4YeCTBa NepeHasHavYaembIX MapLLpyTU3aTopoM NopToB.

3. [lpoBangep He BblgendeT BHeWwHUW cTatudeckuin |IP-agpec. |IP-agpec HasHavaeTcs
npoBangepomMm ANHAMMYECKU, TO €CTb TakK, YTO MpPU KaXgoM HOBOM MOOKMHOYEHUN 3TOT
agpec npvcBamBaeTCsl 3aHOBO M M3MeHsieTcs B npouecce paboTbl (Takas cutyaumst
ocobeHHO xapakTepHa npu pabote yepe3 ADSL n GPRS). B atom cnyyae, 4T06bI
obecneuntb BO3MOXHOCTb MNOLKIOYEHUS OAHOW WM HECKOMbKUX Kamep K ceTu
MHTepHET, BHE 3aBMCUMOCTW OT TOro, Kakon IP-agpec BblaeneH npoBangepom B JaHHbIN
MOMEHT, HeobOXOoAMMO  3aJencTBoBaTb  WMHTEpHeT-CNyxObl, paboTawowme C
ANHaAMUYEeCKUMM agpecamu.

Hanee, 3T BapuaHTbl opraHusauumn poctyna k |IP-kamepam u3 cetn WHTepHeT OyayT

paccMOTpeHbI NogpobHee.
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6.2. MogknoyeHMe nNpu cTaTU4ecKom BHewHeM |IP-agpece/PPPoE-coegnHeHumn

6.2.1. U\cnonb3oBaHue ctatn4veckoro IP-agpeca

Ana nogkniodeHns IP-kamepbl kK cetu MHTepHeT HeobGXOAMMO M3MEHUTb ee ceTeBble
napameTpbl B COOTBETCTBUM C JaHHbIMW, NOMy4YeHHbIMK OT NpoBaraepa. Kak npasunio, nposanaep
npegocTaBnsieT cnegywwme ceteBble HacTporku: IP-agpec (B AaHHOM cnydae, CTaTUYeCcKui),
Macka nogcetn, CeteBon wnio3 u agpec DNS-cepsepa.

Ona nonyyeHns goctyna K IP-kamepe yepes ceTb VIHTepHeT no ctatnyeckoMy IP-agpecy
Heo6xoanMO BbINONHUTL CReAyoLme Warw:

War 1: nogkniounte IP-kamepy Hanpsimyio kK Bawewmy K.

LWar 2: nsmeHuTe ceTeBble HACTPOMKM NPOBOAHOIO coeanHeHus IP-kamepbl (CM. NyHKT 5.7
AaHHoro PykoBoacTBa) B COOTBETCTBUM C HacTpomkaMu, npefoctasneHHbiMn Bawum UHTepHeT-

nposangepom (Puc. 6.1).

BE\WARD

Nokanbxeie Hacrpoiika LAN
Ayano
Brgeo Wenenssoeats IPvE []
Bepaws IF | IPV4
> OcHosHwe e SEm o [
[ ew o 1z ses o 16
e e
> WatchDog IF
omceciun (12, 1o o our]
> FPPFPoE

» UPnP

CeTa

Monyuims ssToMsTIECH

> Bon 5

Jour Mpeanewmsemesi DNS | 157 g68 0 251
> Emal AmrepreriendionS [ 0 0. o o ]
> FIP MAC-aspec | 18-68-82-36-36-50

» NAS

Mposepks ceTn
» DDNS e

> FRTR
CoxpamuTs
> RTSP
> HTTPS
> Veenomnenne
3anuce
Tpesora

CHCTEMHEIS

Puc. 6.1

War 3: nogkntouunte IP-kamepy Kk BblgeneHHon cetu Ethernet.

Ecnu Bce napameTpbl yka3aHbl BEPHO, kamepa AormkHa ObiTb 4OCTYNHA B ceTu VIHTepHeT.

B npuBegeHHOM npumepe nposavaep NpeaocTaBun crneyolwme aHHble:

e |P-appec: 192.168.0.163

e Macka nogcetm: 255.255.255.0

e OcHoBHOM wW03: 192.168.0.251

e DNS-cepBep 1: 192.168.0.251

e DNS-cepBep 2: 0.0.0.0

B obwem cnyyae, anga obpaiieHus k IP-kamepe 4Yepes ceTb VIHTEpHET B agpecHOn CTpoke
Gpaysepa BBOAUTCA crneaylowmi 3anpoc: http://<IP>:<Port>, rge <IP> — IP-agpec kamepsbl, <Port>
— 3HayeHune HTTP-nopta. Tak Kak B JaHHOM MpuMepe ucnonb3yeTtcd 3HadeHne HTTP-noprta,
3agaHHoe no ymonyaHuto («80»), To, 4Tobbl 0bpaTuTbCa K IP-kamepe 4vepe3 ceTb VIHTepHeT,

Heobxoanmo HabpaTb 3anpoc «http://192.168.0.163».
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NMPUMEYAHUE!

Mpu nogkntodeHun K kamepe yvepesd HTTP-nopT, 3agaHHbIN NO yMONYaHUoO (3HaveHne paBHO «80»),

3anpoc B agpecHoun cTpoke bGpaysepa umeet sua: http://<IP>, — roe <IP> — IP-agpec kamepbl.

6.2.2. Ucnonb3oBaHne PPPoE-coeanHeHus

MHTepHeT-npoBangep He Bcerga MoxeT obecrneuntb NOLKIOYMEHUE Mo cTaTudeckomy |IP-
agpecy. Yalue Bcero, nposangep opraHnadyeTt goctyn K cetn MIHTepHeT Yyepe3 PPPoOE-coeanHeHme.
B aTom cny4ae, oH npegoctaBnsieT aboOHEHTY MMSA NONb30BaTenNs 1 Naponb.

IP-kamepa B56-30R nogaepxumBaet PPPoE-coeguHeHne. [Ona ero wucnonb3oBaHUs
Heo6xoaUMO BbINONHUTE CreayoLwme Wwarw:

War 1: nogkntounTte IP-kamepy k Bawlen nokanbHon cety unu Hanpsmyto K MK (cm. Masy 6).

War 2: songute B MmeHto PPPoE-HacTpoek IP-kamepbl: Hacmpolku — Cemb — PPPOE.

LWar 3: B TekcToBbIX Nonsx [[onb3oBaTtens], [[Maponb] BBeanTe 3Ha4yeHUs, NOMy4YeHHbIe
oT VIHTepHeT-npoBanaepa (Puc. 6.2).

BE\VARD

Noxkanshbie Hactpoitka PPPoE

[T r— I — ——

Ayouo
T Benouwme [
Cetn ’ PAP hd
e P[]
L —
> LAN
L —
» WatchDog IP =0
Br——— Bpeun i

> e o |

> Bonjour

> E-mail

> FTP

> NAS

» DDNS

> PRTP

» RTSP

> HTTP

> Yeenomnesme
3anuce
Tpesora

CwcTemHbie

Puc. 6.2

War 4: ana npuHATUA U3MEHEHUI HaXXMUTE KHOMNKY [COXpaHUTb].

BHUMAHUE!

[ns BCTynneHunst ceTeBbIX NapaMeTpoOB B cUIy TpebyeTcs nepesarpyska yCTPOUCTBa.
War 5: nogkntouunte IP-kamepy Kk BblaeneHHon cetu Ethernet.
BHUMAHMUE!

Mocne nogknioveHus IP-kamepsbl K BolaeneHHon cetu Ethernet, oHa 6yaeTt goctynHa B cet IHTepHeT nog

IP-agpecom, NpucBOeHHbIM el Baluimm npoBargepom n otobpaxaembiM B none [Agpec] (cm. Puc. 6.2).
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NMPUMEYAHUE!
[na ynobcTea, IP-agpec kamepbl, 104 KOTOPbIM OHa AOCTyNHa B ceTu VHTepHeT, MoXeT 6bITb coobLLeH

Ha yKasaHHbI Bamu agpec anekTpoHHOM noYThbl (DyHKUMS «IP-yBegomneHuer). [Ans HacTponkn aaHHOW

onumu, noxanymncra, obpatutecb kK PykoBOACTBY MO SKCnnyaTaumm.

[na obpalyeHus k IP-kamepe yepes ceTb MIHTEpHET, B aapecHom cTpoke bpay3epa BBoaUTCA
cnefyowmin 3anpoc: http://<IP>:<Port>/, — rge <IP> — IP-agpec kamepsbl, HasHa4yeHHbI Bawwmm
nposangepomMm npu yctaHoerneHmn PPPoE-coeguHeHus, <Port> — 3HadveHue HTTP-nopta (mo

ymon4yaHuio pasHoe «80»).

NMPUMEYAHUE!
Mpu nogkntoveHun K kamepe yvepes HTTP-nopT, 3agaHHbIN NO yMONYaHutoo (3HaveHme paBHO «80»),

3anpoc B agpecHoun cTpoke Gpaysepa umeet sua: http://<IP>, — roe <IP> — IP-agpec kamepsbl.
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6.3. MNopgknoyeHne 4epe3 ceTb WUHTepHeT Kk IP-kamepam, Haxogswmumca B

rioKanbHOM ceTu
Ecnn goctyn B ceTb VIHTEpHET ocyllecTBNAeTcs nNo BbigeneHHon nuHum Ethernet unu no

ADSL, ons nogknoyeHus nokanbHOW ceTu UCNoNb3yeTcs MapLupyTusaTop.

BHUMAHMUE!

[na ucnonb3oBaHUA OaHHOMO MeTOAa MOAKMYeHWs Heobxoaumo 3apaHee npuobpectn y Bawero
nposangepa MYBJIMYHBIA CTATUYECKWUIN IP-agpec. Mposaiigep npeaocTaBnsieT, kak npasumio,
ONHAMWYECKUI BHYTPEHHWIA IP-agpec, KoTOpbIii JOCTYNEH TOMbKO B MOACETVW npoBangepa.

MoaTomy yTouHMTE TUN Uchonb3yemoro Bamu IP-agpeca 3apaHee.

[nsa Toro, 4tobbl nogknounTbes K IP-kamepe ns cetn MIHTepHeT, Hago obpaTtutbes no IP-
agpecy, BblgaHHOMY NMpoBangepom («BHEWHUNy |IP-agpec mapLupyTtmnsartopa), 1 K onpegeneHHomy
HTTP-nopTy.

BHUMAHMUE!
Mpun obpaLyeHnmn n3 cetn VIHTepHET ANs BCex Kamep, HaxoOsALMXCS B OOHOW NIOKaNbHOWM CETH, CyLLeCTByEeT
Tonbko oauH IP-agpec (BblgaHHbIA NpoBangepom). MoaToMy Ans AocTyna K 3TMM kamepam HeobXxoanmo

KaXkOon Ha3Ha4YnTb CBOM rpynnbl NOPTOB.

[na atoro TpebyeTcsa BbINONHUTL CrneayoLwme 4ENCTBUS:

o /I3meHnTb ceTeBble NapameTpbl IP-kamep B COOTBETCTBUM C HACTPOMKaMU, NPUHATBIMU
B Bawen nokanbHOW cetun (CM. NyHKT 5.7 ANs NpOBOAHOrO MOAKIKOYEHMS Kamep K
foKarnbHOW ceTn).

e Hactpoutb yHKUMIO NepeHanpasneHus noptoB. [aHHaa yHKUMS nossonsaet
nepeHanpaensaTb obpaweHns u3 cetn VIHTepHeT K kakoMy-nnbo yCTpOWCTBY,
NOOKIMOYEHHOMY K nokansHom ceTu, ¢ BHewHero WAN-nHTepderica mapLipytusatopa
Ha ero BHyTpeHHUMN LAN-uHTepdenc un obecneumBaeTcss nNpakTU4ECKM IobbiM
COBPEMEHHbBIM MapLLPYyTU3aTOPOM.

Mpn atom, cyuwlectByeT ABa crnocoba HaCTpoOVKM MapLlipyTusauumn (nepeHanpaBneHust

nopToB):

e ycnosnb3oBaHme TexHonorun UPNP B kamepe n mapLipytmsaTtope;

e pydyHas YyCTaHOBKa NapaMeTpOB MepeHanpaBneHnss MNOPTOB B  Kamepe w

mapLupyTusaTope.

NMPUMEYAHUE!

TexHonorna UPNP gaHHON MOoAesbio Kamepbl He Noadep)KMBaeTcs.
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6.3.1. HacTpowmka py4yHon nepeagpecaumm NOPTOB MapLUpyTusaropa

Paccmotpum  3agady nogknioveHusi IP-kamepbl K ceTu MHTepHeT C  NOMOLLbIO
mapuwpyTtmnsatopa TP-Link TL-WR2543ND (HacTporika 6onblnHCTBa (OYHKUMA MapLUpyTU3aTopoB
pa3fiMyHbIX MOAENEN BbIMOSHAETCH CXOXNM 06pa3om).

CuuTaem, 4TO MOAKMKOYEHME MapLupyTU3aTopa K NoKanbHOW cetn u cetn NHTepHeT yxe
HacTpoeHo. MapupyTrsaTop UMEET cnefyowmi nybnuyHbin ctatudecknn IP-agpec, BblaaHHbIN
NutepHeT-npoBangepom (IP-agpec WAN-uHTepdenca mapLupyTtusatopa): 173.194.122.201.

JlokanbHas ceTb umeet IP-agpeca B AnanasoHe «192.168.0.1 — 192.168.0.255», npuyem
«192.168.0.1» — «BHYyTpeHHM» |P-agpec wmapwpyTtmnsatopa (IP-agpec LAN-uHTepdelnca
MapLipyTusatopa), «192.168.0.163» — IP-agpec kamepsbl. [1ns HACTPOMKM UCMONb3yeM KOMNbIOTEP,
NOOKITHOYEHHbIN K 3TOW SIOKaNbHOW CeTu.

Ona nogkntoveHus |IP-kamepbl Kk cetn WMHTepHeT TpebyeTcsa HasHauuMTb NOpThl, Yepes3
KoTopble ByaeT oCcyLecTBNATLCA BHELUHUIA AOCTYN K €e HAaCTPOMKaM 1 K BUOEONOTOKY C kamepsbl. B
nokanbHOM CeTH aTU NOPThl MO YMONYaHMIo MMeIOT crneytowme sHavenms: HTTP-nopT — «80», MopT
AaHHbIX — «5000», RTSP-nopT — «554».

BHUMAHUE!
Mpwn obpaLyeHun n3 cetn IHTepHET Ans BCex kKaMmep, HaxoasaLmMXcsa B OOHOW NTOKanbHOM CETH, CyLLeCTBYET
TOonbKO oauH IP-agpec (BblgaHHbIM NpoBangepom). [oaToMmy Ans AocTyna K 3TMM Kamepam Heob6Xxoanmo

KaXkOon Ha3Ha4YnTb CBOU rpynnbl NOPTOB.

[na nameHeHus nopToBs IP-kamepbl BbINONHUTE crneytowime AenCTBUS:

BHUMAHMUE!
MopT AaHHbIX 06513aTeNbHO AOMKEH TPaHCNMPOBaTLCS «NOPT B MOPT». COOTBETCTBEHHO, AN BCEX Kamep

HeobxoaQMMO 3a4aTb pa3finyHble 3Ha4YeHnA nopTa AaHHbIX.

War 1. B BeG-uHTepdhelice kamepbl OTKpOWTe pasgen MmeHw Hacmpolku — Cemb —
OcHogHble.
War 2: Beeaute B nomne [MopT AaHHbIX] HOBOE 3HAYEHME, OT/INYHOE OT 3HAYEHUsI MO

ymon4yaHuio. Hanpumep, nycTb B Ka4ecTBe NopTa AaHHbIX ncnonb3dyetca nopT «5001» (Puc. 6.4).
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Be\VARD

TNokanbHbie OCHOBHBIE HACTPOWKH

Aynmo
TopT AssHEX
HTTP-nopt

Bupeo
CeTb
e

? LAN
[ Brmouums nepaaapecsiyso nopros

 Nomparms st UPRP-cepeeps

> PEPOE UPnP-cepeep

> UPne Brewsi IP-sapec [ 1

s EErEn [—" P ]

> E-mai HTTF-nopr |
. RTSP-nopt

ONVIF-nopT

» WaichDog IP

> Veenomnesve

3annce

Tpesora

CHCTEMHBIE

Puc. 6.4
LWar 3: Ans npuMeHeHnst HacTpPoeK HaXxXMuUTe KHONKy [CoxpaHuTb|.
Takum obpasom, nopTbl Ans JOCTyna K AaHHOW Kamepe BHYTPW noKanbHOW ceTun ByayT:
HTTP-nopT — «80», MNopT aaHHbIX — «5001», RTSP-nopT — «554».
[nsa BTOpOM Kamepbl MOXHO BblbpaTh cneaytowme noptel: HTTP-nopt — «80», MopT AaHHbIX
— «5002», RTSP-nopt — «554» n T.4.

Kamepa HacTpoeHa. OcTanocb NpaBuibHO HACTPOUTL MapLLpPYTU3aTOP.

[na HacTpoMKM MapLupyTM3aTopa BbINOJSIHUTE crneayowme AeNCTBUA:
War 1: BBeguTe B agpecHon cTpoke Opaysepa IP-agpec mapwpyTtusaTopa (B Hawem
npumepe — «192.168.1.1»). B nosiBMBLUEMCA OKHE aBTOpM3auun BBEAUTE NOMMH U naponb. [ocne

yOayHoW aBTopM3aLmmM OTKPOETCS OCHOBHas CTpaHuLa HacTpoek mapLipytusartopa (Puc. 6.5).

TP-LINK’ A50M Wireless N Gigabit Router

Model No. TL-WR2543ND

Status
Quick Setup
WPS
Network

Firmware Version: 3.13.27 Build 121207 Rel 619550

Wireless
DHCP

USB Settings
Forwarding LAN
Security

Hardware Version: WR2543ND v1 00000000

I

MAC Address: 90-F6-52-75-BD-62

Parental Control IP Address: 19218811

Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding Wireless

Subnet Mask: 255.255.255.0

Dynamic DN$ Wireless Radio: Enable
System Tools

Name (SSID): TP-LINK

Puc. 6.5

War 2: Bbibepute nyHkT meHio Forwarding — Virtual Servers. B nossuBueMcCa MeHI0

HaxkmuTe kHonky [Add New] (Puc.6.6).
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Status
Quick Setup
wps

Network
Wireless

DHCP

USB Settings
Forwal

-V vers
- Port Triggering
-DMZ

-UPRP

Security
Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding

Dynamic DNS

System Tools
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450M Wireless N Gigabit Router
Model No. TL-WR2543ND

ID  Service Port Internal Port IP Address Protocol Status Modify
Enable Al Disable All Delete Al
Previous Next
Puc. 6.6

War 3: go6aBbTe npaBuna nepeHanpasneHnsa noptos Ans IP-kamepsl (Puc. 6.7). 3apante

cneayoLme napameTpbi:

[Service Port]: ykaxuTte nopT, KOTOpbIA ByAeT ncnonb3oBaTbCa Ana 4OCTyna K kKamepe 13

cetn VIHTepHerT.

NMPUMEYAHUE!

Bo unsbexaHune KOHd)J'IVIKTOB HE VICI'IOJ'Ib3y17ITe ana nepeHanpaBsieHna MopToB 3aperncTtpupoBaHHble

3Ha4yeHus. PekomeHayeTcs Mcnonb3oBaHue NopToB guanasoHa 1124-7999. (3HayveHus noptoB oT 0 go

1123 ochuumarnbHO 3aperMcTpuMpoBaHbl Nof pasfuyHble NPOTOKOSbI, CIYXKObI, MPUOXEHMS.)

[Internal Port]: ykaxute nopT, NCNONb3yeMbIil B JAaHHbLI MOMEHT Ans AOCTyna K kamepe 13

IoKanbHOW ceTu.

[IP Address]: ykaxuTe IP-agpec kamepsbl, Ans KOTOPOW HacTpanBaeTCs nepeHanpasneHme.

OcrTanbHble NyHKTbI He TPEGYHOT HAaCTPOWKN.

Hob6asbTe npasuno anga nopta HTTP (Puc. 6.7).

TP-LINK'

Status
Quick Setup
wps
Network
Wireless
DHCP

USB Settings

Forwa

- Port Triggering
-DMZ
-uPap

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS
System Tools

450M Wireless N Gigabit Router
WModel No. TL-WR2543ND

Add or Modify a Virtual Server Entry

Service Port: 81 (XXX or XX)
Internal Port: 80 (XX, Only valid for single Service Port or leave it blank)
IP Address: 192.168.1.199
Protocol: All -
Status: Enabled hd
Common Service Port: —Select One-- -
save

PykoBoAcTBO Mo NOoAKMOYEHUIO KyNnosibHO-MOBOPOTHOU KaMmepbl B56-30R



BekVARD I nasa 6. llooknouenue IP-kamepol k cemu Unmepnem

War 4: HaxmuTe kHonky [Save], ytobbl coxpaHuTb npasuno. Npasuno gobasneHo (Puc.

6.8).

TP-LINK 450M Wireless N Gigabit Router

Model No. TL-WWR2543ND

Status

Quick Setup Virtual Servers

WPS

Network
ID  Service Port Internal Port IP Address Protocol Status Modify
Wireless
DHCP 1 81 80 192.168.1.199 All Enabled Modify Delete
USB Settings
AddNew.. | [ EnableAll | [ Disable Al | [ Delete All
IR Previous Next

- DMz

-UPnP

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Puc. 6.8
LWar 5: Tem xe cnocobom gobasbTe npasuno ans nopta RTSP (Puc.6.9).

TP-LINK® 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Status

Quick Setup Virtual Servers

wes

Network

ID  Service Port Internal Port IP Address Protocol Status Modify
Wireless
e 181 80 192.168.1.199 Al Enabled Modify Delete
USB Settings 2 3001 554 192.168.1.199 All Enabled Modify Delete
Forwi
-Virt AddNew.. | [ EnapleAll | [ Disable Al | [ Delete Al
- Port Triggering
-DMZ

Previous Next

-uPnp

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding

Dynamic DNS

System Tools

Puc. 6.9
LWar 6: n ewe ogHo npasuno aAns lNopTta AaHHbIX (Puc. 6.10).

BHUMAHUE!
HTTP-nopTel 1 RTSP-nopTbl KaMep MOXHO NepeHanpasnaTh C MOMOLLbIO BUPTyarnbHOro cepsepa, 04Hako

NopT AAHHbIX KaMep OO0 KEH ObITb pasHbIM U TPAHCNMPOBATLCA «MOPT B NOPT»!
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TP-LINK'

Status

Quick Setup

WPS

Network
Wireless

DHCP

USB Settings
Forwardi

- Vi s

- Port Triggering
-DMZ

-UPnP

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Virtual Servers

450M Wireless N Gigabit Router

ID  Service Port Internal Port IP Address

1 81 80 192.168.1.199

2 300 554 192.168.1.199

3 5001 5001 192.168.1.199
AddNew.. | [ EnableAll | [ Disable Al | [ Delete All

Pratocol
All
All
All

Status

Enabled
Enabled
Enabled

Previous Next

Puc. 6.10

LWar 7: ecnu Bbl ncnonb3yeTe HeCKONbKO kamep, To Bam Heo6xoaumo noBTopuTh Wwarun 2-6

ANsa ocTanbHbIX Kamep (Puc.6.11).

TP-LINKC

Status

Quick Setup

WPS

Network
Wireless

DHCP

USB Settings
Forwarding

- Virtual Servers

- Port Triggering
-DMZ

-UPnP

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding

Dynamic DNS

System Tools

450M Wireless N Gigabit Router

Virtual Servers

ID  Service Port Internal Port IP Address

1 a1 80 192.168.1.199
2 3001 554 192.168.1.199
3 5001 5001 192.168.1.199
4 82 80 192.168.1.198
5 3002 554 192.168.1.198
B 5002 5002 192.168.1.198
7 83 80 192.168.1.211
8 3003 554 192.168.1.211
9 5003 5003 1921681211

AddNew... | [ Enable Al | [ Disable Al | [ Delete Al ]

Protocol
All
All
Al
All
All
Al
All
All
Al

Status

Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

Previous

Puc.6.11

HacTponka mapLupyTmsaTopa 3aBepLueHa.

Tenepb, YTOObI nonyynTb OOCTYyN K KaMepe 13 cetn MHTepHeT, Haao O6paTI/ITbC$I K Hen no

en nopty HTTP.

IP-agpecy, BblgaHHOMY nNpoBanaepoMm («BHeWwHuny» IP-agpec maplipytmusatopa), 1 Ha3Ha4YeHHOMY

B paccmoTtpeHHom npumepe IP-agpec maplpytmusaTtopa — «173.194.122.201». HTTP-nopr,

Ha3HayeHHbI Kamepe Ans nepeaapecauun, — «81». 3HauuT, Ana obpalleHnst K Kamepe U3 ceTu

MHTepHeT HeobXoanMMO B agpecHon CTpoke Gpay3epa HabpaTb 3anpoc: http://173.194.122.201:81/.
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MpunoxeHus

an/IJ'IO)KeHVIe A. 3aBO,D,CKV|e YCTaHOBKMA
Hwxe npnBegeHbl HEKOTOPbIE 3HAYEHUS 3aBOACKNX YCTAaHOBOK

HanmeHoBaHue 3HaveHue
IP-agpec 192.168.0.99
Macka nogcetu 255.255.255.0
LWnio3 192.168.0.1
Wms nonb3osaTens (agMuHUcTpartopa) admin
Maponb (agMuHMCTpaTopa) admin
HTTP-nopt 80
MopT AaHHbIX 5000
RTSP-nopt 554
SMTP-nopTt 25
ONVIF-nopt 2000
NTP-cepBep clock.isc.org
time.nist.gov
time.windows.com
time-nw.nist.gov
time-a.nist.gov
time-b.nist.gov
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MpunoxeHune B. NapaHTUKHBbIE 06A3aTenbLCTBA

B1. O6wue cBepgeHud

a) Mepepn nogkntoyeHnem obopyaoBaHMs HEOBXOANMMO O3HAKOMUTBLCHA ¢ PykoBOACTBOM MO
aKcnnyaTaumm.

6) Ycnosus akcnnyaTauum Bcero o6opyaoBaHms omkHbl cootBeTcTBoBath [OCT 15150-69,
FOCT B20.39.304-76 (B 3aBMCMMOCTW OT UCMOSTHEHUS YCTPOWNCTBA).

B) [lNs1 NoBbIWEHNST HAAEXHOCTM paboTbl 060pyaoBaHUs, 3almTbl OT HPOCKOB B NUTAIOLLEN
cetn n obecneveHnsa GecnepebOMHOrO MUTaHUS cnegyeT UCNONb3oBaTb CeTeBble UNbTPbI U

ycTpouncTBa 6ecnepebonHOro nuTaHus.

B2. OnekTpoMarHMTHasi COBMeCTUMOCTb

3710 060opygoOBaHME COOTBETCTBYET TpebOBaHMAM SMEKTPOMAarHUTHOM coBmecTumoctn EN
55022, EN 50082-1. HanpsikeHne pagnonomex, co3gaBaeMblx annapatypon, cooteetcteyet [OCT
30428-96.

B3. OnekTponutaHue

[lomKkHO cOOTBETCTBOBATL NapameTpaMm, ykasaHHbIM B PykOoBOACTBE MO aKCniyatauuun Ang
KOHKPETHOro yctponcTtaa. [Ana yCTpOUCTB CO BCTPOEHHbIM UCTOYHMKOM MUTaHUSA — 3TO NepeMeHHoe
HanpsbkeHne 220 B £10%, yactotonm 50 'y £3%. [Ana ycTpONCTB C BHELWHUM CTabunnsampoBaHHbIM
aganTepoM NUTaHUS — UCTOYHUK NUTaHna 5 B £5% wnn 12 B £10% (HanpskeHvne nynbcaummi — He
6onee 0.1 B). [na ycTtponctB C 24-BONMbTOBbIM MUTAHWMEM — BHELHWUM MWCTOYHUK MNUTaHWUS

nepemeHHoro Toka 24 B +10%.

B4. 3azemneHue

Bce ycTpoiicTBa, nmetowme BCTPOEHHbIN BNOK NUTaHWS, LOMKHbI ObiTb 3a3eMreHbl NyTeM
NOAKMIYEHNss K crneunanbHbiM — poO3eTKam  3MNEKTPONUTaHus C  3a3eMSIeHMEM W nyTem
HEMNOCPEACTBEHHOrO 3a3eMrieHMs1 Kopriyca, €CnM Ha HeM npedycMOTpeHbl chneuuvanbHble
KpenexHble 3nemMeHTbl. 3a3eMfeHne 3neKkTponpPOBOAKM 30aHUA OOMKHO ObiTb BbINOMHEHO B
cooTBeTCTBMM C TpeboBaHmamun MYD (MpaBuna YcTponcTtea dnekTpoycraHoBok). ObopyaosaHue ¢
BbIHOCHbIMM 6GnokaMmyM nuTaHMa M aganTepaMmym TakkKe [OOIDKHO OblTb 3a3eMNeHo, ecnvM 3To
NpeayCMOTPEHO KOHCTPYKLUMEN KOpMyCa U BUITKU Ha LUHYpe NuTaHus. MOHTaXx BO3AYLUHbIX JIMHWIA
anekTponepedayn n INMHUIA, NPOKNaabiBaeMbIX MO HApPYXHbIM CTEHaM 34aHMM U Ha Yephakax,
OOIMKEH ObITb BbINOMHEH 3KPAHMPOBAHHbLIM Kabernem (Mnv B MeTannopykase), U NNHUWA OOSDKHbI
ObiTb 3a3emneHbl C [OBYX KOHUOB. [lpuyem, ecnun oOOWH KOHeu, 3KpaHa MoAKYaeTcs
HEMNOCPEACTBEHHO K LUMHE 3a3eMNeHusi, TO BTOPOM — MOAKMYaeTCa K 3a3eMeHuio yepes

paspsaHKIK.
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B5. MonHuesawumTa

MonHuesawuTa gomkHa cootBeTcTBoBaTb P 34.21.122-87 "MIHCTpyKuMa NO YCTPOWCTBY
MOSHMe3aLWmnTbl 3gaHni n coopyxennn" n FTOCT P 50571.18-2000, FOCT P 50571.19-2000, NOCT
P 50571.20-2000. MNMpwn npoknagke BO3AYLHbLIX FIMHAA U IMHUIA, NOYLMX NO HAPY>KHOW CTEHE 34aHni
1 NO YepAayvHbIM NOMELLEHMAM, HA BXOg4ax 000pyaoBaHUst AOMKHbI ObITb YCTaHOBMEHbI YCTPOMCTBA

MOJTHNE3alNTbI.

B6. TemnepaTypa v BNaxHoCTb

MakcumanbHble 1 MUHUManbHbIE 3HAYeHWs TemrepaTypbl 3KCnnyaTauum n XpaHeHus, a
TakKke BNaXHOCTU, Bbl MOXeTe NOCMOTPETb B TEXHUYECKOM ONUCaHWUM KOHKPETHOro 06opyaoBaHus.
MakcumanbHas pabovas Temnepartypa — 3TO TemnepaTypa, Bbllle KOTOPOW He OOIMKEH HarpeBaTbCH

Kopnyc yCcTponcTBa B npoLecce AnuTensHon paboThbl.

B7. PasmelueHue

Ana BeHTMNSAUMM YCTPOMCTBA HEOOXOAMMO OCTaBWUTb Kak MUHMMYM Mo 5 cM cBOGOAHOrO
npoctpaHcTBa no 6Gokam M CO CTOPOHbI 3agHenm naHenwu ycTtpowuctBa. [lpu ycraHoBke B
TeneKoOMMYHMKaLNOHHbIN LWKad unn CTONKY AomkHa O6biTb obecnevyeHa Heobxoanmasi BEHTUNALMS.
[na aToro pekoMeHOyeTCs yCTaHaBnuBaTb B LWKagy creynanbHbin GroK BEHTUNATOPOB.
Temnepatypa oOKpyxatwLwero Bo3gyxa W BEHTUNAUMA OOMMKHbl obecneumBaTb HeobxoauMbIv
TemnepaTypHbii pexunm o0bopyaoBaHWs (B COOTBETCTBUM C TEXHUYECKUMM XapaKTepucTUKamm
KOHKpeTHOro obopyaoBaHus).

MecTo anga pasmeLleHnss 060pyaoBaHNs LOMKHO OTBeYaTb Creayowmm TpeboBaHNAM:

a) OTcyTCcTBME 3anbINIEHHOCTU NOMELLEHWS.

6) OTcyTCcTBME B BO3AYXE NapoB BNaru, arpeccuBHbIX cpes.

B) B nomewieHuun, roe ycrtaHaBnuBaeTcd obopyaoBaHue, He [OOMKHO ObiTb ObITOBbIX
HaCeKOMbIX.

r) 3anpelaetca pasmellartb Ha obopyaoBaHUM NOCTOPOHHME NpeaMeTbl U NepekpbiBaTb

BEHTUNTALUMNOHHbLIE OTBEPCTUA.

B8. O6cnyxunBaHue
O6opynoBaHye Heobxoanmo obCnyxmMBaTh C NEPUOANYHOCTLIO HE MEHEE OHOrO pasa B rof
C Lenblo yganeHus u3 Hero nbinn. AT1o no3sonuT obopynoBaHuio paboTtaTtb 6e3 cboes B TedeHne

npoaoJKNUTESIbHOIO BpEMEHMN.

B9. Moaknio4yeHne uHtepdencos
O6opynoBaHne OOIMKHO MOAKIIOYATLCA B CTPOrOM COOTBETCTBUM C HA3HAYEHUEM M TUMOM

YCTaHOBMNEHHbIX MHTEPdENCOB.
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B10. FapaHTuitHbIe 06s3aTenbCTBA

OO0 «HIMN «beeapa» He rapaHTupyeT, 4YTO obopyaoBaHme GyageT paboTaTb OOMMKHbLIM
06pa3om B pasnuyHbIX KOHPUrypaumsx n obnactax NpUMMeEHeHUs, 1 He AaeT HUKaKOW rapaHTum, 4To
obopynoBaHue obsizatenbHo OygeT paboTaTb B COOTBETCTBUM C OXMAAHUSIMW KIMEHTA NpU €ero
NPYMEHEHUN B CneumdPU4ecknX Lensx.

OO0 «HIMMN «beBapa» He HeceT OTBETCTBEHHOCTM NO rapaHTUHbIM 0bBsi3aTenbCTBaM Npu
NOBPEXOEHUN BHELLIHMX MHTepdercoB obopynoBaHus (CeTeBblX, TeNeOHHbIX, KOHCOSbHbIX U T.M.)
n camoro o6opyaoBaHus, BO3HUKLLEM B pe3ynbTare:

a) HecobntogeHnst NpaBuIT TPAHCNOPTUPOBKM M YCINOBUIN XPaHEHWS;

6) bopc-MaKOpHbIX OBCTOATENBLCTB (TAKUX Kak NoXap, HABOAHEHWE, 3eMNEeTPACEHME U Ap.);

B) HApYLLUEHUSA TEXHUYECKNX TpeboBaHM MO pa3MeLLEHMIO, NOAKMIOYEHNIO U SKCMyaTaumm;

) HENpPaBUITbHbIX OENCTBUI NPU NEPEnpPOLLNBKE;

[) NCNonb30BaHNS He NO Ha3HAYEHWIo;

€) MEeXaHVWYECKUX, TEePMUYECKMX, XMMMUYECKMX W WHbIX BMAOB BO3OEWNCTBUM, €CNU UX
napameTpbl BbIXOAAT 3@ pPaMKM OOMYCTUMbIX SKCMMyaTauMOHHbIX XapaKTepucTuk, nmbo He
npegycMOTPEHbI TEXHMYECKON creumdmKaumen Ha gaHHoe obopyaoBaHue;

) BO34ENCTBUSA BbICOKOIO HanpshkeHus (yaap MOSHUK, CTaTUYecKoe 3NeKTPUYECTBO 1 T.1.).
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MpunoxeHune C. NpaBa u noaaepxka

Cl. ToproBasi mapka

Copyright © BEWARD 2023.

HekoTopble nNyHKTbl HacTosiwero PyKoBOACTBa, a Takke pasgenbl MEeHH YynpaBreHus
obopyaoBaHna MoryT 6biTb n3MeHeHbl 6e3 NpeaBapuUTENbHOrO YBEAOMITEHUS.

BEWARD gasnsetca 3apernctpmpoBaHHon Toproson mapkon OOO «HIMIM «besapa». Bece

OCTarlbHble TOProBble MapKn nNnpunHaaneXxat nx snagenbuam.

C2. OrpaHu4eHue OTBETCTBEHHOCTU

OO0 «HIMM «beapg» He rapaHTMpyeT, 4TO annapaTtHble cpeacTBa byayTt paboTatb
OOIMKHBIM 06pa3oM BO BCEX cpedax M MPUMOXEHUSX, U He OaeT rapaHTMn U NpeacTaBreHUun,
noapasymeBaeMblX WU BbIPaXEHHbIX OTHOCUTENbHO KayecTBa, paboumx XapakTepucTuk, Wnu
paboTocnocobHOCTM MNpu ucnonb3oBaHuM B creundmyecknx uenax. OO0 «HIMM «besapa»
NpUNoXnno Bce ycunusg, 4tobbl caenatb 370 PykoBOACTBO MO aKkcnnyaTauum Hanbonee TOYHbIM U
nonHbiM. OO0 «HIIM «beBapg» oTKasbiBaeTCs OT OTBETCTBEHHOCTU 3a NHOObLlIe onevaTkn unm
NpOnyCcKu, KOTOpble, BO3MOXXHO, NPOU30LLNN NpU HanucaHum gaHHoro PykoBoacTsa.

MHdopmauusa B nobon yactu PykoBogcTBa nNo aKcniyataumm U3MEHAETCA U OOMOSTHAETCS
OO0 «HIIM «beBapa» 6e3 npeasaputensHoro ysegomrieHna. OO0 «HIIM «besapa» He GepeT Ha
cebsi HMKaKom OTBETCTBEHHOCTW 3a ftobble MOrpeLHoOCTH, KOTOpble MOryT COAepXaTbCA B 9TOM
Pykoeogctee. OO0 «HIIM «beBapa» He 6epeT Ha cebst OTBETCTBEHHOCTM U HE OAET rapaHTui B
BbiNycke OOHOBMNEHWA WM COXPaHEHUN HEW3MEHHOW KaKOM-NMbOo MHgopMaumm B HacTosiLeM
PykoBoacTtBe no aKkcnnyatauumn, M OocTaBnsieT 3a cobor NpaBO BHOCUTb M3MEHEHMSI B OaHHOE
PykoBoacTtBo w/unu B usgenus, onucaHHble B Hem, B ntoboe Bpemsi 6e3 npenBapuTenibHOro
yBegomMmnenus. Ecnn Bbl obHapyxute B 3TOM PykoBoACTBE MHGOPMaUMiO, KOTopasa siBNSeTcs
HenpaBUNbHOW U HEMOMHOW, UM BBOAUT B 3abnyxaeHune, mbl 6yaem Bam kpariHe npuaHaTesibHbI

3a Bawwm KOMMEHTapuUn n npeanoxXeHun4d.

C3. NpenynpexaeHnsa FCC

3710 0bopyaoBaHne ObINO NPOTECTMPOBAHO U MPU3HAHO YAOBMETBOPSAOLWMM TpeboBaHNSAM
NoNoXeHUss O LUPOBLIX YCTPOWCTBAX, NpuHagnexawmx Kk knaccy A, 4dactu 15 T[lpasun
depepansHon komuccun no ceasm (FCC). Otn orpaHudeHus 6binv paspaboTaHbl B Lensx
obecneyeHns 3aWwmTbl OT BPEAHbIX MOMEX, KOTOpble MOryT BO3HMKATb NPU MCMOSNb30BaHUN
obopyaoBaHNa B KOMMepYeECKUX Lenax. OTo obopygoBaHMe MOXeT u3ny4vaTb, FreHepupoBaTb U
NCNonNb3oBaTb JHEPruio B paguovacToTHOM AuanasoHe. Ecnm ganHHoe obopypoBaHue 6yger
yCTaHOBIEHO W/unn BygeT ncnonb3oBaTbCA C OTKNOHEHMAMM OT HacTosawero PykoBoacTtsa, OHO

MOXeT OKa3blBaTb BpegHoe BO34ENCTBME Ha Ka4eCTBO paanoceaA3n, a npu yCtaHoOBKE B XKUITOM 30He,
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BO3MOXHO, — Ha 340poBbe ntoaen. B atom cnyyae Bnageneu 6yaoeTr ob6sisaH uUcnpaBnsTb

nocneacTesns Bpe4HoOro BO34enCTBUS 3@ CBOW CYET.

C4. NpepynpexaeHne CE
OTO YCTPOMCTBO MOXET BbI3blBaTb PaAMONOMEXN BO BHELLHEM OKpYXeHun. B aTom cnyyae

nonb3oBaTteslb MOXeT ObITb 06513aH NPUHATbL COOTBETCTBYHOLLNE MEPbI.

C5. NMoppepxka
Ona wnHpopmaumm OTHOCUTENBbHO CepBUCa W MOAAEPXKKW, MOXanymncta, CBSXXUTECh C
cepBucHbiM LeHTpom OO0 «HIIM «beBapa». KoHTakTHble AaHHble Bbl MOXeTe HalMTu Ha caunTe

http://www.beward.ru/.

Mepen oGpalwieHvem B cnyxby TexXHUYEeCKOW NOoAAEepKKW, noXanymcra, MNOAroToBbTe
cnenyoLyo MHopMaLumio:

e TouyHoe HaumeHoBaHue u IP-agpec Bawero o6opygoBaHus (B cnydae npuobpetenus IP-
obopynoBaHus), gata NOKymnKu.

o Coo0LieHuns 06 owmbkax, KOTopble NOABMASIINCL C MOMEHTA BO3HUKHOBEHUSA NPOONeMbI.

e Bepcusa npowmBkM 1 Yepes kakoe obopyagoBaHme paboTano yCTponcTBO, Korga BO3HUKNA
npo6nema.

e [lpousBegeHHble Bamu genctsna (No waram), NpeanpuHaTbie And camoCTOoATENbHOMo
peLLeHnsa npobnemobl.

e CKpMHLIOT HacTpoek 1 napameTpbl NOAKMIOYEHNS.

YUem nonHee OyaeT npeacrtaeneHHas Bamu mHopmaumsi, Tem ObicTpee cneunanucTbl

CEPBUCHOIO LUeHTpa CMOryT NnoMo4b Bam pewnTb npo6neMy.
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Mpunoxenune D. Mnoccapun

3GP — mynbTUMeaunnHbIA KOHTENHep, onpeaensembln MapTHEpckum [MpoekTom TpeTbero
nokoneHus (Third Generation Partnership Project (3GPP) ans MmynbTumeammnHbix cnyx6 3G UMTS.
MHorne coBpemeHHble MOGUINbHbIE TenedgoHbl MMEeKT (PYHKUMM 3anMcuM M NpocMoTpa ayauo u

Buaeo B bopmate 3GP.

ActiveX — 370 cTaHAapT, KOTOPbIM paspeLlaeT KOMMNOHEeHTaM NPorpamMmmMHOro obecneveHus
B3aMMOLENCTBOBaTL B CETEeBOW cpefe He3aBUCUMO OT $3blka(-0B), MCMOMb3yeMoro Ansd ux
co3gaHus. BebG-6paysepbl MOryT ynpaBnsiTb anemeHTamu ynpasneHus ActiveX, OoKymeHTamu
ActiveX wn cueHapuammn ActiveX. OnemeHTbl ynpaeneHua ActiveX 4acTo 3arpyxawTca U
WMHCTanNNMpyrTCa aBTOMaTMYECKN, Kak 3anpawuvBaembl. Cama no cebe faHHasi TEXHONOrMa He
ABNSAETCH KpoccnnaTtopMeHHOM 1 noaaepXxmBaeTcsa B NofIHOM o6beme Tonbko B cpeae Windows

B 6pay3sepe Internet Explorer 8.0.

ADSL (Asymmetric Digital Subscriber Line / AcummeTpnuHasa undpoBas aboHeHTCKas
NMHUA) — MOAEeMHasi TEeXHONorus, npeBpallalrollas aHanoroBble CuUrHanbl, nepegaBaeMble
NocpeacTBOM CTaHAapTHOW TernedOHHOM §HMKM, B UUdPOBbIE curHanbl (NakeTbl AaHHbIX),

No3BOSSiS BO BpeMsi paboTbl coBepLuaTb 3BOHKMU.

Angle / Yron o630pa — 370 yron, KOTOpbIN 06pasytoT Nyyn, CoeauHAoWNE 3a0HI0K TOYKY
obbekTMBa 1 gmaroHanb Kagpa. Yron 3peHus nokasbiBaeT CbeMOYHOE pacCTOsiHME U Yalle BCero
BblpaxkaeTcs B rpagycax. O6bI4HO yron 3peHnst namepseTca Ha NiH3e, POKYC KOTOPOW YCTaHOBIEH
B ©6eckoHeyHOCTb. B 3aBMcuMoOCTM OT yrna 3peHusd, OOBbEeKTMBbI AenaT Ha Tpu Tuna:
LLUMPOKOYTrOSNbHbIE, HOPManbHble U ANTMHHOGOKYCHbIE. B LUIMPOKOYronbHbIX 06bekTMBax, KOTopble
Yallle BCEro Ucnornb3ylTca Ans naHopamMHOro HabnwaeHus, yron 3peHnst coctaBnsaeT 75 rpagycos
n 6onblwe. HopmanbHble 06bEKTUBBI MMEKT yron 3peHus oT 45 go 65 rpagycos. Yron 3peHus

ANMHHOGOKYyCHOro o6bekTuea coctaenseT 30 rpagycos.

ARP (Address Resolution Protocol / [lpotokon onpepeneHna appeca) -—
NCNONb3YIOLWMNCA B KOMMbIOTEPHbLIX CETAX NPOTOKOST HM3KOr0 YPOBHS, NpeaHasHayYeHHbIn Ons
onpeaeneHnsa agpeca KaHanbHOro YpOBHS NO M3BECTHOMY afpecy CEeTEBOro ypoBHs. Hanbonblee
pacnpocTpaHeHne 3TOT NPOTOKOM nonyymn Grnarogapsa NoBCceMeCTHOCTM ceTen |P, noCcTpOeHHbIX
nosepx Ethernet. 31oT npoTokon ncnonbayetcs ans ceasu IP-agpeca ¢ MAC-agpecom ycTponcTsa.
Mo nokanbHOM ceTn TpaHcnNupyeTcs 3anpoc Ans noucka y3na ¢ MAC-agpecom, COOTBETCTBYOLLMM

IP-agpecy.

Aspect ratio /| ®dopmaTt 3kpaHa — 370 popmaTHOE OTHOLLUEHME LUMPUHBI K BbICOTE KaZpoB.
O6wun popmaT Kagpa, UCNonb3yeMbln AN TENEBU3NOHHBLIX AKPaHOB U KOMMbIOTEPHbBIX MOHUTOPOB,

coctasnsert 4:3. TenesugeHue Bbicokon YeTkoctn (HDTV) ncnonbsyet popmat kagpa 16:9.
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Authentication / AyteHTudmkauma — nposepka NpUHALMEXHOCTU CyObeEKTy AocTyna

npeabsBNEeHHOro UM  MaeHTUdUKaTopa; noareepxaeHne nognuHHocTn. OavH 13 cnocobos
ayTeHTUVKauMm B KOMMNbLIOTEPHOW CUCTEME COCTOMT BO BBOAE Ballero nofib30BaTenbCKOro
naeHTndurkaTopa, B NPOCTOPEYUN HasbiBaeMoro «normHomy» (login — perucrpaunoHHoe ums
nonb3oBaTensd) W Napofnd — HEKOW KoHduaeHUManbHOW WHOPpMauMM, 3HaHME KOTOpOW
obecneynBaeT BnageHne onpeaeneHHbIM pecypcom. NMonyymB BBEAEHHbIV NOMb30BaTENEM JTIOMUH
N Naponb, KOMMNbIOTEP CPaBHUBAET MX CO 3HAYEHMEM, KOTOpOE XpaHUTCA B crnieumnanbHon Gase

OaHHbIX, U, B Clly4ae coBnageHus, nponyckaeT nosib3oBaTesid B CUCTEMY.

Auto Iris /| AP[] (ABTOperynupyemasa amnacpparma) — aT0 aBTomaTU4eckoe perynmposaHme
BENUYMHBI Anadpparmbl 4Ns KOHTPONA KonnyecTea cBeTa, nonagatowero Ha matpuuy. CyuwlectsyeT

OBa BapuaHTa aBToMaTtuyeckon perynnposku anadparmel: Direct Drive n Video Drive.

Biterate / ButpenTt (CkopocTb nepeaaymn AaHHbIX) — OyKBanbHO, CKOPOCTb NPOXOXAEHWUS
6uTOoB MHOPMaUnN. BUTpenT NpMHATO Mcnonb3oBaTb MpU M3MepeHUn 3APdEKTUBHON CKOPOCTU
nepegayn uvHoOpmMauun Mo KaHamny, TO eCTb CKOPOCTW nepefadn «nones3Horm WHgopmaumm»

(moMnMO TakoBOW, MO KaHaNy MOXET rnepedaBaTthCs cnyxebHast nHdopmauus).

BLC (Back Light Compensation / KomneHcauna ¢oHOBOM 3acBeTKM, KOMMEeHcauus
3agHero cBeTa). TUMWMYHLIA NPUMEP HEOOXOAMMOCTU WUCMONb30BaHMUSA: YErnoBeK Ha (DOHe OKHa.
ONEKTPOHHbIN 3aTBOP KaMmepbl OTpabaTbiBaeT MHTErparnbHyto, T.e. OOLLYH OCBELLEHHOCTb CLEHbI,
«BUOUMOM» Kamepon vepe3 obbekTMB. COOTBETCTBEHHO, Manas durypa 4ernioBeka Ha GOombLIOM

CBETSIOM (pOHE OKHa BbINIbETCSH B UTOre "3acBeTkon" BCen KapTUHKKU. BkritoueHne yHkummn «BLC»

MOXeT B MOAOBHbIX chny4daax ncnpaBuTb pa60Ty aBTOMATUKN KaMepbl.

Bonjour — npoTtokon aBTomMaTnyeckoro obHapyxeHusi cepBmcoB (cryx6), ncnonb3yembin B
onepaumoHHon cucteme Mac OS X, HaumHasa ¢ Bepcun 10.2. Cnyx6a Bonjour npegHasHayaeTcs
ANS MCNONb30BaHMs B NOKanbHbIX CETSAX U UCMONb3yeT cBedeHus (3anucu) B crnyxbe AOMEHHbIX
umMéH (DNS) ons obHapyXeHus OpyrnMxX KOMMbIOTEPOB, PABHO Kak M MHbIX CETEBLIX YCTPOWUCTB

(Hanpumep, NPUHTEPOB) B BnvkanLleM CETEBOM OKPY>KEHUMN.

CIDR / becknaccoBasi agpecauus (aHrn. Classless Inter-Domain Routing, aHrn. CIDR) —
meTop IP-agpecaunm, No3BoNALWmMIn rmMbKo ynpaensaTb NpocTpaHCTBOM IP-agpecoB, He ncnonb3ysi
XKECTKME paMKK KraccoBon agpecauun. Kcnonb3oBaHMe 3TOro MeToaa MNo3BONdAeT 3KOHOMHO
NCNonb3oBaTb OrpaHUYEHHbIN pecypc |P-agpecoB, NOCKOMNbKY BO3MOXHO NMPUMEHEHWE Pa3fMyHbIX

MacoK NnoaceTen K pas3nnyHbiM NoaceTAM.

CCD / N3C-maTpurua — 370 CBETOUYBCTBUTESbHBIA 3NEMEHT, NCNOMNb3YHOLNNCS BO MHOIMX
LUMpPOBLIX Kamepax M NpeacTaBnsloWnn cOBON KPYMHYK MHTErpanbHyl0 CXeMy, COCTOALLYI U3
COTEH ThbICAY 3apsaoB (NUKcenewn), KoTopble npeobpasytoT CBETOBYID 3HEPTUI0 B ANEKTPOHHbIE

curHansl. Paamep matpuubl moxeT coctaBnatb 1/4", 1/3", 1/2" vnn 2/3".
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CGl (EpuHbin  wno30BbIM  UHTepdenc) — cneuudomkauus, onpegensawowas

B3aumopgenctene web-cepsepa c¢ gpyrumm CGl-nporpammamn. Hanpumep, HTML-ctpaHuua,

cogepawasn dopmy, MoxeT ucnonb3osaTtb CGl-nporpammy ansg o6paboTkmn AaHHbIX HOPMbI.

CMOS / KMOIN (Complementary Metal Oxide Semiconductor / KomnnemeHtapHbIn
MeTansIooOKCUAHbIA MNONYNPOBOAHMK) — 3TO LUMPOKO MCMONb3YyEMbIA TUM MOMYyNPOBOAHMKA,
KOTOPbI MCMONb3yeT Kak OTpULATENbHYIO, TaK 1 NONOXUTENBbHYHO SNEKTPUYECKYHo Lenb. MNockonbky
TONMbKO OHA M3 3TUX TUMOB Lienen MoXeT ObITb BKNOYEHA B Ntoboe AaHHOEe BpeMsl, TO MUKPOCXEMbI
KMOIlMa notpebnatioT MeHbLUe 3NeKTPO3HEPrnm, YeM MUKPOCXEMbI, UCMOMb3YHOLWNE TONbKO OAMH
TMN TpaH3ucTopa. Takke gatdmkm mnsobpaxeHns KMOIT B HEKOTOpbIX MUKpOCXemax cogepxart
cxembl 06paboTkn, OQHAKO 3TO MPEeuMyLecTBO HEBO3MOXHO ucnonb3oBaTb ¢ [13C-gatumkamn,

KOTOpPbIE ABJIAIOTCA TaKXKe bonee Oopormmun B npon3soacTBe.

DDNS (Dynamic Domain Name System, DynDNS) — TexHonorusi, npyumeHsemasa Ans
Ha3Ha4YeHWs1 NOCTOSIHHOTO AOMEHHOIO UMEHM YCTPOMUCTBY (KOMMbIOTEPY, CETEBOMY HAKOMUTENMIO) C
AnHamnyeckum IP-agpecom. 31o moxeT 6biThb IP-agpec, nonyyerHbin no DHCP vnn no IPCP B
PPP-coeanHeHnsax (Hanpumep, npuv yganéHHoMm [octyne 4epes mogem). [dpyrme MawuHbl B

NHTepHeTe MoryT ycTaHaBnmMBaTb COeAMHEHNE C 3TON MaLUMHOW N0 JOMEHHOMY UMEHM.

DHCP (Dynamic Host Configuration Protocol / [lpotokon AauHamu4ieckomn
KOHdUrypaumm ysna) — 3TO CEeTEBOM MPOTOKOS1, MO3BOMSIOWINA KOMMbIOTEPAM aBTOMaTU4ECKU
nonyyatb IP-agpec v gpyrme napametpbl, Heobxoaumble ons pabotel B cetn TCP/IP. daHHbIN
npotokon paboTtaeT nNo MoAenu «KNMeHT-cepBep». [nNs aBTOMaTMYECKOW KOHUrypaumm
KOMMbIOTEP-KNNEHT Ha 3Tane KoHdwurypauum ceTeBOro YycTponcTBa obpallaetca K Tak

Ha3biBaemomy cepsepy DHCP v nonyyaeT OT Hero HyXHble napameTpbl.

DHCP-cepBep — 9TO nporpamma, KoTopas HasHadaeT knueHtam IP-agpeca BHyTpu
3a4aHHOro guanasoHa Ha onpefeneHHbld nepuod BpemeHWu. [aHHyto yHKUMIO NoAdepKuBatoT

NnpakTn4eckn BCe COBPEMEHHbIE MapLUPYTU3aTOPbI.

Digital Zoom / LiucdpoBoe yBenuyeHme — 310 yBenuyeHve pasamepa kagpa He 3a cyet
ONTKKKU, A C MOMOLLbIO KagpupoBaHUSA NOAYyYEHHOro ¢ MaTpuubl n3obpaxeHns. Kamepa Huyero He
yBENUUMBAET, a TOMbKO BbIpe3aeT HYXHYI0 4acTb M300paxeHWs W pacTarmBaetr ee Ao

nepBoHa4aribHOro paspeLlueHuns.

Domain Server / CepBep AOMEHHbIX UMEH — TaKkKke AOMEHbI MOryT BbITb UCMOMb30BaHbI
OopraHnsaumsiMu, KOTopble XOTAT LeHTPan“3oBaHHO yNpaBnaTe CBOMMU KOMMNbOTEPaMM (Ha KOTOPbIX
yCTaHOBIEHbl onepaunoHHble cuctembl Windows). Kaxabii nonb3oBatenb B paMkax OoMeHa
nonyyaeTt y4YeTHYH 3anucb, KoTopas OObIMHO paspeluaeT 3apermcTpMpoBaTbCs U UCMONb30BaThb

niodon KOMMNbOTEP B OOMEHe, XO0TA OAHOBPEMEHHO Ha KOMMNbKTEP MOryT OblTb HaIOXEHbI
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orpaHnyeHusi. CepBepoM [OOMEHHbIX MMEH SIBNSIeTCS cepBep, KOTOpbIM ayTeHTuduumpyet

nosib3oBaTenen B CeTu.

Ethernet — nakeTHasi TexHonorusi nepedayn AaHHbIX MPEVMYLLLECTBEHHO B JOKamnbHbIX
koMnbloTepHbIX ceTax. CraHgaptel Ethernet onpepensioT npoBodHble coeauHEHUs U
3MNeKTPUYECKME CUrHanbl Ha PU3NYECKOM YpOBHEe, POpMaT KagpoB M MPOTOKOMbl YynpaBneHus

OOCTYMNOM K cpefie — Ha KaHarnbHOM ypoBHe mogenu OSI.

Factory default settings / 3aBoackne yctaHOBKM MO YMOM4YaHUIO — 3TO YCTAHOBKW,
KOTOpble M3Ha4anbHO UCNONb30BaHbI A5 YCTPOWUCTBA, KOrga OHO OTrpykaeTcs C 3aBoa B NepBbi
pa3. Ecnn BO3HUKHET HEOOXOANMMOCTbL NepeyCcTaHOBUTbL YCTPOMCTBO A0 €ro 3aBOACKMX YCTaHOBOK
Nno yMOnyaHuto, TO 3Ta (PYHKUMA NpuMeHMMa ans 60nblUMHCTBA YCTPOWUCTB, M OHa MOJSTHOCTLIO

nepeycraHasnnBaeT nobble YCTaHOBKU, KOTOPbIE ObINY N3MEHEHbI Nofb30oBaTENEM.

Firewall / Bpangmayap — GpaHamayap (MexceTeBomn 3kpaH) paboTaeT Kak 6apbep mexay
ceTaAMM, Hanpumep, Mexay fokanbHou ceTbio U NHTepHeToM. BpaHamayap rapaHTupyeT, 4To
TONbKO 3aperncTpmpoBaHHbLIM Nonb3oBaTensMm OyaeT paspelueH JOCTyn U3 OAHOW CeTU B APYryto
ceTb. bpangmayapom MoxeT bbITb NporpaMmHoe obecneveHne, paboTatoLee Ha KoMMboTepe, UNnu

OpaHamMay3poM MOXeT ObiTb aBTOHOMHOE annapaTHoe YCTPOWMCTBO.

Focal length / ®okycHoe paccTtosiHne — wnsmepsiemMoe B MUINIMMETpax ¢OKyCcHoe
paccTosiHne 06bEeKTMBA KaMepbl, onpegensioLllee LWNPUHY ropu3oHTanbHoOM 30Hbl 0630pa, KoTopoe
B CBOI ovepedb nsaMmepsietcs B rpagycax. OnpegenseTtcs Kak pacCcTosiHMe OT nepeaHen rnaBHom
TOYKM OO nepeaHero dokyca (ans nepegHero OoKyCHOMro pacCTOSIHUS) U Kak pacCTOsIHUE OT 3adHen
rMaBHOM TOYKM OO 3agHero dokyca (ona 3agHero ¢pokycHoro pacctosHus). Mpu atom, nopg
rnaBHbIMM TOYKaMu NoApa3yMeBaOTCs TOYKM NepeceyeHnss nepegHen (3agHen) rnaBHOM NNOCKOCTH

C OMTUYECKOMN OCbIO.

Fps / KappoBas 4actota — KONMYECTBO KagpoB, KOTOPOE BMAaeocucteMa (KoMnbtoTepHas

urpa, Tenesusop, DVD-nneep, Bugeodann) BblAaET B CEKyHAY.

Frame / Kagp — kagpom saBnseTtca nonHoe BuaeousobpaxeHne. B dopmate 2:1
4YyepeccTpoyHon  paseépTkn uHTepdenca RS-170 u B opmatax MexayHapoaHoro
KOHCYNbTaTMBHOIO KOMUTETA NO paguoOBELLaHuUIo, Kagp cos3daeTcs M3 ABYX OTAerNbHbIX obnacrten
TNIMHUA YepeccTpoYHOn pa3BepTkn 262.5 nnn 312.5 Ha yactoTte 60 wunm 50 My ansa Toro, 4TOoObI
chopmupoBaTtb MOMHbBIA Kagp, KOTOpbIi 0ToBpasntca Ha akpaHe Ha yactote 30 wnm 25 My, B
BMgeokamepax C NporpecCcnBHON pa3BepTKON KaxKabl Kagp CKaHUPyeTCs NMOCTPOYHO M He SBRSIETCA

4YepecCcTPOYHbIM; BOMNBLUMHCTBO M3 HUX OTOBpaxaeTcsa Ha YacToTe 30 n 25 Ny,

FTP (File Transfer Protocol / TlpoTtokon nepepaun ¢annoB) — 3TO NPOTOKON

NPUoXeHUs, KOTOpbIM ucnonb3dyet Habop npotokonoB TCP / IP. OH ucnonb3yetcd, 4ToObI
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obmeHuBaeTca dannammn  Mexagy KomnbtoTepamu/yctponcteamm B cetu. FTP  nossonsiet

noaknodaTbes K cepsepam FTP, npocmaTtpmBatb COAEpKMMOE KaTanoros 1 3arpyxatb hansbl
cepBepa unn Ha cepsep. lNpoTtokon FTP oTHoCUTCA K NpOTOKONaM MpUKNagHoOro ypoBHS UM ANs
nepegayn gaHHbIX UCNOMb3yeT TpaHCNopTHLINM NpoTtokon TCP. KomaHngbl n gaHHble, B OTniMyne ot
BonbLlIMHCTBA APYrMX NPOTOKOMOB nepedarTcs no pasHbiM noptam. [opt 20, oTKpblBaeMbl Ha
CTOpPOHE cepBepa, UCnonb3yeTcsa Ana nepefadn gadHblx, nopTt 21 - Ang nepegaym komang. MNopt

Ona npuemMa gaHHbIX KIMMeHTOM onpeaendaeTca B Aunarnore corjfiacoBaHuA.

Full-duplex / MonHbIn gynnekc — NOMHbIN Aynnekc npeactaBnsaet cobon nepeaady AaHHbIX
OHOBPEMEHHO B OBYX HanpasneHusix. B cucteme 3ByKOBOCMPOM3BEOLEHMS 9TO MOXHO onucarthb,
Hanpumep, TenedOHHbIMM cucTeMamn. Takke nonyaynnekcHas cBa3b obecneynBaeT

OBYXCTOPOHHIOK CBA3b, HO TOJIbKO B OAHOM HanpaslieHNU 3a OONH pas.

G.711 — craHgapT ana npeacraeneHus 8-6utHom komnpeccun PCM (MKM) curHana c
yactoton pguckpeTtusaumm 8000 kagpos/cekyHay u 8 6ut/kagp. Takmm obpasom, G.711 kogek

co37aéT noTok 64 Kout/c.

Gain / Koadhc¢pmumeHT ycuneHmnsa — KoadhpuULNEHTOM YyCUNEHUS SBMSIETCS KO3PULNEHT
YCUNEHNST W OKCTEHTA, B KOTOPOM aHamnoroBbld YCUNUTENb YCUNUBAET CUIly CcurHana.
KoadhdmumeHThl ycuneHms 06blMHO BbipaXatoTcsi B eanHunbax molwHocTu. Jeunben (ob) sensetca

Hanbonee ynoTpebutenbHbiM CNOCOO0M ANs1 UBMEPEHUS YCUINEHNSA YCUIUTENS.

Gateway / MexceTreBOM LWIKO3 — MEXCETEBbIM LUMIO30OM SBISIETCSA CETb, KOTopas
OENCTBYeT B KAYeCcTBe TOYKM Bxoda B ApYyryto ceTb. Hanpumep, B KopnopaTMBHOW CETU, cepsep
KOMNbIOTEPA, OENCTBYIOLLMA B KayeCTBe MEXCETEeBOro LUM3a, 3a4acTylo Takke OeWCTBYeT U B
KayecTBe MpPOKCU-CepBepa U cepBepa ceTeBOW 3amnTbl. MexceTeBOW L3 YacTo CBA3aH Kak C
MapLLPYTU3aTOPOM, KOTOPbIN pacrno3HaeT, KyAa HanpaBnAaTh NakeT AaHHbIX, KOTOPbIA NPUXoauT B
MEXCETEBOW LUMO3, Tak U KOMMYTaTOpPOM, KOTOPbIN NpeaocTaBnAeT UCTUHHbBIA MapLupyT B U U3

MeXCeTeBOro nk3a and gaHHOro naketa.

H.264 — 3T0 MexayHapoaHbIN cTaHOapT KOAMPOBaHWUSA ayavo UM BUAeo, (Apyroe Ha3BaHue
'MPEG-4 part 10' unn AVC (Advanced Video Coding)). [JaHHbI CTaHAapT COAEPXUT psan HOBbIX
BO3MOXHOCTEMN, MO3BONAOLWMX 3HAYUTENBLHO MOBbLICUTL 3(PIEKTUBHOCTL CXKaTua BMOEO MO
cpaBHeHuto ¢ bonee paHHuUmMu ctaHgaptamu (MPEG-1, MPEG-2 n MPEG-4), obecneunBas Takke
BonbLuyo MMBKOCTL NPUMEHEHNs B pasHoobpasHbIxX ceTeBbIX cpedax. cnonb3yetca B UMpoOBOM

TenesunaeHun Bbicokoro paspewerus (HDTV) n Bo MHOrux apyrmux obnacrsax umdpoBoro Buaeo.

HTTP (Hypertext Transfer Protocol / NMpoTokon nepeaayn runeprekcra) — 310 Habop
npasun no obmeHy channamm (TEKCTOBbIMW, rpaduyeckumun, 3BYKOBbIMW, BUOEO- U APYrMMU

MynbTumMegua cavinamm) B cetu. lNpoTtokon HTTP sBnseTca npoTOKONOM BbICLLErO YPOBHSA B
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cemenctee npotokornoB TCP/IP. B gaHHOM npoTokone nobon nakeT nepegaetcd 4O NONyYeHus

noateepXxaeHma o ero npaBniibHOM npuneme.

HTTPS (Hypertext Transfer Protocol Secure / 3awuwéHHbIN NPOTOKON nepeaayvun
runeprekcra) — pacwupeHne npotokona HTTP, noggoepxmBatowee wudpoBaHue. [daHHble,
nepegasaemble no npotokony HTTP, «ynakosbiBaloTCA» B KpynTorpaduyeckmin npotokon SSL nnm
TLS, Tem cambiM obecrneymBaeTcs 3awWuTa 3TUX AaHHbIX. B otnuumne ot HTTP, ana HTTPS no

ymonyanuio ucnonssyetcs TCP-nopt 443.

Hub / CeTeBOW KOHLIEHTPATOP - CETEBOMN KOHLEHTPATOP UCNONb3YeTCs ANSA NOAKMTOYEHNS
MHOMOYMCMEHHbIX YCTPONCTB K ceTn. CeTeBON KOHLIEHTpATOp nepeaaeT BCe AaHHble B YCTPOWCTBA,
NOAKMYEHHbIE K HEMY, TOrAa Kak KOMMYTaToOp TOSbKO NnepedaeT AaHHble B YCTPOMCTBO, KOTOpoe

cneuwnanbHO nNpeaHa3Ha4vyeHo a4 Hero.

ICMP (Internet Control Message Protocol / MexceTeBOW NMPOTOKON ynpaBrsitOLWMUX
coob6LweHnn) — ceTeBo NPOTOKOS, BXoaswmn B ctek npotokonos TCP/IP. B ocHoBHom ICMP
ncnonb3yetcs Ans nepegaydn coobuieHnin o6 owmbkax U APYrux UCKNIOYUTENbHbBIX CUTyauusx,
BO3HUKLLMX MPKU Nepegaye AaHHbIX, Hanpumep, 3anpawmBaemMas ycnyra HegocTynHa unn XocT unu

MapLLUpyTM3aTop He OTBeYaloT.

IEEE 802.11 / Cranpapt IEEE 802.11 — 3T0 ceMencTBO cTaHAapToB AN 6ecnpoBOAHbIX
nokanbHbix ceten. CtaHgapt 802.11 nogoepxmBaeT nepedadvy AaHHbIX Ha ckopoctn 1 wnm 2
M6wuT/cek Ha nonoce 2.4 [Tu. Crangapt xe 802.11b 3agaeT ckopocTb nepedayn gaHHbix 11
M6wuT/cek Ha nonoce 2.4 [Ty, B TO BpeMsi Kak ctaHgapT 802.11a no3BonsieT 3agaTtb CKOPOCTb 40 54

M6wuTt/cek. Ha nonoce 5 Ty,

Interlaced video / YepeccTpoyHasa pas3BepTKa — 3TO BMOEO3aNMCb CO CKOPOCTbio 50
n3obpaxeHnn (HasbiBaeMbIX NONAMU) B CEKYHAY, U3 KOTOPbIX Kaxable 2 nocrneaoBaTeNbHbIX Nons
(nonykagpa) 3atem o6beguHsatoTea B 1 kagp. YepecctpoyHas passepTka bbina paspabotaHa MHOro
neT Hasag ANns aHanoroBoro TeneBnaeHNs 1 4O CUX NOp LWMPOKO npumeHsaeTcs. OHa gaeT xopolune
pe3ynbTaTbl NPY NPOCMOTPE ABWXEHUS B CTAaHAAPTHOM M300paXkeHun, XOTa Bcerga CyllecTByeT

HEKOTOpOE NUCKaXeHne I/1306pa)KeHI/IFI.

Internet Explorer (IE) — cepusa 6paysepoB, paspabartbiBaemas kopnopauuen Microsoft ¢
1995 roga. Bxoant B KOMMMEKT onepaunoHHbix cuctem cemencrtea Windows. AsnseTtcsa Hanbonee

LLMPOKO MCMNonb3yemMbiM Beb-6pay3epom.

IP 66 (Ingress Protection) — 370 cTaHgapT 3awmnTbl 060pyAOBaHMS, KOTOPbIA ONUCbIBaET
nbine- 1 Braro- 3awmTty kamepbl BugeoHabnogeHus. MNMepeas umdpa o6o3Ha4aeT ypoBEHb 3aLLUTbI
OT nonagaHusa TBEpAbIX YacTuy, (Hanpumep, undpa 6 o6o3HavaeT NONHOE UCKIIYEeHMe nonagaHus

nbinu). Bropas undgpa obo3HavaeT ypoBeHb 3auTbl OT NONagaHns XXugkocTten (Hanpumep, undpa
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6 ob6o3Ha4vaeT 6e3ynpeyHyto paboTy Kamepbl NpY BO34ENCTBUN MACCUBHbBIX BOASIHbIX MOTOKOB BOAbI

UM BpeMeHHOM obriMBaHuu.)

IP-kamepa — uUMdpoBas BUAeOKamepa, OCOBEHHOCTLIO KOTOpPOW ABMSeTcs nepeaada

BugeonoToka B undgposom dhopmaTte no cetn Ethernet, ncnonsaytowwen npotokon IP.

JPEG (Joint Photographic Experts Group / CrtaHgapt O6beguHeHHOM rpynnbl
aKkcnepTtoB B ob6nactu dotorpadmm) — oaovH M3 nonynspHbix rpagudeckmx copmartos,
NPUMEHSIEMbIN ONs1 XpaHeHMs1 OTOM3006paKeHnn N NogobHbIX UM n3obpaxkeHuin. MNMpu cozpaHum
n3obpaxerma JPEG nmeeTcsi BOBMOXXHOCTb HACTPOWMKM MCMOMb3YyEMOro KoddduumeHTa cxaTus.
Tak kak npu 6onee HU3KOM KO PULIMEHTE CKaTKSA (T.€. CaMOM BbICOKOM Ka4eCcTBe) yBENMYnBaeTcs

obbem anna, cywecTByeT BblIOOp Mexay Ka4ecTBOM n3obpaxeHusa n obbemom danna.

Kbit/s (Kilobits per second / Kbut/cek) — 310 Mepa namepeHus CKOpoCTM NOTOKa AaHHbIX,

T.€. 3TO CKOPOCTb, Ha KOT0p017| onpeaeneHHoe Konn4ectBo outoB npoxoaaT 3adaHHY0 TOYKY.

LAN (Local Area Network / JlokanbHasa Bbl4UCNUTENbHAsA CeTb) — KOMMNbIOTEPHAs CETb,
nokpbIBatoLas 00bIYHO OTHOCUTENBHO HEGONbLUYIO TEPPUTOPUIO NN HEOOMbLLYIO TPpynny 34aHWN

(aom, odouc, bmpmy, MHCTUTYT), TO ECTb ONpPeaEeNeHHYI0 reorpadunyeckyto 30Hy.

Lux / Jllokc — eguHuua mamepeHus oceellleHHocTU. OnpeaensieTcss Kak OCBELLEHHOCTb
MOBEPXHOCTU Mrowaabio 1 KB.M. CBETOBbIM NOoTokoM 1 nomeH. McnonbayeTcs ans 0603HavYeHus

YyBCTBUTEJIbBHOCTU KaMep.

MAC-apgpec (Media Access Control address / AnnapaTtHbii agpec YCTPOUCTBA) — 3TO
YHUKanbHbIA MOeHTUdMKaTOp NPUCOEeOMHEHHOrO K CeTU YCTPOMUCTBA UMK, TOYHEee, ero nHTepdenc

a4 NoAKNKYEeHUA K CeTu.

Mbit/s (Megabits per second / M6ut/cek) — 3TO Mepa M3MepeHUs CKOPOCTM MOTOKa
AaHHbIX, T.€. 3TO CKOPOCTb, HA KOTOPOM OMTbI MPOXOAAT 3a4aHHYK TOYKY. OTOT napameTp 0ObIYHO
ncnonb3yeTtcsi, 4ToObl NPeacTaBUTb «CKOPOCTb» ceTu. JlokanbHas ceTb AOoMkHa paboTtaTh Ha

ckopoctn 10 unmn 100 Moéut/cek.

MJPEG (Motion JPEG) — nokagpoBbli MeTO BUAEOCKATUS, OCHOBHOW OCOBEHHOCTLIO
KOTOPOro SIBNSETCA CXaTue Kaxdoro OTAENbHOro Kagpa BMAOEOMNOTOKA C MOMOLLLI anroputma
cxatmsa wusobpaxenmn JPEG. lNpu cxatmm metogom MJIPEG wmexkagpoBasi pasHuua He

yynTbiBaeTCA.

MPEG-4 — 310 MexayHapoaHbl CTaHAapT, UCNONb3yeMblv NPenMyLLeCcTBEHHO A4S CKaTus
umdgposoro ayauo u sugeo. CrtaHgapt MPEG-4 B OCHOBHOM MCMoOnb3yeTca AN BellaHus
(noTokoBOE BMAEO), 3anUCKM (OUNBbMOB Ha KOMMAKT-AUCKW, BuaeoTenedoHun (BugeotenedoH) u

LLMpOKOBeELLaHNA, B KOTOPbIX akTUBHO UCMNONb3yETCA CXaTue LI,VI(*)pOBbIX BMOeo N 3ByKa.
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Multicast / TpynnoBasa nepega4va — cneunanbHas dopmMa LUMPOKOBELLAHUS, MPU KOTOPOW

KOMMM NakeToB HanpaBndaAlwTCsA onpedenéHHoMy nogMHOXecCTBY agpecatoB. Hapsagy c
NPUNOXEHNAMM, YCTaHaBNMBAKOWNMKN CBA3b MeXQY WCTOYHMKOM W OAHWM MonydyaTenem,
CYLLIECTBYIOT Takune npuroxeHus, rae tpebyetcs, 4Tobbl UCTOYHMK NOCkINan uHpopmMaumo cpasy
rpynne nonyyatenen. [pu TpaguumoHHOW TexHonorun IP-agpecaunn TpebyeTcs Kaxgomy
nonyyaTtento UHgopmalmmM nocrnatb CBOM MaKeT AaHHbIX, TO €CTb OfHa U Ta Xe WHdopmaLms
nepegaeTcsi MHOro pas. TexHonorusi rpynnoBon agpecaummn npeacrasnsieT cobon pacwmpenue IP-
agpecauuu, No3BosisoLEee HanpaBUTb OAHY KONUIO NakeTa cpa3y BceM nonydatenam. MHOXeCTBO
nonyyarernen onpegenseTcs NPUHAANEXHOCTbIO KaXKO0ro U3 HUX K KOHKpPeTHON rpynne. Pacchinky
OIS KOHKPETHOW rpynnbl NOMy4atoT TOMBbKO YNeHbl 3TOW rpynnbl.

TexHonorus IP Multicast npegoctaenseT psa CyLweCTBEHHbIX MPENMYLLECTB MO CPaBHEHMIO
C TPaAMUMOHHbIM Noaxoaom. Hanpumep, aobaBneHne HOBbIX NONb3oBaTenen He BriedeT 3a cobon
Heobxoaumoe yBenuyeHne npomnyckHOW CrnocobHOCTM ceTu. 3HauYUTENbHO COKpaLlaeTcsl Harpyska
Ha NochbINaKrLLMIA cepBep, KOTOPLIN GonbLle He AOMKEH NOAAEPKMBATL MHOXECTBO ABYXCTOPOHHUX

COEeONHEHUN.

[na peanusauun rpynnoBov agpecauun B IOKaNbHOM CeTn HeobXoOuMbl: MNoaOepXKKa
rpynnoBow agpecaumm ctekom npotokona TCP/IP, nporpammHas nogaepxka npotokona IGMP gns
OTNpaBKK 3anpoca O NPUCOEOUHEHWMM K rpynmne M MOonyYeHun rpynnoBoro Tpaduka, nogaepxka
rpynnoBon agpecaumm CeTeBOW KapTOW, NPUNoXeHue, UCnosb3ylowee rpynnoByld agpecauuio,
Hanpumep, BUAEOKOHdepeHUnda. TexHonorna «MynbTukacT» mcnonb3yet agpeca ¢ 224.0.0.0 go
239.255.255.255. TlopoepxuBaeTca craTudeckas M AuHaMudeckas agpecauusi. [Npumepom
cTtaTudeckmx agpecos apngatTcsa 224.0.0.1 — agpec rpynnbl, BKkrovawowen B ceba Bce ysnbl
nokansHom cetn, 224.0.0.2 — Bce MapLupyTu3aTopbl fokanbHOW ceTu. [uanasoH agpecos C
224.0.0.0 no 224.0.0.255 3apesepBupoBaH [Ans MPOTOKOMOB MapLipyTU3auum u Opyrux
HU3KOYPOBHEBBLIX MPOTOKOMOB MOAAEPXKW rpynnoBon agpecauuun. OcTanbHble agpeca
OWHAMMYECKM  UCMOMb3YTCA  NpunoXxeHuamu. Ha  cerogHAWHW  AeHb  ©OMbLUMHCTBO
MapLUpyTM3aTOPOB NOAAEPKMBAIOT ATY ONUMIO (B MEHIO 0ObIYHO eCTb onums, paspewatowasa IGMP

NPOTOKON NN MyInbTU KaCT).

NTP (Network Time Protocol / lNpoTokon CUHXPOHU3aALUN BpPEMEHU) — CeTeBOW
NPOTOKON AN CUMHXPOHMU3aLMN BpeMEHM C ncnonb3oBaHmemM ceter. NTP ncnonb3yet ans ceoeun

paboTbl npoTtokon UDP.

NTSC (National Television System Committee / Ctangapt NTSC) — ctaHgapt NTSC
SIBMSIETCH TENEBM3MOHHBLIM 1 BuaeocTangapTomM B CLUA. CtangapT NTSC goctaensieT 525 cTpok B

kagpe Ha 30 k/cek.
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ONVIF (Open Network Video Interface Forum) — oTpacnesow cTaHgapT, ONpeaensoLni

NPOTOKOMbl B3aMMOAENCTBUSA TakKMX YCTPOWCTB, Kak |IP-kamepbl, BuOeopernctpatopbl U CUCTEMBbI
ynpaeneHna Bugeo. MexgyHapogHbln  (opyMm, CcO3fgaBlUMA  OaHHBIA - CTaHOapT, OCHOBaH
komnaHuamm Axis Communications, Bosch Security Systems u Sony B 2008 rogy ¢ uenbto

pa3paboTku 1 pacnpoCTpaHEHUs! OTKPLITOro CTaHAapTa AN CUCTEM CeTEBOro BUAEOHabNoaeHUs.

PAL (Phase Alternating Line / TeneBusanoHHbin ctaHgapT PAL) — TeneBM3MOHHbIN
ctaHgapT PAL saBndaetcs npeobnagarlowmm TeneBM3MOHHBIM CTaHO4apTOM B cTpaHax Esponbl.

TeneBun3anoHHbIM ctaHgapT PAL goctaensieT 625 cTpok B kagpe Ha 25 k/cek.

PoE (Power over Ethernet / NutaHue 4yepes Ethernet) — TexHonorusa, nossonstoLias
nepegasaTb yAanéHHOMY YCTPOWCTBY BMeCTE€ C [aHHbIMU JreKTPUYECKYHO SHEPruio 4vepes

cTaHgapTHyto BUTYIO napy B ceTu Ethernet.

Port / TMopT — wnaoeHTUPUUUPYEMBIA HOMEPOM CUCTEMHBIA pPeCcypc, BblaenseMbli
NPUSTOXKEHMWIO, BLINOSIHAEMOMY Ha HEKOTOPOM CETEBOM XOCTe, AS1 CBA3WM C MPUMOXKEHUAMMU,
BbIMOMHSAEMbIMU Ha APYrMX CeTEBbIX XOCTax (B TOM YuCrie C APYTMMU NPUNOXKEHUSIMU HA 3TOM Xe
xocTe). B 06bI4HON KNMEHT-CepBEPHON MOAENUN NPUNOXKEHNE NTMBO OXMAAET BXOAALWMNX AAHHbIX NN
3anpoca Ha coeauHeHue («cnywaet nopT»), NMBo nocbinaeT AaHHbIe UK 3anpoCc Ha CoeuHEeHne

Ha M3BECTHbIN NOPT, OTKPbITbIA NPUITOXKEHNEM-CEPBEPOM.

PPP (MpoTokon gByXTO4Y€4YHOro coeaAnHeHuUs1) — NPOTOKOJ, MO3BOMSOLMIA UCNONb30BaTb
MHTepcenc nocnegoBaTenbHOW nepenavn aOns CBA3N Mexay ABYMS CETEBbIMM YCTPOMCTBaAMMW.

Hanpumep, nogkntodeHune MK k cepepy nocpeacTBoM TeNeOHHON NINHU.

PPPoE (Point-to-Point Protocol / [poTokon coeanHeHUs1 «TO4YKa - TOYKa») — NPOTOKOS
ONa NoAKIoYeHns nonb3oBartenen cetn ctangapta Ethernet k IHTepHeTy Yepes wnpokononocHoe
coeduHeHne, Takoe kak nuHma DSL, 6ecnpoBogHOe YCTPOWMCTBO MM KabenbHbin mogem. C
nomoubto PPPOE 1 LUMpOKONONOCHOrO Mogema nosib30BaTeny fnokanbHOM CeTM MOryT nony4vatb
AOCTyn C WHAMBUAOYanbHOW MNPOBEPKOM MNOASIMHHOCTU K BbICOKOCKOPOCTHBIM CETSIM [aHHbIX.
O6beaunnaa Ethernet n npotokon PPP (Point-to-Point Protocol), npotokon PPPoE obecneunBaeT
achbbeKkTnBHbIN cnNocob co3aaHnst OTAENbHbIX COEANHEHWI C yaaneHHbIM CEPBEPOM ANS KaXaoro

nonb3oBartengd.

Progressive scan / [porpeccuBHOe CKaHMpOBaHUE — 3TO TEXHONOMNSA npeacraBneHns
KagpoB B BWOEOHAOMOAEHUN, NpU KOTOPOM KaXKabl Kagp BOCNPOU3BOAUTCA MO OAHOW NUHUKN B
nopsifke Nx pasmeLLeHNs KaxKayto WecTHaguaTyo Ao cekyHabl. TO eCTb CHavana nokasbiBaeTcs
nuHuA 1, 3atem 2, 3ateM 3 U Tak ganee. Takum obpasom, nsobpaxeHme He BbeTCa Ha OTAENbHbIE
nonykagpbl. B aTom crniyyae nonHoCTbIO ncdesaeT ahekT MepuaHnst, N03TOMY Ka4eCTBO OTCHATOrO

BMOeo nony4vyaeTca ©onee BLICOKMM.
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RJ45 — yHU(MUMPOBaHHLIN pasbEéM, UCMNONb3yeEMbIA B TENEKOMMYHUKAUMSX, MmeeT 8

KOHTakTOB. Mcnonbayetcs ansa co3ganus JIBC ¢ ncnonb3oBaHnem 4-napHeix kabenen BUTon napbi.

Router / MapwpyTunsaTop — 370 YCTPOMCTBO, KOTOPOE onpedensieT TOUKy bnukanwen cetn,
B KOTOPYIO NakeT AaHHbIX JOIMKEH ObITb HaMpaBfieH Kak B CBON OKOHYaTEbHbIN NYHKT Ha3HAYeHUs.
MapLpyTtusatop cosgaeTt u/vnu nogaepxmsaeT cneynansHyo Tabnuuy MappyTnsaumm, Kotopas
coxpaHsieT MHopMaLUIO, Kak TONbKO OHa AOCTUraeT onpeaernieHHbIX NYHKTOB HasHaveHus. MiHoraa

MapLpyTU3aTop BKIHOYEH B Ka4eCTBe 4YaCTh ceTeBOro KoMmyTtartopa.

RTP (Real-Time Transport Protocol / TpaHCNOPTHbLIA NPOTOKOS B PeXUMe peanbHOro
BpeMeHUu) — 3TO npoTokon IP ong nepefadn gaHHbIX (Hanpymep, ayavo Unu BUAEO) B pexume
peanbHoro BpemeHu. NMpoTtokon RTP nepeHocUT B CBOEM 3arofioBke AaHHble, Heobxoanmble Ons
BOCCTAHOBIIEHUSA rofloca uUnu BuOeonsobpaxeHus B NPUEMHOM y3rie, a Takke [aHHble O Tune
koguposaHua nHgpopmauumn (JPEG, MPEG u 1. n.). B 3aronoBke gaHHOro npoTokona, B YaCTHOCTH,
nepenaroTcs BpeMeHHas MeTka M HOMep nakeTa. OTn napameTpbl NO3BONSIOT NPU MUHUMAMNbHbIX
3agepxkax onpegenutb MNOPsSAOK M MOMEHT [AEeKOAMPOBaHUS KakOoro naketa, a Takke
WMHTEpNoNMpoBaTb NMOTEpPsiHHbIE NakeTbl. B kayecTBe Hwxenexailero nNpoToKona TPaHCMNOPTHOro

YPOBHS, Kak npaBunio, ucrnonbayetca npotokon UDP.

RTSP (Real Time Streaming Protocol / lNpoTokon nepepayn NOTOKOB B peXxume
peanbHOro BpeMeHu) — 3TO NPOTOKON yNpaBeHns, KOTOPbIN CAY>XUT OCHOBOW 41151 COrnacoBaHns
TPaHCMOPTHbLIX NPOTOKONOB, Takux kak RTP, MHoroagpecHomn nnn ogHoagpecHon nepegayn u ons
cornacoBaHuns ucnonb3yemblx kogekoB. RTSP MoxHO paccmaTpuBaTb Kak nynbT AUCTAHUMOHHOMO
yrnpaBneHns noTokamMu OaHHbIX, NpegocTaBngemMbiMyM cepBepom mynbtumeana. Cepsepbl RTSP
0obblvHO wucnonb3ytoT RTP B KayectBe craHgapTHOro NpoTOKona And nepedadn ayguo- U

BUOEOAAHHbIX.

Shutter / OnNeKTPOHHbLIM 3aTBOP — 3TO 3NEMEHT MaTpuubl, KOTOPbIA MO3BOMSET
perynupoBaTb BpeMsi HaKOMMEHMA SNEKTPUYECKOro 3apsiga. dTa AeTanb OTBeYaeT 3a ANUTENbHOCTb

BblAEPXKN N KONMNMYECTBO CBETa, NnonasLlero Ha matpuuy nepen d)OpMMpOBaHMGM M306pa>|<eH|/|;|.

SMTP (Simple Mail Transfer Protocol / lNpocTton npoTtokon nepeaayn NouYTbl) —
npotokon SMTP ucnonb3yeTcs Ansa OTChIKMA U NONYYEHUS ANIEKTPOHHON NoYTbl. OgHAaKO NOCKOMbKY
OH SBNSAETCA «MNPOCTbIM» MO CBOEW CTPYKTYpe, TO OH OrpaHMyeH B CBOEW BO3MOXHOCTU MO
BMECTMMOCTM COOBLLEHNA Ha MOMy4valoLeM KOHLE, 1 OH OBbIMHO UCMOMb3YeTCa C OOHUM U3 OBYX
apyrmx npotokonos, POP3 unn npoTOKONOM WMHTEPAKTMBHOIO AOCTYyMa K 3fEKTPOHHOM MoyTe
(npoTokon IMAP). 3TK NpoTOKOsbI MO3BOMSAOT MOMb30BaTENIO COXPAHATL COOBOLLEHNSI B MOYTOBOM

SAILLIMKe cepBepa U NepUoAMYEcKn 3arpyxatb Ux U3 cepeepa.

SSL/TSL (Secure Socket Layer / Transport Layer Security / [poTokon 3awuuieHHbIX

cokeToB / [IpOTOKON TPAHCMOPTHOrO YPOBHSA) — 3TV ABa NpoTokona (npoTtokon SSL ssnsetca
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npueMHukom npoTtokornia TSL) saBnsTCA  KpunTorpacduyeckumm npoToKonamu, KoTopble

obecneunBatoT 6e3onacHyto cBA3b B ceTu. B BonblunHcTBE cnyyaerB npoTokon SSL ncnonb3yetcs
yepes npotokonn HTTP, 4toGbl chopmmpoBaTb NPOTOKON 3alMLEHHON MNepedayvn runeprekcra
(npotokon HTTPS) B kayecTBe MCMNOMb30BaHHOIO, Hanpumep, B MHTepHeTe ONs OCYLLECTBEHUS
(OMHAHCOBLIX TpaH3akuuin B 3nekTpoHHoM Buge. [lpoTokon SSL wmcnonb3yeT cepTudukaTtbl

OTKPbITOIo KpVII'ITOFpadJI/l‘-IeCKOFO Knto4a, 4ToObI noareepXxngatb MOEHTUYHOCTb cepBepa.

Subnet mask / Macka nogceTtu — 6utoBasi Macka, onpeaenstolias, kakast yacTtb |P-agpeca
y3na ceTu OTHOCUTCS K agpecy CeTH, a Kakas — K agpecy camoro yana B 9Ton cetn. Hanpumep, y3en

c IP-agpecom 192.168.0.99 1 mackon nogcetun 255.255.255.0 Haxoautcs B cetn 192.168.0.0.

Switch / KommyTtatop — KOMMyTaToOpoM S£BMSIETCA CeTeBOe YCTPOWCTBO, KOTOpoe
COefVHSAEeT CErMeHTbl CETU BMECTE N KOTOpOe BblGMpaeT MapLIpyT AN Nepecbiikn yCTPONCTBOM
AaHHbIX K ero 6nwkanwemy nonyyatento. O6bI4HO KOMMYTaTOp siBnsieTca 6onee NnpocTbiM 1 Gonee
ObICTPbIM MEXAHN3MOM, YEM CETEBOWN MapLUpyTM3aTop. HekoTopble KOMMYTaTOpPbl UMEIT OYHKLNIO

mapLupyTusaTopa.

TCP (Transmission Control Protocol / [lpoTokon ynpaBneHna nepegayen) — oguH 13
OCHOBHbIX CeTeBbIX MPOTOKONOB WHTepHeTa, npefHasHayeHHbIn ONs ynpaBneHus nepegaden
OaHHbIX B ceTax u nogceTtax TCP/IP. TCP — 3To TpaHCNOPTHLIM MexXxaHu3M, NpeaocTaBrsoWwmnm
NOTOK AAHHbIX C NpeaBapuUTENbHON YCTAHOBKOW COeAMHEHUS, 3a CHET 3TOro Aatomni yBepEHHOCTb
B AOCTOBEPHOCTU MNOSlydaemblX AaHHbIX, OCYLLeCTBNSAET MOBTOPHbIA 3anpoC AaHHbIX B Cry4vae
noTepu AaHHbIX U yCTpaHAeT oybnuposaHne npu nonyvyeHnn AByxX KONUn OAHOro nakeTa (CM. Takke
T/TCP).

TTL (Time to live) — npegenbHbii Nepnog BpEMEHW UMM YMCNO UTEpPALMIA U NEPEXOO0B,
3a KOTOpbIN HAbOoP AaHHbIX (NakeT) MOXET CyLecTBOBaTb 4O CBOEro McHe3HoBeHns. 3HadeHne TTL
MOXeT paccMaTpmBaTbCs Kak BEPXHSASA rpaHuLa BpeMeHu cyllecTBoBaHnd |IP-gentarpammel B CETU.
Mone TTL ycTtaHaBnuBaeTcA oOTnpaBuTenemM gentarpaMmmbl U YMEHbLIAETCA KaKAbIM Y310M
(Hanpumep, MapLpyTM3aTOpOM) Ha MNyTW €ero CnefoBaHusi, B COOTBETCTBMM CO BpeMEHEM
npebbiBaHMsT B [JaHHOM YCTPOWCTBE MMM COrfnacHo npoTtokosnly obpabotku. Ecnv none TTL
CTaHOBMUTCH PaBHbIM HYJO OO TOro, Kak gevtarpamma npubyaet B MyHKT Ha3HavyeHus, TO Takas
pentarpamma oTOpacbiBaeTca W oTnpaButento otcbinaetca ICMP-naket ¢ kogom 11 —

«npeBbILIJeHI/Ie BPEMEHHOIO NHTEpBana».

UDP (User Datagram Protocol / [lpoTokon aentarpaMmm nosib3oBaTens) — 3To NPOTOKON
obMeHa AaHHbIMU C OrpaHMYEHS MU Ha NepecbiflaeMble AaHHbIE MO CETU, UCMONb3YHLLLEN NPOTOKON
IP. MNpoTtokon UDP sBnaetca anbtepHaTtnBon npotokony TCP. MNMpeumywectso npotokona UDP
COCTOMT B TOM, YTO N5 HEro Heobs3aTenbHa AOCTaBka BCEX AAHHbIX M HEKOTOPbIE NaKeTbl MOryT

OblITb MponyweHbl, ecnu ceTb neperpyxeHa. 310 o0cobeHHO yaoobGHO npu nepepade
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BngeomMartepumarnioB B pexumMme pearibHOro BpeMeHWU, NOCKOJSIbKY He UMMeeT CMbiCila MNOBTOPHO

nepedaBaTh yCTapeBLUYIO MHOPMaLIMIO, KOTOopas BCe paBHO He ByaeT oToGpakeHa.

UPnP (Universal Plug and Play) — TexHonorusi, nossofsowasi nepcoHasnbHbIM
KOMMNbIOTEPAM U UHTENNEKTYalnbHbIM CETEBLIM CUCTEMAM (HanpuMmep, oXpaHHOMYy 060pyaoBaHUIo,
pasBnekaTtenbHbiM  YCTPONCTBAM WM UHTEPHET-LUM3aM) COEAUHATbCS  Mexay cobon
aBTOMaTMyeckn mM pabotaTb COBMECTHO 4epe3 eauHyto ceTb. [natdopma UPNP ctpoutcs Ha
OCHOBE TaKuUX UHTepHeT-cTaHaapToB, kak TCP/IP, HTTP u XML. TexHonornsa UPnP nogaepxuBaet
ceTeBble MHPPACTPYKTYPbl NPaKTUYECKM NMOBOro TMna - Kak NpoBoAHbIE, Tak 1 6ecnpoBoaHbie. B nx
4YMCno, B YaACTHOCTW, BXoaAT kabenbHbin Ethernet, 6ecnpoBoaHble cetn Wi-Fi, ceTn Ha ocHoBe
TenegOoHHbIX MNUHUA, NUHUK anekTponuTaHua u np. [Mogaoepxka UPNP peanusoBaHa B

onepaumoHHbIx cuctemax Windows.

URL (Uniform Resource Locator / EauHbIM YyKasaTenb pecypcoB) — 3T0

CcTaHOapTU3NPOBaAHHbIN cnocob 3anuncu afpeca pecypca B ceTu NHTepHeT.

WAP (Wireless Application Protocol / BecnpoBogHon npoTokon nepeaayvm AaHHbIX) —
NPOTOKOM, CO34aHHbIN creumanbHo anss GSM-ceTell, roe HY)XHO yCTaHaBnvMBaTb CBS3b
nopTaTMBHbIX YCTPOWUCTB C ceTbto WHTepHeT. C nomowbio WAP nonb3oBaTtens MOOWUNBHOro

YCTPOMWCTBA MOXET 3arpy»atb U3 cetn MHTepHeT niobble umMdpoBble AaHHbIE.

Web-server /| Beb-cepBep — 310 cepBep, npuHumarowmn HTTP-3anpockl OT KIMEHTOB,
00bl4HO BeG-6paysepos, 1 Bbigatowmn um HTTP-otBeThl, 06blMHO BMecTe ¢ HTML-cTpaHuuen,

n3obpaxxeHnem, hannom, Meama-noTokoM UnNu ApYrMMu AaHHbIMMU.

Wi-Fi (Wireless Fidelity, nocnoBHo — «6ecnpoBogHas TOYHOCTb») — TOProBas Mapka
npombiwnenHon rpynnel «Wi-Fi Alliance» ans 6ecnposogHbix ceTten Ha 6ase crtaHgapta |IEEE
802.11. Jlboe obopygosaHue, cooTBeTcTBylowee cTaHgapty |EEE 802.11, moxetr ObiTb
npotectupoBaHo B Wi-Fi Alliance gna nonyyeHus COOTBETCTBYKOLLEro ceptudumkata v npasa

HaHeceHusa norotuna Wi-Fi.

W-LAN / BecnpoBogHass LAN — 310 6ecnpoBogHas nokanbHasi CeTb, UCMONb3yloLWas B
Ka4yecTBe HOCUTENS paaMoBOSHbI: 6eCcnpoBOoAHOE MNOAKMNIYEHNE K CETU KOHEYHOro nosib3oBaTens.

[1ns OCHOBHOW CETEBOM CTPYKTYPbI 0OLIMHO MCMONb3yeTcs KabenbHOe coeauHEHME.

WPS (Wi-Fi Protected Setup) — ctraHgapT, npegHasHayYeHHbI Ang noslyaBToMaTn4eckoro
co3faHusa 6ecnpoBogHon gomMaluHen ceTu. [poTokon nNpmsBaH oka3aTb NOMOLLb MONb30BaTENSM,
KOTOopble He ob6nagarT LUMPOKMMK 3HaHWsIMM O Ge3onacHOCTM B OecnpoBOAHbLIX CETSX, M Kak
cnencTeMe, MMET CIIOXKHOCTU NMpu ocyllecTeneHun Hactpoek. WPS aBTomaTtnyeckun obosHavaeT
UM ceTu 1 3agaeT WudpoBaHue, Ansa 3awmTbl OT HECAHKLMOHMPOBAHHOIO AOCTyNa B CETb, Npu

3TOM HET HE0BXO0aUMOCTH BPYy4YHYIO 3ajaBaTb BCE NapamMeTpbl.
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Anroputm cxatus BuMAaeo — 3TO MEeTOAMKa YMeHblleHus pasmepa dpavna umdposon

Bnageosanmcn nocpeacrsomMm  yaaneHuda rpacpmqecmx anemMeHToB, He BOCMpUHUMaeMbIX

4yenoBe4eCKM rna3om.

BapudokanbHbin 06BLEKTMB — OObEKTMB, MO3BOMSOWMIA MCMONb30BaTb Pa3fiMyHbIe
hOKyCHble PacCTOsiHUS B MPOTMBOMOSIOXKHOCTE OOBLEKTMBY C  (PMKCUMPOBAHHBIM  (POKYCHBIM

paccToAHUnEM, KOTOprVI ncnonb3dyeT b O4HO PacCTOoAHUE.

Butan napa — BU4 kabens cBa3w, npeacraBnder cobon OoAHY WM HEeCKOINbKO nap
M30JIMPOBAHHbLIX MPOBOAHUKOB, CKPYYEHHbIX MexXay cobon, MOKPbITbIX NMacTUKOBON ODOMOYKOMN.
CsuBaHue NnpoBOAHMKOB MPOU3BOOAUTCA C Uenbl NOBbILWLEHUA CTeneHn CBA3U Mexay cobowm
npoBOAHNKOB OAHON napbl (SJ'IeKTpOMaFHI/ITHaFI nomMexa ognHakoBO BITUAET Ha oba nposoaa I'Iapbl)
n nocnegywouwero yMmeHblleHUA 3NeKTPpOMarHMTHbIX noMex OT BHEeWHUX UCTOYHUKOB, a TakKkKe

B3aMMHbIX HAQBOOOK MNMpu nepenade nmd)d)epeHumaanblx CUrHanos.

BblAep)KKa — WHTepBall BpeMeHUn, B Te4eHne KOTOPOro cCBeT BOS,EI,e|7ICTByeT Ha Yy4acCToOK
CBETOYYBCTBUTEINTIBHOIO MaTtepuana unmu CBeTO‘-IyBCTBVITeJ'IbHOIZ mMaTpuubl AnA COOGLLI,eHI/IFI emMy

onpenenéHHon aKcnosmunin.

[eTeKkTop ABMXEHUSA — 3TO annapaTHbIN NMMBO NPOrpaMmMHbIN MOAYSb, OCHOBHOW 3adadven

KOTOpOro siBnsieTcs obHapyXeHne nepemMeLLaroLLmnxcsl B Nose 3peHnsi Kamepbl 0ObEKTOB.

DeTekTop caboTaxa — 3TO NMPOrpaMMHbIA MOAYMb, KOTOPLIA MO3BONsieT OOHapyxMBaTb
Takne cuTyauuun, Kak: pacdOKyCUpoBKa, NepekpbiTMe UM 3acBeymBaHe U300pakeHus, OTBOPOT
Kamepbl, YacTuyHaa noteps curHana. [puHUMN OEenCcTBMA OCHOBAH Ha aHanuMse B pexume
peanbHOr0 BPEMEHM W3MEHEHMSI KOHTpacTa JfoKamnbHbiXx obnacten kagpoB W3 BMAEONOTOKA,
nony4aemMoro ¢ Ternekamepbl-getektopa. [letektop caboTaxa aBTomMaTU4eckn BblbupaeT obnactu
KagpoB, MO KOTOPbIM HEOBXOOAUMO OUEHMBaTb M3MEHEHWE KOHTPACTHOCTU BO BPEMEHU W, ecrniv
N3MEHEeHMEe KOHTPACTHOCTM B 3TUX obnacTtax npeBblllaeT HEKOTOPbIi OTHOCWUTENbHbLIA MNOpPOT,

NPUHNMaET peLleHne O noTepe «norfie3Horo» BuaeocurHana.

Ownacdparma (ot rpey. didphragma — neperopopgka) — 310 oTBepcTne B OObekTuBe
Kamepbl, KOTOPOE perynupyeT KONMYeCcTBO CBETA, NonagaroLlero Ha matpuuy. MameHeHne pasmepa
anadparMbl NO3BONSAET KOHTPOMMPOBATb Lenbld psd NoKasaTenen, BaHbIX ANS NosiyvyeHus

Ka4yeCTBEHHOIro M306pa>|<eH|/|;| .

[JomeHHOe umMA — 3TO onpegeneHHas GykBeHHas NocrneaoBaTernlbHOCTb, 06o3HavaroLLas
UMS cariTa Unu Ucnosnb3yemMasi B MMeHax 3NeKTPOHHbIX MOYTOBbIX ALWMKOB. [loMEHHbIe MMeHa aatoT
BO3MOXHOCTb agpecaluy MHTePHET-Y3I0oB U PacronoXeHHbIX Ha HUX CETeBbIX pecypcoB (Beb-

CanToB, CEPBEPOB ANEKTPOHHON MOYThLI, APYrMx cryx06) B yaobHoM Ansa yenoseka opme.
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UK-noaceetka (UK-npoxekTop) — ycTponcTBo, obecneymBarollee MNOACBETKY oObekTa

HabnoaeHNs ¢ n3nyyYeHnem B MHPaKpacHOM guanasoHe.

Kamepa «aeHb/HOYb» — 3TO Bugeokamepa, npegHasHayeHHasa ons paboThbl KpyrinocyTO4YHO
B pa3sHbIX YCNOBUSAX OCBELLEHHOCTU. B yCcnoBusix ApKov OCBELLEHHOCTU M3obpaxeHue uBeTHoe. B
TEMHOE BpeMS CYTOK, Korga SpKui CBET nponagaeT, M HauMHalTCsl CyMepKMu, n3obpaxeHue

CTaHOBUTCA ‘-IepHO-GGJ'IOG, B pe3yJibTaTe 4ero noBbilLaeTCA HyBCTBUTEJIbHOCTb.

Kopek — B cucremax cBsi3u kogek — 3710 0bbl4HO kogep/aekoaep. Kogekn ncnonb3yotes B
WHTErpMpoOBaHHbIX LENaX WM MuKpocxemax Anst npeobpas3oBaHusi aHanoroBbiX BMOEO- U
ayamocurHanoB B LmdpoBor cdopmat anga nocrnegyowen nepegaydn. Kogek takke npeobpasyet
npuHMMaeMble UUGPOBBIE CUrHaNbLI B aHanoroBblin dopmat. B kogeke ogHa MuKpocxema
ncnonb3yeTtcs Ansi npeobpa3oBaHWsi aHarNoroBoro curHana B UucpoBon 1 LMGPOBOM CUrHan B
aHanoroBbIn. TepMunH «Kogek» Takke MoXeT OTHOCUTBCHA K KOMNpeccumn/gekoMnpeccun, n B aTom
crny4ae oH 06bl4HO O3HAYaeT anropuTM UNN KOMMbIOTEPHYIO NPOrpaMmy AN yMeHblleHns obbema

dhainos 1 nporpamm.

HOpMaanO 3aMKHYTblIe KOHTAKTbl — TakKad KOHCTPYKUUA AaT4yMKa, KOTOopasd B NaCCUMBHOM

COCTOAHUN NMeeT 3aMKHYTble KOHTaKTbl, @ B aKTUBHOM — PAa30MKHYTbI€E.

HopmanbHO pa3oMKHyTble KOHTaKTbl — Takasi KOHCTPYKUMS [aTtdvka, koTopasi B

NnacCMBHOM COCTOAHUN MMEET PAa30OMKHYTbl€ KOHTAKTbl, @ B aKTUBHOM — 3aMKHYTbI€E.

O61bLeKTMB — 3TO YacTb ONTUYECKOW CUCTEMbI BUAEOHAONOAEHUs, NpeaHasHayeHHas ans

¢hoKyCUpPOBKM NOTOKA CBETA HA MaTpULie BUAEOKaAMEPbI.

OTHoweHMne curHan/lym — YUCIIEHHO omnpeaensieT coaepXaHue napasvTHbIX LIyMOB B
curHane. Mamepsetca B geumnbenax (ab). Yem Gonblue 3Ha4yeHMe OTHOLIEHMS CuUrHan/wym ans

BugeocurHana, TeM MeHbLLE MOMEX N UCKAXKXEHU nMmeeT V|306pa>|<eH|/|e.

Mukcenb — 3TO0 0QHA M3 MHOXECTBA TOYEK, COCTaBNAIOLWMNX Lundpooe nsodbpaxeHue. Liset
N UHTEHCMBHOCTbL KaXXO0ro nuKCcens CocTaBnsaeT KpoLleYHyo o6rnacTb n3obpaxeHus.

Mpokcu-cepsep (Proxy - npeacrtaBuTenb, YNOSIHOMOYEHHbIM) — cnyxba B
KOMMbIOTEPHBLIX CETAX, MO3BOMSAKOWAA KIMEHTaM BbIMOMHATbL KOCBEHHbIE 3anpocbl K ApYyrum
ceTeBbIM crnykbam. CHavana KnNneHT NOAKMYaeTcs K NPOKCU-CEPBEPY M 3anpalumBaeT Kakon-nnmbo
pecypc, PacnonOXeHHbI Ha OpyroMm cepBepe. 3aTemM npokcu-cepeep nMbO nogknyaeTcs K
yKasaHHOMY CepBepy 1 nony4yaeT pecypc y Hero, nnbo Bo3BpaLLaeT pecypc M3 cO6CTBEHHOrO KaLla.
Mpokcu-cepsep MNO3BONSET 3almiaTbh KIAMEHTCKMA KOMMbIOTEP OT HEKOTOPbIX CETEBbIX aTak W

nomMoraeT coxXpaHATb aHOHUMHOCTb KInMeHTa.

MpoTtokon — cTaHaapT, onpegenswwmin nosegeHne ¢YyHKUMOHaNbHbIX OnoKoB npu
nepegaye AaHHbIX. PopMannsoBaHHbIe NpaBuna, onpeaenstowue nocnegosaTensHOCTb U hopmar
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COO6UJ,€HI/II7I, KOTOpPbIMUA 0OMEeHMBAKOTCA CeTEBbIE KOMMOHEHTHI, exawme Ha ogHOM ypoBHE, HO B

Pa3HbIX y3rnax.

PaspelueHne n3obpaXeHUss — 3TO KONMMYECTBO NUKcenen (Todek) Ha eauHuuy nnowaam
n3obpaxeHus. MiamepsietTcs B Meranvkcensix unm otobpaxaeTcsl B BUAe ABYX BEMUYMH — BbICOTbI U
LUMPUHBI N306paxeHusi. BbicoTa 1 WIMPUHa Takke B AaHHOM crnydae U3MepsitoTCsl B MUKCENSX.

Py4yHasa guacpparma — npoTUBOMNONOXKHOCTL aBTOMaTUYeCcKon anadparmel, T.€. HACTPoOnKa
anadparMbl  Kamepbl AOMKHA BbINOMHATECA BPYYHYK AONS peryrnupoBKM KOnu4yecTBa CBETa,

AocTturarowero 4yBCTBUTESIbHOIO afieMeHTa.

CBeTocuna o6beKTUBA — 3TO XapakTepuUCTUKa, NokasbiBaroLas, Kakoe Konm4yecTBo cBeTa
cnocobeH nponyckatb AaHHbI 00bekTMB. Yem Oornblle MakCUMMarbHbI ANnamMeTp OTKPbITOW
anadparmbl (M1, COOTBETCTBEHHO, YeM MeHbLLe F-4uncno), Tem BornbLuee KONMYECTBO CBETa MOXET
nonacTtb CKBO3b 00BHEKTMB Ha hoKarbHYH NIIOCKOCTb, M TEM Bbille CBETOCMNA 00bEeKTMBA.

Cumnnekc - npu CUMMINEKCHOM CBA3N ceTeBOM Kabenb WM KaHamn CBSA3NM MOXeT
MCNonb30BaTbCA AJ14 nepeaadn I/IH(*)OpMaLl,I/II/I TOJNMbKO B OOAHOM HanpasieHunn.

YnuyHas Buaeokamepa — 3TO kamepa BuaeoHabnodeHusi, koTopasi obnagaet Bcemu
HeobX0AMMbIMU XapaKTepUCTUKaMK 3aLUTbl OT BNSIHUA BHELLHEN cpeabl Ans paboTbl Ha ynuue.

LiBeTHas Bupeokamepa — 9TO Kamepa, KOTopas pAdaeT uBeTHoe u3obpaxeHue. [lo
onpegeneHnio MaTpuubl Bugeokamep 4YepHo-6enble, a Ans MONyYeHUs LBETHOro n3obpakeHus
BO3Me KaXKAoW A4Yerkn mMaTpuubl opMUpyoTCsa LBETHble hunbTpbl. MNepBbin UAbTP NPUBHOCUT
KpaCHY0 COCTaBISIOLLYIO LiBETA, BTOPOWN 3€MEHYI0, a TPETUI CUHIOW. Takum obpasom, Tpu S4enkm
CTaHOBSATCS 04HOM Tovkon B LUBeToBOM hopmaTte RGB. CnegoBaTensHo, BMECTO TPEX MMKCENEN Ha
pe3ynbTupyowemM n3obpaxeHum Mbl NOfly4aemM TOSbKO OAMH.

AnekTpomexaHnyeckun WUK-cbunbTp — npencraBnsget cobon YCTPOUCTBO, KOTOpoOe
CNOCOBHO B OAHOM peEXnMe NoaaBnAaTb MHPaKpaACHbIN AMana3oH Npy noMoLum nHdpakpacHoro VK-
dunbtpa, a B Agpyrom pexumme UK-ounbTp ybupaetca anekTpoMexaHudecku, Takum obpasom,
aernasi AOCTYNHbIM BECb CMEKTP CBETOU3NYYEHUS.
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