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Be\UARD Inasa 1. Mepwvl npedocmopooxcnocmu

MnaBa 1. Mepbl NpegoCcTOPOXHOCTU

MNepea ucnonb3oBaHMemM HEO6XOANMMO NOMHUTL HUXKecTeayloLlee.

[aHHbI NpoAyKT yaoBneTBopsieT BceM TpeboBaHmam 6esonacHocTn. OgHako, Kak 1 nobon
anekTponpubop, B cny4ae HenpaBubHOrO UCMOMb30BaHMSA, MOXET Bbl3BaTb NoXap, YTO, B CBOIO
oyepeab, MOXeT noBredb 3a cobon cepbesHble nocrefcTeus. Bo msbexaHne HecHaCTHbIX

cny4daeB obsA3aTenbHO n3yunte MHCTPYKUUIO.

BHUMAHUE!
Wcnonb3ayiiTe npyu aKcnslyatauuy TONbKO COBMECTMMblE YCTpOiCTBa. Mcnonb3oBaHWe YCTPOMWCTB, He

O,CI,O6peHHbIX npounssoauTenem, HegonycTtnmo.

Cob6nioganTe MHCTPYKUMIO NO 3kcnnyaTaumu!
N3berante ONUTENbHOIO WCMOMb30BaHMA WNN XpaHEHUs Kamepbl B HebnaronpusTHbIX
YCIOBUSIX:

e [lpy CNMLLKOM BbICOKMX UIK HU3KNX TeMnepaTypax (paboyvas TemnepaTypa YCTPOWUCTB OT
-45 po +50 °C).

e W3berante nonagaHns NPAMbIX COMHEYHbIX SlyYen B TeYeHUe ANUTENbHOro BpeMeHu, a
TaKke HaxoXaeHust NobIM30CTN OTONUTENBHLIX 1 060rpeBaTernbHbIX NPMOOPOB.

e |3beranTte 6M30CTU C BOAOW UMM UCTOYHUKAMK BIAXXHOCTH.

e W3berante 6nM30CTM C yCTpoMCTBaMu, obnagarowmmm G6onNblLIMM 3NEKTPOMArHUTHLIM
adhdpekTom.

e HeponyctMma ycTaHOBKa Kamepbl B MECTax C CUIbHOW BUBpaumen.

e Heponyctm MOHTaX kamepsbl Npu Temnepatype Huxke -10 °C.

BHUMAHUE!

B cnyyae HencnpaBHOCTM Kamepbl CBSXKUTECH C cepBUCHBbIM LieHTpom OO0 «HIIM «beBapay.

B cnyyae HeKkOoppeKTHOM paboTbl KaMepbl:
e [lpn oBHapyxeHun gbiMa nnu Heobbl4HOro 3anaxa.
e [lpy nonagaHum Bogbl NN APYrMX MHOPOAHbLIX OOHEKTOB BHYTPb.

e [lpn nageHnn Kamepbl UK NOBPEXAEHUN KOpryca:

BbinonHuTe cneayrowme AeNCTBUA:
o  OTKNHOUNTE KaMepy OT UCTOYHUKA NUTAHUS U OTCOEANHUTE BCE OCTarnbHble NPOBOAA.
e Casxutecb ¢ cepBuUCHbIM LeHTpoM OOO «HIIM «beBapa». KoHTakTHble gaHHble Bl

MOXKeTe HauTu Ha caunTte http://www.beward.ru/.

PykoBoacTBO no noakntoyeHuto IP-kamepbl B5350RVZ
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Be\UARD Inasa 1. Mepwvl npedocmopooxcnocmu

TpaHcnopTupoBKa

Mpy TpaHCNOPTUPOBKE MOSOXUTE KaMepy B YNaKoBKY MPOM3BOAUTENS UK NoGon apyrou

MaTepunan cooTBeTCTBYHOLLEro Ka4ectsa 1 yoaponpo4yHOCTW.

BeHTnauua
Bo nsbexaHne neperpeea, HM B KOEM Cllydae He BNOKMPYNTE LIMPKYNALUIO BO34yXa BOKPYr

Kamepbl.

YucTtka

Mcnonb3ynte MArKyl0o Cyxyr TKaHb Onsi NPOTMPaHUS BHELIHWX MnoBepxHocTen. [ns
TPYAHOBLIBOAMMbIX NATEH UCNONb3YMTE HEGOMNbLUOE KONMYECTBO YMCTALLErO CPEACTBa, NOCNe Yero
HaCyXxO BbITPUTE NOBEPXHOCTb.

He ncnonb3yinTe netyyne pacTBOpUTENMW, Takme Kak CnMpTOCOAepXalume cpenctsa Unu

O€EH3MH, TaK Kak OHU MOTYT NoBpeanTb JTaKOKpaCO4YHOE NOKPbITUE KaMepbl.

PykoBoacTBO no noakntoyeHuto IP-kamepbl B5350RVZ



B(-.‘\.UARD Tnasa 2. Obwue ceedenus

MnaBa 2. O6wune cBegeHud

BEWARD B5350RVZ — aT0 ynnyHas, 3alulleHHasa oT BO3OeNCTBUSA BHeLWWHen cpeabl IP-
BMaeokamepa, paspaboTaHHas Ona  NpUMEHeHWss B cuctemMax npodecCcUoHarnbHOro
BngeoHabnogeHuns. Bugeokamepa B5350RVZ ucnonb3yet BbicokovyBcTBUTENBHBLIM KMOI-ceHcop
SONY Starvis ¢ paspelieHnem 5 meranukcenen u NPOrpeccuMBHbIM CKaHMpoBaHMeEM. Takue
TEXHOMNOrNKN, Kak pexmm «[eHb/Houby», annapaTHbIi 2-KpaTHbI PaCLUMPEHHBLIM ANHAMUYECKUN
AnanasoH (2XxWDR), cuctema wymonogaesnexus (2D/3DNR), a Takke BcTpoeHHas VIK-noaceeTka,
BapudoKanbHbIi 06bEKTUB C BO3MOXHOCTbIO YAaneHHON perynmpoBku yrna o63opa 1 hokycnpoBkm
n anektpomexaHudeckui WK-punbTp, BLIFOAHO OTAMYAOT AaHHYH MoAefNb, MNO3BOMsSAs €N
COOTBETCTBOBATb BbICOKMM TpeboBaHMAM, MpeobsaBnsemMblM K COBPEMEHHbIM CUCTeMaM
BUAeoHabnioaeHus.

Puc. 2.1
IP-kamepa BEWARD B5350RVZ no3BonsieT npocmaTpuBaTbh BUAEO B pearlbHOM BPEMEHMU

yepes ctaHaapTHbI MHTepHeT-6paysep.

Kamepa cnocobHa nepegaBatb BMAEONOTOK B dpopmaTax cxatma H.264, H.265 n MJPEG.
®opmaTtbl H.264 n H.265 ngeanbHO NOaXoAaT B YCNOBUAX OrpaHMYEHHOM NOosiockl NPOnyCcKaHmS.
Mpn MX Mcnonb3oBaHUM OOCTUraeTCa HaMMeEHbLUMA TpaduK M XopoLlee KavyecTBO M3obpaxeHus.
dopmat MJPEG npegHasHadeH Ans 3anucu M NpocMoTpa BuOEOU30OpakeHus B Haunyudlwem
KayecTBe, HO TpebyeT GonbLUNX CEeTEBbLIX PECYPCOB M MECTa Ha XeCTKOM Aucke (4ns 3anvcu).

Moppepxka kapT namsatn Tuna MicroSD no3sonsieT caenatb CUCTEMY BuaeoHabnoaeHus
ele bornee HageXHOW: BaxHas UH(opMauma He nponageT nNpwu notepe CoeguHeHus, B MOMHOM
obbeme oHa MoOXeT OblTb COXpaHeHa Ha kapTe namaTn. B panbHenwem, ee MOXHO Oyaet
BOCMPOM3BECTU KaK HENOCPEACTBEHHO C KapThbl, TaK U YAANEeHHO Mocne yCTPaHEeHUs TEXHNUYECKNX
Henonagok ceTu.

PykoBoacTBO no noaksnoyeHuto IP-kamepbl B5350RVZ



B(-.‘\.UARD Tnasa 2. Obwue ceedenus

2.1. OcobeHHoCcTH |IP-Bngeokamepbl BEWARD B5350RVZ

BbicokokavectBeHHbIN KMOIM-ceHcop SONY Starvis ¢ nporpeccmBHbIM CKaHMPOBaHUEM
[o 25 kagpoB B cekyHAay npu paspeleHnn 2592x1944 nukcenemn

MK-noaceeTka ¢ ganbHOCTLIO paboTbl 40 25 meTpoB

Moppepxka kapT namatn Tmna MicroSDHC/SDXC (go 128 I'b)

OpHoBpeMeHHOe KoaupoBaHna AByX NOTOKOB B popmaTtax H.264, H.265 n MJPEG
MoTopur3oBaHHbIN BapudokanbHbi 06beKTUB

Pexum «[eHb/Houb», anekTpomexaHudeckmnin K-counbTp

ABTOMaTU4eckasa perynvpoeka guadparmel (APL)

AnnapaTtHbIli 2-KpaTHbIA paclUMPEHHBIN AMHaMn4eckui ananasoH (2xWDR)

Undposas cnctema wymonogaenenus (3DNR, 2DNR)

BcTpoeHHbI BeG-cepBep Anst HAbNgeHNS U HACTPOKK

Moppepxka npoTtokona HTTPS c pexumamm pabotel «HTTP», «HTTPS&HTTPy,
«HTTPS»

B03MOXHOCTb NPOCMOTPa 3anMcaHHbIX hainoB ¢ NOMOLLIbIO BCTPOEHHOrO nneepa
BCTpoeHHbIN AeTeKTop ABUKEHUS

Bbibop noToka (0cHOBHOW/anbTepHaTMBHbLIM) Npy 3annucu Buaeo Ha FTP, NAS wn kapTy
namaTu

Bbibop paspelueHusa kagpos and 3anucu Ha FTP, NAS, kapty namstu un no E-mail
3awmTa OT BHELLHEero Bo3gencTens no ctaHaapty |IP66

2 BapuaHTa opraHusauum nutaHusa 12B v no TexHonornm PoE

Mopnepxka ONVIF

PykoBoacTBO no noaksnoyeHuto IP-kamepbl B5350RVZ



B(-.‘\.UARD Tnasa 2. Obwue ceedenus

2.2. OCHOBHbIe XapaKTepUCTUKU

o (CaeTouyBCTBUTENBLHBIN anemeHT: 5 Mn, KMOI1 1/2.8" SONY Starvis ¢ nporpeccuBHbIiM
CKaHMpOBaHVeM

e OObekTuB: f2.7-13.5 mm, F1.3, AP]

o YypctBUTENbHOCTL: 0.006 Nk (aeHb) / 0.003 nk (HOuYb)

e CkopocTb 3aTBOpa: o1 1/25 ¢ go 1/40000 c

o PaspelweHne: 2592x1944, 2592x1520, 2048x1536, 1920x1080 - OCHOBHOWM MOTOK;
1280x960,1280%720, 720x576, 704x576, 640x480, 640x360, 480x360, 426x240 -
anbTepHaTUBHbIN MOTOK

e (OpHoBpeMeHHoe KoaMpoBaHWUeE: H.265/H.265, H.265/H.264, H.265/MJPEG,
H.264/H264, H.264/MJPEG, MJPEG /MJPEG

e CkopocTb kagpoB: [Jo 25 k/c (go 4 Mn); go 20 k/c (5 Mn)

e BCTpOEHHbIN MHOMO30HHbBIN OETEKTOP ABWXKEHNSA C PEryriMupoBKON YyBCTBUTENBHOCTU

e [lo 10 ogHOBpEMEHHbIX NOAKIHYEHNI

e OTnpaBka kagpoB C BbIOOPOM paspeLleHnst No SNEeKTPOHHOW noute, Ha FTP-cepsep,
NAS-cepBep 1 KapTy MamsiTu MO pacnucaHuio NepUoaNYEeckn U Npu BO3HUKHOBEHWUU
TPEBOXHOIO COBLITUS.

e OTnpaBka BMAEO C BbIGOpOM NoToKka (OCHOBHOW/anbTepHaTuBHbIN) HA FTP/NAS n kapTy
namsT N0 PacnmMcaHuio 1 NPy BO3HUKHOBEHWUM TPEBOXHOIO COOLITUS.

e [lutanne: 12 B 0.8 A (DC), PoE (802.3 af Class 0)

e Pabouyas Temnepartypa: ot -45 o +50 °C

o [logoepxuBaemble npotokonbl: TCP/IP, IPv4/iv6, HTTP, HTTPS, FTP, SMTP, DNS,
DDNS, DHCP, ARP, PPPoE (CHAP, PAP), PPTP, UPnP, RTP, RTSP, SSL, UDP, NTP,
IGMP, ICMP, NAS (CIFS,NFS), Bonjour, ONVIF S

o [loogepxka otpacnesoro ctaHgapta ONVIF

2.3. KomnnekT nocTtaBKu

e |P-BMaeokamepa C KPOHLUTENHOM U YCTaHOBMNEHHLIM OOBEKTUBOM
e KomnnekT Kpenexa, Knoy-ecTUrpaHHmK

e Bnaronornotutens

e OrtBeTHas 4YacTb repmeTnyHoOro pasbéma RJ-45

¢ YnakoBo4yHasi Tapa

BHUMAHUE!
BEWARD octaBnseT 3a cobor npaBo Ha M3MeHeHue Komnnektauum obopyaoBaHust U ero nobbix

XapaKkTepucTuk 6e3 npeaBapuTenbHOro yBeaoMIIeHus.

PykoBoacTBO no noaksnoyeHuto IP-kamepbl B5350RVZ m



Be\«UARD Inasa 4. Yemanoska u nooxnouenue 1P-kamepol

MnaBa 3. Pa3Mepr N OCHOBHbIE 3JIeMEeHTbI yCTpOVICTBa

3.1. Pa3smepbl IP-kamepbl B5350RVZ
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Puc. 3.1
Pa3smepbl ykasaHbl B MUSIIIMMETPAXx.

3.2. OCHOBHbIe 3N1eMeHTbI

OcHoBHble aneMeHTbl IP-kamepsl BEWARD B5350RVZ paccMoTpeHbl Huke (Puc 3.2):

M@

Puc. 3.2

O61bekTuB (1): MOTOPU3OBaAHHBIN OOBHEKTUB C NOCTOSIHHOW WM MOLLAroBOW PErynMpoBKOu yrna
0630pa n hokycuposkomn (onucaHbl B «PykoBogcTee no akcnnyaTtauum kamepbl B5S350RVZ »).

MK-noacseTka (2): B TeMHOe Bpems CyTOK, Npu HeAOCTaTOMHOW OCBELLEHHOCTU Kamepa
nepexoauT B pexum «Houb» (YepHo-6enoe nsobpaxeHne) u BrrtovaeTca K- nogceeTka, koTopas
nossonsetr BecTM BuaeoHabnwogeHve paxe B nonHou TemHoTe. WK-nogceseTka sBnsetcs
anbTepHaTUBOW CTaHOAPTHOMY OCBELLEHUIO, HO MPU 3TOM OHa Maso 3amMeTHa OKPY>KatoLLMM.

PykoBoacTBO no noakntoyeHuto IP-kamepbl B5350RVZ



Be\UARD Inasa 4. Yemanoska u nooxnouenue 1P-kamepol

Datumk cBeTta (3): poTO3NEMEHT, NpeaHas3HaYeHHbIN A9 aBTOMATMYECKOro nepexoga

Kamepbl 3 pexuma «deHb» B pexxum «Houb» n obpaTtHo.

ConHue3awmTHbIA KO3bipeKk (4): npenaTcTByeT nOMagaHW0 COMHEYHbIX Nyven Ha
0OBbEKTUB U KOPMNYC Kamepbl, UCKMNoYasa, TakuM 06pa3oM, BO3MOXHOCTb MOSIBIIEHUS COMHEYHbIX
6rMKOB Ha n3obpaxkeHnu, a Takke BO3MOXHOCTb Ype3MEePHOro Harpesa KaMepbl CONTHLEM.

KpoHwTenH (5): npegHasHadeH ons KpenneHus IP-kamepbl K NOBEPXHOCTU, a Takke And
HaCTPOWKKN NonoxeHusa ob63opa (CM. NyHKT 4.3).

Puc. 3.3
CeteBon pasbem (6): pasbem Ethernet gons nogknoyeHust Kamepbl K ceTu VIHTepHeT,
poyTepy unm koMmmyTtaTtopy npu nomowm craHgaptHoro 8P8C (RJ-45) wrekepa. [JaHHaa mogenb
Kamepbl UMeET BO3MOXHOCTb Nogayn nuTaHus vyepes Ethernet-pasbem (TexHonorus PoE).

Pasbem nutaHua (7): npegHasHadyeH AN NoAayM NUTAHMS MOCTOSIHHBIM - TOKOM

HanpspkeHnem 12 B. MNMonapHOCTb NOAKNOYEHMS: @'_C" @

BHUMAHUE!
OpHoBpemeHHasi nofava NUTaHKsa ¢ UCNornb3oBaHeM TexHonornn PoE 1 pasbema nutaHusa 3anpeteHal

[Mpn nogade nuTaHna Yepes pasbem, UCMOSb3YNTe TOSNbKO NCTOYHUKN, pekomeHaoBaHHble BEWARD!

C6poc HacTpoek (8): AaHHasa kHOMKa npegHasHayeHa Ans cbpoca Bcex HaCTpoek Kamepbl
B 3aBOACKMe ycTaHOBKW. [Ina cbpoca HacTpoek Heobxoanmo 3axkaTb KHOMKy copoca Ha 10 cekyHA.
Cnot KapTbl NaMATU: MpedHasHavyeH Ans  YCTaHOBKM KapTbl nNamsaTM  dopmarta
MicroSDHC/SDXC (cm. n. 4.4). Wcnonb3ynte KapTy namatv Ons 3anucu BUOEOOAHHbIX, Kak B
pexume TPeBOrM, Tak U B PeXume MOCTOSHHOM 3anucu. Takke npeaycMOTpeHa BO3MOXHOCTb

pe3epBHOM 3anncu Npu OTCYTCTBMM COELAMHEHUS C CEThIO.

PykoBoacTBO no noaksnoyeHuto IP-kamepbl B5350RVZ -



Be\UARD Inasa 4. Yemanoska u nooxnouenue 1P-kamepol

MnaBa 4. YcTtaHOBKa 1 nogkrirouyeHue |P-kamepbl

4.1. O6wume cBegeHns o nogknoyveHum IP-kamepbl B5350RVZ k ceTun

IP-kamepa B5350RVZ MoXeT nogkntovaTbCsa K fokanbHon cetn nubo cetn NHTepHeT npwm
nomow nposogHoro coeaumHeHns (Ethernet). MogknioyeHne MOXET OCyLLEeCTBNATbCHA Kak
Hanpamyto kK TK, Tak ©“ npu nomowm BCNOMOraTtenbHOro ceTeBoro 06OpyAOBaHUS
(mapwpyTtusatopbl, koMMmyTatopbl). B HacToswee Bpemsa Haubonee nonynspHbIM Cnocobom

NOoAKITIKO4YEeHUA K CETU MHTepHeT ABNAETCA NOAKNo4YeHNne Yepeal BblAENTEHHYIO JTMHUIO Ethernet.

\!// (

S _ ((l
o L Coms )
Mapmpytusarop

»

Puc. 4.1

OcHoOBHbIE Waru n pekomMmeHgaunm no yCtaHOBKE U HaCTpOVIKe KamMmepbl OnncaHbl aanee B

[aHHOM pyKOBOACTBE.
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4.2. PekomeHaauum no yctaHoBKe

B paHHOM pasgene npuBegeH KpaTKMMA CMNMCOK peKkoMeHOauun, KoTopble Heobxogumo

yuYnUTbIBaTb NpM MOHTaxe obopyaoBaHus IP-BugeoHabnogeHus.

PekomMeHpauum no pasMmeLLeHUI0 KamMmepbl:

o |P-kamepa BEWARD B5350RVZ npegHasHayeHa Onsa UCMNOSIb30BaHUS B YCIOBUSIX C
npegenbHoOM TemnepaTtypon akcnnyatauum ot -45 go +50°C.

e W3beranTte nonagaHusa Ha Kamepy NpPsIMbIX COMHEYHbIX fyvyen B TedeHue ONUTerNbHOro
BPEMEHM, a TaKKe HaxoXAeHWsa nobnmM3ocTn OTOoNUTENbHbLIX U oborpeBaTenbHbIX
npubopos..

e HenpaBunbHaa paccTaHOBKa Kamep BuaeoHabnoaeHuss npuBedéT K MNOSABMEHUIO
HeXxenaTtesnbHbIX «CnenbiX» 30H, KOTopble OyayT ocTaBaTbCsl BHE MOMs 3pEHMUs
onepaTtopa.

e W3beranTte 6nM30CTN C BOAOW UM UCTOYHMKAMM BNAXHOCTW.

o |3berante ONM30CTM C YCTPOMCTBaAMU-TEHEPATOPAMM MOLLHbBIX SMNEKTPOMArHUTHbBIX
BOJTH.

e Yb6eoutecb B BO3MOXHOCTM pasMeLleHus yCTpoMcTBa C Yy4yeToM noAaBoda
coeavHUTENbHbIX Kabenewn.

o W3berante cnocoba KpenneHus Kamepbl, JONYCKalOLero 3HauduTenbHyl Bubpauuto.
[daHHoe Bo3gencTBMe CHU3UT 3(PPEKTUBHOCTb AeTekTopa [ABWKEHUS U YEeTKOCTb
n3obpakeHnsi B LieSIoM.

¢ Kamephbl BuaeoHabnogeHms Heobxoommo pasmMeLlatb Tak, YTobbl UCKOYUTL CrydYanHoe
UnNun cneumnanbHoe NoBpexaeHne n sMeHeHne HanpasneHms ob63opa kamepbl.

e HanpaeneHne o63opa (30Ha BuaeoHabNOEHUS) Kamepbl AOSMKHO ObiTb TBEPAO

onpeneneHo Ha MOMEHT YCTaHOBKMN.

BHUMAHMUE!
MoHTax kamepbl npu TemnepaTtype Huxke -10°C — HegonycTum! B npoTuBHOM crnyyae LienocTHOCTb

n3onaumn kabens KaMepbl MOXeT ObITb HapyLlleHa.
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PekomeHaaumu no npoknagke kabens Tuna «BATas napa»:

e B «kopugopax xenatenbHO MpPOKMaAblBaTb My4YKM IMEKTPUYECKMX W CnaboTouHbIX
kabenew no pasHbiM Kabenb-kaHanam, NPOXoasALLMM MO pasHbiM CTEHAM.

e [lonyckaetca B ogHOM Kabernb-kaHane npoknagbiBaTb BUTOMAPHbIE U 3NEKTPUYEcKne
kabenu B pasHbIX OTCEKax WAM CeKUuMaX, WUMEKLWMUX CNoLWHbIE MPOJOSIbHbIE
neperopoaky ¢ Nnpeaennom orHeCTonkocTn He meHee 0,25 4 u3 Hecropaemoro matepuana
TOmbKO B paboymx 30HaX Ha paccTosdHun He Bonee 15-Tn MeTpoB, ecnu anekTpuyeckas
MOLLHOCTb ByaeT He Gornee 5 kBA.

e OnekTpuyeckue n cnaboToyHble kabenu gonyckaeTca NpoknaabiBaTb napannenbHo Ha
paccTosiHuM He mMeHee 50 MM gpyr OT gpyra B pasHbix Kabenb-KaHanax Unm cekumsax
kabenb-kaHanoB. Ecnu HanpskeHHOCTb 3feKTpuYeckoro nonsi, obpasytollerocsi oT
anektpudeckoro kabens, 6yget 6onee 3 B/M, To HeO6XOOMMO YBENUYUTL PacCTOSIHNE
MEeXOy OneKTPU4eCKUMM 1 criaboTouHbIMM  Kabensamm unm  CHU3UTb  YPOBEHb
3NEKTPOMarHUTHbIX NOMEX.

e BuTonapHble M anekTpuyeckne kabenu OOMKHbI NepecekaTbCA TOMbKO MOA MPsiMbIM
yrmnom.

e HeakpaHupoBaHHbIE BUTONApHbIE Kabenu JOMMKHbI MPOXOANUTb HA PAaCcCTOSIHUM HE MEeHee
125 MM OT rasopaspsigHbIX flaMn OHEBHOrO CBeTa (NIIOMWHECLEHTHbIX NlaMmm) U Opyrux
BbICOKOBOJIbTHBIX YCTPOWCTB, COAEPXKALLUMX PA3PSOHUKM.

e HeskpaHupoBaHHbIE BUTOMNApPHbIE Kabenu AOMmKHbI MPOKNaAbiBaTbCA HA PACCTOSAHUN HE
MeHee 1.5 METPOB OT MCTOYHUKOB CUITbHBLIX 3NIEKTPOMArHUTHbLIX MOMEX, 00pasyroLmx
HaNPSYKEHHOCTb 3N1IEKTPMUYECKOro nosns cebile 3 B/m.

e PacnpegenuTenbHble YCTPONCTBA C 3a4eSTaHHbIMN HEAKPAHMPOBAHHbIMU BUTONAPHbLIMMA
kabensiMmn OMKHbI pacnonaraTbCa Ha PpacCTOAHMM HE MeHee 3-X METPOB OT UCTOYHMKOB
CWNbHbIX 3NIEKTPOMAarHUTHbIX MomMex, obpasylolmx HanpsSXKEeHHOCTb 3NEKTPUYECKOro
nons cebille 3 B/m.

e [lpoknagka BUTOW Napbl MeXay ToYKammn NoakniovYeHns 4OMmKHa NpoM3BOANTLCS LieNbIMU
Kyckamu, npu 9TOM HanpaBfieHne Tpacchl cneayeTt 3apaHee npogymMatb Tak, YTobbl eé
NPOTSHKEHHOCTb OblNa Kak MOXHO MEHbLLE.

e MuHumanbHbIn paguyc u3rmba gna kabena — deTblpe AmameTtpa kabena (mnm 1
Anm=2,5 cM), HO CyLecTBYIOT pekoMeHAauun pasmelwlatb kabenb Takmm obpasom,
4yTO6LI 06ecneunBaTb U3rnb paguycom 2 aronma (5 caHTUMETpOB).

¢ MakcumanbHas onvHa cermeHTa gosrhkHa ObiTb He 6onee 100 meTpoB.

BHUMAHUE!
MNMpoknagka kabens Tuna «sutad napa» B NBX nsonauum npm temnepatype Hwke -10°C — HegonycTumal

B NPOTUBHOM Clly4ae UernioCTHOCTb n3onAaunmn kabens MoxeT ObITb HapyLleHa.
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4.3. MoHTax |IP-kamepbl

O6wmn Bna npouecca MoHTaxa IP-kamepbl NnpuBeaeH Ha PucyHke 4.2:

I ll - __mm
& e} o}
s} o

Puc. 4.2

[na moHTaxa IP-kamepbl BbINONHUTE criedyolmne 0eNCTBUS:

War 1: pacnakyunte IP-kamepy.

LWar 2: HameTbTe OTBEPCTMS Ha MOBEPXHOCTWU CTEHbI/NOTOMKA ANa KpenneHusa IP-kamepbl.
Mpoceepnute oTBepCcTUS. BcTaBbTe nnactukosbie Aobenn B OTBEPCTUS.

War 3: 3akpenuTte IP-kamepy npu rnomoLin BUHTOB M3 KOMMIIEKTA NOCTaBKWU, UCMOMb3ys
OTBEPCTUSA B OCHOBaHMMU KPOHLUTENHA KaMepbl.

LWar 4: otperynupynte HanpaeneHne ob3opa kamepsbl. [na atoro ocrnabbTe BUHTHI 1, 2, 3
KPOHLUTENHa Kamepbl Mpyv NOMOLLM LUIECTUIPAHHOIO Kro4va U3 KOMMMNeKTa MnocTaBku, pasBepHUTE

Kamepy B TpebyemMoe nonoxeHue n 3atsaHuTe BUHTHI (Puc. 4.3).

1 2 3
Puc. 4.3

LWar 5: pasamecTnte coeanHUTENbHYI0 YacTb NPOBOAA B HEAOCTYNMHOM AN nonagaHus Braru
MECTe WM B MOHTaXHOW KOpPOOKe CO CTEMeHbIo 3alunTbl OT BHELWIHEW cpeabl He MeHee |P54
(cTeneHb 3awWmnTbl 3aBUCUMT OT MecTa pa3melleHus), Hanpumep — TYCO 67051 ¢ pasmepamu
120x80x50 mm. Mecta BBOga kabenem [OMkHbl ObITb OONOMHUTENBLHO 3arepMeTU3NPOBAHbI

repMeTMKkamMu C BbICOKOW CTEMNEHbI0 aaresnmn k matepuany kabens (MBX) n moHTaxkHON KOpobKu.
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BHUMAHMUE!

MoHTaxHas kopobka HE BXOOUT B KOMNNEKT NocTaBku Kamepbl U npuobpeTtaeTcsa OTAENbHO.

LWar 6: c nomowbto kabensa «naty-kopa» NOAKNYMTE IP-Kamepy K KOMMYTaTopy Unu
MapLLpYyTM3aToOpy C NogaepXKkon TexHonorun PoE (nnbo yepes POE-UHXeEKTOP).

Ecnu Bbl He ncnonb3yeTe nogadvy nutaHus no TexHonorum PoE, To, Kpome nogknoveHus |P-
Kamepbl kabenem «naty-kopa» K KOMMYTaTopy MM MapLupyTM3aTopy, K pasbemy nuTaHus IP-

KaMepbl HeO6XODMMO NOOKINK4YNTb OMnoK NUTaHMs NOCTOSIHHOIO ToKa HanpsaxeHnem 12 B.

BHUMAHMUE!

MoHTax kamepbl npu TemnepaTtype Huxke -10°C — HegonycTuMm! B npoTuBHOM crniyyae, LIenocTHOCTb
n3onaumm kabens kamepbl MOXeT OblTb HapyLLeHa.

Bo n3bexaHve nonoMku obopyaoBaHUs, UCMONb3YNTE TONbKO KOMMIEKTYOLNE, PEKOMEHO0BAHHbIE
BEWARD
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4.4. YctaHoBKa / uaBrne4vyeHue KapTbl naMAaTn

[nsa 3anucy nHopmaumm B pexnmax TpeBorm U NOCTOSHHOW 3anucu UCNonb3yeTcs KapTa
namatu popmata MicroSD/SDHC. Kpome Toro, npegycMoTpeHa BO3MOXHOCTb aBTOMaTUYECKON

pe3epBHON 3anMcKu Ha KapTy NaMaTK B Criy4ae NoTepyn CoeanHEHUs1 C CETbIO.

BHUMAHUE!

Ecnn kopnyc kamepbl Obiml BCKPbIT MPU YCINOBUSX OKpY)XXatlowen cpedbl, OT/IMYHbIX OT YCIOBWUA B
npoussoacteeHHoM Lexe OO0 «HIMIM «beBapa», TO B npouecce AanbHelrwen akennyatayuum BO3MOXHO
obpasoBaHuMe KoHAeHcaTa Ha NOBEPXHOCTM CTEKNa NepeaHen KpbILLKK,

[ns npepoTBpalleHnsa o6pa3oBaHMs KOHAEHcaTa Nepes 3akpbITUEM KPbILLKM HEOBX0OMMO pacrnakoBaTb U
NOMECTUTb BHYTPb KamMepbl ABa NakeTa BraronorfoTuTens u3 KoMnnekta nocraesku (Puc. 4.5).

Mpn KakgoM MNOCHEedyoLEeM BCKPbITUM KamMepbl PEKOMEHAYEeTCs MNPOU3BOAWUTbL 3aMeHy MakeToB

BaronorfioTuTesna Ha HoBbl€E. ﬂop,po6Hee CM. NYHKT 4.5.

[ns yCTaHOBKN UM U3BMEYEHNUsI KapTbl NAMSATU BbINOMHUTE CreayoLwme warn:

LWar 1: oTknouMTEe NUTaHNE Kamepbl, CHAMUTE COSMHLE3aLLNTHBIN KO3bIPEK U OTKPYTUTE
nepeaHo KpbILLKY Kopryca kamepbl, MOBOpaYMBasi €e NPOTMB YaCOBOW CTPESIKW.

War 2: ycraHoBuTe (u3Bnekute) kapty namstm MicroSD/SDHC B croT, OTMEYEHHbIN
cTpenkon Ha PucyHke 4.4. [Insi 3TOro pa3BepHUTE KapTy KOHTaKTaMu K CNOTy U K MOBEPXHOCTU
nnaTtbl U BCTaBbTE B CMOT A0 LUenyka.

[na n3sneyeHns KapTbl NAMATA HAXXMUTE Ha ee Topew, A0 LWenyka — NPYXUHHbIN MeXaHN3m

BbITOJIKHET KAapTy U3 CrnoTta.

Kapta namatu

Puc. 4.4

LWar 3: cobepuTte 1 NogKMOYMTE KaMepy, BbINOMHMB warn 2 n 1 B obpaTHOM nopsigke.
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4.5. Flpe.qOTBpameHMe 3anoTeBaHUA CTeKna nepe.qu|7| KPbILWKA

Ecnn kopnyc kamepbl Obifi BCKPbIT MPY YCMOBUSAX OKPYXKAKOLWEW cpenpbl, OTNINYHbIX OT
ycrnoBui B npousBodcTtBeHHoM uexe OOO «HIIM «beeapg», To B npouecce garnbHenwemn
aKcnnyaTaumm BO3MOXHO OBpa3oBaHue KOHAeHcaTa Ha MOBEPXHOCTWU CTekna nepeaHen KpbILKW.
[nsa npegoTtBpaleHns o6pa3oBaHMsa KOHAEHCaTa KaMepbl KOMMMAEKTYOTCA BNaronornoTuTenem.

lMocne 3aBepLUeHNa AEUCTBUN, ONUCaHHbIX B NyHKTE 4.4 n Tpebytowmx BCKpbITUA Kopnyca
Kamepbl, He0BX0AMMO pacnakoBaTb U NOMECTUTb BHYTPb KaMepbl [iBa NakeTa BNaronornoTutens ns
KomnriekTa noctaeku (Puc. 4.5), n cpasy (B TeueHune 5-10 muHyT!) cobpaTtb Kopnyc kKamepbl.

Puc. 4.5
3akpyumBanTe NepesHIo KpbILLKY KOpryca akKypaTHO, KOHTPONMPYS MOMOXEHUE NakeToB

BRaronornoTuTens.

B cnyyae ecnn Bam Heo6xoouMmMo BCKpbITb KOpPNyC Kamepbl MOBTOPHO (Hanpumep, Ans
3aMeHbl KapTbl NAMATM UNW NOACTPOMKN 00BbEKTMBA), BNAronornoTUTenb peKkoMeHayeTCsl 3aMEHUTb
HOBbIM, ABa nakeTa no 2 rpamma, FOCT 3956-76.

BHUMAHUE!
I'Iepep, ncnonb3oBaHMeM BliaronornoTuTend y6e,u,v1Ter, YTO OH XpaHwurica B repMeTn4dHo 3aKprTOﬁ
ynakoBke, B MNPOTUBHOM Clly4ae, ero ncrnosjib3oBaHme 3anpeLleHo.

B cnyyae ecnu nprnobpeTeHne nnv npaBunbHOE XpaHeHve BaronornoTuTens HEBO3MOXHO,
A0MyCTUMO UCNOMNb30BaTb MOBTOPHO BIaronornoTuTeNb U3 KOMMNEKTa NoCTaBkun, NpeaBapuTensHO
NPOCYLUMB €ro B NpOTOYHOM ropssyemM BO3ayxe UIv B CyLUUIbHOM Lkadpy npu Temnepatype 150-180
°C B TedeHue 3-4 4 ansa yganeHunsa agcopbupoBaHHOM Bnaru.

NMPUMEYAHMUE!

Mpu onpeneneHHbIX BHELUHMX YCINOBUSIX LOMNyCKaeTcs (OOHAKO HE PEeKOMEHAYeTCsl) KpaTKOBPEMEHHOE
BCKpbITUE Kopryca kamepbl 6e3 3aMmeHbl Braronornotutens. [lonyctumoe CyMMapHOe BpeMsi HaxoXaeHust
Kamepbl CO CHATOW MepefHen KpbIWKOW cocTaBnseTt: npu Temnepatype Bbiwe 0°C — 20 MuH., npwu
TemnepaType Huke 0°C — 60 MUH.
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4.6. HpOBo,que noakn4vyeHne Kamepbl K CeTU

Mcnonb3ysa coeanHuTenbHbid kabenb ¢ pasbemom RJ-45, nogkntounte |IP-kamepy Kk

nokanbHon cetu (k LAN-uHTepdeincy mapLupytusatopa).

B cnyyae HeoGxogMMOCTW, coeanHUTENbHbIN Kabenb MOXHO MPMOBPECTM OTAENbHO MNnu,

npu Hann4nm HeobXxoaNMbIX mMaTtepunanoB, MHCTPYMEHTOB U ONbiTa, N3rOTOBUTb CaMOCTOATENTbHO.

BapuaHT «npamoro» kabensa (UTP kaTteropuu 5e) ¢ pasbemom RJ-45

C oQHOM CTOPOHDI

C Apyrov CTOpoOHbI

. beno-opaHxeBbin

: OpaHxeBbliii

18
[T

: Beno-3enéHbin

CHM3Y:

CuHuin

Beno-cuHuin

: 3enéHbin

CTMEPEAM: %
1 &

: beno-kopuyHeBbIn

o N|lola|ls|lw|N|=

: Kopu4yHeBbIn

18
[T
CHU3Y:

CTMEPEAM: E%
1 8

: beno-opaHxeBbi

: OpaHxeBblit

: beno-3eneHbin

: CnHun

. Beno-cuHumn

: 3enéHbin

: beno-kopuyHeBbIn

OINO[O|[RWIN|[=

: KopuyHeBbii

,D,J'IFI N3roToBJ1IEHUA

«npsiMoro» kabens Heobxoaummbl: kabenb UTP (BuTas napa kateropum

5e unu Bbiwe), aBa pasbema RJ-45 n yctponcteo ans o6xmMma pasbemoB (Kpumnep).

Mpn Takom nopsagke nogknyeHna nap (ykasaHHom B Tabnuue) obecneuymBatoTcs

rapaHTMpoBaHHbIE Mpoun3BoauTenemM BeJIMYMHaA U pacnpeneneHne 3agepxek pacnpocTtpaHeHud

curHana, a cnegoBaTtenbHO, U 3asiBIEHHas CKOPOCTb nepeaayvn aaHHbIx 100 Mout/c.

B cnyyae ucnonb3oBaHusi obopyaoBaHus C NOAAEpPXKKoW TexHonorun PoE goctaToyHo

NOAOKMKYNTL Kamepy C MNOMOLLUbIO kabena Tuna «BuUTas napa».

DONONHUTENBHbIA NCTOYHUK NMUTAHNA He HY>KHO.

M pn 3TOM WUCMNOJ1b30BaTb

Ecnu Bbl He ncnonb3yete obopyaoBaHusa ¢ nogaepkkon texHonorum PoE, nogkntounte IP-

Kamepy K UCTOYHUKY nuTaHusa 12 B, pekomeHgosaHHoMy BEWARD.
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MnaBa 5. HacTpouka npoBoaHoOro coegMHeHus

Ins Toro 4tobbl IP-kamepa B5350RVZ paboTtana B Bawen nokanbHOW CETM COBMECTHO C
ApyruMm obopyaoBaHMeM, He06X0AMMO BbINOMHUTE €€ NOAKIOYEHNE B COOTBETCTBUM C TEKYLLMMM

HaCTDOVIKaMM OaHHOW CeTWn, OANs Yero, B CBOKO ovepenb, H806XOD,I/IMO onpeaesintb 3Tn HaCTDOIZKVI.

NMPUMEYAHUE!
OnuncaHne yCTaHOBKM U HACTPOMKN COeaMHEHMs BbINOMHEHO Ha npumepe Windows 7 MakcumarnbHas.
HasBaHnst HEKOTOPbIX NYHKTOB MEHIO U (DYHKLMIA MOTyT oTnn4yatbes oT Bawen sepcun Windows, ogHako

anropuTM NpuBeaeHHbIX OEWCTBUI SBNAETCS YHUBEpPCarbHbIM.

5.1. OnpepeneHue napameTpoOB NPOBOAHOM FIOKaNbHOW CeTU

B cnyyae nogkntodeHus no kabento Ethernet Heobxoanmo onpegenuTb TeKyLMe HAaCTPONKK
NPOBOAHON CETH.

[Ona onpepeneHnss TeKylMX HACTPOEK MNPOBOAHOW fOKanbHOW CEeTU WUCMNONb3ynTe

KOMMbIOTEpP, NOOKINIOYEHHbIV K 3TON ceTu. Haxxmute lyck — lMaHenb ynpaeneHus (Puc. 5.1).

P
Le Internet Explorer

a Skype BEWARD

| X2 Microsoft Office Excel 2007 Aorymesrra

Wzobpaxennn

Myzbika

Wrpei
m BRSController

KomnetoTep
m BEWARD IP Visor

Q BEWARD Player

T oyl

TNanens ynpaenexns
YcTpoiicTea W NpUHTEPEI

Mporpamus No ymonuaHno

e
,@o Cny#cBbl KOMNOHEHTOB
Cnpaska u NoAlepxia

»  Beenporpammel

£ |rgmg

B & & @

Puc. 5.1
B oTkpbiBLIEMCA AManoroBom okHe BblbepuTe nyHKT [[IpocMoTp cocToAHMA ceTn u 3aaad]

B pa3gene [CeTb u UHTepHeT] (Puc. 5.2).
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=

- || Mouck & narenu ynpasnerus

HaCTpOﬁKa NnapameTpoB KOMNbHOTEPa MpocmoTp:  Kateropua ™

Cucrema v Be30nNacHoCTL YueTHble 3anncy nonb3oBaTenei n
MpoBepka COCTOAHNA KOMMBIOTEDE ceMeH...

ApXMENPOBAHME A3HHBIX KOMMBIOTEPA @' JoBaBneHne 1 yAANEHNE YYETHBIX 3anncei
Mowck u wcnpaenedne npobnem noe3oBaTenci

@I YcTaHoBka POAWTENBCKOrND KOHTDONA 4NA BOEX

Cetn n MHTenHeT nonesoBaTensd

@ocmmp COCTORHWA CETH 1 3a,qa
BuiGop napameTpoe gomMaluHedd rpynnel u obwero OdopmneHue 1 nepcoHannsauma
AOCTYNa K AaHHbIM WMzmeneHne Tembl

' WMzmenenne dona pabouero crona

Hacrpoiika paspewerna skpana

O6opyaoBaHWe 1 3BYK
MpocmoTp ycTpoicTe M NPUHTEROB
[obaenenne ycrpoiicTea Yachl, A3bIK M PETMOH

3 CMeHa packnagkn KIaBnatyphl N Spyrix
I'IporpaMMhl \ ¥ cnocoBoe BECAR

¥aaneHne nporpammel Mzmenenne Asbika uHTepdeiica

CneunansHble BO3MOXHOCTH
P Lyt Windows nap pol
OnTuMUsaumMa noBpakeHuA Ha 3KpaHe

Puc. 5.2
B oTkpbiBWEMCS AnanoroBom okHe HaxmuTe [[MogknioyeHue no nokanbHowm cetu] (Puc.
5.3).

MaHene ynpaeneHna - n . o -
e POCMOTP OCHOBHBIX CBEAEHWI O CETW W HACTPOIKa NOAKAKOUEHMT

n! | MpocMoTp NonHoi KapTel
MzmeHenmne napamerpos — .

3AaNTEpa BEWARD Heckoneko cetei Wureprer
MamennTe gonenHuTenEHBIE (3107 KOMBIOTED)
napamMeTpsl oBLLEro AocTyna MpocMoTp aKTMEHBIX cETER MeaknioyeHne nan oTKAMYEHNE

Cemn 4 Tun goctyna: WHTepHer
OBuecTEeHHaA CeTb Mogrntouenna:

W3mererne ceTeBbIx NapaMeTpos

gl Hacrpoiika HoBOrD NOAKAOHEHNA MAK CETH

Hacrpoiika Gecnposogroro, WWMPOKONOAOCHOrD, MOAEMHOrO, npaMore nan VPN-nogknoyerna
WK 2KE HACTPOMKE MapLUpYTUIaTopa MAKM TOUKK A0CTyna,

s. MogknroumnTeca K ceTH

Mogknroyenne WK NOBTOPHOE NOAKMNIOHEHNE K GECPOBECAHOMY, MPOBOAHOMY, MOAEMHOMY
CETEBOMY €1 WAN MoK K VPN,

Bulfop AomMaLLHER rpynnkl 0 NapameTpos oBLUero AocTyna

Cra, Takcke Joctyn k daitnam u NPUHTEPAM, PACNIONOMEHHEIM Ha 4PYTHX CETEBRIX KOMNBHITEPEX, MW

- U3MEHEHWE N3paMETPOE 0BLLErD A0CTYNE,
Bpanamayzp Windows P P Lo ey

Jomalunas rpynna YcTpaHeHne HENONAADK

CeoiicTea obospesaTena JwarHocTuka n NCNpaeneHne CETEBbX NpoBaem MAN NoayYeHne CBEAEHNA of ncnpasneHnm,

Puc. 5.3
NMPUMEYAHUE!

I'Ipvl HaNM4YMM HECKOSbKUX NOAKMIOYEHNIA Bbl66pVITe TO, KKOTOPOMY NnaHUpyeTCAa NOOKINMK4YNTb IP-Kamepy.
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Be\«UARD I nasa 5. Hacmpotika nposoOno2o coeduneHnus

B oTkpbiBLIEMCS OKHE HaxmMuTe kHonky [CBoncTBa] (Puc. 5.4).

@ CocrosHue - MNoAKAYEHNE NO NOKAALHON CETH ﬂ

Obwne

Moaxnoyerne

IPv4-nogknioHeHme: WHTepHeT
IPvE-NoAKNIOHEHHE! BE3 00CTYNE K MHTEPHETY
COCTORHME Cpeqbl: MoaKnoHeHD
AnUTensHOCTL: 04:47:33

CKopocTe! 100.0 MBuT/c

AKTMBHOCTE

OTNpaBneHoy —— Lﬁ! = [puHATO
o
BaifT: 79 188 190 I 805 509 770

[ rS'Cﬁmﬁcnfia ][@'OTmmquTb] [ﬂmarna:rmca ]

Puc. 5.4
B AQvanoroBom OKHe CBOWCTB CETEBOrO MOAKMYEHUss HeobxoaMmo BblGpaTb MYHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHornky [CBoncTBa] (Puc. 5.5).

L.:J MoaxnoueHWe NO JCKaNbHOM| CETH - CBOCTEa M

Cem | Operyn

MNopknioueHie yepes:

l.-'lf‘ Realtek RTLE139/810x Family Fast Ethemet ceTesoil agz

OTMB‘-IBHHb\B KOMMNOHEHTEI MCNONE3YIOTCA 3TUM NOKNICYEHUEM
Bl Kaspersky Anti-Vius NDIS 6 Fiter -

gﬂnanwpuﬁmmﬁ nareTos (oS
gCnyxﬁa LOCTYNE K ainam v npuHTepam ceTei Micre—,
-2 [IpoTokon B/P

MHTepHeTE Eepcin 6 (1T &)
IS Mpotokon WHTepHeta sepcim 4 (TCP/IPv4) .
||

¥ i Ilpafisep 6/ Tononora KaHankHoOro YPoBHA

m

i OTBETUMK 06HAPYKEHMA TONONOTWK KBHANBHOTO YPOE ™
[En ] LI} ] [&]

YeTaHoBUTE Yoanams | CaoilcTBa I

Onucanne

Mpotoxon TCP/IP - cTaHaapTHei npoTokon rnoansHex
ceTel, 06ECNEYNBEIOILNA CEASE MEXY PASTIMYHBIMIA
B3aMMOASACTEYIOWMMA CETAMM

Puc. 5.5
OTKpoeTcsi OKHO, B KOTOPOM oOTobpakaeTcss MHGOpMaumMsa O HaCTpoOWMKax CEeTEBOro
noakntodeHusi. BoamoxHbl ABa BapuaHTa HacTpouku IP-agpeca ceTeBoro nogknoveHus Baulero
MK:
1. NMonyuutb IP-apgpec aBToMaTtuyecku: |IP-agpec HasHavyaeTcs aBTomatudeckmn DHCP-
cepsepom (Puc. 5.6). Ecnn IP-agpec Bawewmy [1K Bblgaetcs aBTomaTtuyecku, Toraa Aansd

onpefeneHns napameTpoB JIOKanbHOM ceTu nepenanTe kK nyHkTy 5.1.1 gaHHoro PykoBoacTea.

PykoBoacTBO no noaksnoyeHuto IP-kamepbl B5350RVZ



Be\&UARD Inasa 5. Hacmpotuika nposoonozo coedunenus

Ceoiictsa: Mpotokon WHtepHeta sepcinn 4 (TCP/IPv4) @lg

OBlwMe | AnbTepHATUEHERA KoHHrypaLIa |

MapaMeTpil IP MOMYT HA3HEYATHCA AETOMATUHECKH, BCIM CETh
NOAAEPHUBAET 3TY BOSHOMHOCTL, B NPOTWUBHOM CliyYae NapameTpel
TP MOMHO MONYYMTE Y CETEBOMD 3AMMHACTPETOPA.

(@ Mony-mTe IP-3Apec aBToNaTHHECKN I

() MicnonesosaTe cieayiowmil IP-anpec:
IP-agpec:
Macka noacets;

OICHOEHOA LMK

| (@ Mony4MTe agpec DNS-CEpBEPa SBTOMATHHECKH I

(71 MicnonbsosaTe cneayrowwe aapeca DNS-cepsepos:

Mpeano4mTasmeli DHS-cepeep:

ANETEPHATHEHEIA DMS-CepEep!

MoATEEPAMTE NEPEMETPEI MPK BeIX0AE [ ———

Puc. 5.6
2. Ucnonb3oBaTtb cnegyowmn IP-agpec: IP-agpec 3agaetca nonb3oBaTenem BpPy4YHYHO
(Puc. 5.7):

Ceoiicrea: Mpotokon Wuteprera sepcuw 4 (TCP/IPv4) l&u

Obwme

MapameTpil IP MOrYT HA3HEYATHCA ABTOMETHHECKM, ECTH CETh
NOAAEPHUBAET STY BOSMOXHOCTE, B NDOTHBHOM Cly4ae napaMeTphl
IP MOMHO MONYUNTE Y CETEBOrD aAMMHWCTPATOPE.

() Mony4uTs IP-3ApEC BBTOMATHHECKH

@) Mnonb3o0BaTe CNEnYIoWMi IP-anpec: I

IP-anpec: 182 .16 . 0 .
Macka nogceTu: 255,255,255 .

OcHOBHOM Wo3: 192.168. 0 .

Mony4nTe anpec DNS-cepsepa aBTOMaTUHECKW

(@ Mnonb30BaThE CNeayoWwWe aapeca DNS-cepeepos:
Mpeano4MTaemsIii DNS-cepsep: 192.168. 0 .1

ANbTEPHATUBHGIA DNS-CEpsep:

[T NoaTsepauTs napameTpil npu seixone

Puc. 5.7
3anvwunTte, Nbo 3anomHMTE NnapameTpbl ceTeBoro agantepa Bawero INK (IP-agpec, Macka

noacetn, OcHoBHoM W03, DNS-cepsep).

BHUMAHMUE!
Ecnn Bbl He 3anucanu ceTeBble napameTpbl KOMMblOTEpa, TO MOCMe HacTpoWku Kamepbl Oyaet
HEBO3MOXHO BEPHYTb UX B NepBOHaY4aribHoe COCTOsAHNE 515l BOCCTAHOBIEHWNS MOAKITHOYEHNS K NIOKanbHON

ceTu u/unu cetn VIHTepHeT.
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5.1.1. OnpegeneHune napaMeTpoB ceTU Npu AMHamu4veckom IP-agpece

NMPUMEYAHUE!
HaHHbin nyHKT PykoBoAcTBa npedHasHadeH ANs onpeerneHus napameTpoB floKanbHOW ceTu npu

HasHauyeHun IP-agpeca Bawewmy MK asromatnyeckn (DHCP-cepepom).

D,J'IFI onpeneneHna Tekywmnx HacTtpoek KOMnbTepa B nokanbHom I'IpOBO,ElHOIZ CETU HaXmunTe

Iyck — MaHenb ynpaeneHus (Puc. 5.8).

9 Internet Explorer
6 Skype BEWARD

| X = Micrasoft Office Excel 2007
-

doxymenTsl

Vzobpaxenna

.ﬂ Bnoknot
@ DVR Server

BRSController

Myzeika
Wrpsi

Komnstorep
BEWARD IP Visor
Manens ynpasnenns
BEWARD Player
] YerpoiicTea w npuHTepBl
H -"j, ChnyxBel
Mporpasmsi No yMon4aHnt

ChnyxBel KOMNOHEHTOB
Cnpaska W NOAAEPKKS

»  Bce nporpamms

3asepiuenne paboTel I'-,'!

[ Hatimu npozpasms: u gatins:

Puc. 5.8
B oTkpbIBLIEMCA AManoroBoM okHe BblbepuTe nyHKT [[IpocMoTp cocToAHUA ceTn u 3aaay]

B pa3gerne [CeTb u UHTepHeT] (Puc. 5.9).

2B » Manens ynpasnenns »
HaCTpDﬁKa NapamMeTpoB KOMNbHOTEPa Mpocmotp: Kateropwa

i 1 Cuctema v BezonacHoCcTs YUETHBIE 3aNMCK NOAL30BATENER KU
Q ,% Mposepka COCTORHNA KOMNBIOTEPS CEMENH...
ApXMEMPOBAHNE A3HHEX KOMMEIOTERS @,ﬂnﬁasnaﬂme W YAANEHWE YHETHBEX 3aNUCE
Mowck n ncnpaeneqwe npobaem noABIOBaTENE
1) YcTaroeKa poMTENECKOrD KOHTPOA AR BCEX

1 nonszoeaTenei
M (Dpocmorp cocronnna cern v sagay
a2

Beifop napameTpos AoMaLLHER rpynnbl 1 oOLwerc . OCDO[DMJ'\E}HME W NepcoHannsauna
ADCTYNa K AZHHBIM . MsmeHerne Tembl

Wzmenenne donHa pabouere crona
Hactpoiika paspewlerus 3kpana

OBopynoBaHWe W 38yK
MNpocmoTp yCTpoicTs W NPUHTEPOR
JoBasnenme ycrpoiicTea Yachl, A3bIK M PETUOH

CheHa packnagkn KNaBmaTyphl WM Apyrig

MporpaMmel cnocobos BEoAa

¥aanesue nporpanm: Vsnaereriune szbiia mHTepdeiica

CneunansHble BO3MOXHOCTH
Pexomengyenbie Windows napamerpel
OrTunMsaLIA nS0BpaKEHA Ha IKpaHE

Puc. 5.9

PykoBoacTBO no noaksnoyeHuto IP-kamepbl B5350RVZ
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B oTkpbiBLIEMCS AManoroBom okHe HaxmuTe [[loaknioyeHue no nokanbHou cetu] (Puc.

5.10).

Manens ynpaenexns -
ACMALLHAA CTPaHMLA

Wzmerenne napameTpos
anantepa

WSMEHUTE AONOAHUTENBHBIE
napaMeTpel oBLerc AocTyna

Cra, Talcke
Bpanamaysp Windows
[Jomalinas rpynna

Ceoiictea obozpesaTenn

NMPUMEYAHUE!

[poCMOTP OCHOBHLIX CBEJEHWIA O CETU M HACTPOVKA NOAKAKYEHWA

&I' [ 0 MpocroTp noanoi KapTel

BEWARD Heckoneko ceteit WrTeprer

(3ToT KoMNbrOTER)

MpocMmoTp aKTMEHBIX CETER MoakntoueHne nin oTKOYEHHE

Cets 4 Twun goctyna: WHTepHeT
OBuwecTBeHHaRA CETh MogknoueHna:

Mzmenenne ceTeBbX NapameTpoE

L

‘s-

HacTpoiika HOBOMO NOAKNMMEHHUA MK CETH

HacTpoiika BecnpoBogHoro, LUMPOKONOAOCHOTD, MOAEMHOro, npamaro uan YPN-nogeoyenns
WA e HACTpolika MapLUpyTUSaTopa WNK TOUKKM 40CTyNa.

MoAKNHYUTECA K CETH

HOAKJ'IKIHEHME WAKN NOSTOPHOE NOAKMHIYEHWE K GECﬂpOBOﬂ.HDMy, NpoBE0AHOMY, MOJAEMHOMY
CETEBOMY CORAMHEHWHD WK Nogkntoderie K VPN,

Buibop Aomaluneid rpynnel v napameTpos ebLere qoctyna
Joctyn k daiinam u NpuHTEPaM, pacnonoKEHHBIM H3 APy CETEBbIX KOMMBHOTEPAX, WK

W3IMEHEHNE NapameTpoe ofllero gocTyna.

¥eTpanenue nenonagok

JuarHocTuka U MCpaBneHne ceTesblx Npokb. cBegeHMiA 06 nCnpasneHum,

Puc. 5.10

Mpy HaMMYMU HECKONBKUX CETEBbLIX MOAKMIOYEHMI BbIGEPUTE TO, K KOTOPOMY MIaHMPYETCS NOAKMHYUTD

IP-kamepy.

B oTkpbiBLIEMCA OKHE HaxxmuTe kHOMNKy [CBeaeHus] (Puc. 5.11).

@ Cocroanue - MNogxa4eHne No NOKaNEHOR CeTH M

il

AKTUBHOCTE

Ofme

MoaknoyeHue

IPv4-noaknoHeHme: WHTepHET
IPvE-NOOKMOHEHNE: Bes nocTyna Kk MHTepHeTy
CocTosaHKe cpedbl: MoaknioyeHo
AnuTensHoCTE: 04:47:33

CKOpOCTE: 100.0 MéauT c

1
OTnpasneHo —— %g ——  [puHATO

79 188 140 I 805 508 770

[ @Cﬂoﬁcraa ] [@Cﬁmmuwa] [ AuarHocTuka ]

Puc. 5.11
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B okHe «CBeneHust 0 ceTeBOM MOAKITHOHYEHUN» npencrtaBneHa cneaywulas VIH(*)OpMaLl,I/IFI

(Puc. 5.12):

CBeAcHUA O CETEBOM NOAKMOHEHMA

==

[lononHuTEnEHEIe CEEASHWA 0 CETM

Ceoircteo
OnpeneneqHent ans no..
Onucanve

Pusuyeckuil agpec

3raueHne

Realtek RTLB1BEC(F)/B111C(F) Family F
00-24-1D-57-45-20

HCP exniouen
ec IPvd
Macka noncem IPvd
Aperga nonydera
ApeHpa ucTexaeT

DHCP-cepeep IPv4
DMScepeep |Pvd
WINScepsep [Py

Wnioz no ymanyanio IF ...

Mokaneren [PvE-aapec..
linios no ymonuaro [P
DMScepeep |Pvb

Oa

192.162.0.14

255.255.255.0

11 smgaps 20111 10:27:11
11 pespana 2011 r. 10:27:11
192.168.0.1

152.168.0.1

192.168.0.1

Cnyxfa NetBIOS uepes... Oa

fe80::3126:0820:8112:163%11

< i

Puc. 5.12
Ecnm B atom okHe Bbl yBugenu ctpokn — «DHCP Bknrouen-[a», «Appec IPv4-

XXX XXX XXX XXX» (FOe «XXX.XXX.XXX.XXX» — 3HayeHune |P-agpeca),— 3HauuT |IP-agpec Bawemy MK

HasHayeH aBTomaTuyeckn. Macka nogcetu ykasaHa B cTpoke [Macka nopacetu IPv4], agpec

ceTeBoro wro3a — B cTpoke [LWUnto3 no ymonuanuto IPv4], agpec DNS-cepsepa — B cTpoke [DNS-

cepBep IPv4]. 3anuwwute, nubo 3anomHWTEe AaHHble napameTpbl (IP-agpec, Macka noaceTw,

CeteBon wnto3, DNS-cepsep).

BHUMAHUE!

cetn n/wnu cetn IHTepHer.

BHUMAHMUE!

BaLuemy CMCTeMHOMY aAMUHUCTPATOpPY.

Ecnn Bbl He 3anucann ceTeBble napameTpbl KOMMNbKOTEPA, TO MNoOcCle HaCTpOI7IKM KamMmepbl 6yp,eT

HEBO3MOXXHO BEPHYTb UX B NepBOHa4YalibHOE COCTOAHME OJ14 BOCCTAHOBJ1EHNA NOAKIMTIOHYEHNA K nokasnibHON

Ecnn B okHe «CBepeHusi o ceTeBOM nopgknoveHuu» Bol yBugenu ctpokn —«DHCP Bkmnto4veH- Oay,
«IPv4-appec aBTOHACTPOMKM-XXX.XXX.XXX.XXX»([OE XXX.XXX.XXX.XXX — 3HayeHue |IP-agpeca),— 3Hauut
Bam He yganock nogkntounTtbes k npoogHoun cetn (DHCP-cepsep He npucsoun IP-agpec Bawemy T1K).

MpoBepbTe NpaBUNBHOCTL NOAKMYEHUS K NPOBOAHOM ceTu. B crnyvyae HeobxogmmocTu, obpaTutech K

PykoBoacTBO no noakntoyeHuto IP-kamepbl B5350RVZ
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5.2. UameHeHMe napameTpoOB JIoKarnbHOW ceTu AN NPOBOAHOro NOAKIYeHUs

K IP-kamepe

Mo ymonuaHwuto IP-kamepa B5350RVZ nmeeT IP-agpec 192.168.0.99. YToObl nogkntounTecd

K KaMepe O NepBOHaYanbHOW HACTPOWKN HeobXxoamMMO, YToObI Ball koMnbloTEP HAXoAUICs B TOM

Xe nogceTtun, 4To u kamepa. Npu aTom IP-agpeca kamep, KOMMNbLIOTEPOB U NIOOLIX APYrMX YCTPOWCTB

B CETW He OOSMKHbI coBnaaaTb Mexay coboun.

BHUMAHMUE!

BHUMAHMUE!

cpasy nepentu K nyHKTy 5.3 naHHoro PykoBoacTea.

IP-kamepa BEWARD B5350RVZ no ymon4yaHuto nmeet IP-agpec 192.168.0.99. Ecnn Bbl nnaHupyete
NOaKITOYUTb Heckonbko IP-kamep, To Ana ucknoveHnst koHgnmkta IP-agpecoB noakntovanTe kamepbl No

OAHOM 1 n3meHsnTe nx IP-agpeca Ha ntobble cBoboaHbIE B Balueli nokanbHom ceTu.

Ecnn Bbl yBepeHbl, yto Baw T[1K, nogkrnoyeHHbIn K npoBogHow cetwn, u IP-kamepa, dusndeckn

MOAKIIOYEHHas K TOM e ceTu, NMbo Hanpsamyto k Bawemy MK, HaxoasTca B ogHon noaceTtu, Bel moxeTe

D,J'IFI M3MEeHEeHNA TeKylnX HaAaCTpOeK KoOMnbTepa B nokarnbHomn I'IpOBO,ElHOIZ CeThn HaXXMute

Tyck — Manenb ynpaenerHus (Puc. 5.13).

@ Internet Explorer
C

@ Skype

| X8 Microsoft Office Excel 2007
=

_.a‘ Bnoknot

@ DVR Server
@ BR5Controller

@ BEWARD IP Visor
m EEWARD Player

.;(. ’ Crnybo

oy, YK

Q

o@, Cny#Bbl KOMNOHEHTOE

» Bce nporpamme

| Halmu npozpammsi u ghailabi

A

T B &

BEWARD

NokymenTe

MzobpasceHmna

Mysbika

Wrpei

Komnetotep

Manens ynpasnexna
YerpoiicTea n npuHTEPSI
Mporpamme! no ymonqaHno

Cnpaska n nogaepskka

T
| 3asepLueHne paboTel ||

B oTkpbiBLIEMCA AManoroBom okHe BblbepuTe nyHKT [[IpocMoTp cocToAHMA ceTn u 3aaay]

B pasgene [CeTb un UHTepHeT] (Puc. 5.14).
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[Mouck & naHeRy ynpasneHua e

HaCTpOﬁKa NapaMeTpoE KOMNbHOTEPA MpocmoTp: Kateropua ~

Cuctema v Be30NacHOCTb

YueTHble 3aMWcKk NoNL30BaTener 1

HpOBEpKE COCTOAHWA KOMNBHOTEDE CeMeﬁH_,_

ApXMEMPOBAHWUE A3HHBIX KOMMBIOTEDE
Mewck u ncnpasnerne npobnem

CeTh W VHTepHeT

@' JoBaBneHne n yaaneHne yHETHbIX 3anncei
nonb3oBaTenei

) ¥ cTaHOEKa POAMTENBCKOrD KOHTPONA ANA BCEX
nons3cearensi

[pocMoTp COCTORAHMA CETH W 33434 I

BriGop napameTpor AoMaLUHER rpyninel v obulerc
AOCTYNa K AaHHBIM

ObopyaoBaHKe 1 3BYK

OdopmneHne 1 NepcoHanmsauma
Msmenenne Temel

Wzmenenne dona paBodero ctona
Hacrpoiika paspewenna skpana

MpocMoTp yCTpoicTs 1 NpUHTEpCE

JoBasnenune ycTpoiictea

Mporpammbl

¥aanenwe nporpammbl

B oTkpbiBLIEMCA OKHE HaxmuTe «lMopaknovyeHne no nokanbHon cetn» (Puc. 5.15).

Manens ynpaeneqma -
AOMALLIHAA CTPaHMLA

W3meHeHnE NapameTpos
apanrtepa

WMzmennts ACNONHUTENEHEIE
napameTpel obLLEre AocTyna

Cra. TaioKe
Bpanamay3p Windows
Jomawnans rpynna

CeoiicTea oBospesatenn

NMPUMEYAHMUE!

I'Ipvl HaNM4YMM HECKONMbKMUX CETEBbIX NOAKMHOYEHNN Bbl6epMTe TO, K KOTOPOMY nnaHUpyeTCcA NOAKIMKYUTb

IP-kamepy.

Yachl, A3bIK 1 PETWOH

CMEHE PacKaAKN KNABNATY LI W ARYTIX
cnocoBoe BBOAA

WzmeHenune asbika nHTepdeiica

CneumransHble BO3MOXHOCTH
Pexomengy Windows nap poli
OnTUMNZALMA M30BPAKEHNA HA IKPaHE

Puc. 5.14

E=NrEy

@ b epHeT b LlenTp ynpasnenua cetAmn u oGumm goctynom - || [Mouck & nareau ynpasnerua 2

MpocMOoTp OCHOBHLIX CBEAEHWIA O CETU M HACTPOMKa NOAKNIOUEHUA

& 0 Mpecvotp nonHoil kapTel

BEWARD Heckonsko ceteit WuTepHeT
(3ToT KoMnsoTER)

MpocMmoTp akTneHER: ceTei MogknioueHe WNKM OTKIIOUEHKHE

Cems 4 Tun goctyna: WnTtepHer

OBLecTEeHHaA CETE Mogkntouerna:

zmeHEHNE CeTEBBEX N PaMeTpoB

?l Hacrpoiika HOBOrO NOKAMOYEHNA MW CETK

HacTpolika BecnpoBciHoro, LUMPOKONoADCHOrD, MOdemMHore, npaMore wan YPN-noaknrovedna
WK KE HACTPOMHKE MapLUPYTU3aTopa MK TONKN A0CTyna,

‘5. MogrntoumnTeca K cetn

MogKNHOYEHNE NN NOBTOPHOE NOAKAHNEHNE K BECNPOBOAHOMY, NPOBOAHOMY, MOLEMHOMY
CETEBOMY COEQMHEHMIC WK nogntouenne k VPN,

ﬂ Brifiop gomMaluneii rpynnbl v napamerpos obLero goctyna
Joctyn K daiinam n NpUHTEPaM, PACNONCKEHHEIM HA APYTHX CETEBBIX KOMMNEBHTEDAX, WK

W3MEHEHWE NAPAMETPOE OﬁLLI,EI'O AocTyna.

YCI'pEHEHME HENON3Z0K
JnarHocTika n WCNPaBnNeHNE CETEBLIX I'IpOﬁJ'IEM HAK NONYYEHNE CEELEHWI 0f WCNPaBneHn.

Puc. 5.15

PykoBoacTBO no noaksnoyeHuto IP-kamepbl B5350RVZ

25



Be\«UARD Inasa 5. Hacmpotuika nposoonozo coedunenus

B oTkpbiBLIEMCA OKHE HaxmuTe kHonKy [CBomncTBa] (Puc. 5.16).

E] CocroaHue - Mogk r;nr‘ ¥ cemn u
Ofiwme

MoaknodeHie
IPv4-noakmoYeHre: WHTepHeT
IPvE-NoaKNOYEHHE: bes gocTyna K MHTEpHETY
CocTosHWE cpeabl: MoaknoYeHo

AnuTensHocTe: 04:47:33
CKOPOCTL: 100.0 MawmTfc

AKTWBHOCTE

OTnpaeneHo — k! ——  [MpuHATO
£ =4
79 185 140 805 509 770

[ |@J(:Bcﬁcrﬁa ][@OTmmanb] [ﬂMaI’HOCI'MKB ]

Puc. 5.16
B oOTKpblBLLEMCSI OKHE CBOWCTB CETEBOrO MOAKMOYEeHUss Heobxoammo BbiGpaTb MYHKT

[MpoTtokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBomncTBa] (Puc. 5.17).

U Mogkniosenme no noKansHoM CETH - CEORCTBA u

Cemw | Joctyn

Moaxnioverue yepes:

l_-? Realtele RTL8139/810x Familty Fast Bthemet cetesoi ag:

CmveyeHHEIE KOMMOHEHTE! HCNONb3YIOTCA 3TMM NOAKNIDYEHWEM

3B Kaspersky Anti-Virus NDIS 6 Filter .
Q Mnauposwmk nakeTos QoS

vl QCnyxﬁa OOCTYNE K dainam n I'IDHHTEDEM ceTei Micr—,
- [IpoToKoN P/IP

-. B MpoTtokon HHTepHETEI BEPCHN 4{TCF‘ 'IF‘v-iI .

v s ] EHBED B/B TONONOra KaHaneHoro YpoBHA

m

i OTBETUMK oﬁHapyxemn TOMONOrKM KaHansHoro YpoE =

[ | [
] )
Onucanme

MpoTokon TCP/IP - cTaHaapTHER NpoTokon riofansHemE
ceTeil, 00ECTeYMBEIOILNIA CEASE MEX Y PASNUHHBIMK
B3aMMOLSACTEYIOLLMMM CETAMM.

oK ] [ Ommena

Puc. 5.17
B nosiBuBLIEMCA OKHE HeobGXOoOAMMO yCTaHOBWUTbL 3HauveHusi IP-agpeca u mackvu noaceTw.
Buibepute nyHkT [Mcnonb3oBatb cneayrouwmn IP-agpec] n Beegute ceobogHbii IP-agpec n3
noacetn kamepbl, Hanpumep 192.168.0.20, n Macky noacetun — 255.255.255.0. OcrtanbHble

3HayeHus BBOAUTb HeT HeobxogumocTu (Puc. 5.18).
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Be\&UARD Inasa 5. Hacmpotuika nposoonozo coedunenus

Ceoiictea: MNpotokon Mktepreta sepcnn 4 (TCP/IPv4) - EnL

Ofuwme

MapaMeTphl IP MOryT HESHEYETHCA BETOMETMHECKM, ECTW CETh
MoAAEpHUEEET STY BOSMOKHOCTE, B MPOTHEHOM Cnydyae napameTpel
IF MOMHO MONY4MTE ¥ CETEB0M0 AAMAHMCTPETOPA.

() Nony4uTe IP-aApeC S5TOMATHHECKN

(@ Wcnonesosate cienytowmi IP-agpec:

IP-appec: 192.168. 0 .

Macka nogceT: 255 .255.255.

OCHOBHOI LUMKO3:

Mony4uTe agpec DNS-Cepeepa aBTOMaTHHEKI
(@ Wcnonesosate cieaytowme agpeca DNS-cepsepos:
MpeanoynTaemsi DNS-cepeep:

ANETEpHaTHBHEN DNS-cepeep:

[FIneaTeepauts napameTpel npw seixone
" Ok il OTMeHa

Puc. 5.18

[na npyMeHeHusa nameHeHun HacTpoek Haxkmmute KHornky [OK] Bo BCex OTKPbITbIX OKHaX.

PykoBoacTBO no noaksnoyeHuto IP-kamepbl B5350RVZ



I nasa 5. Hacmpotika nposoOno2o coeduneHnus

5.3. NMonyyeHune gocrtyna K IP-kamepe ¢ nomoubio 6pay3epa Internet Explorer

[na gpoctyna k kamepe ¢ nomoLbio 6paysepa Internet Explorer 3anyctute ero n B agpecHon

cTpoke BBeauTe 3anpoc: http://[<IP>:<port>/, — raoe <IP>— IP-agpec kamepbl, a <port>— 3HayeHune

HTTP-nopTta. Nocne atoro Haxmute [Mepentn] nuéo [Beoa] (Puc. 5.19).

BHUMAHMUE!

NMPUMEYAHUE!

IP-kamepa BEWARD B5350RVZ no ymon4yanuto umeeTt IP-agpec 192.168.0.99, HTTP-nopT 80.

OOCTaTO4HO BBECTU B agpecHom cTpoke «http://<IP>/», roe <IP>— |P-agpec kamepbl.

-

G .‘\;i,/‘|| 2 hitp://192.168.0.99/

o |

PraX | (& MycTan cTpaHnua i v fei

-

Puc. 5.19

5.4. Nony4yeHue gocrtyna K Be6-nHtepcency IP-kamepbl

Ecnn gna HTTP-nopta ucnonb3yetcs 3Hadenue 80, Torga Anst AOCTyna K kamepe 4vepe3 Gpaysep

Mocne 3arpy3kun cTpaHuubl Beb-mHTepdbenca kamepbl npu nomowm Gpaysepa Internet

Explorer Bl yBnAnTE OKHO aBTOpM3aLnin. Beeaute nmsa nonb3osarens u napornb. Mo yMon4aHuio

ncnonb3yeTcs MMs nonb3osartens —admin, napone No ymonyanuio —admin (Puc. 5.20).

BesonacHocte Windows

iexplore.exe

186882303CF5".

Cepeep 192.168.1.86 3anpalvBaeT MMA NOMAb3OBATENA W Naponk.

3T0T cepeep Tacke coobuwaeT: "B5S350RVZ H.264 IP Camera -

admin

0K

D 3anoMHWTE YHETHEIE AaHHbBIE

OTMmeHa

X

Puc. 5.20
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Be\VARD I nasa 5. Hacmpouxa npooonozo coeounenus

NMPUMEYAHUE!

ns koppekTHoi paboTbl BEO-nHTepdeiica IP-kamepbl Heobxoamma Bepcus Gpaysepa Internet Explorer

He Huxke 9.0.

[na npocmoTpa nsobpaxeHus ¢ IP-kamepbl Yepes 6pay3ep Internet Explorer ncnonb3aytorcs
kKomnoHeHTbl ActiveX. Internet Explorer He MeeT 3TUX KOMMOHEHTOB B CBOEM COCTaBe U 3arpyxaet
NX HenocpeacTBEHHO C KaMepbl Ansi nocrneaywen ycTaHoBKN. B HkHen yactn okHa Bpaysepa

NnosiBUTCA BCMMblBaoLee onoBelleHne cucteMbl 6esonacHoctu (Puc. 5.21).

BEWARD [ oo | somou | _owron ]

0B cwans Bye 3owe ) veonwwm. (G0 Passconm. [ Coonouswio B Oparwan 0 voovere BB Haotpumeme

Puc. 5.21

HaxmuTe Ha kHonky [YcTaHOBUTB] AN yCTaHOBKU KOMNOHEHTOB ActiveX.

BHUMAHMUE!

YcTtaHoBKa KOMMOHEHTOB ActiveX, HeobxoauMbIX AOSis npocmoTpa I/I306pa)KeHl/Iﬂ C Kamepbl, BO3MOXHa

TonbKko Ha 32-6uTHyto Bepcuto Bpayaepa Internet Explorer.

Mpwn yctaHoBke ActiveX ana OC Windows 7 unn Vista cuctema 6esonacHoctn 6paysepa
Internet Explorer 6ygetr aBTomaTuyeckun 6nokupoBaTb yctaHoBKy ActiveX. [ns npogormkeHus

YCTaHOBKN HaXXMUTE KHOMKY [YCTaHOBUTBL] B OKHE noaTBepxaeHus yctaHosku (Puc. 5.22).

PykoBoacTBO no noaksnoyeHuto IP-kamepbl B5350RVZ
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r]nternet Explorer - MNpeaynpexaedye cnoremel BesonacHocTy ‘ u

YCTAaHOBMT b 3TO NporpamMuoe obecneyenna?

@ Mma: ActiveX Control (2013.11.04)
Mzpatens: BEWARD Co., Ltd

LononHUTENEHD YCTaHOBMTL ] IHE YCTAHAEMMBATH I

l@ D&EMANE M3 MHTEPHETE MOrYT DbiTe NONE3HEl, HO 3TOT THN HEHNE MOXKET

NOEPEAMTE KOMMBHOTED, CNegyeT YCTaHaENMBaTE NPOrpattel, NoMyYeHHEIE
TONBKO OT AOBEPEHHOMD M34aTend, DaKTopel DUCKE

Puc. 5.22
lMocne atoro nosiBUTCA OKHO, MHpopmupytowee Bac o HeobxogmMMocTu 3akpbiTusi BeO-

Gpaysepa ansa yctaHoBku. 3akpowte Internet Explorer n HaxxmuTe kHonky [OK] (Puc. 5.23).

rWaming g

IE windows must be close before install ocx, OK?

OK | OtmeHa

Puc. 5.23
3aTteM, OTKpOeTCH OKHO YCTaHOBKM KOMMOHeHToB ActiveX. HaxxmuTe kHonky [Install] (Puc.
5.24).

-
oo L e
@" Install ‘ ‘ Uninstall ‘

Puc. 5.24
Mocne ycnewHon yctaHoBku Bbl yBuante coobueHne «Register OCX success(C:\)» B

HUXHen cTpoke okHa. HaxxmuTe kHonky [Close] ans Bbixoda u3 okHa yctaHoBku (Puc. 5.25).
(R
Install ‘ Uninstall ‘

Register OCX success(CNetVideoX)

Puc. 5.25

PykoBoacTBO no noaksnoyeHuto IP-kamepbl B5350RVZ



I nasa 5. Hacmpotika nposoOno2o coeduneHnus

NMPUMEYAHUE!

NMPUMEYAHUE!

noABUBLLEMCA OKHE.

B agpecHon ctpoke Opaysepa BBeguTe IP-agpec kamepbl n Haxmute [Enter]. OTkpoeTcs

OKHO aBTOpu3auunn. Beegoute nms nonb3oBatens u naporsib. Mo yMOn4aHUIo UCNonb3yeTcAa UMA

OONOJNTHNUTENTbHO NMPOM3BOANTbLCA 6J'IOKI/IpOBKa YCTaHOBKM,

B onepaumoHHon cucteme, otnnyHon ot Windows 7, unu B 6paysepe, otnndHom ot Internet Explorer 9.0,
Ha3BaHMA MEHIO MMM CUCTEMHble COOOLLEHMS MOryT OTAMYaTbCA OT Ha3BaHW MEHI0 U CUCTEMHbIX

coobuweHun B apyrnx OC cemerictea Windows unu B gpyrux 6paysepax.

Mpun yctaHoBke ActiveX ans OC Windows 7 unu Vista npu BKNIOYEHHOM KOHTPOJE YYeTHbIX 3anucemn byaet
0 4YyeMm nomnb3oBaTent OydeT BblgaHo

OOononHnTeNnbHOE onoBeLlleHne. ,D,J'Iﬂ paspeleHna yCTaHOBKU HeobxogMmo yTBEPOAUTENIbHO OTBETUTL B

none3oarens —admin, napone no ymonyaxuio —admin (Puc. 5.25).

BHUMAHUE!

cekyHA,.

Mocne aBTopu3auum Bbl MOXeTe M3MEHWUTb MMSsSI MONMb30BaTeNs W napofnb B MeHo Hacmpolka —
CucmewmHsbie — [Monnb3oeamenu. Ecnv naponb unu nMs nonb3oBaTens yTepsiHol, TO IP-kamepy MOXHO

BEPHYTb K 3aBOACKMM ycTaHoBkaM. [na c6poca HacTpoek HeoGXoauMMo 3axaTb KHOMKy c6poca Ha 10

BesonacHocte Windows

iexplore.exe

186882303CF5".

Cepeep 192.168.1.86 zanpaluneaeT MMA NONLICEATENA U NAPQNL.

3710T cepeep Takke coobwaet: "B5350RVZ H.264 IP Camera -

‘ admin

OK

D 3anomMHWUTE YUeTHLIE JaHHLIE

OTtmeHa

Mocne ycnewHon asTopmsauun Bel nonyunte 4OCTyN K aNeMeHTam ynpaBneHus Kamepbl u

n3obpaxeHuto ¢ Hee (Puc. 5.26).
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5.5. UameHeHMe HacTpoek nogknoyeHus IP-kamepbl Yepes Beb-uHTepdenc

Mocne nogknioveHust K IP-kamepe HEOBXOOUMO N3MEHUTb €e HACTPOMKM Takum obpasom,

4YTOObI OHa Haxoaunacb B OAHOW NOACETU C ocTanbHbIM 060pya0oBaHUEM.

BHUMAHMUE!

[ns coBMecTHONM paboTbl HECKOMBKNX YCTPONCTB B OO4HOM NMOACETU HE06X0AMMO, YTOObI Y HIX COBNaganm
nepBble Tpu YacTu IP-agpeca, 1 NONHOCTLIO COBNagana macka noaceTw.

Hanpumep, IP-agpec Bawero [K: 192.168.50.40. |IP-agpec pa3geneH Touykamu Ha 4eTblpe okTeTa. B
naHHoM npumepe: 1 okteT — 192, 2 okteT — 168, 3 okTeT — 50, 4 okTeT — 40. Bam Heo6x0aANMO N3MEHUTL
IP-agpec kamepbl Tak, YTOObI UX NEpPBLIE TPY OKTEeTa coBnaganu, To ectb |IP-agpec kamepbl 4OMKEH MMETb
Bua: 192.168.50.XX. YeTBepThli OKTeT |P-agpeca Kaxgoro ycTpowcTBa obsizaTenbHO OOIMKEH ObITb

CBOUM.

lns n3aMeHeHusi ceTeBbIX HACTPOeK B BEG-UHTEpPdeNCce HaXXMUTE B FNaBHOM MEHIO Kamepbl

kHonky [HacTpownku] n nepengute B meHto Cems — LAN (Puc. 5.30).

NokankLHble Hactpoiika LAN

Bugeo
Ceth Menonbsosats IPv6 ]

v
> OcnosHuie Bepeus 1P IPV4

[ e lenysas aprouaTseces
> PPPoE A
> UPnP A 255. 255. 254. 0

MonysuTs asTomaThHeck

> Bonjour
> E-mail

> F1P MpeanosuTaemei DNS

|

> NAS ions [ 5 0. 0. o

> DDNS MAC-aapec | 18-68-82-30-3C-F5

> PPTP

Mposepra ceTn

CoxpauTs

Tpesora

Cuctemunle

Puc. 5.30
B TekctoBbix nonsax [IP-appec], [Macka nopcetu], [OcHoBHOWM W3],
[MpeanounTtaembin DNS], [AnbTepHaTuBHbIA DNS] Hy)XHO BBECTUM Takme 3HayeHusi, 4Tobbl
Kamepa nonana B ogHy noaceTb € ocTarnbHbiM o6opyaoBaHmem (Puc. 5.30). Ina aTtoro obpatuTech
K paHee 3annucaHHbIM, TEKYLLMM HacTporKam NPOBOAHOMN NOKanNbHOM ceTh (CM. NyHKTbl 5.1 nnn 5.1.1)

M, B COOTBETCTBUN C HUMWU, YCTAHOBUTE BbllL€yKa3aHHbl€ NapaMeTpbl.

NMPUMEYAHUE!
B cnyyae HeobxoAMmocTW, ANS HacTPOWKWM CeTeBbIX MapameTpoB YCTPOWCTB obpaTtutechb k Baiwemy

ceTeBOMYy afiMMHUCTPaTOpy.

[na npyMMeHeHUs U3MeHeHUN CeTeBbIX HACTPOEK Kamepbl HaXMuUTe KHoMKy [CoxpaHuTb],
nocre 4yero NOSABUTCA yBeJOMITEHWNE O Nnepesarpyske yCTpoucTaa.

Mocne nepesarpysku, IP-kamepa OygeT gocTtynHa no 3agaHHomy Bamu IP-agpecy. Ha atom

HacTpownKka NPOBOAHOIO NoAKNtoYeHns |IP-kamepbl 3aBepLueHa.

PykoBoacTBo no noakntoveHuto IP-kamepbl BS350RVZ
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5.6. Bo3BpaTt HacTpoek nogkntoyeHus NK B nepBoHavyanbHble 3HAYeHUA

YT106bl BEPHYTb 3HAYEHMSI MPOBOAHOIO CETEBOro MOAKIOMEHUSI K YCTaHOBIEHHLIM paHee
3Ha4YeHUsIM, BbINOSHUTE CrieaytoLne OencTBus.

Haxwmute lMyck — lNManenb ynpaeneHus (Puc. 5.31).

9 Internet Explorer >
@ Skype Ml sewarD
2 ) NoxywerTol
I':'E: Microsoft Office Excel 2007 2 .
WsoBpaxenna
-ﬂ BroxHoT »
Myssika
@ DVR Server
Wrpsi
m BRSCentroller

Komnbrorep

w BEWARD IP Visor

Manens ynpasnexnn
w BEWARD Player

YcTpoicTea M NPUHTEPLI

T Crycbel
G
pOrpaMMel NO YMONUEHHH

)
&, Cnyxbel komnonenTos _
Cnpaska u nogaepxka

> Beenporpaue

— — AT ——
‘ Hadmu npozparmsi u alisei 2 | 3asepLuenne pabotsl il

~ — — "
T B & & &
Puc. 5.31
B oTKkpbiBLLEMCA AManoroBom okHe BblbepuTe nyHKT [IpocMoTp cocToAHMA ceTn u 3agav]

B pa3gerne [CeTb u UHTepHeT] (Puc. 5.32).

@ v [MaHenb ynpasneHna Mouck & na

HaCTpDﬁKa napameTpoe KOMNbHITERA Mpocmorp:  Katercpua =

HpDEEpKE COCTOAHWA KOMNBHOTEDD 4 CEMeﬁH...
ApXMEMpDEEHMEAHHHbIX KOoMOBHOTERS

% Cucrema m De30NacHOCTh YUeTHble 3aMMcKU NoAs30BaTENER 1

'@,ﬂ,oﬁaﬁnewe W YARNEHNE YHETHBIX 3aNKUCER
Mowck u nenpasnenne npoBaem noAezceaTensi

@ ¥cTaHoeka POANTENECKOTD KOHTPONA 4NA BCEX

UutepseT nonssceaTenei

W o OCMOTR COCTORAHMA CETH 1 sa,qa
“&&2., BuoiBop napameTpoe gomaluHedi rpynnel n obuero ) OgopmMneHne N NepCoHanMsaLua
ACCTYNA K AZHHBIM " MamereHne Tembl

' MzmeHenue drona pabouero cTona
| :’ ObopyaosaHWe 1 3BYK I p
- acTpoiika paspeLLIEHA 3KpaHa

MpocmoTp yeTpoicTs U NpUHTEpOR

) [lloBasnenue ycrpoiicTea Yackl, AZBIK 1 pernoH

. ¢ CrieHa packnagkv KNaBmaTypbl Wan apyrix
h_ ) HpDrpaMMbl .. cnocoBos BEOAA
..E

Yaanenue nporpamMmel MzmeHenme asbika uHTepdeiica

CneunansHble BO3MOXKHOCTH
Pekomengyemeie Windows napametpel
OnTMKsaLNA M306PaKEHNA Ha IKpaHE

Puc. 5.32

B oTkpbiBLIEMCA OKHE HaxmuTe [MoakntoyeHune no nokanbHoun cetn] (Puc. 5.33).
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(€18}

LY <« CeTbu WnTepHer b LLEHTp yNpaBnenus ceTaAMM 1 0BLLMK AOCTYNOM

ynpasnerus

Marens ynpasnenis -
T p——

Vimenerme napamerpos
apanmeps

Vistennts gononsmtenshsie
napameTpel obuero gocTyna

MpocMOTP OCHOBHBIX CBEAIEHWIA O CETW W HACTPOiiKa NOAKAKYeHWH

(707 KomnbroTEp)

MPocMoTp akTMeHBIx ceTeil

Lk‘ = MPOCMOTP NEAHOI KapTs!

BEWARD

@

Whreprier

Heckoneko ceteit

Mogknrosenne nan oTkroNeHe

Cem 4
OBuwiectsenran ceTs

Tun gocryna: Vreprer

MNoaknrouenvs:

Vamenerme ceresei napanmerpos

@.
.

Cu. Taroke
Bpanamayap Windows
[lomatumas rpynna

CaoiicTea oBospesaTenn

B oTKpbIBLLEMCS OKHE

HacTpoiika HOBGFG MOAKAKOHEHINR WA CETH

Hacrpoiixa 6ecnp o, wnp Horo,
WM e HACTPOIiKa MapLUPYTY3ATOPa WAV TaUKN AOCTYMa.

5, npAKioro nam VPN-nogkaroueHis

MogkntounTecs K ceTn

MognrosEnIe nm NesTepHoE N K Becnp
ceTesomy coeanHERIID AN MoaKARYERNe K VPN,

Bei6op AoMalLHeii rpynnbl n napameTpos oBLuero gocTyna
JlocTyn K baiinant i NPUHTERaM, PACTONOKEHHBIM Ha ABYT VX CETERBIX KOMMEIOTEPAX, WM

UsMEHeHIE napameTpos obLLEro AocTya,

Ycrpanenne Henonagox

[IMAFHOCTHKS 1 MCMPaBAEHHE CETEB X MPOBAE AN MDAy EHUE CaeAEHMii 06 MCTPaENeHIN.

Puc. 5.33

Hakmute kHonky [CBoncTBa] (Puc.5.34).

@ CocroaHue - NogknioyeHne No NoKansHOH CeT
>

i

IPv4-NoaroHeHne;
IPvE-NoaKoHEHHe:
CoCToAHWE Cpeabl:
JNUTENBHOCTE:

CHOpOCTL:

CBEAEHUA.. .,

AKTHBHOCTE

Ofume

MNoaknoyeH1e

WHTepHeT

Bes aoctyna K MHTepHeTY
MNoaknioyeHo

04:47:33

100.0 MéuT fc

|
OTnpaBneHo —— &! ——  TpuHATO

79 138 140 |

805 509 770

[@D‘rmmuu‘rb] [ﬂmarHochKa ]

Puc. 5.34

B OTKpbIBLUEMCA OKHE CBOWCTB CETEBOro MOAKMYEHMS Heobxoammo Bbl6paTb NYHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBomncTBa] (Puc. 5.35).

PykoBoacTBO no noaksnoyeHuto IP-kamepbl B5350RVZ
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[ MogxatoueHme No NoKaLHOM CETH - CEDACTEa u

Cem | Ooctyn

MogrnioveHing yepes:

l_-?‘ Realtele RTLE139/810« Family Fast Ethemet ceTesoit an:

CmMeyeHHEIE KOMNOHEHTE WCNONb3YOTCA 3TMM NOAKNIOHEHWEM |

Bl Kaspersky Anti-Virus NDIS 6 Fitter .
.Q Mnarmposwwk nakeTos QoS
[w] QCnyxﬁa AOCTYNE K aifnam 1 I'IDMHTEDEM ceTeit Micro—,

W] .2 NpoTokon MHreoHeTs Be:

-. P MpoTokon HHT&;Hem BEPCHN -i{TCF‘ 'IF‘v-iI .

vl i Tlpaiteep 6/5 TONDNOra KaHAMEHOMD YPOBHA B
i OTBETUMK oﬁHapyxemn TOMONOrWKM KEHANEHOM0 YPoE ™

[l | [

YCTaHOBMTS ... Yoanuts | Caoncma I

Onucanve
Mpotokon TCP/IP - cTaHaap eI npoTokon rnofansHsms
ceTed, 06ECnEYMBaIOLLIMA CEBASE MEXKLY PASMM4HEIMK
E3EMMONEACTEYIOLLMMIA CETAMM.

oK ] [ Ommena

Puc. 5.35
OTKpoeTCs MEHI0, B KOTOPOM HEODOXOAMMO YCTaHOBUTb 3HAYEHWUS HayanbHbIX HACTPOEK,
3anucaHHbIX Bamu paHee (CM. nyHKTbl 5.1, 5.1.1 gaHHoro PykoBoacTea).
Ecnn mnsHavanbHo IP-agpec Bawemy MK HasHauyancs aBTOomMaTuuyecku, Torga Bblbepute
nyHkTol [Monyuutb IP-agpec aBtomatuyecku] wn [[onyuntb apgpec DNS-cepsepa

aBTOMaTM4ecKu], nocne yero Haxmute kHornky [OK] onsa Bcex oTKpbITbiX OKOH (Puc. 5.36).

Ceoitcrea: Mpotokon Mutepreta sepcun 4 (TCP/IPv4) lélg

Ofiwme ANbTEPHATMBHAA KOHQHI YpaLma ‘

MNapameTpel IP MOryT Ha3HAYATHCA SETOMATHHECKM, BCAM CETh
MOAAEPHUBSET STY BOSMOMHOCTL, B NPOTMBHON ciyYae NapaMeTpel
IP MOXHO MOAYUWTE ¥ CETEEOr0 AAMMHUCTPATOPA.

|a Monywits IP-aapec aBTOMATHYECKK I

(0) MNoNb30BaTE CREAYKOWMIA [P-aapec:

IP-aapec:
Macka noareTH:

QCHOBHOA WK

| (@ Monysntb anpec DNS-CepEEpa SETOMETUHECKK I

() Minonb308aTh CNEAYIOWAKE aapeca DNS-Cepsepos:

MpeanouMTaemeR DHS-cepeep:

AL TEPHATHEHEIN DN3-CepEep:

MNoATSEpANTE NEPEMETPEI NP BhIX0AE ——

Puc. 5.36
Ecnu nsHavanbHo |IP-agpec Bawewmy K 6bin 3agaH BpyuYHyto, Torda BblbepuTe MyHKT
[Mcnonb3oBaTb cneayowmn IP-agpec] n 3anonHute Heobxogmmble Nons (CM. NyHKT 5.1 gaHHOro

PykoBoacTtea), nocne yero Haxmute kHonky [OK] ans Bcex oTkpbITbiX OKOH (Puc. 5.37).
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Ceoitcrea: Mpotokon Muteprera eepcun 4 (TCP/IPv4) @g

Ofwme

MapameTpel IP MOTYT HAHEHEATLCA AETOMATUHECKM, ECIM CETh
NOAAEPHMBAET 3TY BOSMOMHOCTE, B NPOTUBHOM Cy4ae napameTphl
IP MOKHO NONYUMTh ¥ CETEBOMD AAMMHWCTPETOPA.

() ManyuuTe IP-afpec aBTOMETUHECKH

@ Wnonb30BaTh Cneayrowmi IP-aapec: I

IP-agpec: 192.168. 0 .
Macka nonceTu: 255 . 255 . 255 .

OcHOBHOI WAk 192.168. 0 .

Mony-mTe agpec DN5-cepsepa asToMaTHHecM

@ Wcnonb3oBaTh cieayowme anpeca DNS{epBepoB:I
MpeanounTaemeni DMS-cepsep: 192.188. 0 . 1

AnbTepHaTHBHEIR DNS-cepeep:

[T NoateepanTs napameTpe! npn sbixone

Puc. 5.37

5.7. TlpoBepka npaBUNBLHOCTM HACTpPOeK noAknw4yeHusa IP-kamepbl K
foKanbHOW ceTu

[na KoOHTpoNns npaBUMbHOCTM CETeBbIX HAaCTPOEK KaMepbl W KOMMbTEPa HYXHO
NOAKNIOYMTBCA K Kamepe Yepes 6pay3ep Internet Explorer.

3anyctute 6paysep Internet Explorer. ins atoro Haxmute lMyck — Bce lMpoepamMmbi v
BblibepuTe cTpoky [Internet Explorer].

Beeanute B agpecHom cTpoke |IP-agpec, MpUCBOEHHBLIN Kamepe  (HanpuMmep:
http://192.168.0.99) (Puc. 5.38).

o] 5 |
a@ & hitp://192.168.0.09/ £~ > % | @ ryeras crpanuus x 0 e o

Puc. 5.38
Mpu nNpaBuUnbHbLIX HACTPOMKax OTKPOETCA OKHO aBTopu3auuu. [ns aBTopu3auvu BBEAUTE
nmsA Nonb3oBaTtensa u naposnb, nocne yYero Haxvute [OK] (Puc. 5.39).

BHUMAHMUE!

Mma nonb3oBatens no ymonyanuto: admin. Mapone no ymonyaHuto: admin.
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BesonacHocms Windows
iexplore.exe
Cepeep 192.168.1.86 zanpaluMEaST MMA NONLIOEATENA M NaPOk.

3T0T cepeep Takke coobwaet: "B5350RVZ H.264 IP Camera -
186882303CF5".

admin ‘

D 3anoMHWTL YUETHEIE AaHHEIE

OK OTmeHa

*

Puc. 5.39

Mpn npaBWibHO BbLINOMHEHHBLIX AEUCTBMAX Bbl cMOXeTe 3anTn B BeG-UHTEpdenc yepes

Gpaysep n yBnaeTb nsobpaxeHue c Bawen IP-kamepbl (Puc. 5.40).

NMPUMEYAHUE!

Puc. 5.40

B Cny4yae Heyda4dHOoro coeuHeHua C Kamepoﬁ, npoeepbTe MNMPaBUIbHOCTb MOAKIHOYEHNA K I'IpOBO/J,HOIZ

CeTn, BepHUTeChb B Ha4arno [aHHOM rnasbl U noBTopute HaCTpOVIKy. B Cny4yae HeobxoaMMocTn O6paTVITer

K Bamemy CUCTEMHOMY aAMUHUCTPAaTopy.

PykoBoacTBO no noaksnoyeHuto IP-kamepbl B5350RVZ



Be\VARD Inasa 6. llooknouenue IP-kamepol k cemu Unmepnem

MnaBa 6. NogkntoyeHue IP-kamepbl kK ceTu UHTEepHeT

6.1. O6wue cBeaeHUA o noaknovYeHun IP-kamepbl K cetn UHTepHeT

Mpun ycTtaHoBke IP-kamepbl 06bI4HO TpebyeTcst UMETb K HEN 4OCTYN HE TONbKO U3 NOKarnbHOM

ceTn, HO N n3 cetn VIHTepHer.

B aTom cnyyae ans ogHoBpeMeHHon paboTbl KOMMNbIOTEPOB, HOYTOYKOB, IP-kamep 1 gpyroro

obopyanoBaHuna B ceTn MIHTepHeT, Yalle Bcero, MCnosb3yeTcs MapLupyTmMsaTop.

Mpn opranuMsaumm poctyna Kk |IP-Bugeokamepam u3 cetn WHTepHeT, Kak npaswuno,

ncnonb3yTca criegyroLlne Tpu BapuaHTa:

1. NmeeTca BblgeneHHbIM NpoBangepoM BHeLHMK cTatudeckun IP-agpec mnn PPPoOE-
coeaunHeHue. MNpu aTom, gaHHbIn IP-agpec (unn PPPoE-coeanHeHnne) ncnonbadyetca ons
NOOKITOYEHUS TONbKO 0aHOM IP-kamepbl 1 HE MOXET ObiTb HA3HAYEH eLle KakoMy-rbo
YCTPOWNCTBY.

2. VimeeTcs BblOENEHHbIM NpoOBaMgepoM BHELIHWA cTatudeckuin |IP-agpec, KOTOpbIn
Ncnonb3yeTcsa Ans NoaKIoYeHns K ceTn MHTEpPHET NoKanbHOW CeTUn, K KOTOPOR, B CBOKD
oyepedb, nNfaHMpyeTca NOOKMIOYNTL OAHY WM Heckonbko [IP-kamep. lpu Takom
NOAKMIYEHNN UCNOoNb3yeTca MapLipyTusatop. Npn 3ToM YMCno NOAKMYaeMbIX Kamep
3aBUCUT, B OCHOBHOM, OT KONIMYECTBA NepeHa3HavyaeMbIX MapLupyTM3aTopom nopToB.

3. [lpoeangep He BblaensieT BHeWHWW ctaTtudeckun IP-agpec. |IP-agpec HasHa4yaeTcs
npoBangepomMm ANHAMMYECKU, TO €CTb TakK, YTO MpU KaXJoOM HOBOM MOOKMHOYEHUN 3TOT
agpec npucBaMBaeTCHd 3aHOBO M U3MEHSIeTCs B npouecce paboTtbl (Takas cuTyaumsa
ocobeHHO xapakTtepHa npu paboTte uvepes ADSL u GPRS). B atom cnyvae, 4tobbl
obecneuntb BO3MOXHOCTb MNOLKIOYEHUS OAHOW WM HECKOMbKUX Kamep K CceTu
MHTepHeT, BHE 3aBMCUMOCTU OT TOro, kakon IP-agpec BbiaeneH NnpoBangepom B AaHHbIN
MOMEHT, HeobxoouMmo  3adencTBoBaTb  MHTEpPHeT-cryxbbl, paboTawowme ¢
OVWHaMMYECKUMU agpecamu.

[anee, aTn BapuaHTbl opraHu3aumm goctyna kK IP-kamepam u3 cetm WHTepHeT OyayT

paccMOoTpeHbl nogpobHee.
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6.2. NoakntoyeHune Npu ctatuyeckom BHelwHeM |IP-agpece/PPPOE-coeanHeHun

6.2.1. Ucnonb3oBaHue ctaTuyeckoro IP-agpeca

Ana nogkniodeHns IP-kamepbl kK cetu MHTepHeT HeobGXOAMMO M3MEHUTb ee ceTeBble
napameTpbl B COOTBETCTBUM C JaHHbIMW, NOMYyYeHHbIMK OT NpoBaraepa. Kak npasunio, nposanaep
npegocTaBnsieT cnegywwme ceteBble HacTporku: IP-agpec (B AaHHOM cnydae, CTaTUYecKui),
Macka nogcetn, Ceteon wnio3 u agpec DNS-cepsepa.

[ns nonydeHuna goctyna k IP-kamepe yepes ceTb VIHTepHET no ctatuyeckomy |IP-agpecy
Heo6xoauMO BbINONHUTE CreayoLwme Wwarw:

War 1: nogkntounte IP-kamepy Hanpsamyto k Bawemy K.

Lar 2: nameHuTe ceTeBble HACTPOWKM NPOBOAHOrO coeanHenus |P-kamepbl (CM. NyHKT 5.5
OaHHoro PykoBoacTBa) B COOTBETCTBUM C HAcTpoMkaMu, npefoctasneHHbiMn Bawunm UHTepHeT-

nposangepom (Puc. 6.1).

NokansHbie Hactpoiika LAN

Bupeo

Cete Mcnonbsosars IPv6 [

v
> OcroBHuEe Bepcua IP | IPV4

TR R— WD L) [
v (32 cas 120 20
» PPPoE
> uPnp A 255 . 255. 255 . 252

OcHoBHOR WNS | 173 . 194. 122 . 211

Mony4uTs AETOMATHHECKR

> NAS ADNS | 173 194 122 2
> DDNS MAC-agpec | 18-68-B2-30-3C-F5

> PPTP

> Bonjour

> E-mail

Mposepra cemi
> RTSP

il

> Yeepomnstme

Januce

Tpeeora

CucTemuble

Puc. 6.1
War 3: nogkntounte IP-kamepy k BblaeneHHon cetu Ethernet.
Ecnu Bce napameTphbl yka3aHbl BEPHO, Kamepa AoMmkHa ObITb AOCTYNHa B ceTu VIHTEepHeT.
B npuBegeHHOM npymepe npoBangep NpeaocTaBun cneayolme JaHHbIe:
e |P-agpec: 173.194.122.202
e Macka noacetun: 255.255.255.252
e OcHoBHOM WNt03: 173.194.122.211
e [peanountaembin DNS: 173.194.122.1
e AnbTepHaTuBHbIN DNS: 173.194.122.2
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B obwem cny4vae, anga obpaweHus K IP-kamepe vepes ceTb VIHTEpHET B agpecHOn CTpoke

Opaysepa BBOAUTCA cnegyowwmin 3anpoc: http://<IP>:<Port>, rge <IP>— IP-agpec kamepbl, <Port>—
3HayeHne HTTP-nopta. Tak kak B AaHHOM npumepe ucnonb3yeTcs 3HadeHune HTTP-nopTa,
3agaHHoe no ymonyaHuto («80»), To, 4Tobbl 0bpaTuThbCca K IP-kamepe 4vepe3 ceTb VIHTepHeT,
Heobxoanmo HabpaTb 3anpoc «http://173.194.122.202».

NMPUMEYAHMUE!
Mpn noakntoyeHnn Kk kamepe 4vepe3 HTTP-nopT, 3agaHHbIA MO yMOMYaHUIO (3HadeHue paBHO «80»),
3anpoc B agpecHou cTpoke bpaysepa nmeet Bua: http://<IP>, — roe <IP> — IP-agpec kamepsbl.

6.2.2. Ucnonb3oBaHne PPPoE-coeauHeHus

WHTepHeT-npoBangep He Bceraa MoxeT obecneynTb NoAKMYeHne no cratmdeckomy IP-
agpecy. Yaue Bcero, nposangep opraHnayet goctyn K cetn MIHTepHeT Yyepe3 PPPoOE-coeanHeHme.
B aTtom cny4ae, oH npegoctaBnseT aboHEeHTY MMsl NoNb30BaTens 1 Naporib.

IP-kamepa B5350RVZ nogaepxumBaeT PPPoE-coegmHeHne. [Ons ero ucnonb3oBaHUs
Heo6xoanMO BbINONHUTL CReayoLme Wwarw:

War 1: nogkntounTte IP-kamepy k Bawei nokansHom cetr unu Hanpsimyto K MK (cm. Masy 5).

LWar 2: songute B MmeHto PPPOE HacTtpoek IP-kamepbl: Hacmpoltiku—Cemsb — PPPOE.

War 3: B TekcToBbIX Nonsax [[onb3oBartens], [[laponb] BBeanTe 3Ha4YeHUs!, NOSyYEHHLIE
oT VIHTepHeT-npoBanaepa (Puc. 6.2).

NokansbHeie Hactpoiika PPPoE

Bugeo

CeTb Brmounts []
v
> OcHoBHEE AyTEHT PAP
> an P —
Rormsoraramn ||
PPPOE
L
> UPnP
Bpoun o

> Bonjour

> E-mail
> FTP

> NAS

> DDHS

> PPTP

> RTSP

> HTTPS

> Veegomnenne

Januce

Tpeeora

Cucremnblie

Puc. 6.2

War 4: BbiGepute TN wudposaHna “CHAP” unu “PAP” onsa npoBepks NOANWHHOCTU
COeANHEHMS.

War 5: Anga npuHATUS 3MEHEHU HaxxmuTe KHoMnKy [CoxpaHuTb].

BHUMAHUE!

[ns BCTynneHus ceTeBbiX NapaMeTpoB B cuily TpebyeTcs nepesarpyska yCTpoWCTBa.

War 6: nogkntounte IP-kamepy Kk BblaeneHHon cetu Ethernet.
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BHUMAHMUE!

Mocne nogknioveHus IP-kamepsbl K BolaeneHHom cetu Ethernet, ona 6yaget goctynHa B cetu iHTepHeT nog

IP-agpecom, NpMcBOEHHbIM e Balimm npoBarigepom 1 otobpaxkaembim B none [Agpec] (cm. Puc. 6.2).

Ons obpaweHus k IP-kamepe B ceTn NHTepHET B agpecHom CTpoke Opaysepa BBOOMTCS
cnegyowmin 3anpoc: http://<IP>:<Port>/,— rge <IP>— IP-agpec kamepbl, Ha3Ha4eHHbI Balwmm
nposangepomMm npu yctaHoBrneHun PPPoE-coeguHeHus, <Port>— 3HayeHue HTTP-nopta (nmo

ymon4yaxuio pasHoe «80»).

NMPUMEYAHUE!

Mpu nogkntodeHun Kk kamepe yvepesd HTTP-nopT, 3agaHHbIM NO yMOnYaHuio (3HaveHne paBHO «80»),

3anpoc B agpecHon cTpoke bpaysepa nmeet Bua: http://<IP>, — roe <IP> — IP-agpec kamepbl.
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6.3. MNMogkntoyeHne 4epe3 ceTb UHTepHeT K |IP-kamepam, HaxoasilWuMmcst B
JNIOKanbHOW ceTu
Ecnu goctyn B ceTb VHTepHET ocyllecTBnseTca no BolgeneHHon nuHun Ethernet nnn no

ADSL, ons nogknoYeHus nokanbHON CeTU MCMNOMb3yeTCcs MapLipyTmM3aTop.

BHUMAHUE!
[ns vcnonb3oBaHWs OaHHOrO MeToda MoAKMoYeHns HeobxoauMmo 3apaHee npuobpectn y Balwero
npoBaigepa nyb6rnuyHbIN cTaTtuyveckuin |P-agpec. [lpoBaiigep npeaocTaBnsieT, Kak MpaBurio,

OVHaMUYeCcKUA BHYTPeHHUI IP-agpec, KOTOpbIiA JOCTYNeH TOMbKO B MoACETU MpoBaigepa. Moatomy

yTO4HUTE TUN ncnosbdyemoro Bamu IP-agpeca 3apaHee.

Ana Toro 4Tobbl nogkniounTbCs K IP-kamepe n3 cetn VIHTepHeT, Hago obpatuTtbea no IP-
agpecy, BblgaHHOMY npoBangepom («BHeLWHUny IP-agpec mapLupytmnsartopa), 1 K onpegeneHHomy

nopTy.

BHUMAHUE!
Mpwn obpaLyeHnn n3 cetm IHTEpHET ANns BCeX KaMep, HaXOAsILLMXCHA B OQHOW NOKarbHOWM CETU, CyLLeCTBYET
Tonbko oauH IP-agpec (IP-agpec, BblgaHHbINM npoBavigepom). MoaTomy ansa goctyna K 3TMM kamepam

HeobXoaMMO Ha3HaYMTb KaXKaow cBoe 3HadeHne HTTP-nopTa.

[nsa atoro TpebyeTcsa BbINONHUTL cnegyowme AencTBuUS:

o /3meHnTb ceTeBble NapameTpbl IP-kamep B COOTBETCTBUM C HACTPOMKaMU, NPUHATBIMU
B Bawewn nokanbHom cetn (CM. NyHKT 5.5 Ana NpoBOAHOrO MOAKMOYEHMS Kamep K
rfioKarnbHoOu ceTn).

e Hactpoutb yHKUMIO NepeHanpasneHuss noptoB. [aHHaa yHKUMS no3sondet
nepeHanpaensaTb obpaweHns u3 cetn VIHTepHeT K KkakoMy-nnbo yCTpOWCTBY,
NOOKIMOYEHHOMY K nokansHow ceTtu, ¢ BHewHero WAN-nHTepderica mapLipytusatopa
Ha ero BHyTpeHHuMN LAN-uHTepdenc un obecneumBaeTcss npakTU4ECKM fobbiM
COBPEMEHHbIM MapLUPYyTU3aTOPOM.

Mpn atom, cywectByeT ABa cnocoba HaCTPOMKM MapLipyTudauum (nepeHanpaBneHus

nopToB):

1. wucnonb3oBaHue TexHonorun UPNP B MapLupyTusaTope u kamepe;

2. py4Hasi ycTaHOBKa NapameTpoB Tabnuubl MapLLpyTU3aLmn.
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6.3.1. Ucnonb3oBaHue TexHonorum UPnP

[ns opraHmsauum gocTyna k IP-kamepe u3 cetn MIHTEpHET HY)XXHO caenaTtb crieayoLlee:

e PaspelmTb Ucnonb3oBaHne n HacTpouTb pyHKkumo UPNP Bawwero mappyTtusaTopa.

NMPUMEYAHUE!

Hactpoiika dyHkumn UPnP maplpyTtusatopa gomkHa 6biTb onmucaHa B npunaraeMom K HeMy MHCTPYKLMK.

BHUMAHUE!
He Bce mopgenun mapLupyTmsaTopoB nogaepxusatoT pyHkumo UPnP gna nepeagpecaunn noptos LAN- 1
WAN-unHTepdencos. Ecnn Baw maplipyTusatop He nogaepXuBaeT AaHHy YHKUUIO, TO OH TpebyeT

OOMNOSTHUTENBHOM HACTPOMKKN (CM. MYHKT 6.3.2).

e PaspelwnTtb ncnonb3oBaHne U HacTpouTb yHkumnio UPNP IP-kamepsl.

BHUMAHUE!
Mpy ncnonb3oBaHuM UPNP yganeHHbI NPOCMOTP BMAEOMNOTOKAa C ABYX U Goree kamep MOXeT He
paboTtatb nn6o paboTaTb HekoppekTHo! Ecnv y Bac BO3HMKNM NpoGremMbl, HacTpoiTe napameTpbl

nepeHanpaBneHns NOPToB BPYUHYH (CM. MYHKT 6.3.2).

War 1: B8 meHio Hacmpoliku — Cemb — OCHO8HbIe OTMETbTE rarnoykon NyHKT «BknounTtb

nepeagpecauuio NOPTOB», YTOObI BKNIOUNTL (PYHKLMIO Nepeagpecauum NopToB MapLupyTusaTopa
(Puc. 6.3).

BE@\VARD [ ipocworp. | Bocnpe

NokanuHble OcHOBHBIE HACTPOWKKM

Bugeo

(B MopT paHHsbIx 5000
HTTP-10pT

> PPPoE
[[] BrniouwTs nepeagpecauuio NopTos

> upnp ~
+ Mony4uTs HacTpowkn UPNP-cepeepa asTOMaTUHECKA

> Bonjour UPnP-cepsep 192.168.0.251

> E-mail Bhewnwi IP-agpec

> F1P MopT paHHsbIx
> NAS HTTP-nopt
> DDNS RTSP-nopt
> PPTP ONVIF-nopt

> RTSP

Al

> HTTPS

2> Yeenomnenue

3anuce

Tpeeora

CucTemHbie

Puc. 6.3

War 2: otmeTbTe ranodkon nyHKT «Monyuntb HacTponku UPnP-cepBepa aBTOMaTU4eCKM»

n Haxxmnte [CoxpaHuTb]. [Mocne 3Toro B COOTBETCTBYIOLWMX Nonsax dyayT
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ykasaHbl [IP-agpec UPnP-cepBepa, BHelwHunA IP-agpec kKamepbl UM 3HavyeHUs ee

NPOGPOLLEHHbIX (BHELLUHMX) MOPTOB.

Ecnu B Bawwen cetn Heckonbko UPNP-cepBepoB, TO, YTOObI NOAKNIOYMTECA K O4HOMY U3 HUX,
cHumute ranodky «Monyuntb Hactponku UPnP-cepBepa aBTOMaTtuyecku», B none «UPnP-
cepBep» BBeaute Tpebyembin IP-agpec n Haxmute [CoxpaHutb]. [locne aTtoro B
COOTBETCTBYIOWMX Monax 6yayT ykasaHbl BHeWHWn |IP-agpec Kamepbl W 3HA4YeHUs ee
NPOBPOLLEHHBIX MOPTOB.

LWar 3: 4To6bl NoNy4YnTb 4OCTYN K Kamepe u3 cetn MHTepHeT, Hago obpaTMTLCS K HEW MO ee

BHelWHeMy |P-agpecy 1 HasHavyeHHoMy en nopTy HTTP.
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6.3.2. HacTpouka py4yHou nepeagpecaumm NopToB MapLipyTusaropa

Paccmotpum 3apgady nogknioveHus IP-kamepbl K cetu WHTepHET C noMOoLLblo
mapwpyTtmsaTopa TP-Link TL-WR2543ND (HacTponka 60nblUMHCTBA OYHKLUMIA MapLupyTNU3aTopoB
pasnnyHbIX MoAeren BbINONHAETCS CXOXNM 06pasom).

CuuTaem, 4TO MOAKMKOYEHME MapLupyTU3aTopa K NokKanbHOW cetn u cetn NHTepHeT yxe
HacTpoeHo. MaplpyTm3aTop UMeeT cnefyowmn nybnmyHbin ctatudecknn IP-agpec, BblgaHHbIN
NuTepHeT-npoBangepom (IP-agpec WAN-uHTepdenca mapLupyTtusatopa): 173.194.122.201.

JlokanbHasa ceTb umeet IP-agpeca B gnanasoHe «192.168.1.1 — 192.168.1.255», npnuem
«192.168.1.1» — «BHYyTpeHHM» |P-agpec wmapwpyTtmnsatopa (IP-agpec LAN-uHTepdelnica
MapupyTtmsatopa), «192.168.1.199» —IP-agpec kamepbl. [1na HACTPOWMKM NCNONb3yEM KOMMbIOTEP,
MOOKMIOYEHHbIN K 3TOW JIOKaNbHOW CEeTH.

Ona nogkntodeHnsa IP-kamepbl K ceTn HTepHeT TpebyeTca HasHauuTb MOpTbl, 4Yepes
KoTopble ByaeT ocyLecTBNATLCA BHELUHWUIA AOCTYN K €e HAaCTPOWKaM U K BUAEONOTOKY C Kamepbl. B
nokKanbHOM CeTh 3T NOPThl MO YMONYaHMo MMeIOT crneytowme sHavenms: HTTP-nopT — «80», MopT
AaHHbIX — «5000», RTSP-nopt — 554.

BHUMAHUE!
Mpwn obpaLyeHun n3 cetm IHTEpHET Ansa BCEX KaMep, HaXOAsLWMXCHA B OQHOW NOKarbHOWM CETU, CyLLeCTBYeT
Tonbko oauH IP-agpec (BblgaHHbIA NpoBangepom). MosaToMy Ang gocTyna K 3TUM Kamepam HeobxoaMmo

Ka)K,EI,Ol7I Ha3Ha4YnTb CBOU rpynnbl NOPTOB.
[na nameHeHus nopToBs IP-kamepbl BbINONHUTE crneytowime AenCTBUS:
BHUMAHUE!

|_|OpT AaHHbIX 00s13aTeNbHO AOMMKEH TPaHCNNPOBAaTbLCA «MOPT B MOPT». CooTBETCTBEHHO, A5 BCEX KamMmep

HeobxoaQMMO 3a4aTb pa3finyHble 3Ha4YeHnA nopTa AaHHbIX.

War 1. B Beb-uHTepdence kamepbl OTKpoWTe pasgen MeHwo Hacmpolku-Cemb —

OcHoeHble. (Puc. 6.4).

BEWARD  gyeereros oo S ST ST

TNokankstie OcHOBHEIE HACTDOKN

Bugeo

. Mopr panseix 5000

e i
BT
'« NonyuuTs HacTRoiikn UPNP-cepaepa asToMaTHyectn
UPnP-cepsep 192.168.0.251

e —

RTSP-nopr

Puc. 6.4
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War 2: seegute B none [MopT AaHHbLIX] HOBOE 3HAyeHWEe, OTNIMYHOE OT 3HA4yeHus Mo

I nasa 6. llooknouenue IP-kamepol k cemu Hnmepnem

ymon4aHuio. Hanpumep, nycTb B kKa4ecTBe NnopTa AaHHbIX Ucrnonb3yeTcst nopT «5001»

War 3: ona npumeHeHns HacTpoek HaxkmuTe KHOMKy [CoxpaHuTb).

Takum obpasom, nopTbl Anst JOCTyNa K AaHHOW Kamepe BHYTPW nokanbHOW ceTu OyayT:
HTTP-nopT — «80», NopT gaHHbIX — «5001», RTSP-nopT — «554».

[ns BTOpOW kamepbl MOXHO BblOpaTh crnegytowme noptel: HTTP-nopt — «80», MopT gaHHbIX
— «5002», RTSP-nopt — «554» n 1.4.

Kamepa HacTpoeHa. OcTanocb NpaeunbHO HACTPOUTL MapLLIPyTM3aTop.

[AnAa HacTpoOMKU MapLUpyTu3aTopa BbINOJIHUTE crieaylowme AeNCTBUA:
War 1: BBeguTe B agpecHon cTpoke Opaysepa |IP-agpec maplpyTtusaTopa (B Hawem
npumepe — «192.168.1.1»). B nosiBuBLLEMCA OKHE aBTOpM3aLMW BBeAUTE NOTMH M napornb. [locne

yAa4yHON aBTOpU3aLnm OTKPOETCSl OCHOBHAs CTpaHuua HacTpoek mapLupyTtudatopa (Puc. 6.5).

450M Wireless N Gigabit Router
Model No. TL-WR2543ND

TP-LINK

Status

WPS
Network

Firmware Version: 3.13.27 Build 121207 Rel 61955n
Wireless

DHCP
USB Settings
Forwarding LAN

Hardware Version: WR2543ND v1 00000000 E

Security
Parental Control

Access Control

Advanced Routing

Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

MAC Address:
IP Address:
Subnet Mask:

90-F6-52-75-BD-62
192.168.1.1
255266 2660

Wireless

Wireless Radio:

Name (SSID):

HaxmuTe kHonky [Add New] (Puc.6.6).

Enable
TP-LINK

Puc. 6.5

War 2: Bbibepute nyHKT MeHio Forwarding — Virtual Servers. B nosiBMBLUEMCS MEHHO
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TP-LINK'

Inasa 6. I[looknrouenue IP-kamepol k cemu Unmepnem

450M Wireless N Gigabit Router
Model No. TL-WR2543ND

Status

Virtual Servers

Protocol Status Modify

Quick Setup
WPS
Network

Internal Port IP Address

Wireless
DHCP
USB Settings

Enable All Disable All Delete All

— Previous Next
- Port Triggering
-DMZ

-UPnP

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding

Dynamic DNS

System Tools

Puc. 6.6
War 3: po6aBbTe npaBuna nepeHanpasnenns noptos Ans IP-kamepsl (Puc. 6.7). 3apante

cnegyoLwme napameTpbl:
[Service Port]: ykaxuTte nopT, KOTOpbIA ByaeT ncnonb3oBaTbCa AN AOCTyna K kKamepe 13

cetn VIHTepHerT.

NMPUMEYAHUE!
Bo un3bexaHvne KOH(MMKTOB He WUCMOMNb3ynTe AN nepeHanpaBneHus NopToB 3aperncTpupoBaHHble

3Ha4eHus. PekomeHayeTcsa ncnonb3oBaHne NopToB AnanasoHa 1124-7999.

[Internal Port]: ykaxute nopT, UCMOMb3yeMblil B @HHbIA MOMEHT ANs A0CTyNa K Kamepe 13

nokasnsHowu ceTu.
[IP Address]: ykaxuTe IP-agpec kamepsbl, AN KOTOPOW HacTpanBaeTCs nepeHanpasneHme.
OcTanbHble NyHKTbI HEe TPeBYT HAaCTPOWKN.

Ho6asbTe npasuno ansa nopta HTTP (Puc. 6.7).

450M Wireless N Gigabit Router
Mode! No. TL-WR2543ND

TP-LINK'

Status
WPS

Network
oo Service Port: 31 (O4-XX 0r XX)

DHCP Internal Port: 80 (XX, Only valid for single Service Port or leave it blank)
USB Settings IP Address: 192.168.1.199

Forwardit Protocol: All -

- Virtua 5 Status: Enabled -

- Port Triggering

e Common Service Port: —Select One— -

-UPnP

Security

Parental Control Save

Access Control

Advanced Routing

Bandwidth Control

IP & MAC Binding

Dynamic DNS

System Tools

Puc. 6.7
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LWar 4: HaxmuTe KHOMNKY [Save], 4Tobbl coxpaHuTb npasuno. MNpasuno gobasneHo (Puc.

6.8).

= 2 450M Wireless N Gigabit Router
Tp LINK WMode! No. TL-WR2543ND

Status

Quick Setup Virtual Servers

WPS

Network

Wireless ID  Service Port Internal Port IP Address Protocol Status Modify
DHCP 1 81 80 192168.1.199 All Enabled Madify Delete
USB Settings

Forwarding Add New... | [ Enable Al | [ Disable Al | [ Delete All

LT Previous Next

-DMZ

-UPnp

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Puc. 6.8
LWar 5: Tem xe cnocobom gobasbTe npasuno ans nopta RTSP (Puc.6.9).

- e 450M Wireless N Gigabit Router
Tp LINK Model No. TL-WR2543ND

Status

Quick Setup Virtual Servers

wps

Network

T ID  Service Port Internal Port IP Address Protocol Status Modify

T 18 80 192.168.1.199 Al Enabled Modify Delete
FP— 2 3001 554 192.168.1.199 Al Enabled Modify Delete
Forwi

Virt AddNew... | [ Enable Al | [ Disable Al | [ Delete All

- Port Triggering

-OME Previous Next

-UPnP
Security
Parental Control

Access Control

Advanced Routing

Bandwidth Control
IP & MAC Binding
Dynamic DHS

System Tools

Puc. 6.9
LWar 6: n ewe ogHo npasuno ang lNopTta gaHHbIX (Puc. 6.10).

BHUMAHUE!
HTTP-nopTbl 1 RTSP-nopTbl kKamep MOXHO NepeHanpasnATh C NOMOLLbIO BUPTyaribHOro cepBepa, 0gHaKo

MOPT AaHHbIX Kamep A0mKeH BbiTb pasHbIM U TPAHCIMPOBATLCS «MOPT B MOPT»!
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TP-LINK® 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Inasa 6. I[looknrouenue IP-kamepol k cemu Unmepnem

Status

Quick Setup Virtual Servers

wps

Network

Wireless ID  Service Port Internal Port IP Address Protocol Status Modify

1 81 80 192.166.1.199 Al Enabled Madify Delete
DHCP
USB Settings 2 3001 554 192.168.1.199 Al Enabled Wodify Delete
P— 3 5001 5001 192.168.1.199 Al Enabled Madify Delete

AddNew.. | [ Enable Al | [ Disable Al | [ Delete All
-upnp
Previous Next

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Puc. 6.10
War 7: Ecnu Bbl ncnonb3yete HeCKonbKo kamep, To Bam Heob6xoamMmo nosToputh waru 2-6

ANnsa octanbHbIX Kamep (Puc.6.11).

TP-LINK’ 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Status

Quik Setup
WPS

Network

Fr— D Service Port internal Port IP Address Protocol Status Modify
T 1 81 80 192.166.1.199 Al Enabled Modify Delete
USB settings 2 3001 554 192.166.1.199 Al Enabled Modify Delete
[S— 3 5001 5001 192.168.1.189 Al Enabled Mlodify Delete
-Vi s 4 82 80 192.166.1.198 Al Enabled Modify Delete
- Port Triggering 5 3002 554 192.166.1.198 Al Enabled lodify Delete
- DMZ 6 5002 5002 192.168.1.198 Al Enabled Mlodify Delete
-UpnP 7 83 80 192.168.1.211 Al Enabled Modify Delete
FEE 8 3003 554 192.168.1.211 All Enabled Modify Delete
Parental Control 9 s002 5002 192.168.1.211 Al Enabled Modify Delete
Access Control

e AddNew.. | [ EnableAl | [ DisableAll | [ Delete Al |

Bandwidth Control

IP & MAC Binding Previous

Dynamic DNS

System Tools

Puc.6.11

HacTponka mapLupyTmsaTopa 3aBepLueHa.

Tenepb, 4TOObI NONY4YMTL AOCTYN K Kamepe 13 ceTn MIHTepHeT, Hago obpatuTbCa K Her no
IP-agpecy, BblaaHHOMY NpoBanaepom («BHeWwHun» IP-agpec mapwpyTtusatopa), 1 Ha3Ha4eHHOMY
en nopty HTTP.

B paccmoTtpeHHoM npumepe IP-agpec mapupyTtusatopa — «173.194.122.201». HTTP-noprT,
Ha3Ha4eHHbIN KaMmepe ans nepeagpecauuun, — «81». 3HauuT, Anga obpalleHna K Kamepe u3 cetu

MHTepHeT HeobxoanMMo B agpecHom cTpoke Gpay3epa HabpaTtb 3anpoc: http://173.194.122.201:81/.
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Ipunosxcenus

MpunoxeHus

MpunoxeHune A. 3aBoAcCKUe yCTaHOBKMU

Hwxe npuBeneHbl HEKOTOPbIE 3Ha4YEeHNA 3aBOACKMX YCTAaHOBOK

HaunmeHoBaHue 3HauyeHune
IP-agpec 192.168.0.99
Macka noacetun 255.255.255.0
LWnto3 192.168.0.1
Mmsa nonb3oBatens (agMmHucTpaTopa) admin
Maponb (agMuHMCTpaTopa) admin
HTTP-nopt 80
MopT AaHHbIX 5000
RTSP-nopTt 554
SMTP-nopT 25
NTP-cepBep time.nist.gov

time.windows.com
time-nw.nist.gov
time-a.nist.gov

time-b.nist.gov
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MpunoxeHue B. NapaHTUnMHbIe 06sA3aTenbCcTBa

B1. O6wue cBegeHud

a) MNepeg nogkritoueHnem obopyaoBaHUS HEOHXOANMMO 03HAKOMMUTLCS ¢ PyKoBOACTBOM MO
aKcnnyaTaumm.

0) Ycnosus skcnnyaTauumn Bcero obopyaoBaHust 4omkHbl cooTBeTcTBoBaTth [OCT 15150-69,
FOCT B20.39.304-76 (B 3aBMCMMOCTM OT UCMOSIHEHNSA YCTPOWCTBA).

B) [1nsa noBbllWEHNA HageXHOCTK paboTbl 060pyaoBaHUs, 3aWwmUTbl OT OPOCKOB B NUTalOLLENn
ceTn n obecneyeHns GecnepebOMHOrO NMUTaHWS cnegyeT UCNOoNb3oBaTb CeTeBble UNbTPbI U

ycTponcTBa 6ecnepebonHoro nnTaHus.

B2. dneKkTpomarHMTHass COBMeCTUMOCTb

3710 0obopygoBaHMe cooTBETCTBYET TPebOoBaHUSAM drekTpomMarHUTHonm cosmectumoctn EN
55022, EN 50082-1. HanpspkeHne pagmonomex, cosfgasaeMblx annapaTtypou, cootsetcteyet [OCT
30428-96.

B3. OnekTponuTtaHue

[lomKHO COOTBETCTBOBATL NapameTpaMm, ykasaHHbIM B PykoBOACTBE MO JKcnnyatauumn ans
KOHKPETHOro yctponcTtaea. [Ansa yCTpOUCTB CO BCTPOEHHbIM UCTOYHMKOM MUTAHUSA — 3TO NepeMeHHoe
HanpsbkeHne 220 B £10%, 4yacTtoTton 50 Ny +3%. [1ns yCTpOUCTB C BHELUHUM NUCTOYHUKOM NUTaHUSA
— 370 cTabunuanpoBaHHbii agantep 5 B 5% vnnn 12 B £10% (HanpsbkeHune nynbcauumm — He 6onee
0.1 B).

B4. 3azemneHue

Bce ycTtponcTtea, umetowme BCTPOEHHbIM BNOK NUTaHUS, OOMKHbI ObiTb 3a3eMrneHbl nyTem
MOAKMIOYEHNSs K cheumanbHbiM po3eTKaM  SMeKTPONUTaHWs C  3as3eMiieHneM unn nytem
HenocpeacTBEHHOrO 3a3eMfeHus Kopryca, €CnvM Ha HemM npefyCMOTpeHbl crneuuarnbHble
KpenexHble 3nemeHTbl. 3a3emneHve 9neKTPOonpOBOAKU 34aHUSA OOMKHO ObiTb BbINOMHEHO B
cooTBeTCcTBUK C TpebosaHuamu MY (Mpasuna YcTporctea dnekTpoycraHoBok). O6opyaoBaHue ¢
BbIHOCHbIMX OnokamMu MUTaHWA W aganTepamm Takke [OMMKHO ObiTb 3a3emnieHo, ecnu 3To
npeaycMOTPEHO KOHCTPYKLMEN KOpryca UMW BUIKX Ha LUHYpe NuTaHus. MOHTaX BO3AYLUHbIX NUHWIA
anekTponepeadn M NUHWA, NPOKNaAblBAaEMbIX MO HAPYXHbIM CTEHaM 30aHWA U Ha vepakax,
OOIMKEH ObiTb BLINOMHEH 3KPAHMPOBAHHLIM Kabernem (MM B MeTannopykase), U NMHUWA OOSDKHbI
OblTb 3a3emrneHbl C ABYX KOHUOB. [lpudem, ecnu OAWH KOHEL, 3KpaHa noakmnvaeTcs
HEMOCPEeACTBEHHO K LUMHE 3a3eMfieHusi, TO BTOPOM — MOAKMYaeTCa K 3a3eMreHu0 yepes

paspsgHuK.
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B5. MonHue3awumTa

MonHuesawuTa gormkHa cootBeTcTBoBaTb P 34.21.122-87 "VIHCTpyKUMA NO YCTPOUCTBY
MOMHWe3aLnTbl 3gaHni n coopyxennin" n FTOCT P 50571.18-2000, TOCT P 50571.19-2000, TOCT
P 50571.20-2000. Mpwu npoknagke BO3AYLWHbIX ANHUA U IMHUIA, NOYLLMX NO HAPY>KHOW CTEHe 34aHui
1 Mo YepgavHbIM NOMELLEHNSAM, Ha BXoAax 060pyaoBaHNS OOSMKHbI ObITb YCTAaHOBMEHbI YCTPOUCTBA

MOJTHMe3alunThI.

B6. Temnepartypa n BNaxXHoOCTb

MakcumanbeHble 1 MUHMMarbHblE 3HAYEHUs1 TemnepaTypbl SKCnyaTauMnm U XpaHeHusi, a
TaKKe BNaXHOCTW, Bbl MOXETE NOCMOTPETL B TEXHUYECKOM ONMUCAHMM KOHKPETHOIrO 060pya0BaHWS.
MakcumanbHasi paboyas Temnepartypa — 3T0 TemnepaTypa, Bblle KOTOPOW HE JOIKEH HarpeBaTbCs

Kopnyc yCTPOMCTBA B Npouecce ANMTENbHON paboThl.

B7. PasmelueHue

[na BeHTUNSAUMM YyCTPOMCTBA HEOOXOAMMO OCTaBUTb Kak MUHUMYM No 5 cm cBoOoaHOro
npocTtpaHcTBa no 6GokaM W CO CTOPOHbl 3agHen naHenwu ycTtpowuctBa. [lpu ycTaHoBke B
TEeNeKOMMYHMKALMOHHbIN LWKad unu CTONKy AormkHa ObiTb o6ecnevyeHa Heobxoamnmasi BEHTUNALMS.
[Ona aToro pekoMeHOyeTcsi ycTaHaBnuBaTb B LWKady cneynanbHbil GrNOK BEHTUNATOPOB.
Temnepatypa OKpyXatoLwero Bo3gyxa W BEHTMNALMA OOMKHbl obecneumBaTtb HeobxoauMmbIv
TemnepaTypHbii pexnm 00opyaoBaHWs (B COOTBETCTBUM C TEXHUYECKUMM XapaKTepucTUKamm
KOHKpeTHOro obopyaosaHus).

MecTo ansa pasmeLleHnss 060pyaoBaHNs LOMKHO OTBEYaTh CreayoLwmm TpeboBaHNSM:

a) OTcyTCcTBME 3anbINIEHHOCTU NOMELLEHWS.

6) OTcyTCcTBME B BO34yXe NapoB BMaru, arpeccuBHbIX Cpea.

B) B nomewleHunn, roe ycrtaHaenvBaeTca 0OOpyaoBaHWE, He OOMKHO ObiTb ObITOBbIX
HaCEKOMbIX.

r) 3anpewaertca pasmewatb Ha 060pyAOBaHUN NOCTOPOHHME NpeamMeTbl U NepekpbiBaTb

BEHTUNALMOHHbLIE OTBEPCTUA.

B8. O6cnyxuBaHue
O6opyaoBaHne Heobxoaumo obcnyxmBaTb C NEPUOANYHOCTLIO HE MEHEe OOHOrO pasa B rog
C Lenblo yganeHus u3 Hero nbinn. AT1o no3sonuT obopynoBaHuio paboTtaTtb 6e3 cboes B TedeHne

npoaoJKNTESNTbHOIO BpEMEHW.

B9. Moaknto4vyeHne nHtepdencos
O6GopynoBaHe OOMKHO MOAKMIOYATECA B CTPOroM COOTBETCTBUM C HA3HAYEHUEM U TUMOM

YyCTaHOBNEHHbIX UHTEPdENCOB.
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B10. MNapaHTUiHbIe 06A3aTenbCTBa

OOO «HIIMN «beBapg» He rapaHTupyeT, 4YTo obopyaoBaHue GyaeT paboTaTb AOMKHLIM
00pa3om B pasnuyHbIX KOHUrypaumsx n obnactax NpMMeEHeHUs, 1 He AaeT HUKAKOW rapaHTum, YTo
obopyanoBaHne obasatenbHo ByaeT paboTaTb B COOTBETCTBMM C OXWOAHUSIMU KIIMEHTa NpU ero
NPUMEHEHUN B CNELNEPUYECKNX LIENSAX.

OO0 «HIIM «beBapg» He HeceT OTBETCTBEHHOCTM MO rapaHTUHLIM 00s3aTEeNbCTBAM Npu
NOBPEXAEHUN BHELUHUX MHTEPdENCOB 000pya0BaHNst (CeTEBbIX, TENEMOHHbIX, KOHCOMbHbIX 1 T.M.)
1 camoro o60pyL0oBaHUSA, BO3HUKLLEM B pe3yrnbTaTe:

a) HecobnogeHns npaBun TPaHCMOPTUPOBKM U YCITOBUI XPaHEHWS;

0) dhopc-maxkopHbIX 0BCTOATENBCTB (TakUX Kak noXkap, HaBogHEHWe, 3eMreTpsiceHne 1 ap.);

B) HapyLUEHUS TEXHNYECKMX TPEOOBaHMI NO pa3MELLEHMIO, MOAKITIOYEHMIO N 3KCMyaTauuu;

r) HEMpPaBUITbHbIX OEWCTBUIA NMPU NEPENPOLLUNBKE;

A) NCNONb30BaHWSA HE NO HAa3HAYEHUIO;

€) MEeXaHUYECKUX, TEePMUYECKMX, XMMUYECKMX M WHbIX BMAOB BO3OENCTBUWA, €CnM WX
napameTpbl BbIXOAAT 3@ paMKM OOMYCTUMbIX SKCMNyaTauMOHHbIX XapaKTepucTuk, nmbo He
NpeayCcMOTpPEeHbl TEXHMYECKON creumdukalmen Ha gaHHoe obopyaoBaHue;

)K) BO30ENCTBUS BLICOKOrO Hanpa>XxeHus (yp,ap MOJTHUN, CTATUYECKOE IJTEKTPUHECTBO U T.I'I.).
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MpunoxeHue C. lNMpaBa 1 noaaepxka

C1. ToproBas mapka

Copyright © BEWARD 2023.

HekoTopble nNyHKTbI HacTosiwero PykoBoacTBa, a Takke pasgenbl MEHK YnpaBrieHus
obopynoBaHus MoryT 6bITb M3MeHeHbl 6e3 NpeaBapUTENbHOIO YBELOMIEHNS.

BEWARD sBnsietca 3apernctpmpoBaHHon Toproson mapkon OO0 «HIMIM «besapa». Bece

OCTallbHble TOProBble€ MapKn npuHaanexart Ux sBragenbuam.

C2. OrpaHu4yeHne OTBETCTBEHHOCTHU

OO0 «HIMM «beBapg» He rapaHTUPYET, YTO annapaTHble cpegcTtBa OyayT paboTaTb
OOIMKHBIM 0B6pa3oM BO BCEX cpedax M MPUMOXEHUAX, U He [aeT rapaHTui v npeacTaBrneHun,
noapasymeBaeMbIX WU BbIPAXEHHbIX OTHOCUTENbHO KayecTBa, paboymx XapakTepucTuK, WIu
paboTtocnocobHOCTM Npu ucnonb3oBaHun B crneundmdecknx uenax. OO0 «HIMM «besapg»
NpUNoXnno Bce ycunusa, 4tobbl caenatb 370 PykoBOACTBO MO aKcnnyatauumn Hanbonee ToOUHbIM U
nonHeiM. OO0 «HIIM «beBapg» oTkasbiBaeTCs OT OTBETCTBEHHOCTM 3a Ntobble onevatkn unu
NPoMycKu, KOTOpble, BO3MOXHO, NPOM3OLLIAN NpY HanMcaHnm gaHHoro PykosoacTtea.

WHdpopmauua B noborn Yactn PykoBoacTBa No aKcnnyaTaumMm N3MeHsieTca U SONONHAeTCs
OO0 «HTIM «besapa» 6e3 npegsaputensHoro ysegommnexus. OO0 «HIIM «besapa» He 6epeT Ha
cebsa HMKakon OTBETCTBEHHOCTWU 3a NIOObLlIe MOrpeLlHOCTU, KOTOpPbIe MOrYT COOEPKaTbCs B 3TOM
Pykoeogctee. OO0 «HIIM «beBapa» He 6epeT Ha cebst OTBETCTBEHHOCTM U HE OAET rapaHTui B
BbiMycke OOHOBMEHWUA WITM COXPAHEHUN HEU3MEHHOW KakoW-NMOO WHgOpMaLMM B HACTOSILLEM
PykoBoacTtBe no akcnnyatauumn, U ocTaBnseT 3a cobon NMpaBO BHOCUTb M3MEHEHUS B AaHHOE
PykoBoacTtBo w/unu B usgenus, onucaHHble B Hem, B noboe Bpemss 6e3 npegBapuTernibHOro
yBegomMmneHus. Ecnn Bbl obHapyxute B 3TOM PykoBoacTBe uHGOpMauuio, KOTopas siBnsieTcs
HenpaBUNbHON NN HENOMHOW, UM BBOAMUT B 3abnyxaeHve, mbl 6yaem Bam kpanHe npuaHaTenbHbl

3a Balum kommeHTapum 1 NpeanoXeHus.

C3. Npenynpexaennsa FCC

310 060pynoBaHMe ObINO NPOTECTUPOBAHO U NMPU3HAHO YOOBMETBOPAOLWLMM TpeboBaHNAM
NONOXEHMUST O LNPOBLIX YCTPOMCTBAX, NpuHagnexawmx Kk knaccy A, dactu 15 [lpasun
®epepansHon komuceun no ceasm (FCC). Otn orpaHmyeHus 6binv paspaboTaHbl B Lensix
obecneyeHns 3aWmTbl OT BPEAHbIX MOMEX, KOTOpble MOryT BO3HMKATb NPU MCMOSb30BaHMU
0o0opyaoBaHNA B KOMMEpPYECKUX Lenax. OTo obopygoBaHMe MOXET M3ny4vaTb, reHepupoBaTb U
ncnonb3oBaTb 3HEPruio B pagmoyacToTHOM AmanasoHe. Ecnn gaHHoe obGopygosaHve 6yaet
YyCTaHOBIIEHO W/Unn BygeT MCNonb3oBaTbCA C OTKIOHEHUAMU OT HacToswero PykoBoacTBa, OHO

MOXET OKa3blBaTb BpeaHOe BO3AENCTBIE HA KAYEeCTBO PagnoCBsA3n, a Npy YCTaHOBKE B XKWUIOW 30HE,
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BO3MOXHO, — Ha 3go0opoBbe nogen. B atom cnydae Bnageney Oymet obsa3aH mcnpaBnatb

nocnencTtena speagHoro BO3OENCTBMS 32 CBOWM CYET.

C4. NpepynpexaeHne CE
OTO yCTPONCTBO MOXET Bbl3blBaTb PagnoONOMEXM BO BHELUHEM OKpyeHuu. B aTom cny4vae

nonb3oBaTesib MOXeT ObITb 06513aH NPUHATL COOTBETCTBYIOLLNE MEPBbI.

C5. Noagepxka
Ons uHopMauMnm OTHOCUTENBHO CepBUCA U NOAOEPXKKW, MOXanyncra, CBSXKUTECb C
cepBucHbIM UeHTpom OOO «HIMIM «beeapay». KoHTakTHblEe AaHHble Bbl MOXeTe HaWThM Ha canTe

http://www.beward.ru/.

Mepen obOpaweHueM B Ccnyxby TExXHWYECKOW NOAOEPXKKW, MNOoXKarnywucra, noarotoBbTe
cneayoLyo nHpopmMaumio:

e To4Hoe HanmeHoBaHue u IP-agpec Bawero o6opynoBaHus (B cnyvae npnobpeteHus IP-
obopyaoBaHus), gaTa NoKymnKu.

e CoobLieHuns 06 owmnbkax, KOTopble MNOABMANNCE C MOMEHTa BO3HUKHOBEHWSI NpoGnemsl.

e Bepcusa npowmsku n Yepes kakoe obopynoBaHme paboTano yCTponcTBo, Korga Bo3HUKNA
npobnema.

e [lponsBegeHHble Bamn gencteusa (No waram), npeanpuHsaTbie Ans CaMOCTOSATENbHOro
peLlueHnst npobnemsl.

e CKpUMHLIOTbLI HACTPOEK U NapaMeTpbl MOAKITHYEHMS.

Yem nonHee 6yaet npencrasneHHas Bamu nidopmaums, Tem ObicTpee Hawwm cneunanucTbl

cMoryT nomoyb Bam pelumnts npobnemy.

PykoBoacTBO no noaksnoyeHuto IP-kamepbl B5350RVZ
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MpunoxeHue D. CoBmecTtumoe PoE o6opyaoBaHue
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B2 D-Link DWL-P200 + + + + + + + + + + + + + + + + + + + + + + +
V4 TP-Link TL-SF1008P - - + + + + + + + + + + + + + + + + + + + + +
V2.5 TP-Link TL-SG3424P - - + + + + + + + + + + + + + + + + + + + + +
21488;/53(/)02278 TP-Link TL-PoE150S + + + + + + + + + + + + + + + + + + + + + + +
AF00453500979 Planet POE-173 + + + + + + + + + + + + + + + + + + + + + + +
V2/AF00094100032 Planet POE-2400 S A R S U O . O N N S I N N N N N O N N I O N I I
A3101\2I/.£314{00490 Planet FSD-804P + + + + + + + + + + + + + + + + + + + + + + +
A310124200070 Planet FSD-804PS + + - + + + + + + + + + + + + + + + + + + + +

V2 Planet FNSW-1608PS + + + + + + + + + + + aF + + + + + + + + +
A920431700088 Plg%itzlgsl\sﬂw' + + + + + + + + + + + + + + + + + + + + + + +
A920424400021 Plazrégtollisaw- + + + + + + + + + + + + + + + + + + + + + + +
N13196541103443 Beward PD9501G = = > = = S e N N N A N I S A N N S A = - + |+
2415000211 Beward STL-11XP + + + + + + + + + + + + + + + + + + + + + + +
1500100213 Beward STL-11HP + + + + + + + + + + + + + + + + + + + + + + +
1500100066 Beward STL-01P + + + + + + + + + + + + + + + + + + + + + + +
1400102594 Beward ST-8HP + + + + + + + + + + + + + + + + + + + + + + +
1100103439 Beward ST-5HP4 + + + + + + + + + + + + + + + + + + + + + + +
1400101877 Beward ST-810HP + + + + + + + + + + + + + + + + + + + + + + +
1500100027 Beward STP-811HP + + + + + + + + + + + + + + + + + + + + + + +
1400100675 Beward STW-1622HP + + + + + + + + + + + + + + + + + + + + + + +
1400100200 Beward STW-02404HP | + + + + + + + + + + + + + + + + + + + + + + +
1400100141 Bgvzvzégﬁgl\:/v_ + + + + + + + + + + + + + + + + + + + + + + +
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MpunoxeHue E. Nmoccapumn

3GP — mynbTuMeannHbIi KOHTENHep, onpeaendemblin NapTHEpckMM [NpoekTom TpeTbero
nokonenus (Third Generation Partnership Project (3GPP) ona mynbtnmeguniiHbix cnyx6 3GUMTS.
MHorve coBpemMeHHble MOBUIbHbIE TenegOoHbl UMET (PYHKUMM 3annucu 1M NpocMoTpa ayaumo u

Bugeo B hopmate 3GP.

ActiveX — 370 cTaHgapT, KOTOpbIM paspellaeT KOMMNOHEeHTaM NpPorpamMMHoOro obecneveHuns
B3aMMOAENCTBOBATb B CETEBOW Cpede He3aBUCUMO OT 4A3blka(-OB), UCMONb3yemMoro Ans ux
co3faHus. Beb-Opaysepbl MOryT ynpaenidTb anemeHTamu ynparneHus ActiveX, gokymMeHTammu
ActiveX wn cueHapusimmn ActiveX. OnemeHTbl ynpaenenusa ActiveX 4acTo 3arpyxawTcs U
WHCTanNNupyTCa aBTOMaTUYECKW, Kak 3anpawuvBaembl. Cama no cebe gaHHasi TeXHOMOrMs He
ABNSAETCH KpoccnnaTtgopMeHHOM 1 noaaepXxmBaeTca B NofIHOM o6beme Tonbko B cpeae Windows

B 6paysepe Internet Explorer 8.0.

ADSL (Asymmetric Digital Subscriber Line / AcummeTpuyHas uucdpoBas aboHeHTCKas
JNINHUA) — MOLEMHas TEeXHOMornd, npeBpallatollad aHanoroBble CurHanbl, nepegaBaemble
NnocpeacTBOM CTaHAapTHOW TernedOoHHOW nuHMK, B UudpoBble curHanbl (NakeTbl AaHHbIX),

Nno3BOJ144 BO BpemMs pa6OTbI coBepLlaTb 3BOHKW.

Angle / Yron o630pa — 370 yron, KOTOpbIN 06pasyloT Nyyn, CoegmHsaIoLWmne 3a4HI0K TOUKY
00bekTMBa 1 guaroHarnb Kagpa. Yron 3peHus nokasbiBaeT CbEMOYHOE PacCTOsiHME U Yalle BCero
BblpaxkaeTcs B rpagycax. OBbI4HO yron 3peHust uamepsieTca Ha NiMH3e, OKYC KOTOPOKM YCTaHOBMNEH
B ©OeckoHeyHOCTb. B 3aBucumocTn OT yrna 3peHusd, OObekTMBbl OenaT Ha Tpu  Tuna:
LUMPOKOYrOfbHble, HOPMaribHble N ANUHHOMOKYCHbIE. B LUMPOKOYronbHbIX 06BbEKTMBAX, KOTOpbIe
Yyale BCero Mcnonb3ylTcsa A4S NnaHOpaMHOro HabnaeHus, yron 3peHnsa coctaBnseT 75 rpagycos
n 6onbwe. HopmanbHble 06bEKTUBLI MMEKT yron 3peHna ot 45 o 65 rpagycoB. Yron 3peHus

ANMHHOGOKyCcHOro o6bekTnBa coctasnseT 30 rpagycos.

ARP (Address Resolution Protocol / T[lpotokon onpegeneHua appeca) -—
NCNONb3YIOLWMNCA B KOMMbIOTEPHbLIX CETAX MPOTOKOST HMU3KOrO YPOBHSA, NpefHa3Ha4YyeHHbI Ans
onpegenenns agpeca KaHanbHOro ypoBHS N0 M3BECTHOMY aapecy CeTeBOro ypoBHs. Hanbonbluee
pacnpocTpaHeHne 3TOT NPOTOKON nony4un Grnarogapsa NoBCeMeCTHOCTU ceTen IP, noCTpoeHHbIX
nosepx Ethernet. 3101 NnpoTokon ncnone3dyetca ans ceasu IP-agpeca ¢ MAC-agpecom ycTponcTsa.
Mo nokanbHOW ceTn TpaHcnMpyeTcsa 3anpoc Angd nomcka yana ¢ MAC-agpecom, COOTBETCTBYHOLLMM

IP-agpecy.

Aspect ratio / ®opmaT aKpaHa — 9TO hOpMaTHOE OTHOLLEHME LLUMPUHBI K BbICOTE KaapoB.
O6wwmin opmart kagpa, UCNoNb3yeMbIV AN TENEBU3NOHHBIX 3KPAHOB Y KOMMBIOTEPHBIX MOHUTOPOB,

coctaenseT 4:3. TenesmaeHne Boicokorn YeTkocTn (HDTV) ncnonbsyet popmat kagpa 16:9.

PykoBoacTBO no noaksnoyeHuto IP-kamepbl B5350RVZ
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Authentication / AyteHTUduKauma — npoBepka NPUHAANEXHOCTU CyObekTy pocTtyna

NpeabsBNEHHOr0O MM  MAEeHTMdUKaTopa; noaTBepxaeHue nognimHHocTn. OamH mn3 cnocobos
ayTeHTUMKaLMmM B KOMMbIOTEPHOM CUCTEME COCTOMT BO BBOAE Ballero nosib30BaTenbCKoro
naeHTudumkaTopa, B NPOCTOPEYUN HasbiBaeMoro «formHom» (login — perucrpaunoHHoe nms
nonb3oBaTensd) W Napofnd — HEKOW KoHduaeHUManbHOW WHOPpMauMM, 3HaHME KOTOpOW
obecneynBaeT BnageHne onpeaeneHHbIM pecypcoMm. NonyymB BBEAEHHbIV NOMb30BaTeNeM JIOrvH
N Naponb, KOMMbIOTEP CPaBHUBAET UX CO 3HaA4YeHMeM, KOTOpOoe XpaHUTCA B chneuuanbHou 6ase

OaHHbIX, N, B Clly4ae coBnageHuns, nponyckaeT noJjib3oBaTesid B CUCTEMY.

Autolris / AP[1 (ABTOoperynupyemasa guachparma) — 370 aBTOMaTn4eCKoe perynmpoBaHme
BENMYMHbI Avadpparmbl 4N1s KOHTPOMSA KONMYecTBa CBETa, Nonagarollero Ha matpuudy. CywecTByeT

[Ba BapuaHTa aBToMaTn4eckon perynmpoBku anagparmel: DirectDrive n VideoDrive.

Bitrate / Butpent (CkopocTb nepegaym AaHHbIX) — OyKBanbHO, CKOPOCTb NMPOXOXAEHUS
OuTOB MHOpPMaunn. BUTPENT NPUHATO MCNONb3oBaTb NPU U3MepeHun 3PEKTUBHOM CKOPOCTH
nepegayn mvHoOpmMauun Mo KaHamny, TO eCTb CKOPOCTW nepefadn «nones3Horm WHgopmaumm»

(noMMMO TakoBOM, MO KaHany MoOXeT nepeaaBaTbCsl CryxebHasi MHopmMauus).

BLC (Back Light Compensation / KomneHcauua ¢oHOBOM 3acBeTKU, KOMNeHcauus
3afHero ceeTa). TUNMYHbLIN NpUMep HeoBXoOMMOCTU UCMOMb30BaHUA: YenoBek Ha ¢oOHEe OKHa.
OnEKTPOHHbIN 3aTBOP Kamepbl OTpabaThiBaeT MHTErpanbHyto, T.e. 0bLLY OCBELLEHHOCTb CLEHbI,
«BUOUMOM» Kamepon yepe3 obbekTMB. COOTBETCTBEHHO, Manasa durypa 4yenoBeka Ha 60MbLIOM
CBeTMNoM (poHe OKHa BbINbETCH B UTOre "3acBeTKon" BCen KapTUHKW. BkritoveHue pyHkuumn «BLC»

MOXET B NOAOBHbIX cny4yasax ncnpaButb pa60Ty aABTOMAaTUKN KaMepbl.

Bonjour — npoTokon aBTomMaTnyeckoro obHapyxeHus cepeucos (cryx6), ncnonob3yemoin B
onepaumoHHon cucteme Mac OS X, HaumHasa ¢ Bepcun 10.2. Cnyx6a Bonjour npegHasHavyaeTcs
ANS UCMONb30BaHUS B JNOKarbHbIX CETAX W UCMONb3yeT CBeAeHUs (3anucu) B crnyxbe AOMeHHbIX
nvéH (DNS) ana obHapyxeHus Opyrnx KOMMbOTEPOB, PABHO KaK M WHbIX CETEBbIX YCTPOWCTB

(Hanpumep, NpMHTEPOB) B GrivXKaNLLEM CETEBOM OKPY>KEHWUN.

CIDR /becknaccoBasa apgpecauus (aHrn. Classless Inter-Domain Routing, aHrn. CIDR) —
meTog IP-agpecaunn, No3BONALWMI MTMOKO ynpaBnsaTe NPOCTPpaHCTBOM IP-agpecoB, He ncnonb3ys
XKECTKME paMKK KraccoBon agpecauun. Kcnonb3oBaHMe 3TOr0 MeToga MNo3BofdeT 3KOHOMHO
ncnonb3oBaTb OrpaHUYeHHbIM pecypc IP-agpecoB, NOCKOSbKY BO3MOXHO MPUMEHEHWe pasnuyHbIX

MacoK nofceTen K pa3nuyHbiM NoAceTAM.

CCD / N3C-maTpurua — 370 CBETOYYBCTBUTESNbHbBIA 3NEMEHT, NCNOMNb3YHLNNCS BO MHOIMX
UMPOBLIX KaMmepax M NPeaCcTaBnsOWMI CODOM KPYMHYH MHTErparnbHyl0 CXeMy, COCTOSILLYH U3
COTEH TbICAY 3apsgoB (NuUKcenemn), KoTopble NpeobpasyloT CBETOBYH SHEPIMKO B 3NEKTPOHHbIE

curHanbl. Pasmep matpuubl MoxeT coctasnatb 1/4", 1/3", 1/2" vnun 2/3".

PykoBoacTBO no noaksnoyeHuto IP-kamepbl B5350RVZ



Be\.UARD Ipunosxcenus

CGl (EavHbin wnw30BbIM  UHTepdenc) — cneumdukaumsi, onpeaensioLlas

B3anmopencTene web-cepsepa ¢ gpyrumm CGl-nporpammamu. Hanpumep, HTML-cTpaHuua,

copgepxawasa oopmy, MOXeT mucnonb3oaTb CGl-nporpammy ana o6paboTkm AaHHbIX POPMBbI.

CMOS / KMOIN (Complementary Metal Oxide Semiconductor / KomnnemeHTapHbIN
MeTanIoOKCUAHbIA MNONYNPOBOAHUK) — 3TO LUMPOKO WUCNONb3yeMbld TUM MNONYyNpOBOAHMKA,
KOTOPbI UCMOSb3yeT Kak OTpULATENbHYIO, TaK Y NONOXUTENBHYIO 3NEKTPUYecKyto uenb. MNockonbky
TONbKO OHa U3 3TUX TUMOB Lienen MoXeT ObITb BKNOYeHa B Nitoboe AaHHOe BpeMsl, TO MUKPOCXEMbI
KMOIlMa noTtpebnsaioT MeHbLUe 3reKTPO3HEPrum, YeM MUKPOCXEMbI, UCMOSb3yowme TOMNbKO OAMH
TMN TpaH3ucTopa. Takke gatdnkm ndobpaxeHuss KMOIT B HEKOTOPbIX MUKpOCXEMax cogepxaT
cxeMbl 06paboTKN, OAHAKO 3TO MPENMYLLECTBO HEBO3MOXHO Mcnonb3oBaTtb ¢ [13C-gatunkamu,

KOTOpble SBNSOTCS Takke Gonee 4OPOrMMKU B MPOM3BOACTBE.

DDNS (Dynamic Domain Name System, DynDNS) — TexHonorusi, npumeHsiemas ans
Ha3Ha4YeHWs1 NOCTOSIHHOITO AOMEHHOIO UMEHM YCTPOMUCTBY (KOMMbIOTEPY, CETEBOMY HAKOMUTENIO) C
AnHamnyeckum IP-agpecom. 31o moxeT 6biThb IP-agpec, nonyyerHbin no DHCP vnn no IPCP B
PPP-coeanHeHnsax (Hanpumep, npyv yoanéHHoM [JocTyne 4epe3 mogem). [pyrne mawuHbl B

MHTepHeTe MOryT yCTaHaBnnBaTb coeguHeHne C 3TOM MaLUMHOM NO OOMEHHOMY UMEHMWN.

DHCP (Dynamic Host Configuration Protocol / T[lpotokon AuHamMunyeckown
KOHcUrypaumm ysna) — 3T0 CeTEeBOW NPOTOKOS, NO3BONSIOWINA KOMMbOTEPaAM aBTOMaTUYECKU
nonyyatb IP-agpec v gpyrne napametpbl, Heobxoaumble onsa pabotel B cetn TCP/IP. OaHHbIN
NPoOTOKON paboTaeT no MoAenn «KNUeHT-cepBep». [ns aBTOMaTMyYeckonW KoHdurypaumm
KOMMNbIOTEP-KITMEHT Ha 3Tane KoHurypaumm CeTeBOro YcCTponctBa obpawaeTtca K Tak

Ha3biBaemomy cepsepy DHCP v nony4aeTt OoT Hero HyXHble napameTpsbl.

DHCP-cepBep — 9TO nporpamma, KoTopas HasHayaeT knueHtam IP-agpeca BHyTpu
3aflaHHOro AguanasoHa Ha onpefeneHHbld nepuod BpemeHu. [aHHyo yHKUMIO noadepKusatoT

NnpakTU4YeCkN BCe COBPEMEHHbIE MapLLpPYTU3aTopbI.

Digital Zoom / LinchpoBoe yBenuuyeHume — 370 yBeENUYEeHne pasmepa kagpa He 3a cuyeT
ONTUKK, @ C NOMOLLbIO KaapMpOBaHWS MOMy4YEHHOrO C MaTpuLbl n3obpaxeHns. Kamepa Huyero He
yBENMMUMBAET, a TOMbKO Bblpe3aeT HYXHYH 4YacTb Wu300paxeHuss u pacTarmBaeTr ee Ao

nepBoOHaYanbHOro paspeLleHys.

Domain Server /| CepBep AOMEHHbIX MMEH — TakKe LOMEHbl MOryT OblTb NCNONb30BaHbI
opraHm3aumsiMu, KOTopble XOTAT LEeHTPann3oBaHHO yNpaBnaTb CBOMMMU KOMMbOTEPAMU (Ha KOTOPbIX
yCTaHOBIEHbl onepaunoHHble cuctembl Windows). Kaxabii nonb3oBatenb B paMkax OoMeHa
norny4yaeTt y4YeTHYI0 3anucb, KoTopas OObIMHO paspeluaeT 3aperncTpupoBaTbCs U UCMONb30BaThb

nobor KOMNbITEP B [OMEHE, XOTS OOHOBPEMEHHO Ha KOMMbOTEP MOryT ObiTb HaNOXeHbI
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orpaHn4eHus. CepBepOM AOOMEHHbIX WMEH ABNAEeTCA CcepBep, KOTOprIZ ayTeHTVI(bVILI,MpyeT

nonb3oBaTtenen B ceTu.

Ethernet— nakeTHasi TexHonorusi nepefadv [OaHHbIX MNPEUMYLLECTBEHHO B JTOKanbHbIX
KOMMNbloTePHbIX ceTax. CrtaHpapThl Ethernet onpegensitoT npoBogHble coeavHeHMs  U©
3MeKTpUYeckme curHanbl Ha uandeckoMm ypoBHe, hopmaT kagpoB W NPOTOKOSbI yrnpaBneHus

OOCTYMNOM K cpefie — Ha kaHarnbHoOM ypoBHe mogenu OSI.

Factory default settings / 3aBoackne ycTtaHOBKM MO YMOJTYAHUIKO — 3TO YCTaHOBKW,
KOTOpbl€ M3Ha4YanbHO UCMOMb30BaHbl ANs YCTPONCTBA, KOrga OHO OTIPY>KaeTCsi C 3aBoAa B NepBbIv
pa3. Ecnu Bo3HMKHET HEOOXOOUMOCTbL NEepPeyCcTaHOBUTb YCTPOMCTBO A0 €ro 3aBOACKMX YCTaHOBOK
MO YMOSYaHuIo, TO 3Ta (PYHKUMSA NpUMEHMMa Anst 6onbLUMHCTBA YCTPOWCTB, M OHA MOJTHOCThLHO

nepeycraHaBsnnBaeT nobble YCTaHOBKW, KOTOpPbIE ObIN N3MEHEHbBI MOSb30BaTENEM.

Firewall / Bpanamayap — 6paHgmayap (MexceTeBor akpaH) paboTaeT Kak 6apbep Mexay
ceTaAMMW, Hanpumep, MeXxay nokanbHon ceTbto U NHTepHeToM. bpaHamayap rapaHTuMpyeT, 4To
TONbKO 3aperncTpmpoBaHHbLIM Nonb3oBaTensMm OyaeT paspelueH JOCTyn U3 OAHOW CeTu B APYryto
ceTb. bpanamayapom MoxXeT 6bITb MporpammMHoe obecnedeHne, paboTatoLlee Ha KoMNbloTePe, UK

6paHnmay3p0M MOXEeT ObITb aBTOHOMHOE annapartHoe yCTpOIZCTBO.

Focal length / ®okycHoe paccTtosiHue — usmepsiemMoe B MuUANUMETpax ¢OKyCHoe
paccTosiHne 06bEeKTMBA KaMepsbl, ornpeaensioLlee LWNPUHY ropu3oHTanbHon 3o0HblI 0630pa, KoTopoe
B CBOIO ovepedb uamepsdeTcsa B rpagycax. Onpenensaercd Kak pacCtodgHne OT nepeaHen rnaBHom
TOYKM 0 nepegHero dokyca (4na nepegHero oKyCHOro pacCTOSAHUA) U Kak pacCTOSHWE OT 3agHen
rMaBHOM TOYkM OO 3agHero dhokyca (ons 3agHero dokycHoro paccrtoddud). Mpu atom, nog
rMaBHbIMK TOYKaMM NoApa3yMeBa0OTCA TOUKM NepeceyeHns nepegHen (3agHein) rmaBHOM NIOCKOCTU

C OMTUYECKOMN OCbIO.

Fps / KagpoBas 4yacToTa — KONM4YeCTBO KadpoB, KOTOpoe BuaeocucteMa (KOMMblTepHast

urpa, Tenesusop, DVD-nneep, Bugeodann) BblAaET B CEKYHAY.

Frame / Kagp — kagpom sBnsetca nonHoe BugeousobpaxeHue. B dopmate 2:1
YyepeccTpoyHon pasBépTkm uHTepderica RS-170 m B dopmatax MexgyHapogHoro
KOHCYNbTaTMBHOrO KOMMTETA NO pagvoBELLaHMI0 Kaap co3gaeTcs U3 ABYX OTAeNbHbIX obnacren
NNHWIA YepecCTpOYHON pasBepTkn 262.5 nnn 312.5 Ha yactoTte 60 vnmn 50 My ans Toro, 4ToObLI
copmMmpoBaTh MOSHbIA Kagp, KOTOpbIN 0Tobpa3uTca Ha akpaHe Ha 4dactote 30 wnm 25 Tu. B
Buaeokamepax C NporpeccuBHON pa3BepTKOWN KaxKabl Kagp CKaHUpyeTCs NOCTPOYHO U He 9BnseTcH

4YepeccTPOYHbIM; BOMNBLUMHCTBO M3 HUX OTODOpaxaeTcsa Ha YacToTe 30 n 25 .

FTP (File Transfer Protocol / lNpotokon nepepaun cannoB) — 3TO NPOTOKO
NPUIIOXEHWS, KOTOpbIN Mcnonb3yeT Habop npotokonoB TCP / IP. OH ucnonb3yetcs, 4ToObI

obmeHuBaeTca dannamm  Mexay KomnbtoTepamu/yctponcteamm B cetu. FTP  nossonsier
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nogkntoYaTbes K cepepam FTP, npocmaTprBaTh coAepXnUMoe KaTanoroB v 3arpyxatb dpainbl ¢

cepBepa unn Ha cepsep. NpoTokon FTP oTHocuTcs K NpoToKOnam MpUKNagHOro YpPoBHA U ANd
nepegayn AaHHbIX UCNONb3yeT TpaHCnopTHbIN NpoTtokon TCP. KomaHabl 1 AaHHble, B OTNMYKe OT
GonbLlUMHCTBA ApYrMX NPOTOKOMOB nepegatTcs no pasHbiM noptam. [opt 20, oTKpbiBaeMbI Ha
CTOPOHE cepBepa, UCnonb3yeTca Ang nepegayun gaHHblX, Nnopt 21 - ana nepegayv komada. MNopt

ana npuemMa gaHHbIX KInMeHToM onpenendaeTcd B Ananore corriacoBaHus.

Full-duplex / MonHbIM AynneKc — NOSHbIN gynnekc npeactaBnaeT cobon nepegayvy gaHHbIX
O[HOBPEMEHHO B ABYX HanpaeneHusx. B cucteme 3BykOBOCNPOM3BELAEHWUSI 3TO MOXHO onucaTb,
Hanpumep, TenedgoHHbIMM cucTeMamn. Tawkke nonygynnekcHas cBsa3b obecneynBaet

OBYXCTOPOHHIOK CBA3b, HO TOJIbKO B OAHOM HanpaslieHNX 3a O41H pas.

G.711 — crangapT gns npeacraeneHnsa 8-omutHon komnpeccun PCM (MKM) curHana c
yactoton auckpetmsauum 8000 kagpos/cekyHoy u 8 oGut/kagp. Takmm obpasom, G.711 kogek

co3aaét noTtok 64 Koéut/c.

Gain / KoachcdmumeHT ycuneHmsa — KoadpUUNEHTOM YyCUNEHUS SABMSETCS KO PUUNEHT
YCUMEHNST W 9KCTEHTa, B KOTOPOM aHamnoroBbl YCUNUTENb YCUNMBaeT Cury curHana.
KoadbpmumeHTbl yemunenunsa obbl4HO BbipaXatoTcs B eanHuuax mowHoctu. eumben (ob) asnsetca

Hanbonee yI'IOTpe6VITeJ'IbeIM crnocobom ans n3mepeHna ycuneHuma ycunmtens.

Gateway / MexceTeBOW W3 — MEXCETEBbIM LUMIO30OM SBMSETCA CeTb, KOTopas
OEVNCTBYET B Ka4yecTBe TOYKM BXoda B Apyryto ceTb. Hanpumep, B KOprnopaTMBHOW CETU, CepBep
KOMNbloTEpa, AENCTBYIOLUUA B KA4eCTBE MEXCETEBOro LS03a, 3a4acTylo Takke OeNCTByeT U B
KayecTBe MPOKCU-CepBepa U cepBepa CeTeBOM 3allmTbl. MexceTeBOM LUMN03 YacTo CBA3aH Kak C
MapLLPYTM3aTOPOM, KOTOPbIA pacrno3HaeT, KyAa HanpaBnaTh NakeT AaHHbIX, KOTOPbIA NPUXoauT B
MEXCETEBOW LUMO3, TaK U KOMMYTaTOPOM, KOTOPbIN MPeaoCTaBNseT UCTUHHBLIA MapLupyT B U U3

MeXXCeTeBOoro w3a gnd AgaHHoro nakeTra.

H.264 — 37O MeXayHapoaHbIN CTaHOapT KOAMPOBaHMA ayavo 1 BUAeo, (opyroe Ha3BaHue
'MPEG-4 part 10' nnn AVC (Advanced Video Coding)). [laHHbIi CTaHOApPT COAEPXUT psg HOBbIX
BO3MOXHOCTEMN, MO3BONSAOLWMX 3HAYUTENBHO MOBbLICUTL 3A(PEPEKTUBHOCTL CKaTua BMOEO MO
cpaBHeHuto ¢ 6onee paHHumn ctaHgaptamu (MPEG-1, MPEG-2 n MPEG-4), obecneunBas Takke
GonbLuyo rMHBKOCTE NPMMEHEHNA B pa3HOObpasHbIxX ceTeBbIX cpeaax. Mcnonb3yetca B LMpPOBOM

TenesunaeHun Bbicokoro paspewerus (HDTV) n Bo MHOrux gpyrmux obnacrsax umgpoBoro Buaeo.

HTTP (Hypertext Transfer Protocol / lpoTtokon nepepnaym runeptekcra) — ato Habop
npasun no obmeHy annamu (TEKCTOBbIMW, rpaduyeckumu, 3BYKOBbIMW, BUOEO- U APYrMMU
MynbTumeama darnnammn) B cetu. poTtokon HTTP gaBnseTcda NpOTOKONOM BbICLLErNO YPOBHS B
cemenctee npotokonoB TCP/IP. B gaHHOM npoTokone nobon nakeT nepegaeTtcd 4O NONyYeHus

noateepXxXaeHua o ero npaBsniibHOM npueme.
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HTTPS (Hypertext Transfer Protocol Secure / 3awuwéHHbIM NpoTOKON nepeaayu

runeprekcra) — pacwumpeHue npotokona HTTP, nogaoepxusatowee wudpoBaHue. [daHHble,
nepegasaemble no npotokony HTTP, «ynakoBbIBalOTCA» B KpunTorpaguieckuii npotokon SSL nnu
TLS, TeM cambiM obecrneymBaeTcs 3aWuTa 3TUX AaHHbIX. B otnuumne ot HTTP, ana HTTPS no

ymon4aHuio ncnonosyetca TCP-nopt 443.

Hub / CeTeBOI KOHUEHTPATOP - CETEBON KOHLEHTPATOP MCNONb3yeTcs AN NoAKNHYEHNS
MHOIOYMCMNEHHBIX YCTPONCTB K ceTn. CeTeBOM KOHUEHTpPATOp NnepesaeT Bce AaHHbIE B YCTPOWUCTBA,
MOAKIIOYEHHbIE K HEMY, TOr4a Kak KOMMYTaTop TOSMbKO nepefaeT AaHHble B YCTPOWCTBO, KOTOPOe

cneumanbHO NpeaHa3Ha4YeHo Ans Hero.

ICMP (Internet Control Message Protocol / MexceTteBon NpOTOKON ynpaBnsitOLWMX
coobuweHun) — ceTeBor MpPOTOKON, BXogswmn B ctek nportokorioB TCP/IP. B ocHoBHOM ICMP
ncnonb3yeTcs Anst nepefady cooblleHuin 06 owmnbKax u OpYrnx UCKMYUTENbHBLIX CUTYyauusix,
BO3HUKLUMX NPV Nepefaye AaHHbIX, HAanpuMep, 3anpawmBaemasi ycryra HejoCcTyrnHa Unn xXocT unm

MapLIpyTU3aTop He OTBEe4aloT.

IEEE 802.11 / CtanHgapT IEEE 802.11 — 370 ceMeNcTBO cTaHAApTOB AN 6ecnpoBOAHbIX
nokaneHblx ceten. CtaHgapt 802.11 nogoepxuBaeT nepedady AaHHbIX Ha ckopoctn 1 unm 2
Mout/cek Ha nonoce 2.4 Tu. CtaHaapt e 802.11b 3agaeT ckopocTb nepegayn AaHHbIX 11
MowuT/cek Ha nonoce 2.4 [Tu, B To Bpems kak ctaHaapT 802.11a no3BonsieT 3agaTb CKOPOCTb A0 54

Mo6wuTt/cek. Ha nonoce 5 Ty,

Interlaced video / YepeccTpouyHasa pa3BepTka — 3TO BMAEO3anuCb CO CKOpocTbio 50
n3obpaxeHuin (HasbiBaeMbIX NONSAMU) B CEKYHAY, U3 KOTOPbIX Kaxable 2 nocneaoBaTenbHbIX Nons
(nonykagpa) 3atem obbeguHsatoTea B 1 kagp. YepecctpoyHas passepTka bbina paspabotaHa MHOro
neT Ha3apg ANns aHanoroBoro TeneBnaeHns 1 4o CUX Nop LWMpPoko npumeHseTcs. OHa gaeT xopoluve
pe3ynbTaTtbl NPy NPOCMOTPE ABWXKEHUSA B CTAHOAPTHOM M300paKeHWW, XOTS BCErda CyllecTByeT

HEeKOTOopoe UCKaKeHne |/|3o6pa>|<eH n4a.

Internet Explorer (IE) — cepus 6paysepoB, pa3pabatbiBaemas kopnopaunen Microsoft ¢
1995 roga. BxoguT B KOMNNEKT onepauunoHHbIX cuctem cemernctea Windows. AensieTcs Hambonee

LUMPOKO Mcnonb3yemMbiM Be6-6pay3epom.

IP 66 (Ingress Protection) — 370 cTaHAapT 3awWmTbl 060PYAOBaHUSA, KOTOPbLIN OMNUCbIBaET
nblfie- u Braro- 3aluTy Kamepbl BugeoHabnoaeHus. MNepeas undpa o6o3HavaeT ypoBeHb 3aLUMUTbI
OT nonagaHusa TBEpAbIX YacTul (Hanpumep, undpa 6 o6o3HavaeT NONHOE UCKIIYEeHNe nonagaHns
nbinu). Bropas undpa obos3HavyaeT ypoBeHb 3awuThl OT NoONagaHus xxugkocten (Hanpumep, undpa
6 ob6o3Ha4vaeT 6e3ynpeyHyo paboTy Kamepbl NpY BO34ENCTBUN MACCUBHbBIX BOASIHbIX MOTOKOB BOAbI

UM BpeMeHHOM obriMBaHuu.)
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IP-kamepa — uUMdpoBas BuAeokamepa, OCODEHHOCTbIO KOTOpOW SIBRSieTCs nepepaya

BMaeonoToka B uncpposoM copmate no cetn Ethernet, ncnonbaytowen npotokon IP.

JPEG (Joint Photographic Experts Group / Crtanpapt O6beauHeHHOW rpynnbl
aKkcnepTtoB B obGnactu dotorpadmm) — oaovH M3 nonynspHbix rpadudeckmx ¢opmartos,
NPUMEHAEMbIA O XpaHeHUs hoTon3obpaeHnn 1 NogodHbIX UM n3obpaxkeHui. MNMpn cosgaHnm
n3obpaxeHmsa JPEG nmeetcs BO3MOXHOCTb HaCTPOWMKM UCMONb3yeMOro koadduumeHTa cxaTtusl.
Tak kak npu 6onee HU3KOM KO PULIMEHTE CKaTKs (T.€. CaMOM BbICOKOM KayeCcTBe) yBenmynBaeTcs

obbem panna, cywecTByeT BbIOOp MexXay Ka4eCTBOM U3obpaxeHust 1 o6bemom canna.

Kbit/s (Kilobits per second / Kbut/cek) — 3T0 Mepa namepeHust CKOpOCTU NOTOKa AaHHbIX,

T.€. 3TO CKOPOCTb, Ha KOTOPOW onpeeneHHoe KonM4ecTBO BUTOB NPOXOAAT 3a4aHHYO TOYKY.

LAN (Local Area Network / JlokanbHasa BblMMCNUTENbHAA CeTb) — KOMMNbIOTEPHAs CETb,
nokpbiBatoLasi 06bIMHO OTHOCUTENBHO HEDONMbLUYD TEPPUTOPUIO NN HEGONMbLUYIO TPyNny 34aHWUA

(aom, odouc, bmpmy, MHCTUTYT), TO ECTb ONPeaENeHHYI0 reorpaun4eckyto 30Hy.

Lux / Jlrokc — eomHunua n3mMepeHna OCBELLEeHHOCTW. Onpep,enﬂeTc;l KakK OoCBeLlEHHOCTb
NOBEpPXHOCTN nnowaabio 1 KB.M. CBETOBbIM MOTOKOM 1 NIOMEH. |/|CI'IOJ'Ib3yeTCFI anda 0003Ha4eHus

YYBCTBUTEJIbHOCTU KaMep.

MAC-appec (Media Access Control address / AnnapaTHbIn agpec YCTPOUCTBA) — 3TO
YHUKanbHbIN NOEHTUUKATOP NPUCOEANHEHHOrO K CETU YCTPOMUCTBA UNK, TOYHEE, ero nHTepdenc

OnAa NOAKNKYEeHNA K CETI.

Mbit/s (Megabits per second / Mout/cek) — 3T0 Mepa M3MEpPEHUs CKOPOCTU MNOToKa
AaHHbIX, T.€. 3TO CKOPOCTb, HA KOTOPOW BUTLI MPOXOAAT 3afaHHYH TOYKY. QTOT napameTp 06bI4HO
ncnonb3yeTtcsi, YToObl NPeacTaBUTb «CKOPOCTb» ceTu. JlokanbHas ceTb AofmkHa paboTtaTb Ha

ckopoctn 10 unu 100 MoBuT/cek.

MJPEG (Motion JPEG) — nokagpoBbli METO4 BMAEOCXKATWSl, OCHOBHOW OCOBGEHHOCTbIO
KOTOPOro SBNSAETCS CXaTue KaKO4Ooro OTAENbHOro Kagpa BMOEONOTOKa C NMOMOLLBI anropytMma
cxkatma wusobpaxenun JPEG. [Mpu coxatum metogom MJIPEG wmMexkagpoBas pasHuua He

Y4UTbIBaAETCA.

MPEG-4 — 3T0 MeXayHapoaHbI CTaHgapT, UCMONb3yeMblid NPeNMYyLLLECTBEHHO AN CxXaTus
undcpposoro ayamo u Bugeo. CrtanHgapt MPEG-4 B OCHOBHOM WMCMNOMb3yeTcss AN BeLaHus
(noTokoBoe BMAEO), 3anncu OUNbMOB Ha KOMMAaKT-OAUCKW, BuAaeoTenedoHun (BuaeoTtenedoH) u

LLMpOKOoBeELLaHKA, B KOTOPbIX akTUBHO UCNOJNb3YETCA CXKaTue Ll,I/ICprBbIX BMnOeo N 3ByKa.

Multicast / TpynnoBasa nepega4va — cneunanbHas dopmMa LUMPOKOBELLAHUS, MPU KOTOPOW
KONMM NakeToB HanpaBndaAwTCsA onpedenéHHoMy nogMHOXeCTBY agpecatoB. Hapsagy c

NpUNoOXeHnamMn, YyctaHaBnmMBawWMMU CBA3b MeXay WCTOYHUKOM W OOHUMM nony4vatenem,
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CyleCTBYHOT Takme npurioxXeHud, roe Tpe6yeTC;|, YTOObI UCTOYHUK MOCbINarn VIHC*)OpMGLl,I/IIO cpagy

roynne nonydatenen. [lpu TpaguuuoHHon TexHonorun |P-agpecauun Tpebyetcs Kaxgomy
nonyyaTtento UHgopmalMM nocrnatb CBOW MaKeT AaHHbIX, TO eCTb O4Ha W Ta Xe WHdopMaums
nepegaeTcsi MHOro pas. TexHonorusi rpynnoBon agpecauun npeacraenset cobon paclumpenne IP-
agpecauumu, No3BONAKLLEEe HanpaBUTb OOHY KOMUIO NakeTa cpasy Bcem nonydarensaMm. MHOXecTBO
nony4artenen onpegenseTca NPUHaANEXHOCTbIO KaXXA0ro U3 HUX K KOHKPEeTHOW rpynne. Paccbinky
ANS KOHKPETHOW rpynmbl NOMAy4atoT TOMNbKO YNeHbl 3TOW rpynnbl.

TexHonorusa IP Multicast npegoctaBnseT psg CyLeCTBEHHbIX NPEUMYLLECTB NO CPaBHEHMUIO
C TpaavUMOHHBIM Noaxodom. Hanpumep, gobaBneHne HOBLIX Nonb3oBaTenen He BriedyeT 3a cobon
Heobxoaumoe yBenuyeHne nponyckHOW CrnocCoOBHOCTU ceTu. 3HauYUTENbHO COKpallaeTcs Harpyska
Ha NnochblNaLLMi cepBep, KOTOpbIN 6onblue He AOMKEH NOAAEPKMBATE MHOXECTBO ABYXCTOPOHHUX

COEeNHEHUN.

[na peanusauun rpynnoBoV agpecauun B IOKanbHOM ceTu HeobxoOuMbl: NogaepKka
rpynnoson agpecaumn ctekoM npotokona TCP/IP, nporpammMHas nogaepxka npotokona IGMP gns
OTNpaBknM 3anpoca O MPUCOEAUHEHUN K rpynne u nomyvYeHun rpynnoBoro Tpaduka, nogaepxka
rpynnoBon agpecaumm CETEBOM KapTOW, MpUNOXeHWe, UCMOoMb3ylollee rpynnoBylo agpecauuio,
Hanpumep, BMAeOKOoHepeHunsa. TexHonorma «MynbTUKacT» ucnonbdyet agpeca ¢ 224.0.0.0 go
239.255.255.255. TllopoepxmBaeTcs cratndeckas M guHamumyeckas agpecauums. [pumepom
cTatmyeckmx agpecoB senstotca 224.0.0.1 — agpec rpynnbl, BKMAovaowen B ceba Bce yanbl
nokanoHon cetn, 224.0.0.2 — BCce MapLlpyTu3aTopbl foKanbHOW ceTu. [uana3oH agpecoB C
224.0.0.0 no 224.0.0.255 3apesepBupoBaH [Ans MPOTOKOMOB MapLipyTU3auum u Opyrux
HU3KOYPOBHEBBLIX MPOTOKOMOB MOAAEPXKU rpynnoBon agpecauun. OcTanbHble agpeca
ONHAMWYECKN  UCMOMb3ylTCA  NPUNoOXeHnsmMun. Ha  cerogHAWHWM  OeHb  BOMbLUMHCTBO
MapLLPYTM3aTOPOB NOAAEPKUBAIOT 3Ty ONUMIO (B MEHIO 0ObIYHO €CTb onuums, paspelatowas IGMP

MPOTOKOMN UM MyTbTUKACT).

NTP (Network Time Protocol / lNpoTokon cuHXpOHU3auuM BpeMeHu) — CeTeBOu
NPOTOKON ANA CUHXPOHU3aLMN BpeMeHu C ucnonb3oBaHueM ceter. NTP ncnonbayet ana ceoeu

paboTtbl npotokon UDP.

NTSC (National Television System Committee / Ctangapt NTSC) — crangapt NTSC
SIBMISIETCSA TENeBM3NOHHLIM 1 BuaeocTangaptom B CLUA. Ctangapt NTSC goctaensieT 525 cTpok B

kagpe Ha 30 k/cek.

ONVIF (Open Network Video Interface Forum) — oTpacnesow cTaHgapT, ONpeaensoLnin
NPOTOKONbI B3aMMOAEWNCTBMA TakMX YCTPOMCTB, Kak |P-kamepbl, BUAeOperncTpaTopbl U CUCTEMbI
ynpaeneHna Bugeo. MexgyHapogHblh (opyMm, Cco3faBlUMA - [aHHbIA - CTaHOapT, OCHOBaH
komnaHuamm Axis Communications, Bosch Security Systems u Sony B 2008 rogy c uenbto

pa3paboTku 1 pacnpoCTpaHeHUs! OTKPLITOro CTaHAapTa AN CUCTEM CeTEBOro BMAEOoHabnoaeHus.
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PAL (Phase Alternating Line / TeneBusanoHHbin ctaHgapt PAL) — TeneBU3WOHHbIN

CTaHaapT PAL saBnsetca I'IpeOGJ'IaD,al'OLLU/IM TENeBN3NMOHHbIM CTaHAapTOM B CTpaHax EBpOI'IbI.

TeneBun3anoHHbIM ctaHgapT PAL goctaensieT 625 cTpok B kagpe Ha 25 k/cek.

PoE (Power-over-Ethernet / lNutaHue 4yepe3s Ethernet) — TexHonorusi, nossonsioLas
nepefasaTb YAanéHHOMY YCTPOWCTBY BMeCTE€ C [aHHbIMU OfEeKTPUYECKYHO 3Hepruio 4vepes

CTaHOapTHYO BUTYIO napy B ceTn Ethernet.

Port / TMopT — wnoeHTUPUUUPYEMBIA HOMEPOM CUCTEMHbBIA pPECYPC, BbIOENSEMbI
NPUMOXEHMUIO, BbINOSIHAEMOMY Ha HEKOTOPOM CEeTEBOM XOCTe, AN CBA3U C NPUIIOXKEHUSIMMU,
BbINOSIHAEMbIMW Ha APYrMX CeTEBbIX XOCTax (B TOM YMcCne C APYrMMU NPUMOXKEHUSMU Ha 3TOM Xe
xocTe). B 06bI4HON KNWEHT-CepBEPHON MOAENWN NPUNOXKEHNE NTMBO OXXMAAET BXOAALWMNX AAHHBIX NN
3anpoca Ha coeamHeHue («cnywaet nopT»), NMB0o nocbinaeT AaHHbIe UK 3anpoc Ha CoeauHEeHne

Ha M3BECTHbIN NOPT, OTKPbITbIA NPUITOXKEHNEM-CEPBEPOM.

PPP (MpoTokon gBYXTO4Y€4YHOro coeAnHeHUs1) — NPOTOKOJ, MO3BOMSOLWMIA NCNONb30BaTb
UHTepdenc nocrnegoBaTenbHOM Nepedayvv Ans CBA3W Mexay ABYMSI CETEBbIMU YCTPOMCTBAMMW.

Hanpumep, nogkntodeHue MK Kk cepsepy nocpeacTBoM TeNedOHHON NUHUN.

PPPoE (Point-to-Point Protocol / lpoTokon coeauHEHUA «TO4YKa - TOYKa») — NPOTOKON
ONs NogkroYeHna nonb3oBaTenien cetu ctaHgapta Ethernet k IHTepHeTy yepes wnpokononocHoe
coeauHeHne, Takoe Kak nuHma DSL, ©ecnpoBogHOEe YCTPOMCTBO unu KabenbHbin mogem. C
nomouwbto PPPOE 1 LUMPOKONONOCHOrO ModemMa nonb3oBaTenun foKanbHON CeTU MOryT nonydaTtb
OOCTyn C unHAMBMAOYanbHOW MNPOBEPKOM MNOAMMHHOCTU K BbICOKOCKOPOCTHLIM CETAM [OaHHbIX.
O6beaunnaa Ethernet n npotokon PPP (Point-to-Point Protocol), npotokon PPPoE obecneunBaeT
adhpeKkTMBHbIN cnocob co3gaHns OTAeNbHbIX COeANHEHUN C yAaneHHbIM CEPBEPOM AN KaXOoro

nonb3oBaTend.

Progressive scan / MporpeccuBHoe CKaHMpPOBaAHMUE — 3TO TEXHOSOIMMA NpeacTaBrneHus
KagpoB B BMOEOHAOMOOEHUKN, NPU KOTOPOW KaxKabl Kadp BOCNPOW3BOAUTCS MO OAHOW NUHUKN B
nopsifke Nx pasMeLLeHNs KaxXayto WecTHaguaTyo JONK0 CeKyHAabl. TO eCTb CHavana nokasblBaeTcs
nuHua 1, 3atem 2, 3ateM 3 U Tak ganee. Takum o6pasom, nsobpaxeHne He 6beTcs Ha OTAENbHbIE
nonykagpbl. B aTom crniyyae nonHoCTbIO ncdesaeT ahekT MepuaHns, N03TOMY Ka4eCTBO OTCHATOrO

BMOeo nony4vyaeTca ©onee BLICOKMM.

RJ45 — yHMOUUMPOBAHHLIA pasbeM, WUCMOMNb3YEMbIN B TENEeKOMMYHMKauuax, umeet 8

KoHTakTOB. McnonbayeTca ansa co3ganus JIBC ¢ ucnonb3oBaHnemM 4-napHbix kabenewn BUTON napbl.

Router / MapwpyTunsaTop — 370 YCTPOMCTBO, KOTOPOE onpedenseT ToUKy bnmkanwen cetu,
B KOTOPYH NakeT OaHHbIX AOSMKEH OblTb HAaNPaBMeH Kak B CBOM OKOHYaTENbHbIV NMYyHKT Ha3Ha4YeHus!.

MapLupyTr3saTop co3gaeT u/vnu NogaepKMBaeT crneumanbHyo Tabnuuy mMapLupyTusaumm, kotopas
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coxpaHdaeT VIHd)OpMaLI,VI}O, KaK TOJ1IbKO OHa AocturaeT onpeaerieHHbIX NyHKTOB Ha3Ha4YeHuA. MHorga

MapLpyTU3aTop BKIHOYEH B Ka4eCTBe 4YaCTh ceTeBOro KoMmyTtartopa.

RTP (Real-Time Transport Protocol / TpaHCNOPTHbLIA NPOTOKOSN B peXUMe peanbHOro
BpeMeHUu) — 3TO npoTokon IP ong nepefayn gaHHbIX (Hanpumep, ayavo Unu BUAEO) B pexume
peanbHoro BpemeHu. MNMpotokon RTP nepeHocuT B CBOEM 3arofioBke gaHHble, HeEObXoanmble O5is
BOCCTAHOBIIEHMSI TOflocCa UNU BUOEOM300pakeHns B NPUEMHOM y3fe, a Takke OaHHble O Tune
koguposanusa nHdopmauumn (JPEG, MPEG u 1. n.). B 3aronoBke gaHHOro npoTokona, B 4aCTHOCTH,
nepegarTcsl BpEMEHHas MeTKa M HOMeP nakeTa. OT! napameTpbl NO3BONSIOT NPU MUHUMAbHbIX
3agepxkax onpedenutb MNOpPsSiAOK U MOMEHT OEKOAMPOBaHMSI KaXgoro mnaketa, a Takke
WMHTEpNonupoBaTb NMOTEPSIHHbIE MakeTbl. B KayecTBe HmKenexalwlero NpoTokona TPaHCMOPTHOro

YPOBHS, KaK npaBunio, ucrnonbayetca npotokon UDP.

RTSP (Real Time Streaming Protocol / lNpoTokon nepepayn NOTOKOB B peXxume
peanbHOro BpeMeHMu) — 3TO NPOTOKON YNpaBeHUsl, KOTOPbIA CIY>XUT OCHOBOW AN COrnacoBaHus
TPaAHCNOPTHLIX NPOTOKOSOB, Takux kak RTP, MHOroagpecHon nnn ogHoagpecHom nepegayn u ans
cornacoBaHuns ucnonb3yembix kogekoB. RTSP MoXHO paccmaTpuBaTh Kak nynbT AUCTAHLUMOHHOMO
ynpaBneHnss NoTokaMu OaHHbIX, NpeaocTaBnseMbiMyM cepBepoMm Mynbtumeana. Cepsepbl RTSP
00bl4HO wucnonb3ytoT RTP B KayecTBe CTaHOaApTHOrO npoTokona Ans nepefadm ayamo- U

BUOEOOaHHbIX.

SD (Secure Digital Memory Card/ kapta namatu tmna SD) — dhopmaT kapTbl pnaLl-
namaTu, paspaboTaHHbIA AN UCMOMb30BaHUA B OCHOBHOM B MOpPTATMBHLIX YyCTponctsBax. Ha
CErodHAWHMIA OeHb LUMPOKO MCMOMb3yeTcsas B UMAPOBbIX YCTPOWCTBaX, Hanpumep: B
oToannapatax, MobOunbHbIX TenedoHax, KIK, kommyHukaTopax wn cmapTdoHax, GPS-

HaBuratTopax, Bugeokamepax n B HEKOTOPbIX UTPOBbIX MPUCTaBKax.

Shutter / OnNeKTPOHHbIN 3aTBOP — 3TO 9MNEMEHT MaTpuubl, KOTOPbLIA MO3BOMSET
perynupoBaTb BpeMsi HaKOMMEHMS SNEKTPUYECKOro 3apsiaa. dTa AeTanb OTBeYaeT 3a A4NUTENbHOCTb

BbIAEPXKKN U KONMYECTBO CBETa, NOoNaBLUEro Ha MaTpuuy nepes (oopMuUpoBaHneM N306paKeHus.

SMTP (Simple Mail Transfer Protocol / MpocTon npoTokon nepegayn MNOYTbl) —
npoTtokon SMTP ucnonb3yeTtcs AN OTCbINKA U NONYYEHUS 3MEeKTPOHHOMN NoYTbl. OQHAKO NOCKOMbKY
OH SIBMSETCHA «MPOCTbIM» MO CBOEW CTPYKType, TO OH OrpaHvyeH B CBOEW BO3MOXHOCTU MO
BMECTMMOCTW COOBLLEHMN Ha nomnyyarLwemM KOHUE, U OH 0BbIMHO UCNOMb3yeTcs ¢ OOQHUM M3 ABYX
apyrux npotokonos, POP3 wmnn npoTOKONOM WMHTEPAKTUBHOINO AOCTYyNa K 3fIEeKTPOHHOW noyTe
(npoTokon IMAP). 3TK NpoTOKOsbI NO3BOMSAOT NOSMb30BaTENO COXPaHATL COOBLLEHNS B MOYTOBOM

ALLVKe cepBepa 1 Nepuoanyeckin sarpyxarb UX U3 cepeepa.

SSL/TSL (Secure Socket Layer / Transport Layer Security / [poTokon 3awueHHbIX

cokeToB / MpoToKON TPaAHCMOPTHOrO YPOBHA) — 3T ABa NpoTokona (npoTtokon SSL saBnsetca
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NPUEMHUKOM  NMPOTOKOJ1a TSL) ABIAKOTCA KpI/II'ITOFpa(*)I/I‘-IeCKVIMVI NpoOTOKOMMaMK, KOTOpbie

obecneunBatoT 6e3onacHyto cBa3b B ceTu. B 6onblumHcTBE cny4vaeB npotokon SSL ncnonb3yetcs
yepe3 npotokon HTTP, 4toGbl chopmumpoBaTh NPOTOKON 3alMLEHHON Nepedadvn runeprekcra
(npotokon HTTPS) B kayecTBe MCMNOMNb30BaHHOIO, Hanpumep, B NHTepHeTe 4Nda ocyLLeCcTBNeHns
(OMHAHCOBLIX TpaH3aKkuuin B 3nekTpoHHoM Buge. [lpoTokon SSL wmcnonb3yeT cepTudukaTtbl

OTKPbLITOro KpUNTOrpadnyeckoro Krtoya, YTobbl NOATBEPXKAATh UAEHTUYHOCTL CEepBepa.

Subnet mask / Macka noagceTu — bMTOBas Macka, onpegensitowas, kakas YacTb |IP-agpeca
y3na ceTu OTHOCUTCS K agpecy CeTH, a Kakas — K agpecy camoro yana B aToln ceTu. Hanpumep, y3en

c IP-agpecom 192.168.0.99 1 mackon nogcetn 255.255.255.0 Haxoautes B cetn 192.168.0.0.

Switch / KommyTatop — KOMMyTaToOpoM SIBMISIETCSI CETEBOE YCTPOMCTBO, KOTOpOe
coefVHsAeT CErMeHTbl CETU BMECTE N KOTOpoe BblbMpaeT MapLipyT AN Nepecblsikn yCTPONCTBOM
OaHHbIX K ero onvxkanwemy nonydvartento. O6bIYHO KOMMYyTaTop ABMsieTca 6onee NpocTbimM u 6onee
ObICTPbIM MEXAHN3MOM, YEM CETEBOWN MapLUpyTM3aTop. HeKoTopble KOMMYTaTOPbl UMEIOT OYHKLNIO

mapLupyTusaTopa.

TCP (Transmission Control Protocol / poTokon ynpaBneHus nepepayen) — ogmH 13
OCHOBHbIX CeTeBbIX MPOTOKONOB WMHTepHeTa, npegHasHadeHHbld NS ynpaBneHus nepepaden
OaHHbIX B ceTax n noaceTax TCP/IP. TCP - a1o TpaHCNOPTHbIN MEXaHU3M, NPeSoCTaBNALLINA NOTOK
OaHHbIX C npeaBapuTeNnbHON YCTAHOBKOW COeAMHEHMs, 3a CYET 9TOro Aatolnii YBEPEHHOCTb B
OOCTOBEPHOCTM NOSTy4aeMbIX AaHHbIX, OCYLLECTBASET NOBTOPHLIN 3anpoC AaHHbIX B Criyyae notepu

AaHHbIX 1 yCTpaHsaeT oybnuposaHue npun nonyyYyeHur AByX KONUM ogHoro naketa (cm. Takke T/TCP).

TTL (Time-to-live) — npegenbHbIn Nepuog, BpEMEHN U YUCIO UTEpaLnii UM Nepexonos,
3a KOTopbIN HabOp AaHHbIX (MakeT) MOXET CyLLeCTBOBaTb 40 CBOEro NCYE3HOBEHMS. 3HadyeHune TTL
MOXET pacCcMaTpuBaTbCA Kak BEPXHAS rpaHuLa BpeMeHM cyLLecTBoBaHus IP-gentarpammel B ceTu.
Mone TTL ycrtaHaBnuBaeTca oTnpaBuTenemM JentarpaMmmbl U YMEHbLUIAETCA KaXObIM Y3MNoMm
(Hanpumep, MapLIpyTM3aTOPOM) Ha NyTU €ro crefoBaHusi, B COOTBETCTBUM CO BPEMEHEM
npebbiBaHWs B OaHHOM YCTPOWCTBE WM COrnacHo npoTtokony obpaboTtkn. Ecnm none TTL
CT@HOBUTCS pPaBHbIM HYr0 4O TOro, Kak gerMTtarpamma npubyaeTt B NyHKT HasHaveHusl, TO Takas
aentarpamma oTbpacbiBaetca 1 otnpasutento oTtcbinaetca ICMP-naket ¢ kogom 11 —

«I'IpeBblmeHme BpeMeHHOro nHTepBana».

UDP (User Datagram Protocol / lpoTokon aenTtarpamm nonb3oBaTens) — 370 NPOTOKO
obMeHa JaHHBbIMW C OFPaHNYEeHNSIMU Ha NepechiNiaeMble AaHHbIE MO CETU, UCMONb3YOLLEN NPOTOKON
IP. MpoTtokon UDP saensetca anbtepHatnBon npotokony TCP. MNMpeumywectso npotokona UDP
COCTOUT B TOM, YTO ANA HEro Heobsa3aTenbHa AOCTaBKa BCEX AaHHbIX U HEKOTOPbIE NakeTbl MOryT
OblTb MponyLlieHbl, ecnn ceTb neperpyxkeHa. 310 o0cobeHHO yaobGHO npu nepegadve
BMAEeOMaTEPUArnoB B PEXMME pearnbHOro BPEMEHW, MOCKOMbKY HEe MMEeeT CMbiCria MOBTOPHO

nepedaBaTh yCTapeBLUYO MHOPMaLIMIO, KOTOpas BCe paBHO He ByaeT oToGpakeHa.
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UPnP (Universal Plug-and-Play) — TexHonorus, nos3sonswowas nepcoHanbHbIM

KOMMNbIOTEPAM U MHTENNEKTyanbHbIM CETEBLIM CUCTEMAM (HanpuMMep, OXpaHHOMY obopyaoBaHMIO,
pasBrekaTtenibHbIM  YCTPOMCTBAM WM UHTEPHET-LUNI03aM) COeauHATbCA  Mexay  cobon
aBTOMaTMyeckn M pabotaTb COBMECTHO 4epe3 eauHyto ceTb. [natdopma UPNnP ctpoutcs Ha
OCHOBE TaKMX MHTEpHET-cTaHaapToB, kak TCP/IP, HTTP n XML. TexHonorns UPnP noggepxuBaet
ceTeBble MHPPACTPYKTYPLI NPAKTUYECKM NH0OOro TMna - Kak NPoBoAHble, Tak 1 6ecnpoBoHble. B nx
4YMCNO, B YaCTHOCTU, BXogaT kabenbHbin Ethernet, 6ecnpoBogHble cetn Wi-Fi, cetn Ha ocHoBe
TenedOoHHbIX JWHUK, NUHUIK anekTponuTaHna wu np. [lopgaepxka UPnNP  peanu3oBaHa B

onepaumoHHbIx cuctemax Windows.

URL (Uniform Resource Locator / EaguHbIM yKasaTenb pecypcoB) — 3T0

CTaHgapTM3MpOBaHHBINA cnocob 3anucu agpeca pecypca B ceTu MHTepHeT.

WAP (Wireless Application Protocol / BecnpoBogHon NnpoToKon nepegayvm gaHHbIX) —
NPOTOKOM, CO34aHHbIN creumanbHo anss GSM-ceTell, roe HY)XHO yCTaHaBnvMBaTb CBS3b
NopTaTUBHbLIX YCTPOWUCTB C ceTbto UHTepHeT. C nomowpbto WAP nonb3oBatenb MOOMMIbLHOrO

YCTPOWCTBa MOXET 3arpyaTtb U3 ceTu IHTepHeT ntobble UMdpPoBbIE AAHHbIE.

Web-server /| Beb-cepBep — 310 cepBep, npuHumarowmn HTTP-3anpockl OT KIUEHTOB,
06bl4HO Beb-6paysepos, 1 Bbligatowmn um HTTP-otBeThl, 06blMHO BMecTe ¢ HTML-cTpaHuuen,

n3obpaxxeHnem, pannom, Meamna-noToKoM UnNu ApyruMu AaHHbIMMU.

Wi-Fi (Wireless Fidelity, nocnoBHO — «becnpoBogHasi TOYHOCTb») — TOpProBasd Mapka
npombiwneHHon rpynnel «Wi-Fi Alliance» ana 6ecnpoBofHbix ceTen Ha 6ase ctaHgapta |IEEE
802.11. Jlwoboe obopynoBaHue, cooTBeTcTBylowee cTaHgapty |IEEE 802.11, moxeT ObiTb
npotectupoBaHo B Wi-Fi Alliance gna nonyyeHus COOTBETCTBYKOLLEro ceptudumkata v npasa

HaHeceHusa norotuna Wi-Fi.

W-LAN / BecnpoBogHasa LAN — 3710 6ecnpoBogHas nokanbHas ceTb, UCMOMb3yowas B
Ka4yeCcTBe HOCUTENS pPaauOoBOIIHbLI: 6ecnpoBOAHOE MOAKMHOYEHME K CETU KOHEYHOIO NONb30BaTENS.

[ns OCHOBHOW CeTEeBOWN CTPYKTYpPbl 0B6bIMHO UCNOMNb3yeTcs KabernbHoe coeanHeHne.

WPS (Wi-Fi Protected Setup) — ctaHgapT, npeAHa3HayYeHHbIN AN NnoryaBToOMaTU4eCcKoro

co3ganusa 6ecnpoBOHON AOMALLHEN CETMU. npOTOKOJ'I Nnpnu3BaH OKa3aTb NOMOLLb MNosfib3oBaTeNdaM,

KoTopble He 06nafgalT LWMPOKMMM 3HaHMSIMM O GesonacHocTM B GecrnpoBOAHbLIX CETSAX, U Kak
crneacTBue, UMEKT CIOXKHOCTM Mpu ocyllecTeneHnn HacTpoek. WPS aBTomatuyecku obosHavaeT
UMs CeTU U 3agaeT WudpoBaHme, Ans 3alMTbl OT HECAHKLMOHMPOBAHHOIO AOCTyna B CeTb, Npw

3TOM HeT HeobXo4MMOCTHM BPYUHYIO 3afaBaTb BCe NapaMeTpbl.

Anroputm cxatus BuMAaeo — 3TO MEeTOAMKa YMeHblLleHus pasMepa dpavna umdposon
BMAeO3annucu nocpeacTtBOM  yaaneHus rpaduyecknx 3reMeHTOB, He  BOCMPUHUMaeMbIX

4yenoBe4yeCKmM rna3om.
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Bapmpoxaanblﬁ O0BLEeKTUB — OOBLEKTUB, NO3BONAOLWNA UCMONb30BaTb pasnn4yHble

d)OKyCHbIe pacctoAHnAa B NPOTUBOMOJSIOXKHOCTb 06'beKTVIBy C (*)I/IKCI/IpOBaHHbIM (*)OKyCHbIM

paccTtoAHUnEM, KOTOprVI ncnonb3yeT JNnb O4HO PacCTOoAHUE.

Butas napa — Buag kabens cBsi3W, npeacTaBnsieT coboM OAHY WNM HECKONbKo nap
N30NNPOBAHHbIX MPOBOAHUKOB, CKPYYEHHbIX MeXZAy COOOW, MOKPbLIThIX MAACTUKOBOW OGOMOYKOMN.
CBvBaHME NPOBOAHUKOB MPOWM3BOAMUTCS C LIEMbl MOBBILEHMS CTEMEHW CBA3M Mexay cobow
NPOBOAHMKOB OAHOW Napbl (3NeKTpoMarHuTHasi NoMexa OAMHAKOBO BnusieT Ha oba nposoaa napbl)
M NOCNEeayLero yMeHbLUEHUS1 3NEKTPOMArHUTHbIX MOMEX OT BHELUHMX WCTOYHUKOB, a Takke

B3aVMHbIX HABOAOK Npu nepeaade audgepeHumnanbHbIX CUrHanoB.

Bblgepxka — UHTEepBan BpeMeHW, B TeYeHMe KOTOPOro CBET BO3EWCTBYEeT Ha y4acTok
CBETOYYBCTBUTENBHOMO MaTepuarna WnuM CBEeTOYYBCTBUTENbHOW MaTpuubl Afsi COOOLUEHUs emy

onpenenéHHon aKcnosmunn.

[eTeKkTop ABMXEHUSA — 3TO annapaTHbIN NMMBO NPOrpaMmMHbIN MOOYSb, OCHOBHOW 3adadven

KOTOPOro ABndeTcs 06Hapy>|<eHV|e nepemMeLlarlnxca B none 3peHnd Kamepbl 00BbEKTOB.

HeTekTop caboTtaxa — 3TO MporpamMmMmHbIA MOAYSb, KOTOPbLIA MO3BONSET OOHapyxmBaTb
TakMe cuTyauuun, Kak: pacOoKyCUpoBKa, NEPEKPbITUE UM 3acBe4YMBaHME M300paXKeHusi, OTBOPOT
Kamepbl, 4YacTudHasa noteps curHana. [puvHuMn OencTBuA OCHOBaH Ha aHanmM3e B pexumve
peanbHOro BPEMEHM M3MEHEHUs1 KOHTpacTa nokanbHbiX obnacten KagpoB W3 BWOEOMOTOKA,
nony4aemoro ¢ tenekamepbl-getekropa. [letektop caboTtaxa aBTomaTU4eckn BblibupaeT obnactu
KagpoB, N0 KOTOPbIM HEOOXOAUMO OLEeHMBaTb U3MEHEHWEe KOHTPACTHOCTUM BO BPEMEHW U, ecnu
N3MEHEHME KOHTPACTHOCTU B 3TUX 0BNnacTsax MnpeBblllaeT HEKOTOPbIA OTHOCUTEMbHbLIA MOPOr,

NPUHNMaET peLleHne O noTepe «norfie3Horo» snaeocurHana.

Onadparma (ot rpey. diaphragma — neperopogka) — 3TO OTBepcTMe B 0ObekTuBe
Kamepbl, KOTOpOE perynmpyeT KONMYeCTBO CBETA, MONaAatoLLero Ha matpuuy. MameHeHne pasmepa
anadparMbl NO3BONSAET KOHTPONMMPOBATb LENbI psi4 nokasaTternen, BaXHblX ANs NOnyyYeHus

KayeCTBEHHOro n3obpaxeHus.

[JomeHHOe uMA — 3TO onpepgeneHHas GykBeHHas nocrnenoBaTerlbHOCTb, 0603HavatoLasn
UMs cariTa Unu Ucnosb3yemasi B MMeHax 3N1eKTPOHHbIX MOYTOBbIX SLMKOB. [loMEHHbIe MMeHa AatoT
BO3MOXHOCTb agpecauuy MHTEPHET-Y3OB U PacrofoXeHHbIX Ha HUX CeTeBblXx pecypcoB (Beb-

CanToB, CEPBEPOB ANEKTPOHHOW MOYThLI, APYrnX criyx6) B yaobHoM Ansa yenoseka gopme.

MK-noacseTka (MK-npoxekTtop) — ycTpouncTBo, obecneumBatollee NoacBeTKy obbekTa

HabnoaeHUs ¢ M3nyyeHnem B MHppakpacHOM AnanasoHe.

Kamepa «aeHb/HOYb» — 3TO Bugeokamepa, npegHasHayeHHasa ons padoThbl KpyrinoCcyTOYHO

B pasHbIX YCIOBUSX OCBELLEHHOCTU. B ycnoBusix sipkoit ocBeLLeHHOCTU n3obpaxeHue LseTHoe. B
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TEMHOE BpeMsdA CYTOK, Korga FIpKI/lf/'I CBeT nponagaet, M Ha4YMHaAKTCA CYMEpPKWU, |/|306pa>KeHV|e

CTaHOBUTCA l-IepHO-6eJ'IOG, B pe3ynbTaTte 4ero noBbilaeTCA YyBCTBUTEJIbHOCTb.

Kopek — B cnctemax cBsi3au kogek — 3710 0bbl4HO kogep/aekoaep. Kogekn ncnonbsyotes B
WHTErpMpoOBaHHbIX LENAX WM MUKpocxemax Anst npeobpa3oBaHusi aHanoroBblX BUOEO- U
ayguocurHanoB B umdposon dopmaT ansg nocnegyrowen nepegadn. Kogek takke npeobpasyet
npuHMMaemMble UNGPOBbIE CUrHanbl B aHanoroebli opmat. B kogeke opHa MUKpocxema
ncnonb3yeTtcs Ans npeobpasoBaHNs aHanNoroBoro curHana B UMgpoBomr 1 LMdpoBOro curHana — B
aHanoroBbln. TepMuH «Kogek» Takke MOXeT OTHOCUTBCS K KOMMNpeccun/gekomMmnpeccun, U B 3Tom
crny4ae OH 06bl4HO O3HaYaEeT anropmuTM NN KOMMBIOTEPHYIO NPOrpaMmy Anst YMeHblueHns obbema

dannos n nporpamm.

HOpMaanO 3aMKHYTblIe KOHTAKTbl — TakKad KOHCTPYKUUA AaT4yMKa, KOTOpasda B NaCCUMBHOM

COCTOAHUN NMeeT 3aMKHYTble KOHTaKTbl, @ B aKTUBHOM — PAa30MKHYTbI€E.

HopmanbHO pa3oMKHyTble KOHTaKTbl — Takasi KOHCTPYKUMSI fgaTtdvka, KoTopasi B

NacCMBHOM COCTOAHUN MMEET PA3OMKHYTbI€ KOHTAKTbl, @ B aKTUBHOM — 3aMKHYTbI€E.

OOBLEeKTUB — 3TO 4acTb OMNTMYECKON CUCTEMDI BI/ID,eOHa6J'II'OD,eHI/IFI, npeagHasHavYeHHaa and

CbOKyCVIpOBKI/I NOTOKa CcBeTa Ha MaTpuLe Bnageokamepsbl.

OTHoweHne curHan/luym — YUCIEHHO OMnpeaenseT COoAep)XaHue NapasuTHbIX LUYMOB B
curHane. Msmepsaetca B geumbenax (ob). Yem Gonblue 3HaYeHME OTHOLLIEHUS CUrHan/Lym gns

BuaeocurHana, TeM MeHbLUE MOMEX N UCKaXKXEHUI nMeeT M306pa>|<eHv|e.

Mukcenb — 3TO 0HA M3 MHOXECTBA TOYEK, COCTaABNAKLLMX LI,I/I(*)pOBoe M306pa>KeHv1e. LlBeT

N MHTEHCUBHOCTb KaXXOO0ro NMKcerd CoCTtaBndeT KpOLUEeYHY0 obnacTtb I/I306pa)KeHI/IFI.

Mpokcu-cepsep (Proxy - npeacraButenb, YNONMHOMOYEHHbIM) — cnyxba B
KOMMbIOTEPHbIX CEeTAX, MO3BOMAKLWAA KIWEHTaM BbIMOMHATL KOCBEHHbIE 3anpocbl K Apyrum
ceTeBbIM crnyxbam. CHavana KNMeHT NOAKMYaeTCa K NPOKCU-CEPBEPY M 3anpalumBaeT kakon-nnbo
pecypc, pacrnofioXeHHbI Ha Apyrom cepsepe. 3aTeM MNpoOKcu-cepBep NMOO noaknvaeTcs K
yKasaHHOMY CepBepy 1 nony4yaeT pecypc y Hero, nnbo Bo3BpaLlaeT pecypc u3 coObCTBEHHOMO KaLla.
lMpokcu-cepBep MO3BONSIET 3allMiaTh KIAMEHTCKUIA KOMMbIOTEP OT HEKOTOPLIX CEeTEBLIX aTak M

nomMoraeT coxXpaHATb aHOHUMHOCTb KIMMeHTa.

MpoTtokon — cTaHgapT, onpegensalwmin noeefeHne QyHKUMOHanbHbIX 6510koB  npu
nepegade gaHHbix. Popmanm3oBaHHbIe Npasuna, onpegenstoLmne nocneqoBaTenbHOCTb U hopmat
coobLLEeHN, KOTOPbIMM OOMEHNBAIOTCA CETEBbIE KOMMOHEHTLI, feXalliMe Ha OAHOM YPOBHE, HO B

pa3HbIX y3nax.

PaspewleHne n3obpaxeHUsa — 3TO KONMYECTBO MUKCENen (ToYek) Ha eanHuuLy nrowagm
n3obpaxeHus. Namepsetcs B Meranukcensax unvm otobpaxaeTtcsi B Buae ABYX BENUYUH — BbICOTbI U

LUMPUWHBI N306paxeHus. BelicoTa 1 WpuHa Takke B JAHHOM Cryvae U3MepsitoTCsi B NMUKCENSIX.
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PyyHasa guacpparma — npoTUBOMNONOXKHOCTL aBTOMaTUYeCKon anadparmel, T.€. HACTPoOnKa

D,I/Iad)paFMbl KamMmepbl OO0J1’)KHA BbIMOJTHATbCA BPYYHYHO [O51A pPeryrnmpoBKM KornmnyectBa CBETa,

AocTurarowero 4yBCTBUTESIbHOIO 3rieMeHTa.

CBeTocuna o6bLEKTUBa — 3TO XapakTepucTuka, nokasbiBatoLLasi, kakoe KOnM4yecTBo ceeTa
cnocobeH nponyckaTb [OaHHbIi 0ObEKTMB. Yem Gonblue MakcUMarnbHbIA AMaMETP OTKPbITOW
Avadparmbl (MNK1, COOTBETCTBEHHO, YeM MeHbLLe F-uncno), Tem GorbLuee KONMYeCcTBO CBETA MOXET

nonacTb CKBO3b OOBHEKTUB Ha CbOKaJ'IbHyI'O NIOCKOCTb, U TEM BhilLUe CBETOCKa 0ObeKkTuBa.

Cumnnekc - npu CUMMMNEKCHOM CBSA3N cCeTeBOM Kabenb WM KaHamn CBSA3NM MOXeT

ncnosmnb3oBaTbCA ANA nepeagayvn VIH(*JOpMaLI,VII/I TOJIbKO B OHOM HanpaBJ1€HUN.

YnuyHaa Bupgeokamepa — 3TO Kamepa BMAeoHabnoaeHus, KOTOpad obnagaeTt Bcemu

HeO6XOD,I/IMbIMVI XapakTepunctnkamm 3allnTbl OT BITUAHUA BHELUHeNn cpeabl And pa6OTbI Ha ynuue.

LiBeTHas Bupeokamepa — 9TO Kamepa, KOTopas pAdaeT uBeTHoe usobpaxeHue. [lo
onpegeneHnto MaTpuubl Bugeokamep 4vepHo-6enble, a ANg NOMyYeHUsa UBETHOro n3obpaxeHus
BO3Me KaXKAOW A4Yerkn mMaTpuubl opMUpYoTCSa LBETHble hunbTpbl. MNepBbin UAbTP NPUBHOCUT
KpaCHY0 COCTaBIOLLYIO LiBETA, BTOPOWN 3€MEHYH0, a TPETUI CUHIOK. Taknm oOpa3om, Tpu SHEnku
CTaHOBATCS 0fHOM To4kon B LiBeToBOM dhopmaTte RGB. CnegoBaTernbHO, BMECTO TPEX NUKCeNen Ha

pe3ynbTunpyrowem M306pa>|<eH|/|v| Mbl nony4aemM TOJIbKO OAUH.

AnektpomexaHnyeckmn WUK-bunbTp — npeacraBnser cobon yCTPOMCTBO, KOTOpOEe
CNOCOBHO B OAHOM peXnMe NoaaBnsaTb MHPaKpaACHbIN AMana3oH Npy noMoLum nHdpakpacHoro VK-
dunbtpa, a B Agpyrom pexumme UVK-counbTp ybupaetca aneKkTpoMexaHudecku, Takum obpasom,

aenasa AOCTYNHbIM BE€Cb CNEKTP CBETOU3NYyYEHUA.
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