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Be\vaRD I nasa 1. Mepwvl npedocmopooxcnocmu

MnaBa 1. Mepbl NpeaoCTOPOXKHOCTHU

MNepea ucnonb3oBaHMeM yCTPOMCTBA HEOGXOAMMO NOMHUTbL HUXKecneayoLlee.

[aHHbIN NpoAyKT yaoBneTBopsieT Bcem TpeboBaHuam 6e3onacHoctn. OgHako, Kak u nobon
anekTponpubop, B cryyae HenpaBUSIbHOTO MCMONb30BaHMSA MOXET Bbi3BaTb NoXap, 4TO, B CBOI
oyepedb, MOXeT noBredb 3a cobon cepbesHble nocrefcTeus. Bo msbexaHne HecHaCTHbIX

cny4daeB ob6sa3aTenbHO n3yunte MHCTPYKUUIO.

BHUMAHMUE!
VMcnonb3ynTe npu akcnnyatauum TOSNbKO COBMECTMMble YCTponcTBa. Mcnonb3oBaHue YCTPOWCTB, He

O,El,06peHHbIX npounssogutenem, HegonycTumo.

Cob6nioganTe MHCTPYKLUIO NO 3kcnnyaTauymu!
N3berante AnNuTEnbHOrO MCMNOMb30BaHMA WKW XpPaHEHUS Kamepbl B HeBMnaronpusiTHbIX
YCINOBUSIX:

e [lpu cNMLWKOM BbICOKMX UIN HU3KNX TeMnepaTypax (paboyvas TemnepaTypa YyCTPOMUCTB OT
-40 po +60 °C).

e WM3beranTte nonagaHnsi NPAMbIX COMTHEYHbIX JyYen B TeYEHUEe ANUTENbHOro BpeMeHu, a
TaKkke HaxoXxaeHus Nobnn3ocTn oToNUTENbHLIX U 06orpeBaTenbHbIX NPUOOPOB.

o W3berante 6nusoctn ¢ ycrtponcteamu, obnagarowmmm 60NbLWMM NEKTPOMArHUTHBIM
adhdpekTom.

e HeponycTMma ycTaHOBKa Kamepbl B MeCTax C CUIbHOW BUBpaumen.

e Heponyctum MoHTax Kamepbl Npy Temnepartype Huxe -10 °C.

BHUMAHUE!

B cnyyae HencnpaBHOCTM Kamepbl CBSXKUTECH C cepBUCHBbIM LieHTpom OO0 «HIIM «besapay.

B cnyyae HekOppeKTHOM paboThbl KaMepbl:
e [lpn obHapyxeHun gbiMa nnu Heobbl4HOro 3anaxa.
e [lpn nonagaHuu Bogbl UK APYrMX MHOPOAHbLIX OO BLEKTOB BHYTPb.

e [lpy NageHnn kamepbl U NOBPEXAEHMUMN Kopnyca:

BbinonHuTe cneayouwme oeNCTBUA:
e  OTKNIOYMTE Kamepy OT UCTOYHMKA NUTAHMA U OTCOEANHUTE BCE OCTarbHble MPOBOAA.
o Casxutecb ¢ cepBuUcHbIM LeHTpoM OOO «HIIM «beBapay». KoHTakTHble AaHHble Bbl

MoXeTe HarTu Ha canTte http://www.beward.ru/.
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Be\vaRD I nasa 1. Mepwvl npedocmopooxcnocmu

TpaHcnopTupoBKa

Mpy TpaHCNOPTUPOBKE MOMOXUTE KaMepy B YNakoBKY MPOM3BOAUTENS MUNK NtoGon apyrow

maTtepuvan COOTBETCTBYIOLLEro KayecTBa M yaapornpoYHOCTH.

BeHTnauua
Bo usbexaHvne neperpesa, HM B KOEM clnydae He BNOKMPYNTE LMPKYNALMIO BO3ayxa BOKPYr

Kamepbl.

Yucrtka

Mcnonb3ynte MSArKyl0 Cyxyld TKaHb [Ans MNpOTUpPaHUs BHELLHMX MNoBepxHocTen. [ng
TPYAHOBbLIBOAMMbIX NATEH UCNONb3YNTE HEGONbLUOE KONMYECTBO YMCTSALLLErO CPEACTBA, NOCNE Yero
HaCcyxo BbITPUTE MNOBEPXHOCTb.

He ucnonb3ynte netyyme pacTBOpUTENM, TakMe Kak CnupTocodepxaliMe cpeactsa unu

GeH3MH, Tak kKak OHW MOTyT NMOBPEeAUTbL KOPMyC Kamepbl.
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Be\'vARD Inasa 2. Obwue ceedenus

MnaBa 2. O6wue cBegeHUs

KynonebHasa PTZ IP-kamepa ynuyHoro ncnosHeHus ¢ MK-nogceeTkon 1 NogaepKKom nuTaHna
no High POE npegHasHadeHa ansg opraHu3aumuM npodeccrnoHanbHOro BuaeoHabrniogeHust B
CYpPOBbIX KnMmaTudeckmx ycnosumdax. MowHasa ontuka peanuayeT 12-kpaTHOe onTu4eckoe
yBenunyeHne, BbICOKasi CKOPOCTb npoueccopa obecneymBaeT ObICTPLIN Nepexon Mexay CLeHamu.

IP-kamepa nogaepxmBaeT acheKkTnBHbIN hopmaT 0bpaboTku BuaeocurHana H.265.

Puc. 2.1
IP-kamepa nos3sonsieT npocmaTtpmBaTbh BMOEO B pearibHOM BpeMeHW 4epe3 CTaHAapTHbIN

NHTepHeT-Gpaysep.

Kamepa cnocobHa nepenaBaTb BMaeonoTok B doopmartax cxatnsa H.264, H.265 n MJPEG.
dopmaTt H.265 ngeanbHO NooxoauT B YCNOBMSIX OrpaHMYEHHON nonockl nponyckaHus. pu ero
NCMonb30BaHUN OOCTUraeTCs HauMeHbLMA TpaduK 1 xopolluee Ka4yecTBO naobpaxeHus. dopmart
MJPEG npegHasHayeH ns 3anucu 1 npocMoTpa BUaeons3obpaxeHunsa B Hanny4vllem kadecTBe, HO
TpebyeT GonbLUMX CEeTEBbIX PECYPCOB M MECTa Ha XXeCTKOM AMCKe (ANns 3anuchm).

Kamepa noagkntovaeTca K ceTu npy nomoLlm npoBoaHoro nHtepdenca 100Base-TX Ethernet

Moppepxka kapT namaty  Tuna  microSDXC, nos3sBongetr cgenatb  cUCTeEMy
BugeoHabnogeHna ewe 6onee HagexHow: BaxHasa uHOpmauus He nponageT npwu notepe
COeNHeHus, B NOSTHOM 06 beMe OHa MOXET BbITb COXpaHeHa Ha kapTe namaTu. B ganbHenwem, ee
MOXHO ByaeT BOCNpPOM3BECTUN KaK HEMOCPEACTBEHHO C KapThbl, TaK U YAANEHHO Nocne yCcTpaHeHus

TEXHUYECKUX HEMOoNaagokK CeTu.
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Tnasa 3. Buewnuii 6uo

MnaBa 3. BHewHun BUA

Pa3mephl IP-kamepbl

262.4

200

207.8

Pa3mepb| YKa3aHbl B MUNJITUMETPax.

12 B (DC). Ayamo BX/BbIX

CeteBou paswem (High PoE)

128.9

305.5

| TpeBOXHbIe BX/BbIX
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Be\,VARD I'nasa 3. Buewnuii 6uo

[ns goctyna K cnoTy KapTbl MAMSITU U KHOMKM cOpoca K 3aBOACKUM HacTpokam

HeobxoaMMmo:

1) CHATb NNACTMKOBYHO 3ALUUTHYHO KPbILLKY

1, 5
R

2) OTkpyTUTb 4 BUHTA KpenneHns Npo3payHoro Kyrnona kamepbl U CHATb ero

Paszwem ansa KapTbl NaMATH K
KHOMNKa c6poca K 3aBOACKHUM
yCTaHOBKaM

[nsa Bo3BpaTta K 3aBOACKMM HACTPOMKAM HaXXMUTE U yaepXKmBanTe KHOMKy cbpoca B TeueHune

5 cekyHa.
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Be\VARD Inasa 4. Yemanosxa u nooxknouenue 1P-kamepol

NnaBa 4. YctaHoBKa u noakntoyveHue |P-kamepbl

4.1. O6wue cBegeHMA O NoaKnYeHun |IP-kamepbl K ceTu
IP-kamepa MOXeT MOAKMYaTbCs K JIoKanbHOM cetu, Nubo cetn VIHTepHeT, npy nomoLum
npoBodHoro coeamHenus (Ethernet). MNMoagknoveHne MoXeT OCyLEeCTBAATLCA Kak Hanpsimyto K 1K,
Tak 1 Np1 NOMOLLM BCOMOraTenbHOro ceTeBoro obopygoBaHus (MapLupyTusaTopbl, KOMMYTaTOpbl).
B HacTosiee Bpemsa Haubonee nonynspHbIMW CMOCOOOM NOAKMIOYEHUA K ceTn WHTepHeT

SIBMISIETCH MNOAKMOYEHME Yepes BblaeneHHyto nuHuto Ethernet (Puc. 4.1).

== ( |
dy
| A 24

MapmpyTtunsarop

L

Puc. 4.1

OcHoOBHbIE Waru n pekomMmeHgaunm no yCtaHOBKE U HaCTpOVIKe KamMmepbl OonncaHbl aanee B

HacTosweM PykoBoacTse.
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Be\«VARD Inasa 4. Yemanosxa u nooxknouenue 1P-kamepol

4.2. PekomeHAaLMmM no yctTaHOBKe

B paHHOM pa3gene npueeneH KpaTKMVI CMNCOK peKOMeHﬂaLlMIZ, KOTOpbIe HeO6XOLI,I/IMO

Y4nUTbIBaATb NMPU MOHTaXe oGopynosava |P-BI/ID,eOHa6J'II'OLI,eHVIFI.

PekomMeHpauum no pasmeLLeHUIo KaMmepbl:

e |P-kamepa BEWARD npegHasHayeHa [nsi OCYyLWECTBMEeHUs BuaeoHabnwogeHus c
npegenbHon TemnepaTtypon akcnnyatauum ot -40 go +60 °C.

e W3beranTte nonagaHusa Ha Kamepy NpPsMbIX COMHEYHbIX NyYyen B TedeHue ONUTENbHOro
BPEMEHM, a TaKKe HaxoXOeHUs nobrm3ocTn oTonuTENbHbIX U oborpeBaTenbHbIX
npubopos..

e HenpaBunbHaa paccTaHoBKa Kamep BuaeoHabnwoaeHus npuvBenET K MOSABAEHUIO
HexenaTesbHbIX «CNnenbiX» 30H, KOoTopble OyoyT oOcTaBaTbCs BHE MONS 3pEHUS
oneparopa.

o |3berante ONM30CTM C YCTPOMCTBAMU-TEHEPATOPAMM MOLLHbBIX 3MNEKTPOMArHUTHbBIX
BOJTH.

e Yb6eouTecb B BO3MOXHOCTW pasMeELleHMss yCTpoucTBa C YydeToM noaeopa
coeavHUTENbHbIX Kabenewn.

o W3berante cnocoba KpenneHus Kamepbl, OONYCKaKOLLEero 3HauduTenbHyl Bubpauuto.
[aHHoe Bo3gencTBMe CHU3NT 3GPEEKTUBHOCTL AeTekTopa ABWXEHUS U YEeTKOCTb
n306pakeHnsi B LENOM.

e Kamepbl BuaeoHabnwogeHns Heo6xoaMmo pasmeLLaTb Tak, YUToObl UCKNIOYNTL CriyYanHoe
UnNu cneunansHoe NoBpexaeHne N nsMeHeHne HanpasneHus ob63opa kamepsbl.

e HanpaBneHne o63opa (30Ha BuAeoHabMAEHUSA) kamepbl OOMMKHO OblTb TBEPOO

onpeneneHo Ha MOMEHT YCTaHOBKMN.

BHUMAHUE!
MoHTax kamepbl nNpu TemnepaTtype Huxe -10°C — HegonycTum! B npoTuBHOM cnyyae, LLenocTHOCTb

n3onaumm kabens kamepbl MOXeT ObITb HapyLUeHa.
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Be\chRD Inasa 4. Yemanoexa u nooknouenue IP-kamepul

PekomeHaaumm no npoknaake kabens Tuna «BUTasi napa:

e B «kopumgopax xenaTtenbHO MNPOKMaAblBaTb MYYKM IMEKTPUYECKUX U CnaboTOYHbIX
kabenen no pasHbIM Kabenb-kaHanam, NPOXoasALMM Mo pasHbIM CTEHAM.

e [lonyckaeTca B OAHOM kabernb-kaHane npoknagpiBaTb BUTOMAPHbIE U 3feKTpuyeckme
kabenn B pasHbIX OTCEeKax WAW CeKUuMsX, MUMeLWmMX ChfowWwHble MpoaosSibHbIE
neperopoaku ¢ Npeaenom orHectTonkocTn He meHee 0,25 4 U3 HecropaeMoro matepuvana
TONbKO B pabounx 30Hax Ha paccTosiHUKM He Gonee 15-Tn MeTpoB, ecnn anekTpuyeckas
MOLLHOCTb OyaeT He Gonee 5 kBA.

e OnekTpuyeckue n cnaboTtoyHble kabenu gonyckaeTcsa npoknagpiBaTe napannensHo Ha
paccTosiHuM He MeHee 50 MM Apyr OT gpyra B pasHbix Kabenb-kaHanax unm cekumsax
kabenb-kaHanoB. Ecnu HanpskeHHOCTb 3nekTpuyeckoro nonsi, obpasytoulerocsi oT
anekTpudeckoro kabens, 6yget 6onee 3 B/M, ToO Heo6Xx0AMMO YBENMNYUTL pPacCTOAHME
MEeXOy OneKTPU4eCKUMM U criaboTouHbIMM  Kabensamm unm  CHU3UTb  YPOBEHb
3NEKTPOMarHUTHbIX NOMEX.

e BuTtonapHble M anekTpuyeckne kabenu OOMKHbI NepecekaTbCA TOMbKO MOZ4 MPsiMbIM
yrrom.

e HeakpaHMpoBaHHblEe BUTONAPHbIE KAabenu JOMKHbI NPOXOAUTb HA PACCTOAHUM HE MEHee
125 MM OT rasopaspsigHbiX namn QHEBHOrO cBeTa (MHOMWHECLEHTHbIX NlaMmn) u Apyrux
BbICOKOBOJSIbTHbIX YCTPOWCTB, COAEPXaLnX pa3psaHmKU.

e HeakpaHmpoBaHHblE BUTONApPHbIE Kabenu AoMmKHbI NPoKNaabiBaTbCHA Ha PpacCTOSHUM He
MeHee 1.5 MEeTpPOB OT MCTOYHWUKOB CUSbHbIX ANIEKTPOMArHUTHbIX NOMeX, 06pasyloLmnx
HaNPsPKEHHOCTb 3NEKTPUYECKOro Nonsi cebiwwe 3 B/m.

e PacnpegenurenbHble YCTPOMUCTBA C 3af€eNaHHbIMN HE3KPAHMPOBAHHbLIMU BUTONAPHbLIMMK
kabensiMmn OMmKHbI pacnonaraTbCa Ha PpacCToOAHMM HE MeHee 3-X METPOB OT UCTOYHMKOB
CUMbHbIX 3NIEKTPOMAarHUTHbIX Nomex, obpasytolmx HanpsSXKeHHOCTb JNEKTPUYECKOro
nons cebie 3 B/m.

e [lpoknagka BUTOW Napbl MeXay ToYKamun NOAKNIOYEHNSA 4OMKHA NPOM3BOANTLCA LienbiMy
Kyckamu, npu 9TOM HanpaBfieHne Tpacchl cneayeTt 3apaHee npogymatb Tak, YTobbl eé
NPOTSKEHHOCTb BblNa Kak MOXXHO MEHbLLE.

o MwuHnmanbHbIn paguyc mM3rmMba ans kabens — deTblpe AnameTtpa kabenda (nnm 1
arnM=2,5 cm), HO CyLLUEeCTBYIOT pekoMeHaauun pasmMeliatb kabenb Takmm obpasom,
4yTO6LI 06ecneunBaTb U3rnb paguycom 2 aronma (5 caHTUMETpOB).

¢ MakcumanbHas onMHa cermeHTa gorkHa 6biTb He 6onee 100 meTposB.

BHUMAHUE!
Mpoknagka kabens Tuna «BuTtasa napax» B NBX nsonauum npu temnepatype Hmxke -10°C — HegonycTumal

B npotuBHOM cnyyae, LenoCTHOCTb U3onaumnm kabens MOXeT ObiTb HapyLUeHa.
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Be\vaRD Inasa 4. Yemanoexa u nooknouenue IP-kamepul

4.3. MoHTax |IP kamepbl

Ons moHTaxa IP-kamepbl BLINONHUTE creaylowme 4encTBUS:

LWar 1: NMpoBepbTe cocTosiHME MOTONKa, Kyaa byaeT npousBOAMTLCA YCTaHOBKA Kamepbl.
YbeauTtecb, 4TO MECTO KpensieHnsi CnocobHO BbiaepXaTb BeC B BOCEMb pa3 Oonblivi 4Yem Bec
Kamepbl.

War 2: Vcnonb3ynte KPOHLUTEWH KPEnneHust Ha MOTOSMOK ANnsi pasMeTkM oTBepcTtun. Ha
noTonke NpPocBepnuTe 4 OTBEPCTUS ONNA KPEenneHnsa Kamepsbl 1, ecnn Heobxoammo, oTBepcTme Ans

BBOAa kabens. 3aTemM 3aKpenuTe KPOHLUTENH:

Oukcupyrowmn
BWHT

Bo wu3bexaHve nonomknm o6opyaooBaHMSA, WCMONb3YWTE TOMbKO  KOMMMEKTYoLWme,
pekomeHaoBaHHble BEWARD.

PykoBoacTBo no noaknoyeHuto IP-kamepbl SV2017-MR12



Be\«VARD Inasa 4. Yemanosxa u nooxknouenue 1P-kamepol

4.5. NMpoBoaHoe NoAKNYeHMe KaMepbl K ceTu

Mcnonb3ys coeguHuTenbHbli kabenb ¢ pasbemom RJ-45, nogkniouunte [P-kamepy K

nokansHom cetu (K LAN-uHTepency mapLipytusatopa).

BHUMAHUE!
Mpoknagka kabens Tuna «sutasa napa» B NBX nsonauum npu temnepatype Huxe -10°C — HegonycTumal

B NpPOTMBHOM Clly4ae, LeNmoCTHOCTb nsondauumm kabenst MoxeT ObITb HapyLleHa.

B cnyyae HeoGxoQMMOCTWN, COeaAUHUTENbHbIA Kabenb MOXHO NPUOGPECTU OTAENbHO UMW,
NPy HaNMYMM HeOBXOAMMbIX MaTeEpPUanoB U NMHCTPYMEHTOB U3rOTOBUTb CAMOCTOSATENBHO.

BapuaHT «npsimoro» kabens (UTP kateropum 5e) ¢ pazbemom RJ-45

C ogHOro KoHua C apyroro KoHua
1: beno-opaHxeBbii 1: beno-opaHxeBbii
1 8 2: OpaHxeBblit 1 8 2: OpaHxeBblii
it 3: beno-3enéHbin it 3: beno-3eneHbln
CHISY. 4: CuHuI RSy 4: CyiHui
5: beno-cuHui 5: beno-cuHun
CMEPEQM: % 6: 3enéHbin CMEPEQM: E%] 6: 3enéHbin
18 7: Beno-kopu4HeBLIN 18 7: Beno-kopuyHeBLIN
8: KopnyHeBsbi 8: KopnyHeBsblii

[na narotoBneHnsa «npsamoro» kabenst Heobxoaumel: kabenb UTP (BuTas napa kateropum
5e vnu BbiWwe), ABa pasbema RJ-45 n ycTponcTeo gns obxuma pasbLemMoB (KpuMmnep).

Mpn Takom nopsgke nogknoyeHua nap (ykasaHHom B Tabnuue) obecnedmBaroTca
rapaHTUpoBaHHbIE NPOU3BOAUTENEM BENWYUHA W pacnpefeneHne 3agepXek pacnpocTpaHeHus
CcurHana, a cnegoBaTenbHO, M 3asiBlIeHHas1 CKOPOCTb nepeaayn aaHHbIx 100 MouT/c.

B cnyyae ucnonb3oBaHua obopyaoBaHus C NOAOAEPKKOM TexHonorun POE AocTtaToqHo
NOAKMIYNTE Kamepy C MNOMOLbI kabensa Tuna «Butas napa». [lpu 3TomM uMcnonb3oBaTb

OOMNONHUTENBHbIA NCTOYHUK NMUTaHNA He HY>KHO.
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Be\VARD I nasa 5. Hacmpotika npo8oOHo20 coeduneHnus

MnaBa 5. HacTponka npoBOoAHOIro coeAnHeHus

Ona Toro 4tobbl IP-kamepa paboTana B Ballen nokanbHOM CeTM COBMECTHO C APYrum
obopynoBaHnem, HeobxooMMO BLINOMHUTL €€ MOAKIHYEHME B COOTBETCTBMM C  TEKYLUMMM

HacTporkamMu AaHHOW CeTu, A4S Yero, B CBOK ovepedb, HE06XoaMMO OnpeaenuTb 3T HACTPOWKM.

NMPUMEYAHUE!
OnucaHve yCcTaHOBKM M HACTPOMKWU coeamHeHus BbinonHeHo Ha npumepe Windows 7 MakcumanbHas.
HasBaHusi HEKOTOPbIX MYHKTOB MEHI0 1 (DYHKUMIA MOryT oTnudaTecsa oT Bawen sepcun Windows, ogHako

anropnTm npmnBeaeHHbIX OEencTBui siBNsieTc YHuUBEpPCanbHbIM.

5.1. OnpepeneHne napamMeTpoB NPOBOAHOMN NOKaNIbHOU CeTH

B cnyyae nogkntoyeHus no kabenio Ethernet Heobxoanmo onpegenuTb TekyLimMe HaCTPONKM
NPOBOOHON CETMU.

[nsa poctyna K TeKyLLMM HacTpoMKam NpoBOAHOM NOKanNbHOM CETU UCMOMNb3YNTE KOMMbIOTEP,

NOAKMIOYEHHBIN K 3Ton ceTn. Haxxmute Myck — MaHenb ynpaeneHus (Puc. 5.1).

Y7
Le Internet Explorer

a Skype BEWARD

|25 Microsoft Office Excel 2007 (=

Wzobpaxennn

-
y .'J BnokHoT

Mysbika
@ DVR Server

Wrpei
BRSController
Komnetotep
BEWARD IP Visor
TNanens ynpasnexns
BEWARD Player
) YcTpoiicTea W NpUHTEPEI
L "‘_, CrnyxBil
e Mporpammbl No ymonuaHnmo

CryzxBbl KOMNOHEHTOB
Cnpaska 1 NoAIEpHKs

Bece nporpammel

Halimu npoezparms: u gaiasi

Puc. 5.1
B oTkpbiBLIEMCA AManoroBom okHe BbibepuTe nyHKT [[IpocMoTp cocToAHMA ceTn u 3aaad]

B pa3gene [CeTb u UHTepHeT] (Puc. 5.2).
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=

- || [Mouck & narenu ynpasresus

HaCTpOﬁKa NnapamMeTpoE KOMNbHOTEPa MpocmoTp:  Kateropua

Cuctema n Be30NacHOCTb
MpoBepka COCTOAHMA KOMNLIOTERE
APXMBMPOBEHME A3HHBIX KOMNBHOTEDS
Mownck u ncnpaeneque npoGnem

Cetn n MHTepHeT

@OCMOTP COCTOAHKWA CETKH K 33434 I

BuiGop napameTpos gomMaluHeid rpynnel n obwero
ADCTYNA K A3HHBIM

O6opyaoBaHWe 1 3BYK
MpocmoTp ycTpoicTe M NPUHTEROB
JoBaenenune ycTpoiicTea

Mporpammbl

¥aanenne nporpammel

YueTHble 3aMWcK NoAb30BaTENER 1

CeMEMH...
'@ JoGasneHne u yAaneHne yHETHBIX 3aNncei
noneL3oBaTenei

@' ¥CTaHOBKE POGMTENBCKOID KOHTPOMA 4R BCEX
noneL3oBaTenei

OdopmneHue 1 NepcoHannsauma
MsmeHeHne Temel

Wsmenenne dona pabouere cTona
HacTpoiika paspelieHna 3kpanHa

Yachkl, A3LIK 1 PETWOH

CreHa packnagkn KNasmatypel WM Apyrix
cnocoBoB BBCAE

WMamenenne asbika uHTepdeiica

CneunansHble BO3MOXHOCTH
P Ly Windows nap pel
OnTurMnsaumMa nsoBpakeHna Ha 3KpaHe

Puc. 5.2
B oTKpbiBWEMCS AnanoroBom okHe HaxmuTe [[logknioyeHue no nokanbHowm cetn] (Puc.
5.3).

MaHent ynpaeneHus -

e e MNpoCcMOTP OCHOBHbIX CBEAEHMI O CETW M HACTPOMKA NOAKKYEHNI

n! " MpocMoTp noaxoil KapTel
Mzmerenne napameTpos — P4

Flwii BEWARD Heckoneke cereit WHTepHer
MzmMeHNTE A0NOAHUTENBHEIE (3707 KoMAbIOTER)

napameTpel oBLLere AocTyna MpocmoTp akTHBHEX ceTed MeakatoueHne nan oTKAOHEHNE

Cetn 4 Tun gocTyna: HTepHer
OBuwecTEEHHER CeTh MoaknroueHna:

Wsmenerne ceTessix napaMeTpos

?l Hactpoiika HoBOro NOGKAKOUEHNA MW CETH

Hacrpoiika Becnposogrere, wupokenonocHore, Mogemioro, npamore uan YPMN-nogearouerns
WK JKE HACTPOMKE MapLUPYTUIATOPE WK TOUKNA A0CTYNa.

s. MoaxntouuTbca K CETH

MoaknroueHne nan NOETopHOE NoAKs k Becnpoeogl Y, MPOEOA Iy, MOA
CETEBOMY COEZMHEHWHD WK Nogkniodedne k VPN,

BuiBop AomMalLHed rpynnsl v napameTpos oBLLEro AocTyna

Cm. TaIOKE ,ﬂ'DCFyI'I K q)EﬁHEM W NPUHTEPEM, PECNONOXKEHHBIM H3 ADYTWX CETEBLIX KOMNBIOTEDRAX, WNK
W3MEHEHNE NapamMeTpoe oBLLEro JocTyna.
Bpanamay3ap Windows P P o

JomawiHaa rpynna ¥cTpanenne Henonagok

CeoiicTea o6o3pesatens JWMarHocTuka W MCNPaBneHnE CETEBbIX NPoBAEM WK NONYYEHNE CBEAEHNIA 06 ncnpasneHny,

Puc. 5.3
NMPUMEYAHUE!

Mpn HaNUYMM HECKONBbKUX NOAKMIOYEHUI BbIDEPUTE TO, K KOTOPOMY MaHMpyeTcst NoakniounTb IP-kamepy.
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B oTkpbiBLIEMCS OKHE HaxmMuTe kHonky [CBoncTBa] (Puc. 5.4).

@ Cocroanue - MNoAKNYEHNE MO NOKANLHOR CETH u

Obme

Moaknoyerne
IPv4-NoaknoHeHne: WHTEpHET

IPVE-NOAKNIOHEHNE! Bes aocTyna K MHTepHETY

COCTORHME CPEfbI: MOAKIHHEHD

AnUTensHOCTL: 04:47:33
CKopoCTE! 100.0 MBuTfc

AKTHBHOCTE

OTNpaBneHy —— Lﬂ! ——  [pHHATO
&
BaifT: 79 188 140 I 805509 770

[ @'Csoﬁcrsa ][@'OTmmHmb] [ [OWarHocTuka ]

Puc. 5.4
B pgmanoroBom OKHE CBOWCTB CETEBOrO MOAKMYEHUsT HeoOGXoaMMo BbIGpaTb MyHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBoncTBa] (Puc. 5.5).

[,'E] MogxnyeHWE NO MOKANLHONA CETW - CEOACTEa u

Cems | Docmyn

MomknioueHne yepes

l.-'lf‘ Realtek RTLE139/810¢ Family Fast Ethemet ceTesoi ag:

OTMBHEHHbIB KOMMNOHEHTRI MCNONEIYOTCA 3THM NOAKNIYEHWEM |
B Kaspersky Anti-Vinus NDIS 6 Fitter -

gﬂnaﬂupoammc naweTos QoS

g[ﬁnyxﬁa LOCTYNa K afnam 1 npuHTepam cetel Micr—
-2 [pooken WHTepHeTs Bepciy § (TCP/IPyE)
- Bl [poTokon MHrepreTs sepcum 4 (TCP/1Pv4) .
~&- JpaiBep B/ TONONOra KEHANbHOrD YDOBHA
i OTBETUMK 0BHEDYXEHMA TONONOMM KSHANEHOMD YPOE ~
ol I | ek

YeTaHoBUTs... Yoanats | CeoitcTea I

OnucaHue

Mpotorkon TCP/IP - cTaHaapHei npoToken rnofansHex
ceTel, 06ECNEUMBEIILNA CERASE MEXY PA3TIMYHEIMIA
B3aMMONSACTEYIOLMMU CETAMA.

m

Puc. 5.5
OTKpoeTcss OKHO, B KOTOpPOM oOTobpaxaeTcss MHOpMauMa O HaCTPOWMKax CEeTEeBOro
nogknoyeHns. Bo3moxHbl ABa BapmaHTa HacTporku IP-agpeca ceteBoro nogkntoveHms Baiuero
MK:
1. NMNonyuuTtb IP-appec aBToMaTtuyecku: |IP-agpec HasHavyaeTcs aBTomatudeckm DHCP-
cepsepom (Puc. 5.6). Ecnu IP-agpec Bawemy [1K Bblgaetcs aBTomaTudecku, Torga Aand

ornpeneneHns napameTpoB foKanbHoW ceTn nepenanTe K nyHkTy 5.1.1 gaHHoro PykoBoacTsa.
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CeoiicTsa: Mpotokon WHtepHeTa sepcun 4 (TCP/IPv4) @u

OBlWME | ARkTepHATHEHSRA KoHHYPaLIA |

MapameTpel IP MOMYT HA3HEYATHCA AETOMATHHECKH, BCIM CETh
NOAAEPHWBAET 3TY BOIHOMHOCTE, B NPOTWBHOM CriyYae NapameTpel
1P MOXHO MONYYMTE ¥ CETEBOMD 3AMMHWCTPETOPA.

ony4nTe IP-aapec aBToMaTHHECKH I

() MenonbsosaTe cieayowmi IP-anpec:
IP-aapec:
Macka noaceTH:

QCHOEHOA Wk

| @ Mony4MTe agpec DNS-CEPSEPa SBTOMATHYECKH I

{7 Mnonb3oBaTe ciea ylowwe aapeca DNS-cepeepos:

MpeanoqrTaemei DhS-cepsep:

ANETEPHATHEHEIA DMNS-cepEep:

MNoATEEPAWTE NEPaMETPLI MPY BbiXoae JLONOAHUTENBHD

Puc. 5.6

2. Ucnonb3oBaTtb cnepyrowmn IP-agpec: IP-agpec 3agaeTtcs nonb3oBaTenemM BPYYHYHO
(Puc. 5.7):

—
Ceoitcrea: Mpotokon Wkteprera sepcun 4 (TCP/IPv4) &u

Obuwe

MapamMeTpel [P MOryT HA3HEYETECA SETOMETUYECKM, BCTM CETE
NOAAEP#UEAET 3TY BOSMOMHOCTE, B NPOTHBHOM Cyyae NapaMeTpel
IP MOMHO NONYYWTE Y CETEBOMD AAMUHUCTPETOPE.

() ManyuuTe IP-aApec SETOMETHUECKM

@ WMomonksosaTe cnegyowwmi IP-agpec: I

IP-anpec: 192,163, 0 .
Macka noaceTi: 255,255,255 .

OcHOBHOI WM3: 192 .168 . 0O .

Mony4uTs aapec DNS-cepeepa SETOMATHYROKIA

lubju Wmonbzosate CReayowme agpeca DNS-cepBepos:I

MpeanouuTaemei DNS-cepsep: 192,163, 0 .

AneTepHaTHEHBI DNS-cepeep:

[T NoaTsepanTs napameTpsl npu sbixoae

Puc. 5.7

3anuwuTe, Nnbo 3anomMHUTE NapameTpbl ceTeBoro agantepa Bawero MK (IP-agpec, Macka
nogcetn, OcHoBHon w3, DNS-cepsep).

BHUMAHUE!

Ecnn Bbl He 3anucanu ceTeBble napameTpbl KOMMbKOTEpa, TO MOCMe HACTPOWKM Kamepbl OypeT

HEBO3MOXHO BEPHYTb UX B NepBOoHa4YaribHOe COCTOAHME OJ1d BOCCTAHOBJIEHUNA NOAKIMTHOYEHNA K JIOKanbHoM
ceTu u/unu cetn VIHTepHeT.
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5.1.1. OnpegeneHne napaMeTpoB ceTu Npu AMHamuyeckom IP-agpece

NMPUMEYAHUE!

[aHHbIn NyHKT PykoBoACTBa NpefdHasHavyeH Ons OnpedenieHus napameTpoB JioKarbHOWM CeTu npu

HasHa4veHun |IP-agpeca Bawewmy MK aBTomaTtuyecku (DHCP-cepsepom).

[ns onpeaeneHns TEKyLLUMX HACTPOEK KOMMbloTepa B NIOKanbHON NPOBOAHOM CETU HAXMUTE

lyck — Manenb ynpaenerHus (Puc. 5.8).

9. Internet Explorer
Qo

rﬁ: Microsoft Office Excel 2007
-

_ﬂ Bnoknot

DVR Server
BRSController
BEWARD IP Visor
BEWARD Player

E, CnyxBe1
Cry:Bel KOMNOHEHTOE

» Bce nporpamme

[ Haiimu npozpamss u gaiize

Puc. 5.8

BEWARD

JloxymenTe

Mysbika
Wrpei
Komnerotep
Manens ynpasnesna
YcrpoiicTea n nprHTEpE!
Mporpammbl N0 YMOAHEHAID
Cnpaexa 1 noaaepxKa

™

3asepiuenne paboTel

B oTkpbIBLLEMCS AMANOroBOM OKHe BblibepuTe NyHKT [[pocMOTp cocTosiHUA ceTu 1 3apad]

B pa3gerne [CeTb u UHTepHeT] (Puc. 5.9).

5 » Makens ynpasnenna »
Hactpoiika napameTpos koMnbioTepa

Cwcrema n BesonacHocTb
MpoBepKa COCTOAHMA KOMNLHOTEPE
ApXMENPOBEHNE JEHHEIX KOMMBIOTEDS
Mowck u ncnpasneHne npoBaem

|H§ocMDTp COCTOAHWA CETH M 3343Y I

Beifop napameTpoB AOMaLLHE rpynnel u ofuero
AOCTYNa K AaHHbIM

OBopyACBaHWE W 3BYK
MpocueTp yeTpoicTe M NpUHTERCE
' JoBasneHue ycrpoicTea

Mporpammel

¥panenue nporpammel

Puc. 5.9

Mpocmotp:  Kateropua ™

YueTHble 3anWcK Nob30BaTenei u

cemedH...
@,ﬂuﬁaananme W YABNEHWE YHETHBIX 33NWCER
nenbsoeaTensi

'S' YCTaHOBKA POAMTENLCKOTO KOHTPONA ANA BCEX
nonkzoBaTENEi

Odopmnerme N NepcoHannsaLmna
MamMeHeHNE Tembl

1zmenHenmne dona paGoyere cTona
HacTpoiika paspeluenua skpaHa

Yacobl, A3bIK U pernoxH

CrieHa packnaakn KNasnaTypel WK 4pyrix
cnocoBos BEOAE

zmMeHeHWe AsbIka WHTepdelica

CI'\E.‘LLM&III:HI:\E BO3MOXHOCTH
Pekomengyembie Windows napamerpel
OnNTUMKUIaUNA M30BPaXEHNS HE 3KpaHE
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Be\VARD I'nasa 5. Hacmpotika nposooHo2o coeounenus

B oTkpbiBLUEMCSA AManoroBom okHe HaxmuTe [[loaknioyeHue no nokanbHou ceTtu] (Puc.
5.10).

m Lt « Ceroun Wnteprer v LlenTp ynpasnerus cetamu n oBmm AocTynom - || IMouck & na,

MaHene ynpaeneqmna -
ACMALLHAA CTPaHMLA

&' — L—j R MpocroTp NoAHOA KapTel
V3MEHEHNE NapaMETPOR = -

aganTepa BEWARD Heckoneko cereii Wnreprer

MzMEHUTE 4oNOAHUTENEHEIE (3TOT KoMnNBOTER)

[pocMoTp OCHOBHBIX CBEASHWA O CETH W HacTpofka NoAKAOUYeHWHA

napametpel obLyero goctyna MpoCcMoTp BKTHEHEIX CETER MoAKNHHEHWNE AN OTKNHYEHUE

Cets 4 Tun goctyna: WMHTERHET
OBuwecTEEHHERA CETh MogknroueHna:

V3meHeHNe CETEBBIX NapameTpoe

ﬁl Hacrpoiika Hosoro NogKNKIYEHUA WK CETH

HacTpoiika BecnpoBogHoro, LUMPOKONOAOCHOMD, MOAEMHOrD, npamaero unn VPN-nogknoyerus
WA e HACTPoMKa MapLUPYTUZaTOPa MAW TOUKKM 40CTYNa.

's, MoAKNHUNTECA K CETH

MoAKNHHEHWE AW NOBTOPHOE NOAKNHYEHKE K BECNPOBOAHOMY, NPOBCAHOMY, MOJEMHOMY
CETEBOMY CORAMHEHWHD WK Nogknoderie K VPR,

Buiiop AcMaLLHER rpynnsl u napameTpos eBLLEre ACCTyna

Cra. TaKcKE Jectyn k daitnam n NpUHTEPaM, PACNONOXKEHHBIM HA APYTWX CETEBBIX KOMMBIOTEPAX, MW
. W3MEHEHWE N3DAMETPOE OGLLLEFO Ao na.
Bpanamaysp Windows P P o

Domatunas rpynna YcTpanenne Henonagok

Ceoiictea obospesatenn JuarHocTika u MCnpaeneHne ceTeslx npob. CBEAEHMIA 06 CnpasneHum,

Puc. 5.10
NMPUMEYAHUE!
Mpn HanMU4MM HECKONBbKUX CETEBbLIX MOAKMYEHUN BbIOEPUTE TO, K KOTOPOMY MIIAHMPYETCHA NOAKMOYNTD

IP-kamepy.

B oTkpbiBLIEMCA OKHE HaxxmuTe kKHOMNKy [CBeaeHus] (Puc. 5.11).

[l Cocroanue - MoaKAOHEHNE NO NOKANLHOH CETH u

it
Obiwme

MoaknodeHue

IPv4-NoaKmoHeH e: WHTepHeT
IPvE-NOAKMOHEHNE: Bes pocTyna Kk MHTepHeTY
CocTosHMe cpeasbl; MoarnoyeHo
AnuTensHoCTE: 04:47:33
CkopocTe: 100.0 MBuT jc

AKTHBHOCTE

1
OTnpasneHo —— %1! ——  [puHATO

79 188 140 I 805509 770

[ @Cﬂoﬁcraa ] [@Cﬁmmumh] [ AWarHocTuka ]

Pwuc. 5.11
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B okHe «CBepgeHusi 0 ceTeBOM MOLKITOYMEHUU» NpeacTaBneHa cnegyowas nHdopmauus

(Puc. 5.12):

CeEfsHMA O CETEEOM nmumm

i

JononHuTensHele CBEAEHUA 0 CETH:

CeoiicTe0
OnpeneneHHLIt AnA no...
Onuncanmne

PuzmiecKuil agpec

SHauetme

Realtelk RTL2168C(F)/8111C(P) Family P
00-24-10-57-45-30

HCP eniouen
ec |Pvd
Macka noncem [Pvd
Aperpa nonyveHa
Aperpa uctekaeT

Wntos no ymonyaqaio [P

DHCP-cepeep IPvd

DNS-cepeep |Pvd
WINScepeep IPvd
CrnyxGa MetBIOS yepes..
TNokanexen IPvE-agpec...
Wntos no ymonyaqaio [P
DMNScepeep IPvE

Oa

192.168.0.14

2hb.255255.0

11 aneaps 2011 0 10:27:11
11 pespans 2011 r. 10:27:11
192.168.0.1

192.168.0.1

132.168.0.1

Oa
feB0:3126:2820:8112:163%11

4 | i

Puc. 5.12

Ecnn B atom okHe Bbl yBupenun ctpokn — «DHCP BknioveH - Oa», «Agpec IPv4 -

XXX XXX.XXX.XXX» (FO€ «XXX.XXX.XXX.XXX» — 3HayeHue |P-agpeca),— sHauut IP-agpec Bawemy MK

Ha3HayeH aBToMaTuyeckn. Macka noaceTtu ykasaHa B cTpoke [Macka nopcetm IPv4], agpec

ceTeBoro wnw3a — B cTpoke [lUnto3 no ymonyanuto IPv4], agpec DNS-cepsepa — B cTpoke [DNS-

cepBep |Pv4]. 3anuwute, nubo 3anomHUTe AaHHble napameTtpbl (IP-agpec, Macka nogcetwm,

CeteBon wrnto3, DNS-cepsep).

BHUMAHUE!

cetn n/wnu cetn IHTepHerT.

BHUMAHUE!

Baliemy cucteMHoOMy agMUHUCTPATOPY.

Ecnn Bbl He 3anucanu ceTeBble napameTpbl KOMMbKOTEpa, TO MNOCMe HACTPOWKM kKamepbl OyaeT

HEBO3MOXXHO BEPHYTb UX B NepBOHa4YalibHOE COCTOAHME OJ14 BOCCTAHOBJIEHUA NOAKITHOYEHUA K nokarnbHoOMn

Ecnn B okHe «CBepeHusi 0 ceTeBOM nopgkrntoveHun» Bol yBugenn ctpokn — « DHCP BkntouveH - [ay;
«IPv4-apnpec aBTOHACTPOMKM - XXX.XXX.XXX.XXX», (e XXX.XXX.XXX.XXX — 3HaJyeHue |IP-agpeca),— 3Haunt
Bam He yganocbk nogkntounTtbes k npoBogHon cetn (DHCP-cepsep He npucsoun IP-agpec Bawemy TM1K).

MpoBepbTe NpaBUNBHOCTL NOAKMYEHUS K NPOBOAHOW ceTu. B cnyyae HeobGxoamMmMocTu, obpatutech Kk
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BE\VARD Inasa 5. Hacmpoiixa npoeoono2o coeounenus

5.2. A3MeHeHMe NnapaMeTpoOB NoKanbLHOW CeTU Ans NoaKniyYeHus K IP-kamepe

Mo ymonuanuio IP-kamepa IP-agpec 192.168.0.99. Ytob6bl noaknoumntbca K kamepe Ans
nepBoOHaYaribHOM HACTPOMKN HeobxoaMMo, YTOoObI Bal KOMMbIOTEP HAXOAUCA B TON XXe NOACETH,
4yTO M kamepa. lNpu aTtom IP-agpeca kamep, KOMNLIOTEPOB U NIOOLIX APYrMX YCTPOMNCTB B CETU HE

[AOIMKHbI CoBNagaTb Mexay cobon.

BHUMAHMUE!
Ecnn Bbl yBepeHbl, 4to Baw [1K, nogknioyeHHbIM K npoBogHon cetu, u IP-kamepa, dwusnyecku
MOAKIIOYEHHAas K TON Xe ceTu, NMbo Hanpsamyto k Bawemy MK, Haxoaatcs B ogHoM noaceTtu, Bel moxeTe

cpasy nepeiTu K nyHkTy 5.3 aaHHoro PykoBoacTBa.

0na nameHeHus TEeKyLnx HaCcTpoeK KoMnbrTepa B nokarnbHoMn I'IpOBOLI,HOIZ CeTN HaXXmMute

IMyck — MaHenb ynpaeneHus (Puc. 5.13).

@ Internet Explorer
C

@ Skype BEWARD

|5 Microsoft Office Excel 2007 LEs=me

MzobpasceHmna

“""J BaokHoT

@ DVR Server

BR5Controller

Mysbika

Wrpei

Komneotep
BEWARD IP Visor

MaHens ynpasneHns
EEWARD Player

YerpoitcTea n npuHTEPBI

! ’ Crycbiel
=

Mporpamme! no ymonqaHno

s CAyBbl KOMMNOHEHTOE
Crpaska n nogaepska

> Bce nporpamme

— - - — el
| Halmu npozpammsl u aiab ‘ | 3aBepLUeHNe paboTel ||

Puc. 5.13
B oTKpbIBLIEMCS OMANOroBoM OKHe BbiGepuTe NyHKT [[IpocMoTp cocTosAHMA ceTu 1 3aaad]

B pasgene [CeTb n UHTepHeT] (Puc. 5.14).
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HacTpoiika napameTpos KOMMbHOTEPa

CucTema u HezonacHocTs
MpoBepka COCTORHWA KOMMBHITEDE
ApXMBNpPOBAHNE JBHHBIX KOMIBIOTERE
Meownck n nenpaeneqne npobnem

| lﬂ;OCMDTp COCTOAHWA CETU W 33434 I

Bribop napameTpos AomMalIHER rpynnel v oBuwero
AOCTYNa K AaHHBIM

O6opyaoBaHve 1 3ByK
MpocMoTp yoTpoRCTE U NPUHTEROE
Jobasnenne ycrpoiicTea

Mporpammbl

¥aaneHne nporpamme

Puc. 5.14

=R

~ 4y || Tesereroveryrpaarens 9|

Mpocmorp: Kateropua ™

YueTHble 3anvMcK noas3oBaTenei n

cemediH...

@' JloBaeneHne n yAZNEHKME YYETHBIX 3aMHCel
NoNbL30BATENEN

@I YcTaHoeka POANTENECKOMD KOHTPONA ANA BCEX
nonescearenci

OdopmaeHne n NnepcoHannsaumna
WMamereHune Temel

zmerenne doHa pabouero cTona
HacTpoiika paspelueHna 3kpasa

Yacel, A3blK W PETVOH

Chena packnagrn Knasnatypel Wm 4pyrin
cnocoBoe BEOAA

WMsmenenne asbika nHTepdeiica

CneumManbHble BO3MOXKHOCTH
Pekomengyemeie Windows napamerpel
OnmuMrsaumna M30BpakeHns Ha IKpaHE

B oTkpbiBLIEMCA OKHE HaxmuTe «llogknovyeHue no nokanbHom cetn» (Puc. 5.15).

MaHens ynpaeneHma -
ACMBLLIHAR CTpaHWLA

o
Wzmenenne napametpos &&!

UG BEWARD
WzmeHuTE JonoaHUTENEHEIE (3T0T KomnbtoTEp)

napametpel oBLyere joctyna MpocMoTp aKTUBHBIX CETEH

Cemn 4
OBLYEcTEEHHAA CETR

Mzmenenne cetesbix napameTpos

Heckoneko ceTei

MpocMoTp OCHOBHBIX CEEAEHUIA O CETW W HACTPOWKA NOAKNHUSHWIA

0 MpocmoTp nonHoi KapTel

HTeprer
MogkAOHEHNE WK OTKNHOUEHNE

Tun goctyna: WHTepHer
MogkntoueHns:

4 Hactpolika HOBOMC NOAKNMOMEHUA AW CETH

Cra, TaKCKE
Bpanamayzp Windows
HomawHan rpynna

Ceolictsa obospesaTtenn

NMPUMEYAHUE!

MpY HaNMMYMKU HECKOMNbKMX CETEBbIX MOAKIIOYEHWIA BbIGEpUTe TO, K KOTOPOMY MIIaHUPYeTCs MOAKIOYNTD

IP-kamepy.

w

HacTpoiika BecnpoBoAHOro, LUMPOKONCNOCHOM D, MOAEMHOrD, npamors unn VPN-nogknyenns
W HE HACTPOKE MapLUPYTUIATORE WK TOUKK A0CTyNa.

MogxntounTeca Kk cetn

MogKNHIUEHNE WK NOBTOPHOE NOAKS Kk BECNpOBOAHOMY, NPOBCAHOMY, MO
CETEBOMY COEAMHEHNID WA Nogknioyenne k VPN,

Beifep gomaiunei rpynnel w napamerpos obujero goctyna

Aoctyn k $aiinam u NpUHTEPaM, PACNOADMKEHHBIM HA APYTUX CETEBLIX KOMMBIOTEPAX, MK
M3MEHEHNE N3PAMETPOE 0BLLErD A0CTyNa.

YcTpanenne Henonagok

JMarHoCcTHEE M MCNPABNEHNE CETEBBIX NPOBAEM WIN NOMyHEHNE CBEAEHNA of nCnpasneHnm.

Puc. 5.15
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B oTkpbiBLIEMCA OKHE HaxmuTe kHonKy [CBomncTBa] (Puc. 5.16).

Il Cacroanue - Mogx r;;lr‘ ¥ cetn u
Obuwme

MoaxnodeHie
IPv4-noakmoYeHre: WHTepHeT

IPvG-NoaKnoHeHHE: bes gocTyna K MHTepHeTY

CocTosHWe cpeab!: MoaknoyeHo
AnuTensHocTe: 04:47:33
CKOPOCTL: 100.0 MawmT fic

AKTWBHOCTE

OTnpaeneHo — %! ——  [MpuHATO
£ =4
79 185 140 805 509 770

[ |@J(:Bcﬁcrﬁa ][@OTmmanb] [ﬂnarHochKa ]

Puc. 5.16
B OTKpbIBLLEMCSI OKHE CBOWCTB CETEBOro MOAKMYEeHNs HeobxoaMmo BbliGpaTb MYHKT

[MpoTtokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBomcTBa] (Puc. 5.17).

1 Mogkniosenue no noKansHoi CeTi - CEORCTES g

Cems | Ooctyn

Moaknioverue yepes:

l‘-? Realtelc RTL8139/81(0x Family Fast Bthemet cetesoi ag:

OmveyeHHbBIE KOMMNOHEHTEI MCNONE3YTCA 3TMM NOQKIYEHWEM

B Kaspersky Anti-Virus NDIS 6 Filter .
Q MnaHupoeimk naketos QoS

. QCnyxﬁa ADCTYNA K fainam u I'IDMHTEDEM ceTei Micr—,
¥ .2 [poTokon MHTE0HETS BED PP

-. B MpoTtokon HHT&DHETE BEpCN 4{TCF‘ 'IF‘v-iI .

v i [lpaieep 5/8 Tononora KaHaneHoro YpoBHA B
<& OTBeTumMK oﬁHapyxemﬂ TOMONOrMK KaHaNEHOr o YpoE ™

[ | ]

YeTaHoBMTE. .. Yoamte | CEOIT-\CTEE l

Onucanme

MpoTokon TCP/IP - cTaHaapTHEIR NpoTokon rnofansHsmx
ceTel, 06ECNEYMBAIOLULMA CEASE MEXOY PA3NMYHEIMK
B3aMMOLSACTEYIOLIMMI CETAMM.

oK ] [ Ommena

Puc. 5.17
B nosiBuBwemcsi okHe HeobBxoaMMO YyCTaHOBUTb 3HayeHusa IP-agpeca v mackvu nopcetw.
Buibepute nyHkT [Ucnonb3oBatb cneaytowmn IP-agpec] n Beegute ceobogHbii IP-agpec n3
noacetn kamepbl, Hanpumep 192.168.0.20, n Macky noacetun — 255.255.255.0. OcrtanbHble

3Ha4YeHus BBOAUTb HET HeobxoanmocTn (Puc. 5.18).
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Caoiictea: Mpotokon Muteprera eepcun 4 (TCP/IPv4) . @u
Obuwme

MapareTpel IP MOTYT HASHEHATECA AETOMETUHECKM, ECIN CETh
NOAASPHMBAET STY BOSMOMHOCTE, B NPOTMBHOM Cnydae napameTpel
IP MOXKHO NONYHKMTE ¥ CETEBOrD AMMHUCTPATOPE,

() MonyuuTs IP-3Apec aETOMATUYECKM

@ McnonesosaTs cneayrowmil IP-anpec:
IP-appec: 192 .168. 0 . 20

Macka noaceTi: 255.255.235. 0

OCHOBHO WAKo3:

MonyuuTe anpec DNS-cepeepa aBTOMaTUYECKM
@ Mnonb30BaTh CNEAYIOWWE anpeca DNS-Cepsepos:
Mpeano4nTaemslil DNS-cepeep:

AnsTEpHATMEHLIA DNS-cepeep:

[CINonTeEpAUTL NapamMeTpsl MpK BIXonE
o=

Puc. 5.18

[na npyuMeHeHnsa n3ameHeHun HacTpoek Haxkmmute KHorky [OK] Bo BCex OTKPbITbIX OKHaX.
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5.3. Nony4yeHue aoctyna K IP-kamepe ¢ noMmowbo bpay3epa Internet Explorer

[na goctyna K kamepe ¢ nomoLbto 6paysepa Internet Explorer 3anyctuTe ero n B agpecHon
cTpoke BBeguTe 3anpoc: http://<IP>:<port>/,— rge <IP> — |IP-agpec kamepbl, a <port> — 3Ha4yeHune
HTTP-nopta. Nocne atoro HaxxmuTte [MepenTtn], nnbo [Beoa]. B nosiBmBLLENCS cTpaHuUe BBOAA
YYETHbIX JaHHbIX B NPaBOM BEpPXHEM Yrny BblbepuTe A3blKk MHTepdenca, 3ateM BBeauTe JOruH,

naposnb (no ymonyanuto admin/admin) n Haxmute kHonky [Bxoa] (Puc. 5.19).

BHUMAHMUE!
IP-kamepa BEWARD no ymonuyaHuio umeet HTTP-nopT 80.

NMPUMEYAHUE!
Ecnn gna HTTP-nopta ucnonb3yetcs 3Hadenue 80, Torga Ans AOCTyna K kamepe 4yepes3 Opaysep
OOCTaTO4YHO BBECTM B agpecHon cTpoke «http://<IP>/», roe <IP> — |IP-agpec kamepsbl.

ittp: . 168.0. = ¢ | Monck.. -
@~ 192.168.0.173 alon pel

@ Beward Network Camera

SA3bIK: | Pyccrmit

|
B@ARD

|Mapont. \

[J 3anoMHKUTL MEeHA

Cravars ActiveX
Copyright © Beward All rights reserved

Puc. 5.19
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5.4. Nony4yeHue aoctyna K Be6-nHTepcency IP-kamepbl

War 1. [1na npocmoTpa n3obpaxeHus ¢ IP-kamepbl npy nomoLm 6paysepa Internet Explorer
ucnonbe3yotca KomnoHeHTbl ActiveX. Internet Explorer He umeeT 3TUX KOMMOHEHTOB B CBOEM
coctaBe u 3arpyxaet ActiveX HenocpeCTBEHHO C Kamepbl. Ecnn KOMMOHEHTbl elle He

ycTaHoBMeHbl, Bbl yBuanTe cnegytolliee coobLieHme:

Beward Network Camera [* Buxon

[ £l

Haxatb 3geck 4To6bI ckavaThb 1 YCTaHOBUTL AMNEMEHTLI YNpasneHus Bpy4HyH. [oxanyhcra obHoBUTE CTpaHuUy nocne yCTaHOBKU.
Ecnu Bugeo He OTOGPQ)KaeTCﬂ, 1O AobaBbTe K NpOBEPEHHLIM CanTam.

Copyright @ Beward All rights reserved.

Puc. 5.20

Haxmute Ha Hagnuce, KOTOpasa HaxoAUTCA No cepeuHe 3KpaHa. B HMXHen 4Yactn okHa

Opaysepa nosiBMTCS BCMMbIBaloLLee onoseLLeHne cuctembol 6esonacHocTtu (Puc. 5.21).
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Beward Network Camera [ Bexon

| el

HaxaTtb 3gecb 4TobkI cka4aTh 1 YCTaHOBUTL 3NeMeHTEI YNpaBneHua BpyyHyto. MNoxanyncra 0bHoBuTE CTpaHWUy nocne yCTaHOBKW.
Ecnu Bugeo He 0T06pa)Kaemﬂ, T0 nobaBbTe K NPOBEPEHHLIM CaNTaM.

& > B m B Q =

ﬁ Bl xoTHTe BeINOAHKTE MK coxpannTe MsActiveX.exe (3,93 MB) c 192.168.0.1737 Boinonxute Coxpanute ™ Otmena x _

Puc. 5.21

Haxmunte Ha KHonKy [BbINONHUTB].

LWar 2: nanee, B NnosiBUBLLEMCS OKHE HaXXmuTe KHONKY [Install] (Puc. 5.22).

i3 MsActiveX Setup — ot

Welcome to the MsActiveX Setup

K,«f"" “'\. Wizard

This wizard will guide you through the installation of

. MsActiveXr.
It is recommended that you dose all other applications
- __},/-’-' before starting Setup. This will make it possible to update
i S relevant system files without having to reboot your

computer.

Click Install to start the installation.

Install Cancel

Puc. 5.22
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LWar 3: 3atem, B NOSABMBLLUEMCS OKHE HaXXMuTe KHOrKy [Finish]

i3 MsActiveX Setup -

Completing the MsActiveX Setup
Wizard

MsActiveX has been installed on your computer,

Click Finish to dose this wizard.

<Back Cancel

Puc. 5.23

LWar 4: o6HoBuTe cTpaHuuy WEB-nHTepderica kamepsbl.
Mocne ycnewHon aBTopm3aumm 1 ycTaHOBKN KOMMOHEHTOB ActiveX Bbl nonyynte gocTyn K

BeG-nHTepdency IP-kamepsl (Puc. 5.24).
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e @ nttp://192.168.0.173/indexhtml ~ & || Monck... P~| @

@ Beward Network Camera x |1

Beward Network Camera

Mepewiinotok ¥  UDP w  Cropocts w (a0~ @

Puc. 5.24

5.5. U3ameHeHMe HacTpoek noakno4veHus |P-kamepbl Yepe3 Be6-nHTepdenc
lMocne nogkntoyeHus K IP-kamepe HEOBXOAMMO M3MEHUTbL €€ HACTPOWKM Takum obpasom,

4yTOObI OHa HaxoAmnacb B OAHOM NOACETM C ocTanbHbIM 060pyaOBaHMEM.

BHUMAHUE!

[lna coBMeCTHOM paboTbl HECKOSbKMX YCTPOWCTB B OAHOM NOACETU HEOOX0AMMO, YTODbI Y HUX coBnaganu
nepBble TPpU YacTu (okTeTa) IP-agpeca, 1 NONHOCTbIO coBnajana macka noaceTu.

Hanpumep, IP-agpec Bawero IMK: 192.168.1.100. IP-agpec pasgeneH Todkamu Ha 4eTblpe okTeTa. B
naHHoM npumepe: 1 okteT — 192, 2 okTeT — 168, 3 okTeT — 1, 4 okTeT — 100. Bam Heob6xo4MMO U3MEHUTb
IP-agpec kamepbl Tak, YTobObl UX NepBble TPM OKTEeTa coBnaganu, To ectb |P-agpec kamepbl JOMKEH UMETb
Bua: 192.168.1.xxx. YeTBepThii okTeT IP-agpeca kaxgoro ycTpoicTBa 00si3aTenbHO OOMKEH ObITb

nHaunenayanbHbIM.

[Ins 13BMeHeHUs1 ceTeBbIX HACTPOEK B BEG-MHTepdelice HaXXMUTE B rMaBHOM MEHIO kamepbl

kHonky [KoHdomurypaums], nepengmte B MeHio OcHOBHbIe Hacmpoliku, 3atem Cemsb (Puc. 5.25).
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Beward Network Camera

Be\WARD OcHoBHbIe HacTpoiku >> CeTb

- TCP/IP

o @ Monyunts P agpec asromarusect

O Mcnonbaosars cratiecwwii IP agpec

£# OcroBHbIE HACTPOIIKK 1P agpec 0 0 Teor
Macka nogce.
OcHoBHO# w3
OcHoeHoi DNS: L L

CeTs I Pesxum IPv6

IPv6 Aapec: l:'

> —— [—
OcHoeHoi W0z [Pv6: |

Puc. 5.25
B nonsx [IP-agpec], [Macka noacetu], [OcHoBHOW wnto3], [OcHoBHOW DNS], HyXHO

BBECTM TaKune 3Ha4YeHust, 4ToObl Kamepa nonana B ogHy noAaceTb C OCTalibHbIM o6opyu03aHmeM.

NMPUMEYAHUE!
B cnyyae HeobxoAMMOCTMW, ONS HAaCTPOWMKW CeTeBbIX NapaMeTpoB YCTPOWCTB obpatutech K Bawemy

ceTeBoOMy aMUHUCTPATOPY.

[lns NnpUMeHEHUs M3MEeHEHUIA CeTeBbIX HACTPOEK kKaMepbl HaXXMUTe KHomnky [CoxpaHuUTb).

Ha aTom HacTpoika npoBogHOro nogkroyeHns IP-kamepbl 3aBepLueHa.

5.6. Bo3BpaTt HacTpoek nogknioveHus MK B nepeBoHa4vanbHble 3Ha4YeHUsA
YT00bI BEPHYTb 3HAa4YeHuA NpoBOOHOIO0 CeTeBOro NOAKNMKYEHNA K YCTaHOBIIEHHbIM paHee
3Ha4YeHMAM, BbINONHUTE cneayroLmne AencTBus.

Haxwuwute lyck — lMaHenb ynpaeneHus (Puc. 5.26).
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9‘ Internet Explorer
Q-

| X5/ Microsoft Office Excel 2007
H

NokymerTs

Vo

Jj EnokHot
§ Myzbika
@ DVR Server
rpor
m BRSController

nbroTER
m BEWARD IP Visor

m BEWARD Player

i r'-,‘ ]
Lo, Crpns

Manens ynpasnexun
YcTpoicTea 1 NpUHTERBI

porpamMme! Mo yMoa4aHUH

2
ﬁ° CryskBel KOMMNOHEHTOB "
Cnpaska 1 NoALEpkKa

»  Beenporpammel

o= - [ e ——.
[ Hadmu npozpanmaes u gadine: Sanepuenne pabotor | ¥

Puc. 5.26
B oTkpbiBLIEMCA AManoroBom okHe BblbepuTe nyHKT [[IpocMoTp cocToAHMA ceTn u 3agav]

B pa3gerne [CeTb u UHTepHeT] (Puc. 5.27).

b [MNaHenb ynpaeneHdua b

HacTpoiika napameTpoB KOMMbOTepa

Cucrema v BE30NacHOCT
MpoBepKa COCTOAHNA KOMMNEHOTERE
ApXMEMpDEEHME AFHHBIX KOMOBHOTEDA
Mowck u ncnpaenedne npobnem

CeTh y VHTepHeT

IH-EDCMDTFI COCTOAHWA CETH W 3334 l
BuiBop napamerpos AcmaluHeii rpynnel u ofuiero
AOCTYNA K ASHHBIM

O6opyaoBaHWe U 3BYK
MpocMoTp yCTpORCTE M NPUHTEROE
[JloBaenenue ycTpoiicTea

Mporpammel

¥aaneHwe nporpammel

[E=mE =

Tty |[ Tevere rorensyrpssreri 5|

MpocmoTp:  Kateropua ~

YUeTHbIe 3aNMcK NONL30BATENER 1
CEMEWH...

@' [JoGasnenne 1 yAENEHNE YHETHBIX 33NN cei
noAk3cEaTensi

@I YeTaHoeka POAWTENBCKOND KOHTDO.NA 4NnA BOEX
NoAb30BATENER

OdopmneHne n NnepcoHanusaLmna
WM3meneHne Tembl

zmeHenne pona pabouero crona
Hacrpoiika paspeluenna 3kpana

Yacel, AZLIK U pervoH

CMeHa packnagru Knasuatypel Waw Apyrin
cnocoBoe BECAR
Mzmererne Asbika nHTepdeiica

CneunansHble BO3MOXHOCTH
Pekomengyembie Windows napamerpol
OnTumMuzauna M3oBpakeHna Ha IKkpaHe

Puc. 5.27
B oTkpbiBLIEMCSH OKHE HaxxmuTe [MoakntoyeHue no nokanbHoun cetu] (Puc. 5.28).
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Manent ynpaeneqma -
ACMALUHAA CTpaHua

! | h—. MpecMoTp NoAHoR KapTel
Wsmenerne napametpos g,

=R BEWARD Heckoneko ceteii WHTepHET
ZMEHNTE ZONOAHUTENEHEIE (70T KoMABIOTE)

MpocMOTP OCHOBHLIX CEBEAEHUIA O CETH M HACTPORKA NOAKNHOUEHWA

napamerpel oBLEre gocryna MpocmoTtp akTueHsx ceTeil MeaknioueHne AN oTKAOUYEHNE

Cetn 4 Tun aocTyna: WNntepHer
OBuwiecTeeHHanA ceTh Mogknrouerna:

[13meHEHNE CETEBRIX N apamMeTpoE

@I HE(TpDﬁKE HOBOro NOAKNHHEHWA MW CETH

HacTpolika BecnpoBoAHOro, IWUMPOKONGAOCHOTD, MOJEMHOTT, npaMoro win VPN-nogknouedns
WM 3K HECTPOMKE MapLIpyTU3aTOpa WK TOHKM 40CTYNa,

'E. MoJKAHHATEC K CETH

MoakntoueHWE WK NOBTOPHOE NOAKS k Becnpoeogl Y, NPOBOA) Y, Mo
CETEBOMY COEAMHEHMHD MW NoAKAHOYEHKE K VP,

Buibop AomMaluHEi rpynnel u napameTpos oBlero AocTyna

Cra. Taroke OocTyn k daiinam u NpUHTEPaM, PACNCNOKEHHBIM HA APYTIX CETEBBI KOMMLIHOTEPEX, MK
- M3MEHEHNE NAPaMETPOoR OBLLErD 4ocTyna.

Bpanamayap Windows P P T
Aowmawnas rpynna YcTpanenue Henonagok

CeoiicTea oBospesatena [AnarnocTika M MCNPaBneHne CETEBbIX NPoBNEM WAN NOAYHEHWE CBEAEHNIA 06 ncnpasneHnm,

Puc. 5.28

B oTkpbiBLIEMCS OKHE HaxmMuTe kHonky [CBoncTBa] (Puc.5.29).

1l Cocrosmme - MNogrmouenme no NoKkanbHoi ceTn i M

Obwme

MogknioyeHne

IPv4-NoAKNONEHME: WHTEpHET
IPvG-NoAKAHEHME: Bes noctyna K MHTEpHeTY
COCTORHME CPedbl: MNoaknoYeHo
AnMTenEHOCTR: 04:47:33
CKOPOCTL: 100.0 MBuT fc

AKTMBHOCTE

y
OTnpaeneHo — %1! ——  TlpuHsTO

BaitT: 79 188 140 I 805 509 770

| [ @Cﬁoﬁcraa ][@D‘rmol-wru] [,ﬂ,marnocrma ]

Puc. 5.29
B OTKpbIBLLEMCSI OKHE CBOWCTB CETEBOr0 MOAKMOYEHUS HeobGxoaMmo BbiGpaTb MYHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBomncTBa] (Puc. 5.30).
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Be\«VARD I nasa 5. Hacmpotika npo8oOHo20 coeduneHnus

[ MogxatoueHme No NOKaALHOM CETH - CEDIACTEA g

Cem | Ooctyn

MNopxnioyeHue yepes:

l_-?‘ Realtel: RTLE135/810¢ Family Fast Ethemet ceTesoi an:

CmMeyeHHEIE KOMMOHEHTEI WCNONb3YOTCA 3TMM NOAKNIOYEHAEM

Bl Kaspersky Anti-Vius NDIS 6 Fitter .
.Q MnaHnposwwk nakeTos QoS
[w] QCnyxﬁa LOCTYTE K aifnam 1 I'IDMHTEDEM ceTei Micro—,

W] .2 NpoTokon WMHTepHeTs Be:

-. B poTokon HnTepHeﬁl Bepcn 4{TCF‘ 'IF‘\r-iI .

vl i Tlpaiteep B/5 TONDNOra KaHaMEHOMD YPOBHA | &
i OTBETUMK oﬁHapperMﬂ TOMONOrMKM KaHaNEHOr o YPoE ™

[l | [

YCTaHOBMTS ... Yoanuts | Caoncma I

Onucanve
MpoTtokon TCP/IP - cTaHaapTHEIR npoToken rnofansHemn
ceTed, 0GECnEYMBaI0IWLMA CEBASE MEXKLY PASMM4HEIMKM
E3EMMONEACTEYIOLLMMA CETAMM.

oK ] [ Omvena

Puc. 5.30
OTKpoeTCs MeHI0, B KOTOPOM HeOBXOAMMO YCTaHOBUTb 3HAYEHWSA HayanbHbIX HAcTPOEK,
3anucaHHbIX BaMun paHee.
Ecnu mnsHavanbHo |IP-agpec Bawewmy MK HasHauyancs aBTomaTuyecku, Torga Bblbepute
nyHkTbl [Monyuntb IP-agpec aBtomatuyecku] wn [[onyunts apgpec DNS-cepsepa

aBTOMaTM4ecku], nocne yero Haxmute kHornky [OK] onsa Bcex oTKpbIThbiX OKOH (Puc. 5.31).

Ceoiicrsa: Mpotokon MtepHeta sepcun 4 (TCP/IPv4) @g

Obme ANbTEPHATHEHARA KOHBUM ypaLms |

MNapaneTpel IP MOMYT Ha3HAYATHCA SETOMATHHECKW, ECAM CETh
MOAAEPHUBSET STY BOIMOMHOCTE, B NPOTUBHOM Cryyae NapaMeTpel
IP MOJKHO MOAYUNTE ¥ CETEEOr0 AAMMHUCTPATOPA.

|¢ Nony4Ts IP-aapec aBTOMATUYECKM I

() MNonb30BaTE CREAYKOUMA [P-aapec:

IP-aapec:
Macka NoACETH:

OCHOBHOM WHE:

| @ Mony-mTb anpec DNS-CEpEEpa S5TOMATHHEN I

() Mitnons308aTh CNeAyioLWKe aapeca DNS-Cepsepos:

MpeanoumTaemen DHS-cepeep:

ANbTEPHATHEHEIR DNS-CepEep:

HUHTBEDEHTD NapameTpbl NpK BelXxogae ,qOI'IN'IHMTEI'IbHO...

Puc. 5.31
Ecnn mnsHavanbHo IP-agpec Bawemy MK 6bin 3agaH BpydHylo, Torga BblbepuTe MyHKT
[Mcnonb3oBaTb cnepyrowmn IP-agpec] v 3anonHnte Heobxoanmble NOMs, NOCAE Yero HaXMnTe

kHonky [OK] ans Bcex OTKpbITbIX OKOH (Puc. 5.32).
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Ceoitcrea: Mpotokon Mureprera eepcun 4 (TCP/IPv4) @g

Ofiwme

MapameTpel IP MOTYT HA3HAHEATLCA AETOMATUHECKM, ECIH CETh
NOAAEPHMBAET 3TY BOMOMHOCTE, B NPOTHBHOM Cry4ae NapameTph
1P MOMKHO NONYUMTh ¥ CETEBOMD AAMMHWCTPETOPA.

() MonyuuTs IP-anpec aETOMaTUUECKM

@ Wcnonb30BaTh CeayrwMi IP-aapec: I

IP-agpec: 192.168. 0 .
Macka nonceTi: 255 . 255 . 255 .

OcHOBHOI WAk 192.168. 0 .

Mony-mTe agpec DNS-Cepsepa asToMaTHHenHN

@ Wcnonb3oBaTh cieayowme aapeca DNS{EDBEDOB:I
MpeanounTaemeni DMS-cepsep: 192.188. 0 . 1

AnsTepHaTHBHEIR DNS-cepeep:

[T NoateepanTs napameTpel npu seixoae

Puc. 5.32

5.7. TpoBepka npaBUNBLHOCTM HACTpPOeK MoAkn4vYeHusa IP-kamepbl K
NokKanbHoOW ceTu

Ons KOHTpoOns nNpaBUMbHOCTM CETEBbIX HACTPOEK Kamepbl M  KOMMbTepa HYXHO
NoAaKMYNTLCS K Kamepe Yepes 6payaep Internet Explorer.

3anyctute 6paysep Internet Explorer. nsa atoro Haxmute lMyck — Bce lMpoepamMmbi v
BblGepuTe cTpoky [Internet Explorer].

Beeaute B agpecHom cTpoke |IP-agpec, nMpuUCBOEHHbLIN  Kamepe  (Hanpumep:
http://192.168.0.99) (Puc. 5.33).

[ FEEER=)
a@ © hitp://192:168.0.99/ £ -+ % || @ rycran crpannua x o e

Puc. 5.33
INpn nNpaBUIbHbLIX HACTPOMKax OTKPOETCS OKHO aBTopu3auuu. [Ons aBTopusaummn BBeauTe

UMSA Nonb3oBaTeNs U Naposib, 3aTeM B NPaBOM BEPXHEM YTy BblbepeTe A3blK CUCTEMbI, NOCME Yero
HaxxmuTe [Bxopg] (Puc. 5.34).

BHUMAHUE!

Vmsa nonb3oBatens no ymonyaHuto: admin. Mapone no ymonyaHuo: admin.
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- o x
e @ hitp://192.168.0.173/ - ¢ Monck.. O M@
@ Beward Network Camera 1
HAsbIK: | Pycommit v

( J

‘ Mapone ]

[ 3anomMHuTL MeHA

Crauars ActiveX
Copyright @ Beward All rights reserved
Puc. 5.34

Mpy nNpaBMNbHO BBLIMOJTHEHHLIX AENCTBUAX Bbl cMoXeTe 3anTu B BebG-uHTepdenc yepes

6paysep n yBuaeTb nsobpaxeruve c Bawewn IP-kamepsbl (Puc. 5.35).
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e | @ itpy/192.188.0.173 indechtrm! - &/ [ Noncx e L

@ Beward Network Camera % ||

Beward Network Camera

Nepawitniotox ¥  UDP v  Cropocts

g
'}

[

1l

- |

Puc. 5.35

NMPUMEYAHUE!
B cnyyae HeyaayHOro coeauHeHVsi ¢ KaMepoK, NpoBepbTe NPaBUMbHOCTb MOAKMHOYEHUS K MPOBOAHOM

CeTu, BEPHUTECH B HA4arno JaHHOW rnaBbl M MOBTOPUTE HAacTPonKy. B cnyyae HeobxoanmocTu obpatmTech

Kk Balemy cucteMHOMY agMUHUCTpAToOpPY.
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MnaBa 6. NogkntoyveHune IP-kamepbl K ceTu UHTepHeT

6.1. O6wume cBegeHUA o nogkno4veHun IP-kamepbl K ceTn MHTepHeT

Mpwn ycTaHoBke |P-kamepbl 06bI4HO TpebyeTcst MUMETL K HEeN JOCTYM HE TOSMbKO M3 NoKanbHOM

ceTw, HO 1 n3 cetn IHTepHerT.

B aTom cnyyae gnst ogHoOBpeMeHHOM paboThbl KOMMNBLIOTEPOB, HOYTOYKOB, IP-kamep 1 gpyroro

obopyaoBaHus B ceTn IHTepHeT, Yalle Bcero, UCnonb3yeTcs MapLupyTmM3aTop.

Mpn opraHusauum poctyna Kk IP-Bugeokamepam u3 ceTm WHTepHeT, Kak npasurio,

NCNONb3YITCH crneaylolme Tpu BapmaHTa:

1. VmeeTcsa BblaeneHHbI NpoBangepoM BHELWHUK ctaTudeckuin |P-agpec nnu PPPoE-
coeauHeHue. MNpu aTom, aaHHbIn IP-agpec (unn PPPOE-coeanHeHne) ucnonbdyetca ang
NOAKMYEHNss TONbKO ogHoN IP-kamepbl U He MOXeT ObITb HAa3HAYeH elle Kakomy-rnmbo
YCTPOWCTBY.

2. WmeeTca BblAeneHHbI NpoBangepoM BHEWHWA cTaTtudeckun |IP-agpec, KOTOpPbIN
nucnonb3yeTca Ans NOAKNOYEHNs K ceTu NHTepHeT NoKanbHOW CeTH, K KOTOPOW, B CBOKO
oyepenb, MNNaHUpyeTcs NOAKMOYUTL OOHY WNK Heckonbko IP-kamep. [pu Takom
NOOKIHYEHUN NCNoSb3yeTcs MaplpyTmusaTtop. MNpn 3ToM Yncno nogkroyaemMbixX kKamep
3aBUCUT, B OCHOBHOM, OT KONM4eCcTBa NepeHasHavaemMbIX MapLUpyTU3aTopoM NopToB.

3. [llpoBangep He BblAensieT BHELWHWWA cTtaTtudeckun IP-agpec. |P-agpec HasHa4vaeTcs
npoBangepom AMHaAMUYECKM, TO €CTb TaK, YTO MPU KaX4OM HOBOM MOAKITHOYEHUU ITOT
agpec npucBamBaeTCs 3aHOBO M M3MeHsieTcs B npouecce paboTbl (Takas cutyaumns
ocobeHHO xapakTepHa npu pabote yepes ADSL u GPRS). B atom cnyyae, 4To6bl
obecneunTb BO3MOXHOCTb MOAKMIOYEHMS OLHOW WM HECKOMbKUX Kamep K CeTu
MHTepHET, BHE 3aBMCUMOCTU OT TOro, Kakon IP-agpec BblaeneH NnpoBangepom B aHHbIN
MOMEHT, HeobOXoaMMO  3agencTBoBaTb  WHTEpHeT-CNyxObl,  paboTawowme C
ANHaAMUYEeCKUMKN agpecamu.

Hanee, 3T BapuaHTbl opraHusauuun poctyna Kk |IP-kamepam u3 cetn WHTepHeT OyayT

paccMOTpeHbI NoapobHee.
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6.2. Noaknto4vyeHmne Npm ctatTu4eckom BHelHeM |IP-agpece/PPPoOE-coeauHeHun

6.2.1. Ucnonb3oBaHue ctaTuyeckoro IP-agpeca

Ona nopgknioveHns |IP-kamepbl kK cetn MHTepHET HeobGXOoAMMO M3MEHUTb ee CeTeBble
napameTpbl B COOTBETCTBUM C JaHHbIMW, NOMy4YEeHHbIMW OT NpoBangepa. Kak npasuno, nposBanaep
npegoctaBnseT cnegyowme ceTeBble HacTpouku: IP-agpec (B gaHHOM cnyyae, cTaTUYecKkui),
Macka nogcetu, ceteson w3 n agpec DNS-cepsepa.

Ona nonydeHns goctyna K IP-kamepe yepes ceTb VIHTepHeT no crtatnyeckomy IP-agpecy
Heo6xoanMO BbINOMHUTL CrReayoLme Wwarw:

War 1: nogkntounte IP-kamepy Hanpsamyto Kk Bawemy TK.

LWar 2: nameHnte ceteBble HAaCTPOMKK MPOBOAHOIO coeamHeHnsa |P-kamepbl B COOTBETCTBUM

C HacTponkamu, npegoctasneHHbIMy Bawmm VHTepHeT-npoBangepom (Puc. 6.1).

Beward Network Camera

BE\WARD OcHoBHbIe HacTpoiikv >> CeTb

me reene

o O MonyunTs IP agpec asTomarnueckn

® Wenonbaoeats cratuueckuii IP agpec

£}  OcHoBHble HACTPOKH IP anpec 173. 194. 122 202 | Teer
Macka noacetn 255 255 255 252
OcHoenoii wnioa 173194 122 211
OcHosHol DNS: 173. 194, 122. 211

CeTb I Pesxum IPv6

IPv6 Agpec: —

" Mpecpuc IPv6 —
OcHoBHOR W03 IPVE: I:l

Puc. 6.1
War 3: nogkntouute IP-kamepy Kk BolaeneHHon cetu Ethernet.

Ecnu Bce napameTpbl ykasaHbl BEPHO, kKaMepa [oShkHa ObITb 4OCTYNHA B CeTU VIHTEpHeT.
B nprvBegeHHOM nprvMepe npoBangep NpeaocTaBun crneayowme gaHHbIe:

IP-appec: 173.194.122.202

Macka noaceTtu: 255.255.255.252

OcHoBHOWM wWnt3: 173.194.122.211

OcHoBHOM DNS: 173.194.122.1
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B obwem cny4vae, ansa obpaweHus Kk IP-kamepe vepes ceTb VIHTEpHET B agpecHOn CTpoke

Opaysepa BBOOgMTCS cnegyowmi 3anpoc: http://<IP>:<Port>, rge <IP> — IP-agpec kamepbl, <Port>
— 3HayeHue HTTP-nopta. Tak kak B gaHHOM npumepe ucnonb3yetcs 3HadyeHne HTTP-nopra,
3agaHHoe no ymonyaHuto («80»), To, yTobbl OBpaTUThLCA K IP-kamepe 4vepe3 ceTb VIHTepHeT,

Heobxoaumo Habpatb 3anpoc «http://173.194.122.202».

NMPUMEYAHUE!
Mpn noakntoyeHnn K kamepe 4vepe3 HTTP-nopT, 3agaHHbIA MO yMONYaHUO (3HadeHne paBHO «80»),

3anpoc B agpecHon cTpoke Gpaysepa umeet Bua: http://<IP>,—rae <IP> — IP-agpec kamepbl.

6.2.2. UIcnonb3oBaHne PPPoE-coeauHeHus

WHTepHeT-npoBangep He Bceraa MoxeT obecneynTb NOAKMOYEHWEe No ctatudeckomy IP-
agpecy. Yaue Bcero, nposangep opraHn3yeT 4ocTyn K cetn VIHTepHeT yepe3 PPPoOE-coeagnHeHme.
B aTom cnyyae, oH npegoctaBnseT aboHeHTY MMsl NONb30BaTens 1 Naporb.

IP-kamepa nopgpepxumBaeT PPPoOE-coeauHeHue. NS ero mMcnonb3oBaHUst HeobGXxoaumo
BbIMOMHUTE cnegyloLlme waru:

War 1: nogkntounTte IP-kamepy k Bawei nokansHom cetu unu Hanpsmyto K MK (cm. Masy 5).

War 2. songute B mMeHio PPPOE-HacTpoek IP-kamepbl: KoHgpuaypayuss — OCHOBHbIe
Hacmpoliku — Cemb — PPPOE.

LWar 3: yctaHoBuUTE Mapkep B rnone «Bkniounte PPPOE»

LWar 4: B TekcToBbIX Nonsix [Monb3oBatens], [[laponk], [loaTBepAUTe Naponb] BBeAUTE

3Ha4eHus, nony4veHHble oT MIHTepHeT-npoBangepa (Puc. 6.2).
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Beward Network Camera

>
BC\VARD OcHOBHbIE HAacTpoiikKn >> CeTb
W« Kusoe Bugeo TCP/IP  HTTP  RTSP UPnP DDNS  Emal FTP  VIAN  PPPoE  SNMP  802.1x
B Apxue Bxmiounts PPPoE ]
Nunamuaeckmi IP: 0.0.0.0

£}  OcHOBHbIE HACTPOMKK
WmA nonkzosatens;

Bupeo Maponk.

MoaTeepauTe naponk:

|
CeTb I

Jlata u Bpema

@ JlononHuTensHble

Puc. 6.2
LWar 5: Ansa npuHATUA U3MEHEHUN HaXXMUTe KHOMKY [COXpaHuUTb].
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War 6: nogkntounte IP-kamepy Kk BbliaeneHHom cetu Ethernet.

BHUMAHUE!
Mocne nogknioveHus IP-kamepsbl K BolaeneHHon ceTu Ethernet, oHa 6yneTt goctynHa B ceTu VIHTepHeT nog

IP-agpecom, NpuUcBOEHHbLIM el Bawwmm npoBangepom n otobpaxkaembim B none [AuHamuyeckun IP] (cm.
Puc. 6.2).

Ons obpaweHus k IP-kamepe B ceTn NHTepHET B agpecHom CTpoke Opaysepa BBOOMTCS
cnegyowmin 3anpoc: http://<IP>.<Port>/— roe <IP> — IP-agpec kamepsbl, Ha3Ha4yeHHbIn Bawwmm
npoBangepomMm npu yctaHoBrneHmn PPPoE-coeguHenusn, <Port> — 3HauyeHne HTTP-noprta (mo

ymon4yaHuio pasHoe «80»).

NMPUMEYAHUE!
Mpu nogkntodeHun K kamepe yvepesd HTTP-nopT, 3agaHHbIN NO yMONYaHuoo (3HaveHne paBHO «80»),

3anpoc B agpecHon cTpoke Gpaysepa umeet Bua: http://<IP>,—roe <IP> — IP-agpec kamepbl.
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6.3. MNMoakntoyeHne 4epes cetb UHTepHeT K |IP-kamepam, Haxoaswumcs B

NoKanbHOWU ceTun
Ecnn goctyn B ceTb VIHTEpHET ocyllecTBnaeTca no BbigeneHHon nuHum Ethernet unu no

ADSL, ons nogknoyeHus nokarnbHOW ceTu UCNOoNb3yeTcs MapLupyTmusaTop.

BHUMAHUE!

[na vcnonb3oBaHWA OaHHOrO MeTofa MOAKMYeHWs HeobxoduMmo 3apaHee npuobpectu y Bauero
npoeangepa MYBINYHBIA CTATUYECKWUI IP-agpec. MpoBaigep npenocTaBnsieT, Kak MpaBumiio,
ONHAMWYECKUI BHYTPEHHWIA IP-agpec, KOTOpbIi OOCTYNEeH TOMbKO B MOACETW nposanaepa.

MoaTomy yTo4yHMTE TUN Ucnonb3yemoro Bamu IP-agpeca 3apaHee.

Ans Toro, 4ytobbl noakniounTbes K IP-kamepe 13 cetn MHTepHeT, Hago obpatutbea no IP-
agpecy, BblAaHHOMY npoBanaepoMm (BHewHun IP-agpec maplipytmusaTtopa), U K onpeaeneHHomy
HTTP-noprty.

BHUMAHMUE!
Mpun obpaLyeHnn n3 cetn VIHTepHET Ansi BCexX Kamep, HaXoOsALLMXCSl B O4HOW NTOKaNbHOWM CeTH, CyLLLeCTBYeT
TonbKo oauH IP-agpec (BblgaHHbIA NpoBangepom). [MoaToMy Ans gocTyna K 3TMM kamepam HeobXxoanmo

KaXkgon HasHa4mTb CBOM rpynnbl NOPTOB.

[nsa atoro TpebyeTcsa BbINOMHUTL cnegyowme AeNcTBuUs:

o /3meHnTb ceTeBble NapameTpbl IP-kamep B COOTBETCTBUM C HACTPOMKaMU, NPUHATBIMU
B Bawen nokanbHom ceTu.

e Hactpoutb dyHKUMIO NepeHanpaBneHns noptoB. [aHHaa yHKUMa nossonseT
nepeHanpaesnatb obpalleHna u3 cetn WHTepHeT K KakoMy-nubo YCTPOWCTBY,
NOOKIMOYEHHOMY K NnokanbHowm ceTu, ¢ BHewHero WAN-nHTepderica mapLupytusatopa
Ha ero BHyTpeHHMN LAN-uHTepdenc un obecneymBaeTcss npakTU4eckn mnobbiM
COBPEMEHHbIM MapLUPYyTU3aTOPOM.

Mpn atom, cywecTtByeT ABa cnocoba HaCTPOMKM MapLupyTusaumm (nepeHanpasneHus

nopToB):

e ncnosnb3oBaHue TexHonorun UPNP B kamepe 1 mapLupyTusaTtope;

e pyyHas YyCTaHOBKa nNapaMeTpoOB MepeHanpaBreHns MopToB B  Kamepe WU

MapLupyTusaTope.
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6.3.1. HacTpouka py4yHou nepeagpecaumm NopToB MapLipyTusaropa

Paccmotpum 3agady nogknioveHusi IP-kamepbl K ceTu WVHTepHeT C  NOMOLLbIO
mapuwpyTtmsatopa TP-Link TL-WR2543ND (HacTporika 6onblnHCTBa (OYHKUMIA MapLUpyTU3aTopoB
pa3fiMyHbIX MOAENEN BbIMOSHAETCH CXOXNM 06pa3om).

Cuntaem, 4TO NOAKIOYEHUE MapLUpyTM3aTopa K NokanbHoW ceTn n cetn VIHTepHeT yxe
HacTpoeHo. MapwpyTnsatop umeeT cnegyowmin nyonuuHbIn ctatnyeckui IP-agpec, BblOaHHbIN
WHTepHeT-npoBangepom (IP-agpec WAN-uHTepdenca mapipytunsaropa): 173.194.122.201.

JlokanbHas ceTb umeet IP-agpeca B AnanasoHe «192.168.1.1 — 192.168.1.255», npudem
«192.168.1.1» — BHyTpeHHuMn IP-agpec wmapuwpyTtusatopa (IP-agpec LAN-uHTepdenca
MapLupyTtumsaTtopa), «192.168.1.199» — IP-agpec kamepsbl. [1ns HACTPOMKM UCMONb3YeEM KOMNbIOTEP,
NOOKITHOYEHHbIN K 3TOW JTIOKaNbHOW CeTu.

Ona nogkntoveHus |P-kamepbl kK ceTn WMHTepHeT TpebyeTcsa HasHauuMTb NOpThl, Yepes3
KoTopble ByaeT oCcyLecTBNATLCA BHELUHUIA AOCTYN K €e HAaCTPOoMKaM 1 K BUAEONOTOKY C kamepsbl. B
NoKanbHOM CEeTW 3TWU NMOPThl MO YMOMNYaHUID UMEIDT creyowmne 3HadveHusi: HTTP-nopT — «80y,
HTTPS-nopt — «443», RTSP-nopT — «554».

BHUMAHUE!
Mpu obpaLleHnmn n3 cetn VIHTEpHET ANs BCeX KaMep, HaXoOsALWMXCS B OOHOW NIOKaNbHOWM CETH, CYLLeCTBYET
TOonbKO oauH IP-agpec (BblgaHHbIM NpoBangepom). NosToMy Ans AocTyna K 3TMM Kamepam Heobxoanmo

KaXk4on Ha3HauYnTbL CBOU rpynnbl NOPTOB.

,D,J'IFI N3MEeHEHNA NopTOB |P-KaMepr BbINOJIHUTE CcreaywLwine DencTBus:

LWar 1: B BeG-nHTEpPEiCe kKamepbl OTKponTe pasgen meHo KoHgueypayusi — OCHO8HbIe
Hacmpoliku — Cemb — HTTP.
War 2: Beeaute B none [HTTP nopt] HOBOe 3HA4eHWe, OTINYHOE OT 3HAYEHUs Mo

ymonyanuio. Hanpumep, nyctb B kadectBe HTTP nopTta ucnonbayetcsa nopT «85» (Puc. 6.3).
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Beward Network Camera =
BE\VARD OcHOBHLIe HacTpoiikk >> CeTk
W« ¥uBoe Bugeo TCP/IP HTTP RTSP UPnP DDNS Email FTP VLAN PPPoE SNMP 802.1x
B Apxus Brnwounts HTTP:
HTTP nopr:
£ OcHoBHbIE HACTPOMKK BrmiosTs HTTPS. &
Mopt HTTPS: 443
HacTpoiiku HTTPS
Ayam
CepTndmrat: C=US, HIP=maylong C6poc
CeTb I
. Mrcpopmayma: MomyuaTens:
[laTa u Bpema C=U5, H/IP=maylong
HMamarens:
) C=US, H/IP=maylong
@ [lononHuTenbHblE Tepyon aefcTens:
Feb 16 02:29:45 2016 ~
Nov 11 02:29:45 2018
®  Cucrema
A Obcnykueanve Bribop pefctena: \Coaqa‘rb cepTgMEaT v
Cozpnate ceprudmear: Cosparts

. CowwmewmAwmerssee |
Puc. 6.3
LWar 3: ana npumMeHeHnss HaCTPOEK HaXXMUTE KHOMKY [COXpaHUTb].
Taknm o6pasom, NopThl ANA AOCTyNa K aHHOW KaMepe BHYTPW JloKanbHOW ceTu ByayT:
HTTP-nopTt — «85», RTSP-nopT — «554».

Kamepa HacTpoeHa. OcTtanocb NpaBurbHO HACTPOUTbL MapLLPyTU3aTop.

[Ana HacTpoMKU mMaplLupyTUu3aTopa BbINONHUTE crieaylowme AeNCTBUA:
War 1: BBeguTe B agpecHon cTpoke Opaysepa IP-agpec maplpyTtu3aTtopa (B Hawem
npumepe — «192.168.1.1»). B nosiBMBLUEMCA OKHE aBTOpM3aLMu BBeAUTE NTIOMMH M naporb. [locne

yOadHom aBTopM3aumm OTKPOETCsl OCHOBHAsi CTpaHuLa HacTpoek mapLipyTtusdaTopa (Puc. 6.4).
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= .2 450M Wireless N Gigabit Router
Tp LINK Model No. TLAVR2543ND

Status
Quick Setup Status
wPs
Network
Firmware Version:  3.13.27 Build 121207 Rel.61955n
Wireless
Hardware Version:  WR2543ND v1 00000000 E
DHCP
USB Settings
Forwarding LAN
Security MAC Address:  90-F6-52-75-BD-62
Parental Control P Addrass:  192158.11 I

Access Control
Subnet Mask: 255.255.255.0
Advanced Routing
Bandwidth Control

IP & MAC Binding Wireless

Dynamic DNS Wireless Radio: Enable

System Tools Name (SSID):  TP-LINK

Puc. 6.4
War 2: Bbibepute nyHKT meHio Forwarding — Virtual Servers. B nosBuBLIEMCSH MEHIO

HaxxmuTe kHonky [Add New] (Puc.6.5).

= s 450M Wireless N Gigabit Router
Tp LINK Model No. TLAWVR2543ND

Status
Guick Setup
WPS
Network
e ID  Service Port Internal Port IP Address Protocol Status Modify
DHCP
USB Settings Enable A Disable A Delete Al
Forwarding
e = Previous Next
- Port Triggering
-DMZ
-UPnP
Security
Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS
System Tools
Puc. 6.5

LWar 3: no6aBbTe npaBuna nepeHanpaBneHns noptos ans IP-kamepsl (Puc. 6.6). 3apanite
crneayowme napameTpbi:
[Service Port]: ykaxute nopT, KOTOpLIN ByaeT MCnonb3oBaTbCa ANs 4OCTyNa K Kamepe u3

cetn NHTepHer.

NMPUMEYAHUE!
Bo wn3bexaHune KOHIMKTOB HE MCMONb3ynTe Afsi nepeHanpaBreHns NopTOB 3aperncTpypoBaHHbIE
3Ha4eHus. PekomeHayeTca mMcnonb3oBaHue nNoptoB guanasoHa 1124-7999. (3Hauenus noptoB ot 0 Ao

1123 odhmumanbHO 3aperncTpmpoBaHbl MOA Pa3riMYHbIE MPOTOKOIbI, CIYXObl, MPUIOXEHUS.)

[Internal Port]: ykaxxute nopT, UCNONb3yeMbIN B JAHHbIN MOMEHT 4S5 OCTyNa K Kamepe u3

nokansHoOM ceTu.
[IP Address]: ykaxuTe IP-agpec kamepsbl, 4151 KOTOPOW HAcTpanBaeTcs nepeHanpasreHme.

OcrTanbHble NYHKTbl HEe TPeOYT HACTPONKMW.
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[ob6aebTe npasuno ansa nopta HTTP (Puc. 6.6).

TP-LINK'

Status
Quick Setup
WPS
Network
Wireless
DHCP
USB Seitings
Forwarding

\ rs
- Port Triggering
-DMZ
-UPnP

security
Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Add or Modify a Virtual Server Entry

450M Wireless N Gigabit Router
Model No. TL-WR2543ND

Service Port:
Internal Port:
IP Address:
Protocol:

Status:

Common Service Port:

B poxen)

80 (30(, Only valid for single Service Port or leave it blank)
Al .

Enabled -

—Select One—- -

sae

Puc. 6.6

LWar 4: HaxxmuTe KHOMKy [Save], 4Tobbl coxpaHuTb npasuno. Mpasuno gobasneHo (Puc.

6.7).

TP-LINK'

Status

Quick Setup Virtual Servers

wps

450M Wireless N Gigabit Router
Model No. TL-WR2543ND

Network
Wireless

DHCP

USB Settings
Forwarding

- Virt

- Port Triggering
-DMZ

_uPnp
Security
Parental Control

Access Control

Advanced Routing
Bandwidth Control

IP & MAC Binding
Dynamic DHS

System Tools

Internal Port IP Address Protocol Status Modify
80 192.168.1.199 All Enabled Modify Delete
AddNew.. | [ EnableAl | [ Disable Al | [ Delete All
Previous Next

Puc. 6.7

LWar 5: Tem xe cnocobom fobasbTe npasuno Ana nopta RTSP (Puc.6.8).
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TP-LINK 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Status

Quick Setup Virtual Servers

WPS

Network
ID  Service Port Internal Port IP Address Protocol Status Modify
Wireless
DHCP 1 81 80 192168.1.199 All Enabled Modify Delete
USB Settings 2 3001 554 192.168.1.199 Al Enabled Wodify Delate
Forwarding
rs AddNew.. | [ EnableAll | [ Disable Al | [ Delete All
- Port Triggering
-DMZ
Previous Next

-UPnp

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Puc. 6.8
LWar 6: 1 ewe ogHo npaeuno angd MNMopta gaHHbix (Puc. 6.9).

BHUMAHUE!
HTTP-nopTel 1 RTSP-nopThl kKaMep MOXXHO nepeHanpasnaTh C MOMOLLbIO BUPTyarnbHOro cepsepa, o4Hako

MOPTbI AaHHBIX Y KaMep A0MKHbI ObITb Pa3HbIMU M TPAHCIMPOBATLCS «MOPT B MOPT»!

TP-LINK® 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Status

Quick Setup Virtual Servers

WPS

Network

- ID  Service Port Internal Port IP Address Protocol Status Modify
Wireless
o 181 80 192.168.1.199 Al Enabled Modify Delete
USB Settings 2 3001 554 192.168.1.199 Al Enabled Wodify Delete
Srrrite 3 5001 5001 192.168.1.199 Al Enabled Modify Delete
v ors
-Port Triggering AddNew.. | [ EnableAl | [ Disable Al | [ Delete All
-DMZ
-UPnP

Previous Next

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Puc. 6.9
LWar 7: ecnu Bbl ncnonb3yete HECKONbKO kamep, To Bam HeobxogmMmo noBTOpuTL Wwarun 2-6

AN octanbHbIX Kamep (Puc.6.10).
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TP-LINK® 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

I nasa 6. I[looknouenue IP-kamepol k cemu Unmepnem

Status
Guick Setup
WPS
Network
Wireless ID  Service Port Internal Port IP Address Protocol Status Modify
v 181 80 192.168.1.199 Al Enabled Modify Delete
USB Settings 2 3001 554 192.168.1.189 Al Enabled Modify Delete
[— 3 5001 5001 192.166.1.199 All Enabled Modify Delete
4 82 80 192.168.1.198 Al Enabled Modify Delete
5 3002 554 192.168.1.198 Al Enabled Mlodify Delete
§ 5002 5002 192.166.1.198 All Enabled Modify Delete
-upnp 7 83 80 192.166.1.211 All Enabled Modify Delete
Security g 3002 554 192.168.1.211 Al Enabled Modify Delete
R 9 5003 5003 192.168.1.211 Al Enabled Modify Delete
Access Control
Py — AddNew.. | [ Enable Al | [ Disable Al | [ Delete Al |
Bandwidth Control
IP & MAC Binding Previous
Dynamic DNS
System Tools
Puc.6.10

HacTponka mapLipyTusaTopa 3aBepLueHa.

Tenepb, 4TOObLI NONY4YMTb JOCTYN K Kamepe 13 ceTn NHTepHeT, Hago obpaTuTbCa K Hew no
IP-agpecy, BblgaHHOMY npoBanaepom (BHewwHu IP-agpec maplipyTnsartopa), U Ha3Ha4eHHOMY en
nopty HTTP.

B paccmoTtpeHHoM npumepe IP-agpec mapuwpyTtusatopa — «173.194.122.201». HTTP-noprT,
Ha3HayeHHbIN kamepe Ans nepeagpecaunn,— «81». 3HauuT, ons obpaleHnsa K Kamepe u3 cetu

MHTepHeT HeobxoanMMo B agpecHom cTpoke Gpay3epa HabpaTtb 3anpoc: http://173.194.122.201:81/.
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MpunoxeHus

MpunoxeHue A. 3aBoaAcKUe YCTaHOBKMU

Hwxe npuBegeHbl HEKOTOPbIE 3HAa4YeHUA 3aBOACKMX YCTAHOBOK

HanmeHoBaHue 3HaveHue
IP-agpec 192.168.0.99
Macka nogceTtu 255.255.255.0
Nms nonb3osaTens (agMuHUcTpartopa) admin
Maponb (agMuHMCTpaTopa) admin
HTTP-nopt 80
RTSP-nopT 554

PykoBoacTBo no noaknoyeHuto IP-kamepbl SV2017-MR12



BGWARD Ilpunosxcenus

MpunoxeHue B. MNapaHTUHbLIE o6sA3aTenbCTBa

B1. O6wue cBepgeHud

a) lMepepn nogkntoyeHnem obopyaoBaHMs HEOBXOANUMO O3HAKOMUTBLCHA ¢ PykoBOACTBOM MO
aKcnnyaTaumm.

6) Ycnosus akcnnyaTaumm Bcero o6opyaoBaHms omkHbl cootBeTcTBoBath [OCT 15150-69,
FOCT B20.39.304-76 (B 3aBMCMMOCTW OT UCIMOSTHEHUS YCTPOWCTBA).

B) [lNs1 NoBbIWEHNST HAAEXHOCTM paboTbl 060pyaoBaHUS, 3almTbl OT HPOCKOB B NUTAIOLLEN
cetn n obecneveHna GecnepebOMHOrO MUTaHUS cnegyeT UCNONb3oBaTb CeTeBble UNbTPbI U

ycTponcTBa 6ecnepebonHOro nuTaHus.

B2. OneKkTpoMarHMTHasi COBMeCTUMOCTb

3710 060opygoOBaHME COOTBETCTBYET TpeOOBaHMAM SMEKTPOMarHUTHOM coBmecTumoctn EN
55022, EN 50082-1. HanpsihkeHne pagnonomex, co3gaBaeMblx annapaTtypon, cooteetcteyeT [OCT
30428-96.

B3. OnekTponuTtaHue

[lomKkHO COOTBETCTBOBATL NapameTpam, yka3aHHbIM B PykoBoACTBE MO 3Kcnnyataumm ans
KOHKPETHOro yctponcrtaa. [Ana yCTpoMCTB CO BCTPOEHHbIM UCTOYHMKOM MUTAHUSA — 3TO NEpeMeHHoe
HanpsbkeHne 220 B £10%, yactoTton 50 'y £3%. [1na ycTpoONCTB C BHELUHMM aganTepoM NUTaHus —
CTabunnampoBaHHbIN NCTOYHMK NuTaHua 5 B 5% nnn 12 B £10% ans yctponcts ¢ 12-BoNbTOBbLIM

nutaHnem. HanpskeHune nynecaumn — He 6onee 0.1 B.

B4. 3azemneHune

Bce yctponcTtea, nmetowme BCTPOEHHbIN BNOK NUTaHWs, OOMKHbI ObiTb 3a3eMneHbl NyTem
NOAKMIYEHNss K crneunanbHbiM poO3eTKam  3MEeKTPonuTaHust C  3a3eMfeHMeM WUnu  nytem
HENOCPEACTBEHHOrO 3a3eMiieHMs1 Kopriyca, €CnuM Ha HeM npeaycMOTpeHbl chneuuvarnbHble
KpenexHble 3nemMeHTbl. 3a3eMneHne 3neKTPOonpOBOAKN 30aHUS OOMKHO ObiTb BbLINOMIHEHO B
cooTBeTCTBMM € TpeboBaHmsamn MYD (MpaBuna YcTponcTtea dnekTpoyctaHoBok). ObopyaosaHue ¢
BbIHOCHbIMK 6nokaMmyM nuTaHMa M aganTepaMmyM TakkKe [OOIDKHO OblTb 3a3eMNEeHo, ecnv 31O
NpeayCMOTPEHO KOHCTPYKLMEN KOpryca U BUIKU Ha LWUHYpe NuTaHus. MOoHTaXx BO3AYLLUHbIX NIMHWIA
anekTponepeaayn n JNIMHUIA, NPOKNaabiBaeMbIX MO HapPYXHbIM CTEHaM 34aHMN U Ha Yepakax,
OOIMKEH ObITb BbINOMHEH 3KPaHMPOBAHHLIM Kabenem (MM B MeTanmnopykase), U NIMHUN OOSDKHbI
ObiTb 3a3emneHbl C [OBYX KOHUOB. [lpuyem, ecnu oOOuH KOHeu, 9KpaHa MoAKYaeTcs
HEMNOCPEACTBEHHO K LUMHE 3a3eMfeHusi, TO BTOPOM — MOAKMYaeTCa K 3a3eMMeHuio 4yepes

paspsigHKIK.
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B5. MonHue3awuTa

MonHuesawmTa gomkHa cootBeTcTBoBaTb P 34.21.122-87 "MIHCTpyKUMS NO YCTPOMWCTBY
MOSHMe3aLWmnTbl 3gaHnii n coopyxennn" n FTOCT P 50571.18-2000, FOCT P 50571.19-2000, NOCT
P 50571.20-2000. MNMpwn npoknagke BO3AYLHbLIX FIMHAA U IMHUIA, NOYLMX NO HAPY>KHOW CTEHE 34aHni
1 Mo YepaavHbIM NOMELLEHNSAM, HA BXOAax 060pyA0BaHNS OOIMKHbI OblTb YCTAHOBIEHbI YCTPOUCTBA

MOJTHNE3alnTbI.

B6. Temnepartypa 1 BNaxHoOCTb

MakcrMMmanbHble M MUHUManbHbIE 3HAYEeHWs TemnepaTypbl dKCnyaTauum n XpaHeHus, a
TaKke BraXHOCTU, Bbl MOXXeTe NOCMOTPETb B TEXHNYECKOM ONMCaHMM KOHKPETHOro obopyaoBaHus.
MakcumanbHas paboyas Temnepartypa — 3To TeMnepaTtypa, Bbille KOTOPOWN He LOMKEH HarpeBaTbCA

Kopnyc yCTpoMCcTBa B npoLecce AnuTensHon paboThbl.

B7. PasmelleHue

Ana BeHTMNSAUMM YCTPOMCTBA HEOOXOAMMO OCTaBWUTb Kak MUHMMYM Mo 5 cMm cBOGOAHOroO
npoctpaHcTBa no 6Gokam M CO CTOPOHbI 3agHenm naHenwu ycTtpownctBa. [lpu ycTtaHoBke B
TEeNeKoOMMYHMKALMOHHbIN LWKad unn CTONKY AomkHa 6biTb obecneyeHa HeobxoamMmMasi BEHTUNALUS.
[na aToro pekoMeHOyeTCs yCTaHaBnuBaTb B LWKagy crneynanbHbin 6GrOK BEHTUNATOPOB.
TemnepaTtypa OKpyxatLlero BO3gyxa W BEHTUNSAUMA OOSMKHbI obecnevvBaTb HeobxoauMbIn
TemnepaTypHbi pexum 00opyaoBaHWs (B COOTBETCTBUM C TEXHUYECKUMMU XapakKTepucTUKamu
KOHKpeTHOro obopyagoBaHus).

MecTto anga pasmeLleHnss 060pyaoBaHNs LOMKHO OTBeYaTb Cneayowmm TpeboBaHNSM:

a) OTcyTCcTBUE 3aNbINEHHOCTU NOMELLEHMS.

6) OTcyTCcTBME B BO3AYyX€E NapoB Barn, arpeccmuBHbIX cpes.

B) B nomeweHun, roe ycraHaBnuBaeTca obopynoBaHue, He OOMKHO ObiTb ObITOBbIX
HaCEeKOMbIX.

r) 3anpewjaetca pasmellatb Ha obopyaoBaHMM NOCTOPOHHME NpeaMeTbl U NepekpbiBaTb

BEHTUNALMOHHbIE OTBEPCTUA.

B8. O6cnyxuBaHue
O6opynoBaHue HeobxoamMmo 0bcnyxueaTtb C NEPUOANYHOCTBIO HE MEHEE OOHOMO pasa B rog
C Uernbio yaaneHus u3 Hero nbinn. 3To no3sonut obopyaoBaHuio pabotatb 6e3 c6oeB B TeyeHne

NnpoaoJPKNUTESIbHOIO BpEMEHN.

B9. Moaknto4vyeHne nHtepdencos
O6opyanoBaHne AOMKHO NOAKNIOYATLCA B CTPOTOM COOTBETCTBUM C Ha3HaAY€HUEM U TUMOM

YCTaHOBMNEHHbIX MHTEPdENCOB.
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B10. MNapaHTUWHbIe 06A3aTenbLCTBa

OO0 «HIMN «beeapa» He rapaHTupyeT, 4YTo obopynoBaHme GygeT paboTaTb OOMMKHbLIM
06pa3om B pasnuyHbIX KOHPUrypaunsx n obnactax NpUMEHeHUs, N He aeT HUKaKOW rapaHTuK, 4To
obopynoBaHue obsizatenbHo OygeT paboTaTb B COOTBETCTBUM C OXMAAHUSIMU KIMEHTA NpU €ero
NPUMEHEHUN B CNELMPUIECKNX LIENSIX.

OO0 «HIMMN «beBapa» He HeceT OTBETCTBEHHOCTM MO rapaHTUHbIM 0bsi3aTenbCTBaM Npu
NOBPEXOEHUN BHELLHMX MHTepdencoB obopynoBaHms (CeTeBbIX, TENEMOHHbIX, KOHCOSbHbIX U T.M.)
n camoro o6opyaoBaHus, BO3HUKLLEM B pe3ynbTare:

a) HecobntogeHnst NpaBuI TPAHCNOPTUPOBKM M YCINOBUIN XPaHEHWS;

6) bopc-MaxKOpHbIX 0BCTOSATENBLCTB (TAKMX Kak NoXap, HABOAHEHWE, 3eMMETPACEHME U AP.);

B) HApPYLLUEHUSA TEXHUYECKNX TPeOOoBaHM MO pa3MELLEHMIO, NOAKMOYEHNIO U SKCMyaTaumm;

) HENpPaBUIbHbIX ENCTBUI NPU NEPEnpPOLLUNBKE;

[) NCNonb30BaHNS He NO Ha3HaAYEHWIo;

€) MEeXaHUYEeCKUX, TEePMUYECKMX, XUMUYECKUX W WHbIX BUAOB BO3OEWCTBUM, €CNU WX
napameTpbl BbIXOASAT 3@ pPaMKM OOMYCTUMbIX 3KCMMyaTauMOHHbIX XapakTepucTuk, nmvbo He
npegycMOTPEHbl TEXHMYECKON crieumdmKaumen Ha gaHHoe obopyaoBaHue;

) BO34ENCTBUSA BbICOKOIO HanpsbkeHus (yaap MOSHUK, CTaTUYecKoe 3NeKTPUYecTBo 1 T.1.).
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MpunoxeHune C. lNpaBa n noaaepxka

C1. ToproBas mapka

Copyright © BEWARD 2022.

HekoTopble nNyHKTbl HacTosiwero PyKoBOACTBa, a Takke pasgenbl MEeHH YynpaBreHus
obopyanoBaHusa mMoryT 6biTb M3MeHeHbI 6e3 NpeaBapuUTENbHOrO YBEAOMITEHUS.

BEWARD gaBnsetca 3apernctpmpoBaHHon Toproson mapkon OOO «HIMM «besapa». Bece

OCTarbHble TOProBble MapKkn nNnpunHaanexart nx BiagesrbLuaM.

C2. OrpaHu4yeHne OTBETCTBEHHOCTHU

OO0 «HIMM «beapgo» He rapaHTMpyeT, 4TO annapaTtHble cpeacTBa byayT paboTatb
OOIMKHBIM 0Bpa3oM BO BCEX cpedax M MPUIMOXEHUSX, U He OaeT rapaHTUn U NpeacTaBrieHun,
noapasymMeBaeMblX WU BbIPaXEHHbIX OTHOCUTENbHO KayecTBa, paboumx XapakTepucTuK, Wnu
paboTocnocobHOCTM MNpu uMcnonb3oBaHuu B creundmyecknx uensax. OO0 «HIMM «beeapg»
NpUAoXnno Bce ycunus, 4tobbl caenatb 310 PyKoBOACTBO MO aKkcnnyaTaunm Hanbonee TOYHbIM U
nonHbiM. OO0 «HIIM «beBapg» oTKasbiBaeTCsi OT OTBETCTBEHHOCTU 3a NtoOble onevyaTkn unu
NpOonycKu, KOTopble, BO3MOXHO, MPOM30LLN NPU HanMcaHum gaHHoro PykoBoacTea.

MHdopmauusa B ntobon yactu PykoBogcTBa nNo aKcniyataumm U3MEHAETCA U OOMOSTHAETCS
OO0 «HIM «beBapa» 6e3 npeasaputensHoro ysegomnenna. OO0 «HIMIM «besapa» He 6epeT Ha
cebsi HMKaKon OTBETCTBEHHOCTU 3a Mtobble MOrpelHoCTH, KOTOpble MOryT COAepXaTbCs B 3TOM
Pykosogctee. OO0 «HIMIM «beapa» He BepeT Ha cebst OTBETCTBEHHOCTM U HE OAET rapaHTui B
BbiMycke OOHOBMEHUA UMM COXPAHEHUN HEU3MEHHOW KakoW-rnMbo WHgopmMaLMM B HACTOSLLEM
PykoBogcTtee no akcnnyatauuu, nm ocTaBnsdeT 3a cobon npaBo BHOCUTb U3MEHEHMS B AaHHOEe
PykoBogcTtBo wn/wunu B M3genus, onucaHHble B Hem, B noboe Bpems 6e3 npensaputenbHOro
yBegomnexus. Ecnn Bbl obHapyxute B 3TOM PykoBoacTBE WMHGOPMauUuio, KOTopas saABnsieTcs
HenpaBUNbHOW U HEMOMHOW, UM BBOAUT B 3abnyxaeHune, Mmbl byaem Bam kpariHe npuaHaTesibHbI

3a Bawm kommeHTapum 1 npeanoxeHus.

C3. Npenynpexaexnsa FCC

3710 0bopyaoBaHune ObINIO NPOTECTMPOBAHO M MPU3HAHO YAOBMETBOPSAOWMM TpeboBaHNSAM
NoNoXeHUss O LMMPOBbLIX YCTPOUCTBAX, NpuHagnexawmx k knaccy A, 4vactu 15 [lpasun
depepanbHon komuccun no ceasm (FCC). Otn orpaHmdeHus Obinv paspaboTaHbl B LEnsx
obecneyeHns 3aWwmTbl OT BPeAHbIX MOMEX, KOTOpble MOryT BO3HMKATb NPWU MCMOSb30BaHUN
obopynoBaHNa B KOMMeEpPYECKUX Lenax. OTo obopyaoBaHMe MOXET u3nydaTb, reHepupoBaTb U
MCNonNb3oBaTb JHEPruto B paguovacToTHOM AuanasoHe. Ecnm gaHHoe o6opypoBaHue 6yper
YCTaHOBIIEHO W/unn BygeT MCcnonb3oBaTbCA C OTKMOHEHMSMM OT HacTosawero PykoBoacTsa, OHO

MOXET OKa3blBaTb BpeagHoe BO3ENCTBME Ha Ka4eCTBO pPaanoceA3n, a Nnpun yCtaHOBKeE B XKUIOM 30He,
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BO3MOXHO, — Ha 340poBbe ntogen. B atom cnyyae Bnageneu OyoeT o6sisaH ucnpaBnsTb

nocneacTesns Bpe4HOro BO34eNCTBUS 3@ CBOWN CYET.

C4. NpepynpexpeHne CE
OTO YyCTPOMCTBO MOXET BbI3blBaTb PagnoNoMexm BO BHELLUHEM OKpyXeHun. B aTom crniyyae

nonb3oBaTtesib MOXeT ObITb 06513aH NPUHATbL COOTBETCTBYHOLLNE MEPDI.

C5. Noagepxka
Ona nHpopmaumm OTHOCUTENBbHO CcepBUCa W MOAAEPXKKW, MOXanynucra, CBSXXUTECh C
cepBucHbiM LeHTpom OO0 «HIIM «beBapa». KoHTakTHble AaHHble Bbl MoXeTe HaMTn Ha canTe

http://www.beward.ru/.

Mepen oGpaweHvemM B cnyxby TexXHU4EeCKOMW nNoAAEepXKKW, noXxanymcra, NOAroToBbTe
cnenyoLyo MHopMaLumio:

e TouHoe HanmeHoBaHue u IP-agpec Bawero obopygoBaHus (B cnyyae npnobpeteHus IP-
obopynoBaHus), gata MoKyrnku.

o Coo0OLeHunst 00 owmbkax, KOTopble NOABMASINCL C MOMEHTA BO3HMKHOBEHWS! MPOONeMbl.

e Bepcusa npowmBkM 1 Yepes kakoe obopyaoBaHme paboTano yCTPOWCTBO, KOrga BO3HUKNA
npobnema.

e [lpousBegeHHble Bamu genctena (No waram), NpeanpuHaTbie And camoCTOATENbHOMo
peLLeHns npobnembl.

e CKPUMHLUOTbLI HACTPOEK U NapaMeTpbl NOAKIYEHNS.

Yem nonHee 6yaet npepcraBneHHass Bamu nidopmaums, Tem ObicTpee Hawm cneynanucTbl

CMOryT NoMo4b Bam pelumnts npobnemy.
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MpunoxeHune D. MMoccapun

3GP — mynbTumMeannHbli KOHTENHep, onpeaendembln NapTHEpckuM [NpoekTom TpeTbero
nokoneHus (Third Generation Partnership Project (3GPP) ans MynbTumeammnHbix cnyx6 3G UMTS.
MHorve coBpemeHHble MOGUNbHbIE TenedgoHbl MMelT (yHKUMKM 3anucyu U NpocMoTpa ayavo u

Bugeo B hopmate 3GP.

ActiveX — aTO cTaHAapT, KOTOpbIM paspellaeT KOMMNOHEeHTaM NpPorpamMMHoOro obecneveHuns
B3aMMOLENCTBOBaTb B CETEeBOW cpefe He3aBUCUMO OT $3blka(-0B), MUCMOMb3yeMoro Ang ux
co3gaHus. BebG-6paysepbl MOryT ynpaBnsiTb anemeHtamu ynpasneHus ActiveX, OoKymeHTamu
ActiveX wn cueHapusammn ActiveX. OnemeHTbl ynpaeneHus ActiveX 4acTto 3arpyxawTtca WU
WHCTanNNupyTCa aBTOMaTUYECKW, Kak 3anpawmuBaembl. Cama no cebe gaHHasi TEXHOMOrMA He
SIBMISIETCS KpoccnnatopMeHHOM 1 nogaepXnuBaeTcs B NofiHOM obbeme Tonbko B cpeae Windows

B 6paysepe Internet Explorer 8.0.

ADSL (Asymmetric Digital Subscriber Line / AcummeTpuyHas umcpoBas aboHeHTCKas
NUHUA) — MOJeMHasi TexHONorus, npespallarollas aHanoroBsble CcurHanel, nepegaBaemMble
NnocpeacTBOM CTaHAapPTHOW TernedOHHOM NuHWMK, B UUAPOBbIE CcuUrHanbl (NakeTbl AaHHbIX),

No3BOSSiA BO BpeMsi paboTbl coBepLuaTb 3BOHKM.

Angle / Yron o630opa — 370 yron, KOTopbIn 06pasyloT nyyn, COeauHSAOME 3a0HI0K0 TOYKY
obbekTMBa 1 gmaroHarnb Kagpa. Yron 3peHus nokasbiBaeT CbeMOYHOE pacCTOsiHME U Yalle BCero
BblpakaeTcs B rpagycax. OBbI4HO yron 3peHnst namepseTca Ha NiMH3e, OKYyC KOTOPOW yCTaHOBMEH
B ©OeckoHeyHOCTb. B 3aBucumoctn OT yrna 3peHus, OObEKTMBbI AEensaT Ha Tpu  Tuna:
LUMPOKOYrofbHble, HOpMaribHble M ANMHHOMOKYCHbIE. B LUMPOKOYronbHbIX 06BbEKTMBAX, KOTOpbIe
Yallle BCEro Ucnornb3ylTca Ans naHopamMHOro HabnwaeHus, yron 3peHnst coctaBnsaeT 75 rpagycos
n 6onblwe. HopmanbHble 06bEKTUBLI MMEIKT yron 3peHus oT 45 go 65 rpagycoB. Yron 3peHus

ANMHHOGOKYyCHOro obbekTuea coctasnseT 30 rpagycos.

ARP (Address Resolution Protocol / T[lpotokon onpegeneHua appeca) -—
NCMOMb3YOLWMACA B KOMMbIOTEPHbBIX CETAX MPOTOKOST HU3KOTO YPOBHS, MpefHasHayYeHHbIn O5s
onpegeneHns agpeca kaHanbHOro ypoBHS MO M3BECTHOMY afpecy CeTeBOro ypoBHs. Hanbonbliee
pacnpocTpaHeHne 3TOT NPOTOKOM nony4ymn Gnarogapsa NoBCceMeCTHOCTM ceTen |P, noCcTpoeHHbIX
nosepx Ethernet. 3101 NnpoTokon ncnoneayetca ana ceasu IP-agpeca ¢ MAC-agpecom ycTponcTaa.
Mo nokanbHOM ceTn TpaHCcNupyeTcs 3anpoc Ans noucka ysna ¢ MAC-agpecom, COOTBETCTBYIOLLMM

IP-agpecy.

Aspect ratio /| ®opmaT aKkpaHa — 9TO popMaTHOE OTHOLLUEHME LLUMPUHBI K BbICOTE KaapoB.
O6wun popmaT Kagpa, UCNoNb3yeMbIN ANs TENEBU3NOHHbIX 9KPAHOB U KOMMbIOTEPHBIX MOHUTOPOB,

coctaBnsert 4:3. TenesugeHue Bbicokon Yetkoctn (HDTV) ncnonbsyet popmat kagpa 16:9.

PykoBoacTBo no noakntoyeHuto IP-kamepbl SV2017-MR12



BeWARD Ilpunosxcenus

Authentication / AyteHTudukauma — npoBepka NpUHaANEXHoCTn cybbekTy goctyna

npegbsBeHHOro UM uaeHTMduKaTopa; noaTeepxaeHne nognuvHHoctn. OguH m3 cnocoboB
ayTeHTMdurKauMm B KOMMbOTEPHOM CUCTEME COCTOMT BO BBOAE BaLLEro Mofb30BaTENbCKOro
naeHtTndukaTopa, B MNPOCTOPEYUN HasbiBAaeMoro «sormHom» (login — perucrpaumoHHoe ums
nonb3oBatend) W napond — HeKoW KoHduaeHUMansHOW WHdOpMauMK, 3HaHMe KOTOpOou
obecneunBaeT BnageHne onpeaeneHHbIM pecypcom. NMonyymB BBEAEHHbIV NONb30BaTENEM fOrMH
N Naponb, KOMMbIOTEP CPaBHUBAET MX CO 3HAYEHMEM, KOTOPOE XpaHUTCA B cneuuanbHon 6ase

OaHHbIX, K1, B Clly4Hae coBnageHus, nponyckaeT noJjib3oBaTesid B CUCTEMY.

Auto Iris / AP[] (ABTOoperynupyemana ganacdparma) — 9T0 aBToMaTU4ECKOe perynmpoBaHme
BENMYUHBI Anadparmbl AN KOHTPONS KONM4YecTBa cBeTa, nonagatowero Ha matpuuy. CyliecTtsyeT

ABa BapmaHTa aBToMaTunyeckon perynuposku anadparmel: Direct Drive n Video Drive.

Biterate / Butpent (CkopocTb nepega4v gaHHbIX) — GyKkBanbHO, CKOPOCTb NMPOXOXAEHNSA
6uToB MHOPMaUnN. BUTpenT NpMHATO MCNonb3oBaTb NpPU M3MEPEeHUn 3PPEKTUBHON CKOPOCTU
nepegadnm WHdopmauMm No KaHany, TO eCTb CKOPOCTW nepedayvn «nonesHon WHgopmMaumum»

(mMoMMMO TakoBOW, MO KaHaNy MOXET nepedaBaTthCs crnyxebHasi MHopmMauums).

BLC (Back Light Compensation / KomneHcauusa ¢oHOBOM 3acCBeTKU, KOMNEeHcauus
3agHero cBeTa). TUMNWYHBLIN NpPUMEP HEOOXOAMMOCTU WUCMOSb30BaHMA: YenoBek Ha hOHEe OKHa.
ONEeKTPOHHbIN 3aTBOP KaMepbl OTpabaTbiBaeT MHTErparnbHyto, T.e. OOLLY OCBELLEHHOCTb CLEHbI,
«BMAMMOW» Kamepoun yepe3 obbekTnB. COOTBETCTBEHHO, Manas dgurypa 4Yenoseka Ha GOMbLLIOM

CBEeTNIOM (pOHE OKHa BbINbLETCHA B UTOre "3acBeTkon" BCcen kapTUHKK. BkntoyeHne dyHkumm «BLC»

MOXXET B MOAOBHbIX chy4daax ncnpaBuUTb pa60Ty aBTOMaTUKN KaMepbl.

Bonjour — npoToKoN aBTOMaTM4ecKkoro obHapyxeHms cepsucos (cnyxd), NCnonb3yembli B
onepaumoHHon cucteme Mac OS X, HaunHasg ¢ Bepcumn 10.2. Cnyxba Bonjour npegHasHavaeTcs
ANA UCNONb30BaHUSA B JTOKarnbHbIX CETAX U UCMOMb3yeT cBeAeHus (3anucn) B crnyxbe OOMEHHbIX
nméH (DNS) ans obHapyxeHus Opyrmx KOMMbIOTEPOB, PaBHO KakK U WHbIX CETEBbIX YCTPOWCTB

(Hanpumep, NPUHTEPOB) B BrivbXKanLeM CETEBOM OKPYXEHUN.

CIDR / becknaccoBasi agpecauus (aHrn. Classless Inter-Domain Routing, aHrn. CIDR) —
meToa IP-agpecaunn, no3sonsaowmii rmbko ynpaenaTb NpocTpaHCTBOM IP-agpecos, He ncnonb3ys
XECTKMEe pamKu KrnaccoBon agpecauun. lcnonb3oBaHuMe 9TOro0 MeToda MOo3BONSET 3KOHOMHO
ncnonb3oBaTb OrpaHuYeHHbIM pecypc IP-agpecoB, NOCKObKY BO3MOXHO MPUMEHEHNE pasfnnyHbIX

MacoK NnoaceTen K pas3nnyHbiM NoaceTAM.

CCD / N3C-maTpunua — 370 CBETOYYBCTBUTESbHBIA SNEMEHT, NCNOMb3YHLNNCS BO MHOIMX
UMpPOBLIX KaMmepax M NPeacTaBnAlWUN COBON KPYMHYK MHTErpanbHyl CXeMy, COCTOSILLYI U3
COTEH TbICAY 3apsiaoB (NUKCenewn), KoTopble npeobpasytoT CBETOBYKD 3HEPTUI0 B ANEKTPOHHbIE

curHansl. Paamep matpuubl moxeTt coctaBnatb 1/4", 1/3", 1/2" vnn 2/3".
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CGl (EpavHbin wnwo30BbIM  UHTepdenc) — cneumdukaumsi, onpeaensoias

B3aumopgenctene web-cepsepa c gpyrumm CGl-nporpammamn. Hanpumep, HTML-cTpaHuua,

cogepxawasn opmy, MoxeT ucnonb3osaTtb CGl-nporpammy ansg o6paboTkmn AaHHbIX HOPMbI.

CMOS / KMOIN (Complementary Metal Oxide Semiconductor / KomnnemeHTapHbIN
MeTanfIooOKCUAHbIA MONYNPOBOAHMK) — 3TO LUMPOKO WCMOMb3YEMbIA TWUM MOMYNPOBOOHMKA,
KOTOPbI MCNONb3yeT Kak OTpULATENbHYIO, TaK 1 NONOXUTENBHYHO SNEKTPUYECKYHO Lienb. MNockonbky
TONbKO OHA M3 3TUX TUMOB Lienen MoXeT ObITb BKNOYEHA B Ntoboe AaHHOEe BpeMS, TO MUKPOCXEMbI
KMOIlla notpebnaiT MeHbLUEe 3NEeKTPO3HEPrUM, YEM MUKPOCXEMbI, UCMOSb3yoLWmMe TONbKO OAMH
TMN TpaH3ucTopa. Takke gatdmknm mnsobpaxeHns KMOIT B HeEKOTOpbIX MUKpOCXemax coaepxat
cxembl 06paboTkn, OQHAKO 3TO MPEeUMyLLecTBO HEBO3MOXHO uMcnonb3oBaTb ¢ [13C-gaTtumkamu,

KOTOpPbIE ABJIAIOTCA TaKXKe bonee Oopornvun B npon3BoacTBe.

DDNS (Dynamic Domain Name System, DynDNS) — TexHonorusi, npumeHsiemas ans
Ha3Ha4YeHNs1 MOCTOSIHHOrO JOMEHHOTO MMEHN YCTPONCTBY (KOMMbIOTEPY, CETEBOMY HAKOMUTENIO) C
OnHamunyeckum IP-agpecom. 310 moxeT 6biTh IP-agpec, nonydeHHbin no DHCP vnn no IPCP B
PPP-coeanHeHnsax (Hanpumep, Npyv yganéHHOM [ocTyne 4epe3 Mogem). [Opyrme mawwuHbl B

NHTepHeTe MoryT ycTaHaBnMBaTb COeAMHEHNEe C 3TON MaLUMHOW MO JOMEHHOMY UMEHM.

DHCP (Dynamic Host Configuration Protocol / T[lpotokon AuHamMunyeckown
KOHcburypauum ysna) — 9TO CeTeBOW MPOTOKOM, MO3BOMSIOWMIA KOMNbOTEPAM aBTOMaTU4ECKU
nonyyatb IP-agpec v gpyrne napametpbl, Heobxogumble anga pabotbl B cetn TCP/IP. [JaHHbIN
npotokon paboTtaeT no MoAenu «KNMeHT-cepBep». [ns aBTOMATMYECKOW KOHUrypaumm
KOMMbIOTEP-KNNEHT Ha 3Tane KoHdwurypauum ceTeBOro YyCTpoucTBa obpailaetca K Tak

Ha3blBaemomy cepsepy DHCP v nonyyaeTt OT Hero HyXHble napameTpbl.

DHCP-cepBep — 9TO nporpamma, KoTopas HasHavaeT knueHtam IP-agpeca BHyTpu
3a4aHHOro guanasoHa Ha onpefeneHHbld Nepuod BpemeHWu. [aHHyo yHKUUIO NoAadepKuBatoT

NPaKTU4YEeCKN BCE COBPEMEHHbIE MapLUPYTM3aTopbl.

Digital Zoom / LincdhpoBoe yBennyeHue — 370 yBenuyeHne pasmepa kagpa He 3a cuyeT
ONTKKKU, a C MOMOLLbIO KagpupoBaHUSA MOMAYy4YEHHOro ¢ MaTpuubl n3obpaxeHus. Kamepa Huyero He
yBENMUYMBAET, a TOSMbKO BbIpe3aeT HYXHY0 4acTb M300paxeHuss u pacTarmBaetr ee o

nepBOHaYanbHOro paspeLLeHus.

Domain Server / CepBep AOMEHHbIX UMEH — TakKe LOMEHbl MOryT ObiTb NCNONb30BaHbI
OopraHnsaumsiMu, KoTopble XOTAT LEeHTPanM3oBaHHO yNpaBnsTb CBOMMM KOMMNbOTEPaMM (Ha KOTOPbIX
yCTaHOBIEHbl onepauuoHHble cuctembl Windows). Kaxabin nonb3oBaTenb B pamMkax [OMeHa
nony4aeT Y4YeTHyl 3anucb, KoTopas ObOblMHO paspeluaeT 3aperncTpMpoBaTbCs U UCNONb30BaTb

nodon KOMMNbOTEP B [AJOMEHEe, XOTA OAHOBPEMEHHO Ha KOMMbHTEep MOryT OblTb HamNOXeHb
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orpaHnyeHusi. CepBepoM [OOMEHHbIX MMEH SIBNsSieTCS cepBep, KOTOpblM ayTeHTuduumpyet

nosib3oBaTenen B CeTu.

Ethernet — nakeTHasi TexHonorusi nepegadvn AaHHbIX MPEVMYLLECTBEHHO B JTOKanbHbIX
koMnbloTepHbIX ceTax. CraHgaptel Ethernet onpepensioT npoBodHble coeauHEHUs U
3NeKTPUYECKME CcurHanbl Ha u3ndYeckoM ypoBHe, cdopMaT KaapoB U NPOTOKOMbI yNpaBreHus

OOCTYMNOM K cpefie — Ha KaHarnbHOM ypoBHe mogenu OSI.

Factory default settings / 3aBoackne yctaHOBKM MO YMOMYaHUIO — 3TO YCTAHOBKW,
KOTOpble M3HavanbHO UCNONb30BaHbI A5 YCTPOMCTBA, KOrga OHO OTrpy)XaeTcs C 3aBoa B NepBbii
pa3. Ecnn BO3HUKHET HEOOXOANMMOCTb NEpPeyCcTaHOBUTL YCTPOMCTBO A0 €ro 3aBOACKMX YCTaHOBOK
Nno ymMonyaHuio, TO 3aTa (OYHKUMA NpuMeHMMa ansa G60nblUMHCTBA YCTPOWCTB, M OHA MOSIHOCTLIO

nepeycraHasnnBaeT nobble YCTaHOBKU, KOTOPbIE ObIN N3MEHEHBI NOMb30BaTENEM.

Firewall / Bpanamayap — 6paHgmayap (MexceTeBoln aKkpaH) paboTaeT Kak Gapbep mMexay
ceTaAMM, Hanpumep, Mexay fokanbHou ceTbio U NHTepHeToM. BpaHamayap rapaHTupyeT, 4To
TONbKO 3apPErMcTPMpPOBaHHbIM Nosb3oBaTensamM OyaeT paspelleH JOCTyn M3 O4HOW CeTU B OPYryto
ceTb. bpangmayapom mMoxeT 6bITb NporpaMmmMmHoe obecneveHne, paboTatoLee Ha KOMMbIOTeEpPE, UNn

OpaHamMay3poM MOXeT ObiTb aBTOHOMHOE annapaTHoe YCTPOMUCTBO.

Focal length / ®okycHoe paccTtosiHne — unsmepsiemMoe B MUINUMETpax ¢OKyCHoe
paccTosiHne 06bEeKTMBA KaMepbl, onpeaensioLlee WNPUHY ropmM3oHTanbHoOM 30Hbl 0630pa, KoTopoe
B CBOIO ouvepedb namepsietcs B rpagycax. OnpegensaeTtcsl Kak pacCTosiHMe OT nepeaHen rnaBHou
TOYKM [0 nepegHero dokyca (4na nepegHero oKyCHOro pacCTOSHNS) U Kak pacCTosHME OT 3agHewn
rMaBHOM TOYKM OO 3agHero dokyca (ona 3agHero ¢pokycHoro pacctosaHus). Mpu atom, nopg
rnaBHbIMM TOYKaMu NoApa3yMeBaOTCA TOYKM NepeceyeHns nepegHen (3agHen) rmaBHOM NNOCKOCTH

C OMTMYECKOMN OChIO.

Fps / KagpoBas 4yacToTa — KONMYeCTBO KagpoB, KOTOpoe BuaeocucteMa (KOMMblOTepHast

urpa, Tenesusop, DVD-nneep, Buaeodann) BolAa€T B CEKYHAY.

Frame / Kagp — kagpom sBnsetrca nonHoe BugeousobpaxeHne. B dopmate 2:1
4YyepeccTpoyHon  paseBépTkn uHTepdenca RS-170 u B opmatax MexgyHapogHoro
KOHCYNbTaTMBHOIMO KOMUTETA NO pagvOBELLaHUIo, Kagp co3daeTcs M3 ABYX OTAerNbHbIX obnacrten
JNIMHUIN YepeccTpodHOn pasBepTkn 262.5 nnn 312.5 Ha vacTtote 60 mnm 50 Ny gnsa Toro, 4YToObl
chopmupoBaTtb MOMHbBIM Kagp, KOTOpbIi 0ToBpasntca Ha akpaHe Ha yactote 30 wnm 25 My, B
BMgeokamepax c NporpecCcnBHON pa3BepPTKON KaxKabld Kagp CKaHUpyeTCcs NOCTPOYHO M He SBRSIETCA

4YepecCTPOYHbIM; 6ONbLUMHCTBO U3 HUX oTOBpaxaeTcsa Ha YyactoTe 30 1 25 M.

FTP (File Transfer Protocol / lNpotokon nepepaun cannoB) — 3TO NPOTOKO
NPUNoXeHns, KOTOpbIM ucnonb3dyet Habop npotokonoB TCP / IP. OH wucnonb3yetcsa, 4ToObI

obmeHuBaeTca parvnamum Mexagy KomnbtoTepamu/yctponctsamm B cetn. FTP  nossonsier
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noaknodaTbes K cepsepam FTP, npocmatpmBaTh COAEpPKMMOE KaTanoros 1 3arpyxatb pansnbl ¢

cepBepa unn Ha cepsep. lNpoTtokon FTP oTHoCUTCA K NpOTOKONaMm MpUKNagHoOro ypoBHS U Ans
nepegayn gaHHbIX MCNOMNb3yeT TpaHCNOpPTHLINM NpoTtokon TCP. KomaHnabl n gaHHble, B OTNMYMe OT
OonbLUMHCTBA APYrMx NPOTOKOMOB nepegarTcsa no pasHeiM noptam. opt 20, oTKpbIBaeMbI Ha
CTOpPOHE cepBepa, Ucnonb3yeTcsa Ana nepefadn gaHHblx, nopt 21 - Ang nepegaym komang. MNopt

OnAa npunemMa gaHHbIX KIMMEHTOM onpeaendaeTcda B Anarore corjfiacoBaHuA.

Full-duplex / MonHbIN AynneKc — NOSHbIN yNiekc npeacTaBnaeT cobon nepegayvy gaHHbIX
OLHOBPEMEHHO B ABYX HanpaBneHusix. B cucteme 3BykoBOCMpOU3BEAEHUSI 3TO MOXHO OMUCaTb,
Hanpumep, TenedoHHbIMM cucTeMamu. Takke nonygynnekcHas cBa3b obecneynBaet

OBYXCTOPOHHKOK CBA3b, HO TOJTIbKO B OAHOM HanpaslieHU 3a OOUH pas.

G.711 — crangapT gns npeacraeneHnsa 8-omutHon komnpeccun PCM (MKM) curHana c
yactoTton pguckpeTtusaumm 8000 kagpos/cekyHay u 8 6ut/kagp. Takmm obpasom, G.711 kogek

co3aaéT noTok 64 Kout/c.

Gain / KoadhdmumeHT ycuneHma — Koadh@UUNEHTOM yCUNeHns aBnseTcs KOadhPUUneHT
YCUNEHNST W 3KCTEHTa, B KOTOPOM aHarnoroBbli YCUNUTENb YCUNUBAET Cuny curHana.
KoadhdmumeHThl ycuneHms o6bl4HO BbipaXatoTcsi B eanHunbax molwHocTu. Jeunben (ob) sensetca

Hanbonee ynotpebutensHbIM CNOCOOOM ANSt U3MEPEHUS YCUNEHNS YCUNUTENS.

Gateway / MexceTeBOW LIMKO3 — MEXCETEBbIM LUMIO30OM SBMSETCA CeTb, KOTopas
JencTByeT B KadyeCcTBe TOYKM BXoJa B Apyryw ceTb. Hanpumep, B kopnopaTuUBHOW ceTu, cepsep
KOMNbIOTEPA, OEUCTBYIOLLMA B KayeCcTBe MEXCETEBOro LUM3a, 3a4acTylo Takke OeWCTBYeT U B
KayecTBe MpPOKCU-CepBepa U cepBepa ceTeBOW 3auTbl. MexceTeBOoW LUM3 YacTo CBA3aH Kak C
MapLLpPyTM3aTOPOM, KOTOPbIN pacrno3HaeT, Kyda HanpaBnATh NakeT AaHHbIX, KOTOPbI NPUXoauT B
MEXCETEeBOW LUMO3, Tak U KOMMYTaTOPOM, KOTOPbIN NPeaocTaBnsaeT UCTUHHBIA MapLupyT B U U3

MeXCeTeBOro Lnk3a anda gaHHoro naketa.

H.264 — 37O MeXayHapoaHbI CTaHOapT KOAMPOBaHWUS ayavo M BUAEOo, (Apyroe HasBaHue
'MPEG-4 part 10' unu AVC (Advanced Video Coding)). [laHHbI cTaHOapT CcoOaepXuT pagd HOBbIX
BO3MOXHOCTEMN, MO3BONALWMX 3HAYUTENBHO MOBbLICUTL 3MMEKTUBHOCTL CKaTUA BUOEO Mo
cpaBHeHuto ¢ bonee paHHumMu ctaHgaptamu (MPEG-1, MPEG-2 n MPEG-4), obecneunBas Takke
BonbLUyo MMBKOCTb NPUMEHEHN B pa3HOObpasHbIX ceTeBbIX cpedax. Mcnonb3yetcsa B LMPOBOM

TenesunaeHun Bbicokoro paspewerus (HDTV) n Bo MHOrux gpyrmux obnacrsax umdpoBoro Buaeo.

HTTP (Hypertext Transfer Protocol / lpoTtokon nepepayn runeprtekcra) — ato Habop
npasun no obmeHy cannamm (TEKCTOBbIMW, rpaduyeckumu, 3BYKOBbIMW, BUOEO- U APYrMMU
MynbTumegua canvnamm) B cetu. lNpoTtokon HTTP sBnseTca npoTOKONOM BbICLLErO YPOBHSA B
cemenictee npoTokonos TCP/IP. B gaHHOM npoTtokone nobor naket nepegaeTca 4O MOMyYeHus

noareepXxgeHma o ero npasuiibHOM npuneme.

PykoBoacTBo no noakntoyeHuto IP-kamepbl SV2017-MR12



BeWARD Ilpunosxcenus

HTTPS (Hypertext Transfer Protocol Secure / 3awuwéHHbIM NpOTOKON nepeaayu

runeprekcTa) — pacwumpeHue npotokona HTTP, nogaoepxusatowee wudpoBaHue. [daHHble,
nepegasaemble no npotokony HTTP, «ynakoBbiBatoTCA» B KpunTorpaduyeckmin npotokon SSL nnm
TLS, Tem cambiM obecne4dmBaeTcs 3awmTta 3aTuUX AaHHbIX. B otnnume ot HTTP, ana HTTPS no

ymon4anuio ucnonssyetcs TCP-nopt 443.

Hub / CeTeBOI KOHUEHTPATOP - CETEBOWN KOHLEHTPATOP MCNONb3yeTcsa AN NOAKITHYEHUs
MHOMOYMCMEHHbIX YCTPOMCTB K ceTn. CeTeBON KOHLIEHTpATOp nepeaaeT BCe AaHHble B YCTPOWCTBA,
NOAKMOYEHHbIE K HEMY, TOrAa Kak KOMMYTaTOp TOMbKO nepedaeT OaHHble B YCTPOMCTBO, KOTOpoe

cneunanbHO npeaHa3Ha4vyeHo a4 Hero.

ICMP (Internet Control Message Protocol / MexceTeBo NPOTOKON ynpaBRsOLWMNX
coobuweHun) — ceTeBor MpPOTOKOS, BXogsawmn B ctek npotokonoB TCP/IP. B ocHoBHoM ICMP
ncnonb3yeTcs Ana nepegadn coobuweHnn o6 owmbkax v Opyrux UCKMIOYMTENbHBIX CUTyauusx,
BO3HUKLLMX MpKU Nepeaade AaHHbIX, Hanpumep, 3anpalmnBaemMasi ycnyra HegocTynHa Unm XocT unm

MapLLIpyTM3aTop He OTBeYaloT.

IEEE 802.11 / CtaHpapt IEEE 802.11 — 3T0 ceMeNcTBO cTaHAapToB ANsi 6eCnpoBOAHbIX
nokanbHbix ceten. CtaHgapt 802.11 nogoepxmBaeT nepedady AaHHbIX Ha ckopoctn 1 wnm 2
M6wuTt/cek Ha nonoce 2.4 [Tu. CraHgapt xe 802.11b 3agaeT ckopocTb nepegadn gaHHbix 11
M6wuTt/cek Ha nonoce 2.4 I'Tu, B TO BpeMsi Kak ctaHgapT 802.11a no3BonseT 3agaTb CKOPOCTb A0 54

MowuT/cek. Ha nonoce 5 'L,

Interlaced video / YepeccTpouyHasa pa3BepTka — 3TO BMAEO3anuMCb CO CKOpocTbio 50
n306paxkeHnn (Ha3biBaeMbIX MONSAMUN) B CEKYHAY, U3 KOTOPbIX KaXable 2 nocrneaoBaTesibHbIX Nons
(nonykagpa) 3atem 06beauHsaoTes B 1 kagp. YepeccTpoyHas passepTka bbina paspaboTtaHa MHOro
neT Hasag ANns aHanoroBoro TeneBnaeHns 1 4O CUX Nop LWMPOKO NnpumeHsaeTcs. OHa gaeT xopolumve
pe3ynbTaTbl NPU NPOCMOTPE ABWXKEHUSI B CTaHAAPTHOM M300pakeHuWn, XOTS Bcerga CyllecTByeT

HEKOTOPOE UCKaXXeHNe N300paxKeHns.

Internet Explorer (IE) — cepus 6pay3epoB, pa3pabatbiBaemas kopnopaumen Microsoft ¢
1995 roga. BxoguT B KOMNNEKT onepaunoHHbix cnctem cemenctea Windows. Aensetcsa Hanbonee

LLUMPOKO MCnonb3yemMbiM Beb-6paysepom.

IP 66 (Ingress Protection) — 370 cTaHAapT 3awWmTbl 060PYAOBaHUSA, KOTOPbLIN OMUCbIBaET
nbine- 1 Braro- 3awmTty kamepbl BugeoHabnogeHus. MNMepeas umdpa o6o3Ha4aeT ypoBEHb 3aLLNUTbI
OT nonagaHusa TBEpAbIX YacTuy, (Hanpumep, undpa 6 obo3HavyaeT NOSTHOE UCKIOYEHWE NonagaHus
nbinu). Bropas undgpa obo3HavaeT ypoBeHb 3awnThl OT NONagaHUA XXUaKocTen (Hanpumep, undpa
6 obo3HauaeT 6e3ynpeyHyto paboTy Kamepbl Npy BO34ENCTBUN MacCCUBHBIX BOASHbLIX MOTOKOB BOAbI

nnNn BpeMeHHOM 06MBaHuN.)
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IP-kamepa — uUMdpoBas BuAeokamepa, OCODEHHOCTbIO KOTOPOW SIBNSieTCs nepepaya

BugeonoToka B undgposom dhopmaTte no cetn Ethernet, ncnonsaytowwen npotokon IP.

JPEG (Joint Photographic Experts Group / Crtanpapt O6beAauHeHHOW rpynnbl
aKkcnepTtoB B obGnactu dotorpadmm) — oaovH M3 MonynspHbiX rpadudeckmx ¢opmaros,
NPUMEHSIEMbIN ANs1 XpaHEHM POTOM3006paKeHnn N NogobHbIX UM n3obpaxkeHuin. Mpu cozpaHum
n3obpaxerma JPEG nmeeTcsi BOBMOXXHOCTb HACTPOWMKM MCMOMb3YyeMOro KoddduumeHTa cxaTus.
Tak kak npu 6onee HM3KOM KO PULMEHTE CKaThs (T.€. CaMOM BbICOKOM Ka4ecTBe) yBeNnM4nBaeTcs

obbem hanna, cywecTByeT BbIOOp Mexay Ka4yecTBOM n3obpaxeHusa n obbemom danna.

Kbit/s (Kilobits per second / Kbut/cek) — 3T0 Mepa namepeHusi CKOpOCTU NOTOKa AaHHbIX,

T.€. 3TO CKOPOCTb, Ha KOT0p017| onpeaeneHHoe Konn4ectBo ouToB npoxoaaT 3adaHHYH TOYKY.

LAN (Local Area Network / JlokanbHasa BblMMCNUTENbHAA CeTb) — KOMMNbIOTEPHAs CETb,
nokpbIBatoLas 00bIYHO OTHOCUTENBHO HEGONbLUYIO TEPPUTOPUIO NN HEOOMbLUYIO Tpynny 34aHWN

(aom, odouc, bmpmy, MHCTUTYT), TO €CTb ONpeaeneHHY0 reorpaguieckyto 30Hy.

Lux / Jllokc — eauHuua namepeHus ocsellleHHocTU. OnpeaensaeTcs Kak OCBELLEeHHOCTb
MOBEPXHOCTU Mrowaabio 1 KB.M. CBETOBbIM NOTOKOM 1 noMeH. Mcnonb3yeTcsa ans o603HavYeHus

YyBCTBUTEJIbHOCTU KaMep.

MAC-agpec (Media Access Control address / AnnapaTHbIn agpec YCTPOUCTBA) — 3TO
YHUKanbHbIN naeHTudmkaTop NpUcoeamMHEHHOro K ceTn YCTPOMCTBA UMK, TOYHee, ero nHtepdemnc

a4 NoAKNKYEeHUA K CeTu.

Mbit/s (Megabits per second / Mout/cek) — 3T0 Mepa M3MEpPEHUs CKOPOCTU MNOToKa
AaHHbIX, T.€. 3TO CKOPOCTb, Ha KOTOPOW BUTLI MPOXOAAT 3a4aHHYH TOYKY. QTOT NnapaMeTp 0ObIYHO
ncrnonb3yeTcs, 4ToObl NpeacTaBUTbL «CKOPOCTb» ceTW. JlokanbHas ceTb AofkHa paboTaTb Ha

ckopoctn 10 unmn 100 Mout/cek.

MJPEG (Motion JPEG) — nokagpoBbIi METO4 BMAEOCXKATUS, OCHOBHOW OCOBGEHHOCTbIO
KOTOpPOro SIBMSIETCS CXaTWe KaAoro OTAENbHOro Kagpa BuOeonoToka C MOMOLLbK anroputMa
ckatna wusobpaxenHmn JPEG. lMpun cokxatum metogom MJIPEG wmexkagpoBas pasHuua He

Y4nNTbIBAETCA.

MPEG-4 — 310 MeXayHapoaHbI CTaHgapT, UCMONb3yeMbll MPEeNMYLLLECTBEHHO AN CxXaTnus
umdgposoro ayauo u sugeo. CrtaHgapt MPEG-4 B OCHOBHOM MCMOMb3yeTcs Ans BellaHud
(noTokoBOE BMAEO), 3anUCKM (OUNBMOB Ha KOMMAKT-AUCKW, BugeoTenedoHun (BugeotenedoH) u

LLNPOKOBELLaHKA, B KOTOPbIX akKTUBHO NCNOJNb3yeTCA CXKaTue Ll,l/lq.)pOBbIX BMOEO 1 3BYKaA.

Multicast / TpynnoBasa nepega4va — cneunanbHas hopmMa LUMPOKOBELLAHUS, MPU KOTOPOW
KOMMM MakeToB HanpaensawTca onpedenéHHoMmy MOAMHOXEeCTBY ajpecaTtoB. Hapsgy c

NPpUNOXeHnaAMn, YyCTaHaBMBawWMMU CBA3b MeXay WCTOYHUKOM U OOHUM nony4vaTterem,
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CYLLECTBYIOT Takue npunoxeHus, raoe Tpebyetcsi, 4ToObl UCTOYHUK MOChINan MHGopMauuo cpasy

rpynne nonyyatenen. [lpu TpaguumoHHoW TexHonoruu |P-agpecaunn TpebyeTcs Kaxgomy
nony4artento MHpopmauun nocraTb CBOW MakeT OaHHbIX, TO €CTb OAHa U Ta Xe WHgopmaums
nepegaeTcst MHOro pas. TexHonornsa rpynnoBon agpecaumn npeacraenseT cobon pacwmperne IP-
agpecaumu, No3BosisoLEee HaNnpPaBUTb OAHY KONUIO NakeTa cpasy BceM nonydatensam. MHOXecTBo
nonyyaTernen onpegenseTcs NPUHAANEXHOCTbIO KaXKA0ro U3 HUX K KOHKpeTHOW rpynne. Pacchinky
OIS KOHKPETHOW rpynmbl NOMy4YatoT TOMBKO YfeHbl 3TON rpynnbl.

TexHonorus IP Multicast npegoctaenseT psa CyLeCTBEHHbIX MPeNMyLLECTB N0 CPaBHEHUIO
C TPaAMUMOHHbIM Noaxoaom. Hanpumep, aobaBneHne HOBbIX NONb3oBaTenen He BriedeT 3a cobon
Heobxoaumoe yBenuyeHne npomnyckHOW CrnocoBHOCTM ceTu. 3Ha4YUTENbHO COKpaLlaeTcsl Harpyska
Ha NMochbINaKLLMIA cepBep, KOTOPLIN GonbLle He AOMKEH NOAAEPXKMBATb MHOXECTBO ABYXCTOPOHHMX

COeaNHEHUN.

Ana peanusaumn rpynnoBoM agpecauun B JfOKanbHOW CeTU HeobXxoauMbl: MOoAAepKKa
rpynnoBow agpecaumm ctekom npotokona TCP/IP, nporpammHas nogaepxka npotokona IGMP aons
OTNpaBKK 3anpoca O NPUCOEOUHEHUM K rpynne M MONyYeHun rpynnoBoro Tpaduka, nogaepxka
rpynnoBon agpecaumm CeTeBOM KapTOW, NPUroXeHue, UCNosb3ylowee rpynnoByo agpecauuio,
Hanpumep, BUAEOKOHdepeHUnda. TexHonorna «MynbTuUkacT» mcnonb3yeT agpeca ¢ 224.0.0.0 go
239.255.255.255. TlopoepxuBaeTtca craTudeckass M AOWHaMmdeckas agpecauus. [Mpumepom
cTtatTudeckmx agpecos angatTcsa 224.0.0.1 — agpec rpynnbl, Bkrovawowen B ceba Bce ysnbl
nokansHom cetn, 224.0.0.2 — Bce MapLupyTu3aTopbl fokanbHoOW ceTu. [uanasoH agpecos C
224.0.0.0 no 224.0.0.255 3apesepBupoBaH [And MPOTOKOMOB MapLipyTusauun u Opyrux
HU3KOYPOBHEBbLIX MPOTOKOMIOB  NoggepXku rpynnoson agpecaumun. OcTtanbHble agpeca
OWHAMUYECKM  UCMOMb3YKTCA  NpunoxeHuamu. Ha  cerogHAWHW  geHb  ©OMbLUMHCTBO
MapLUpyTM3aTOPOB NOAAEPKMBAIOT ATY ONUMIO (B MEHIO 0ObIYHO eCTb onuus, paspewatowasa IGMP

NPOTOKON NN MyInbTU KaCT).

NTP (Network Time Protocol / lNpoTokon CUHXpPOHU3auuM BpPEeMEHU) — CeTeBOu
NPOTOKON ANS CUHXPOHU3aUUKN BpeMeHu C ucrnorb3oBaHuem ceten. NTP ncnonbsyet anga csoeu

paboTbl npoTtokon UDP.

NTSC (National Television System Committee / Ctangapt NTSC) — crangapt NTSC
SBMSETCS TENeBM3MOHHbLIM 1 BuaeocTaHgaptom B CLUA. CtangapT NTSC goctaensaet 525 cTpok B

kagpe Ha 30 k/cek.

ONVIF (Open Network Video Interface Forum) — oTpacneson cTaHgapT, ONpeaensoLnin
NPOTOKOMbI B3aMMOAEWNCTBMSA TakMX YCTPOMCTB, Kak |P-kamepbl, BUAeoperncTpaTopbl U CUCTEMbI
ynpaBneHna Buaeo. MexayHapoaHbelh  ¢opyMm, cO34aBlUMKA  AdaHHbIA - cTaHdapT, OCHOBaH
koMmnaHuammu Axis Communications, Bosch Security Systems u Sony B 2008 rogy c uensto

pa3paboTkn U pacnpoCTpPaHEeHNss OTKPLITOrO CTaHAapTa AN CUCTEM CETEBOro BUAEOHAONOAEHUS.
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PAL (Phase Alternating Line / TeneBusanoHHbin ctaHpapt PAL) — TeneBW3WOHHbIN

ctaHgapT PAL gaBndetca npeobrnagarolimm TENeBM3MOHHLIM CTaH4apTOM B cTpaHax EBponbl.

TeneBunanoHHbIn cTaHgapT PAL goctaenseT 625 cTpok B kKagpe Ha 25 K/cek.

PoE (Power over Ethernet / NutaHue 4yepe3 Ethernet) — TexHonornda, nossonstoLas
nepefaBaTb YyOanéHHOMY YCTPOMCTBY BMeCTe C [aHHbIMU 3MNEKTPUYECKYID 3SHepruio vepes

cTaHgapTHYto BUTYHO napy B ceTu Ethernet.

Port / TMopT — woeHTUPUUUPYEMBIA HOMEPOM CUCTEMHbBIA pPECYPC, BbIOENSEMbIN
NPUTOXKEHMWIO, BbINOSIHAEMOMY Ha HEKOTOPOM CETEBOM XOCTe, ANsl CBA3WM C MNPUNOXKEHUSIMMU,
BbIMOMHSAEMbIMU Ha APYrMX CETEBbIX XOCTax (B TOM YMCIE C APYTMMU NPUMNOXKEHUSIMU Ha 3TOM Xe
xocTte). B 06bI4HON KNNMEHT-CepBEPHOM MOAENWN NPUNOXKEHNE NMOO OXXMAAET BXOAALMX AAHHBIX NN
3anpoca Ha coeamHeHue («cnywaeT nopT»), MO0 nocbinaeT AaHHbIE UMK 3anNpoC Ha COeanHEHne

Ha W3BECTHbIN MOPT, OTKPbITbIV NPUIOXKEHNEM-CEPBEPOM.

PPP (MpoTokon gBYXTO4Y€4YHOro coeAnHeHUs) — NPOTOKOJ, MO3BOMSOLWMIA UCNONb30BaTb
MHTepcenc nocnegoBaTenbHOW nepenavv ans CBA3NM Mexay ABYMSI CETEBbIMM YCTPOWCTBaAMMW.

Hanpumep, nogkntodeHune MK k cepepy nocpeacTsoM TeNedOHHON NINHUM.

PPPoE (Point-to-Point Protocol / lpoTokon coeauHEHUA «TO4YKa - TOYKa») — NPOTOKON
04 NoAKIoYeHns nonb3oBartenien cetn ctangapta Ethernet k IHTepHeTy Yepea wnpokononocHoe
coeavHeHune, Takoe kak nuHua DSL, 6ecnpoBogHoe yCTpOWCTBO unu kabenbHbin mogem. C
nomoubio PPPOE 1 winpokononocHoro mogemMa rosnb3oBaTeniv fokanbHoOM ceTn MOryT nonyyatb
AOCTyNn C WHAMBUAOYaNbHOW MNPOBEPKOW MNOASIMHHOCTU K BbICOKOCKOPOCTHBIM CETSIM [aHHbIX.
O6beaunHas Ethernet n npotokon PPP (Point-to-Point Protocol), npotokon PPPoE o6ecneunBaet
3ppeKTMBHbIN crnocob co3gaHnss oTAeNbHbIX COEANHEHUNA C yAaneHHbIM CEPBEPOM AN KaXdoro

nonb3oBartend.

Progressive scan / lporpeccuBHoe CKaHMpPOBaHME — 3TO TEXHOMOrMA NpeacTaBneHus
KagpoB B BWOEOHAOM0AEeHUUN, NPU KOTOPOW KaXKabl Kagp BOCNPOM3BOAUTCS MO OOHOW JIMHMK B
nopsigke Nx pasMeLLeHns Kaxayo LWeCcTHaguaTyo 40N cekyHabl. To ecTb CHavyana nokasblBaeTcs
nuHKuA 1, 3atem 2, 3ateM 3 U Tak ganee. Takum o6pa3om, nsobpaxeHne He 6beTcHa Ha OTAENbHbIE
nonykagpbl. B aTomM crnyyae nonHocTbio ncyesaeTt ahdekT MepLaHus, NO3TOMY Ka4eCTBO OTCHATOrO

BMaeo nonyyaetca ©onee BbLICOKUM.

RJ45 — yHMUUMPOBAHHbLIA pas3bEM, WUCMOMNb3YEMbIN B TENEeKOMMYHMKauuax, umeet 8

KOoHTakTOB. Mcnonbayetcs ansa co3ganus JIBC ¢ ncnonb3oBaHnem 4-napHeix kabenen BUTon napbl.

Router / MapwpyTtusaTtop — 370 YCTPONCTBO, KOTOPOE onpedenseT ToUKy bnmkanwen cetn,
B KOTOPYIO NakeT AaHHbIX JOIMKEH ObITb HaMpaBfeH Kak B CBON OKOHYaTENbHbINA NYHKT HAa3HAYeHUs.

MapLIJDYTVI3aTOp co3gaet n/vinn noggepixueaet cneunaribHyro TaGJ’II/IU,y MapLpyTun3aunm, Kotopas
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coxpaHdaeT VIH(*)OpMaLI,VI}O, KaK TOJ1IbKO OHa OoCTuUraeT onpeaeneHHbIX NyHKTOB Ha3Ha4YeHnA. NHorpa

MapLUpyTU3aTop BKIOYEH B Ka4eCTBe YacTu CETEBOr0 KOMMyTaTopa.

RTP (Real-Time Transport Protocol / TpaHCNOPTHbLIA NPOTOKOS B peXume peanbHOro
BpeMeHUu) — aTO npoTokon IP ons nepefadn gaHHbIX (HanpyMmep, ayauo Unu BUMAEO) B pexume
peanbHoro BpemeHu. NMpoTtokon RTP nepeHocUT B CBOEM 3arofioBke AaHHble, HeobxoanMble Ons
BOCCTAHOBIIEHUSA rofloca Unu BuOeonsobpaxeHna B NPUEMHOM y3re, a Takke [aHHble O Tune
koauposaHua nHgpopmauumn (JPEG, MPEG u 1. n.). B 3aronoBke AaHHOro NpoTOKOsa, B YaCTHOCTMU,
nepenaroTcs BpeMeHHas MeTka M HOMep nakeTa. OTn napameTpbl NO3BONSAIT NPU MUHUMAbHbIX
3agepxkax onpegenutb MNOpPsSAOK W MOMEHT AEKOAMPOBaHUS KaXOoro mnaketa, a Takke
WHTepnonupoBaTb NOTEPSHHbIE MakeTbl. B KayecTBe Hmxenexallero NpoTokona TPaHCMOPTHOro

YPOBHS, Kak npasuno, ncnonbayetcs npotokosn UDP.

RTSP (Real Time Streaming Protocol / lNpoTokon nepepayn NOTOKOB B peXume
peanbHOro BpeMeHu) — 3TO NPOTOKON yNpaBeHnsi, KOTOPbIN CAY>XUT OCHOBOW 41151 COrnacoBaHns
TPaHCMOPTHbLIX NPOTOKONOB, Takux kak RTP, MHoroagpecHomn nnu ogHoagpecHon nepegaym u gns
cornacoBaHuns ucnonb3yemblx kogekoB. RTSP MoXHO paccmaTpuBaTb Kak nynbT AUCTAHUMOHHOMO
yrnpaBneHnss NoTokaMu OaHHbIX, NpegocTaBnseMbiMyM cepBepoMm Mynbtumeana. Cepsepbl RTSP
0o6blvHO wucnonb3ytoT RTP B KayecTBe cTaHOapTHOrO MNpOTOKONa Ans nepegadnm aygumo- u

BUOEOAAHHbIX.

SD (Secure Digital Memory Card/ kapta namatu tmna SD) — dhopmaT kapTbl pnaLl-
namsaTn, paspaboTaHHbIA ANS UCMONb30BaHMA B OCHOBHOM B MOPTATUBHLIX YCTpowcTBax. Ha
CErOAHSAWHUA [OeHb LMPOKO WCMOMb3yeTcss B  UUPOBLIX YCTPOWCTBAX, Hanpumep: B
oToannapatax, MoOUNbHbIX TenedoHax, KIK, kommyHuMkaTopax wn cmapTdoHax, GPS-

HaBuUratTopax, Bnaeokamepax n B HEKOTOPbIX UTPOBbLIX NMPUCTaBKax.

Shutter / OnNeKTPOHHbIN 3aTBOP — 3TO 9MNEMEHT MaTpuubl, KOTOPbLIA MO3BONSET
perynupoBaTb BpeMsi HaKOMJeHMs SNeKTPUYECKoro 3apsiaa. ATa AeTanb OTBeYaeT 3a ANUTENbHOCTb

BbIOEPXKKU 1 KONMYECTBO CBETA, MONaBLUEro Ha MaTpuuy nepes hopmMnpoBaHMeM n3obpaxeHus.

SMTP (Simple Mail Transfer Protocol / MpocTon npoTokon nepegayn MNOYTbl) —
npotokon SMTP ncnonb3dyeTca Ansa OTChINKA U NOMYyYeHUSA SNEKTPOHHOM NoYTbl. O4HaKO NOCKOMNbKY
OH SIBNSIETCA «MPOCTbIM» MO CBOEW CTPYKType, TO OH OrpaHWyeH B CBOEW BO3MOXHOCTM MO
BMECTUMOCTU COOBLLEHUI Ha MOMyYalroLleM KOHLUE, N OH OObIYHO MCMONb3YeTCA C OAHUM U3 OBYX
apyrmx npotokonos, POP3 unn npoTOKONOM WHTEPAKTMBHOINO AOCTYNa K 3MEKTPOHHOW Mno4Te
(npoTokon IMAP). 3TK NpOTOKOSbI NO3BOMSOT MOMb30BATENIO COXPaAHATb COOBLLEHNS B MOYTOBOM

AUWMKE cepBepa 1 nepnoanveckn 3arpyxatb nx U3 cepeepa.

SSL/TSL (Secure Socket Layer / Transport Layer Security / [poTokon 3awuweHHbIX

cokeToB / MpoToKkoNn TPaHCMOPTHOrO YPOBHA) — 3TW ABa NpoTokona (npoTtokon SSL sasnseTtcs
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npueMHukom npoTtokornia TSL) saBnsitoTcA  KpunTorpaduyeckumn npoTokonamu, KoTopble

obecneunBatoT 6e3onacHyto cBsA3b B ceTu. B BonblunHCTBE cnyyaes npoTokon SSL ucnonb3yertcs
yepes npotokonn HTTP, 4ToGbl chopmmpoBaTb NPOTOKON 3aLMLEHHON Nepedayvn runeprekcra
(npotokon HTTPS) B kayecTBe MCMNOMb30BaHHOMO, Hanpumep, B MHTepHeTe Onsl OCyLEeCTBAEHNS
(PUHAHCOBLIX TpaH3akuuin B 3nekTpoHHoM Buae. [poTokon SSL ucnonb3yeT cepTudukaTbl

OTKPbITOIo KpVII'ITOFpa(bI/I‘-IeCKOFO Knto4va, 4YToObl noarteepXxgatb MOEHTUYHOCTb CcepBepa.

Subnet mask / Macka nogceTtun — 6utoBasi Macka, onpegenstolasi, kakast Yactb |P-agpeca
y3na ceTu OTHOCUTCS K agpecy CeTU, a Kakas — K agpecy camoro yana B 9Toln ceTu. Hanpumep, y3en

c IP-agpecom 192.168.0.99 1 mackon nogcetn 255.255.255.0 Haxoantcs B cetn 192.168.0.0.

Switch / KommyTatop — KOMMyTaTOpOM SIBMISIETCSI CETEBOE YCTPOMCTBO, KOTOPOE
CoefVHSAEeT CErMeHTbl CETU BMECTE N KOTOPOEe BblGMpaeT MapLlpyT AN Nepecblikn yCTPONCTBOM
AaHHbIX K ero 6nwkanwemy nonyyatento. O6bIMHO KOMMYTaTOp sAiBNsieTcs 6onee npocTbiM 1 6onee
ObICTPbIM MEXAHM3MOM, YEM CETEBOWN MapLUpyTM3aTop. HekoTopble KOMMYTaTOpPbl UMEIOT OYHKLINIO

mMapLupyTusarTopa.

TCP (Transmission Control Protocol / poTokon ynpaBneHusa nepepayen) — ogmH 13
OCHOBHbIX CEeTeBbIX MPOTOKONOB WHTepHeTa, npegHasHadeHHbIA ONA ynpaBneHust nepenaden
AaHHbIX B ceTax u noaceTax TCP/IP. TCP - 3To TpaHCNOPTHbBIN MEXaHN3M, NPeLOoCTaBAALLINA NOTOK
OaHHbIX C npeaBapuUTenbHOW YCTAHOBKOWM COedMHEHUs, 3a CYET 9TOro Aarlolnii YBEPEHHOCTb B
AOCTOBEPHOCTU NMOSTyYaeMbIX AaHHbIX, OCYLLECTBNSET NOBTOPHbIN 3anpoc AaHHbIX B Criyvae notepu

AaHHbIX 1 yCTpaHsaeT oybnuposaHue npu nonyyYeHnr AByX KONUn ogHoro naketa (cm. Takke T/TCP).

TTL (Time to live) — npeaenbHbI Nepuog BpEMEHU UMM YACNO UTEpPaLMA UM NEPexonos,
3a KOTOpbIN HAbOoP AaHHbIX (MakeT) MOXET CyLLecTBOBaTb 4O CBOEro MCYe3HOBEHUS. 3HadeHne TTL
MOXET paccMaTpuBaTbLCA Kak BEPXHAS rpaHvLa BpeMeHu cyllecTBoBaHus |IP-gentarpammel B ceTu.
Mone TTL ycraHaBnuBaeTca oTnpaBuTerneM gentarpaMMbl U YMEHbLUAETCH KaxadbiM  Y3roMm
(Hanpumep, MapLpyTU3aTOpoOM) Ha MNyTU ero CcregoBaHWs, B COOTBETCTBUM CO BPEMEHEM
npebblBaHUs B [OaHHOM YCTPOWCTBE WMM COrnacHo npoTtokony obpaboTtku. Ecnm none TTL
CTaHOBUTCS paBHbIM HYmO A0 TOro, Kak gevTtarpamma npubyaeTt B MyHKT HasHaveHusl, TO Takas
agentarpamma otbpacbiBaetca u  oTnpasutento otcebinaetca ICMP-naket ¢ kogom 11 —

«[MpeBbllIeHVEe BPEMEHHOTO NHTEpBanay.

UDP (User Datagram Protocol / lpoTokon gentarpaMmm nonb3oBartesisi) — 3T0 NPOTOKOJ
obMeHa AaHHbIMU C OrpaHMYEHSIMU Ha NepecbiflaeMble AaHHbIE MO CETU, UCMOMb3YHLLLEN NPOTOKON
IP. MNpoTtokon UDP sBnaetca anbtepHaTtnBon npotokony TCP. MNpeumywectso npotokona UDP
COCTOMT B TOM, YTO ANs Hero HeobsasaTenbHa AOCTaBKa BCEX AAHHbIX U HEKOTOPbIE NaKeTbl MOryT
ObiTb MponylweHbl, ecrnum ceTb neperpyxeHa. 3To ocobeHHO yaoobGHO npu nepepade
BMAEOMaTEpPMArioB B PEXUME pearnbHOro BPEMEHW, MOCKOSIbKY HE WMEEeT CMbICnia MOBTOPHO

nepenaeath ycTapesLUyo MHOPMaLMIO, KOTopas BCe paBHO He BGyaeT oTobpaxeHa.
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UPnP (Universal Plug and Play) — TexHonorus, nossondwoowas nepcoHanbHbIM

KOMMNbIOTEPAM U UHTENNEKTYanbHbIM CETEBLIM CMCTEMAM (Hanpumep, OXpaHHOMY 06opyaoBaHuIo,
pasBnekaTtenbHbiM  YCTPONCTBAM WM UHTEPHET-LUM3aM) COEAUHATbCS  Mexay cobon
aBTOMaTMyeckn u paboratb COBMECTHO 4depe3 eauHyt ceTb. [Mnatdopma UPnP ctpoutca Ha
OCHOBE TaKuUX UHTepHeT-cTaHaapToB, kak TCP/IP, HTTP un XML. TexHonorna UPnP nogaepxvsaet
ceTeBble MHPPACTPYKTYpPbl NPaKTUYECKM NBOro TMna - Kak NPpoBOAHbIE, Tak 1 6ecnpoBoaHblie. B nx
4Yncro, B YacTHOCTW, BXoaaT kabenbHbli Ethernet, 6ecnpoBoaHble cetn Wi-Fi, ceTn Ha ocHoBe
TenegOoHHbIX NUHUA, NUHUK anekTponuTaHua u np. [Mogaoepxka UPNP peanusoBaHa B

onepaumoHHbIx cuctemax Windows.

URL (Uniform Resource Locator / EaguHbIM yKasaTenb pecypcoB) — 3TO

CTaHO4apTU3NPOBaAHHbIN cnocob 3anucu afpeca pecypca B ceTu NHTepHeT.

WAP (Wireless Application Protocol / BecnpoBogHon npoToKon nepegayvm gaHHbIX) —
NPOTOKOM, CO34aHHbIM creumanbHo ansa GSM-ceTel, roe HYXHO YCTaHaBnvBaTb CBS3b
nopTaTMBHbIX YCTPOMCTB C ceTbto WHTepHeT. C nomowbio WAP nonb3oBaTens MOOWUNBHOro

YCTPONCTBA MOXET 3arpy»atb U3 cetn MHTepHeT niobble udpoBble AaHHbIE.

Web-server /| Beb-cepBep — 310 cepBep, npuHumarowmn HTTP-3anpockl OT KMUEHTOB,
00bl4HO BeG-6paysepor, 1 Bbigatowmn um HTTP-otBeThl, 06blMHO BMecTe ¢ HTML-cTpaHuuen,

n3obpaxxeHnem, hannom, Meama-noTokoM Unn ApYrMMu AaHHbIMMU.

Wi-Fi (Wireless Fidelity, nocnoBHo — «becnpoBogHasi TOYHOCTb») — TOpProBasd Mapka
npombiwneHHon rpynnel «Wi-Fi Alliance» ans 6ecnpoBogHbix ceten Ha 6ase crtaHgapta |IEEE
802.11. Jloboe obopygoBaHue, cooTBeTcTBylowee cTaHaapty |EEE 802.11, moxeTr ObiTb
npotectupoBaHo B Wi-Fi Alliance ona nonyyeHus coOTBETCTBYOLLEro ceptudumkata M npasa

HaHeceHusa norotuna Wi-Fi.

W-LAN / BecnpoBogHasa LAN — aTt0 6ecnpoBofHas fnokanbHas ceTb, UCMOMb3yowas B
KayecTBe HOCUTEMNS pagMoBOSHbI: 6ecnpoBOgHOE MOAKMIOYEHME K CETU KOHEYHOro Nonb3oBaTens.

[1ns OCHOBHOW CETEBOM CTPYKTYPbI 0OLIYHO MCMONb3yeTcs KabenbHOe coeguHEHME.

WPS (Wi-Fi Protected Setup) — ctaHgapT, npeaHas3HayYeHHbIN AN NoryaBToOMaTUYECKOro

co3faHuns 6ecnpoBoaHON AoMallHel ceTu. [poTokon npu3BaH okasaTb MOMOLLb MNONb3oBaTensm,

KoTopble He 0bnagalrT WMPOKMMKU 3HAHMsSMKM O BesonacHocTM B GecrnpoBOAHbIX CETAX, M Kak
cnencTBMe, MMET CIIOXKHOCTU Mpu ocyllecTBneHun HacTtpoek. WPS aBTomaTtnyeckn obo3HavaeT
UMs ceTu 1 3agaeT WndpoBaHue, Ans 3aWmTbl OT HECAHKLMOHNPOBAHHOIO AOCTyna B CeTb, Npu

3TOM HET HEOBX0ANMOCTH BPYy4HYIO 3ajaBaTb BCE NapamMeTpbl.

Anroputm cxatus BuMAeo — 3TO MEeTOAMKa YMeHblleHus pasMepa dpavna umdpoBoun
BMaeo3annucu nocpeacTBOM yaaneHuss rpaduyeckmx 3feMeHToB, He  BOCMpUHUMaeMbIX

4eJ10oBE4YECKMNM TTa30M.
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Bapmpoxaanblﬁ O0BLEeKTUB — OOBLEKTUB, NO3BONAOLWNA UCMNONb30BaTb pas3nn4yHble

hoKyCHble pacCTOsiHUSi B MPOTMBOMONOXHOCTb OOBLEKTMBY C  (PUKCUPOBAHHBIM  (DOKYCHbIM

paccTosTHUEM, KOTOPbIV UCMONb3YEeT NULLb OAHO PacCTOsIHME.

Butan napa — BU4 kabens cBa3w, npeacraBndeTr cobon oAHYy WM HEeCKOINbKO Mnap
M30JIMPOBAHHbLIX MPOBOAHUKOB, CKPYYEHHbIX MexXay cobon, MOKPbITbIX NMacTUKOBON ODOMOYKOMN.
CsuBaHue NnpoBOOAHUKOB MNMPOU3BOAUTCA C Uelnblo NOBbILWLEHUA CTeneHn CBA3U Mexay cobown
npoBOAHNKOB OAHON napbl (SJ'IeKTpOMaFHVITHaFI nomexa oAnHaKoBO BITUAET Ha oba npoBoada I'Iapbl)
n nocnegywouwero ymeHblleHUA 3NeKTpOMarHMTHbIX nomMex OT BHEeLWHUMX WUCTOYHUKOB, a TakKkKe

B3aMMHbIX HAQBOOOK MNMpu nepenadve D,I/Id)d)epeHU,I/laﬂbeIX CUrHanos.

Bblgepxka — MHTepBan BpeMeHW, B TeYeHMe KOTOPOro CBET BO3AEWCTBYET Ha y4acTok
CBETOYYBCTBUTENBHOrO MaTepuarna WUnuM CBETOYYBCTBUTENbHOW MaTpuubl ANs COOOLLEeHUs emy

onpenenéHHon aKcnosnunn.

[eTeKkTop ABMXEHUSA — 3TO annapaTHbIN NMMG0 NPOrpaMMHbIN MOAYIb, OCHOBHOW 3adadven

KOTOpOro siBnsieTcs obHapyxeHne nepemMeLLaroLLmnxcs B Nose 3peHnsi Kamepbl 0OGbEKTOoB.

[eTekTop caboTtaxa — 3TO NMPOrpamMMHbIA MOAYMb, KOTOPbIA MO3BONsieT OOHapyxMBaTb
TakMe CcuUTyauun, Kak: pacOoKyCUpOBKa, NEPEKPbITUE UMK 3acBeYMBaHUE U300paXKeHUsl, OTBOPOT
Kamepbl, YacTuyHasi noTepsi curHana. [MpuHUMN OEWCTBUS OCHOBAH Ha aHanuM3e B pexume
peanbHOro BPEMEHW W3MEHEHMS1 KOHTpacTa noKarnbHbIX OOnacTen KagpoB M3 BUOEOMNOTOKA,
nosly4aemMoro ¢ Teriekamepbl-getektopa. [letektop caboTaka aBTomMaTU4eCKM BbiOMpaeT obnactu
KagpoB, MO KOTOPbIM HEOOGXOOUMO OLIEHMBATb M3MEHEHWE KOHTPACTHOCTM BO BPEMEHWU W, ecnu
N3MEHEHNE KOHTPACTHOCTM B 3TUX 06MacTaAX NpeBblAeT HEKOTOPbIA OTHOCUTENbHbIA MOpPOT,

NPUHNMAET peLlleHne O noTepe «rnosie3Horo» BuaeocurHana.

Onadparma (ot rpeuy. diaphragma — neperopogka) — 3TO OTBepcTMe B 0bObekTuBe
Kamepbl, KOTOPOE perynmpyeT KONMYeCTBO CBETA, NOMNagatoLLero Ha MmaTpuuy. MiameHeHne pasmepa
anadparMbl NO3BONSAET KOHTPONMMPOBATL LENbI psg nokasaTenen, BaXHbIX Ons MNonyvYeHus

KayeCTBEHHOro n3obpaxeHus.

[JomeHHOe uMA — 3TO onpepgeneHHas GykBeHHas nocrefoBaTerlbHOCTb, 0603HavatoLas
UMS caniTa Unu Ucnornb3yemasi B MMeHax 3N1eKTPOHHbIX NOYTOBbIX ALMKOB. [loMEHHbIe MMeHa aatoT
BO3MOXHOCTb agpecaluy MHTePHET-Y3oB U PacrofoXeHHbIX Ha HUX CEeTeBbIX pecypcoB (Beb-

CanToB, CEPBEPOB NEKTPOHHOM MNOYTLI, APYrMX Cry0) B yaobHoM ansa yenoseka opme.

MK-noacseTka (MK-npoxekTtop) — ycTponcTBO, obecneumBatollee NoacBeTKy obbekTa

HabnoaeHNs C U3nydYeHnemM B MHPaKpacHOM AuanasoHe.

Kamepa «aeHb/HOUYb» — 3TO Bugeokamepa, npegHasHayeHHasa ons padoTbl KpyrinoCcyTO4YHO

B pa3HbIX YCIOBUAX OCBELLEHHOCTU. B yCnoBuAx FIpKOIz OoCBeLEeHHOCTHN |/|3o6pa>KeH|/|e uBseTHoe. B
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TEMHOE BpEMsi CYTOK, KOrga sipkuiA CBeT NponajaeTt, M HauMHalTCs CyMepku, u3obpaxeHue

CTaHOBUTCA qepHo—6enoe, B pe3yJibTaTte 4ero noBbillaeTCcA YyBCTBUTEJIbHOCTb.

Kopek — B cuctemax cBsi3n Kodek aTto obbldHO Kopep/aekonep. Kogekn ncnonb3yroTca B
WHTErpMpoBaHHbIX LEensax WunM MuKpocxemax Ans npeobpa3oBaHWs aHanoroBblX BUOEO- U
aygvocurHanoB B LmdpoBon cdopmat anga nocrnegyowen nepegaydn. Kogek takke npeobpasyet
npuHMMaemMble UUGPOBbIE CUrHaMbLI B aHanoroebld ¢opmaT. B kogeke ogHa MuKpocxema
ncnonb3yeTtcs Ansi npeobpa3oBaHMs aHanoroBoro curHana B uMdpoBon M LMdPOBOro curHana B
aHanoroBbIn. TepMuH «Kogek» Takke MOXeT OTHOCUTBCA K KoMnpeccun/gekoMnpeccumn, n B aToMm
crny4vae oH 06bl4HO O3HA4YaeT anropmTM NN KOMMbIOTEPHYIO NpOrpamMmmy AN yMeHbLleHns obbema

dhainos 1 nporpamm.

HOpMaanO 3aMKHYTbIe KOHTAKTbl — TakKad KOHCTPYKUUA AaT4yMKa, KOTopasda B NaCCUBHOM

COCTOAHUN NMeeT 3aMKHYTble KOHTaKTbl, 2 B aKTUBHOM — PAa3OMKHYTbIE.

HopmanbHO pa3oMKHyTble KOHTaKTbl — Takasi KOHCTPYKUMSI gaTyuka, KoTopas B

NnacCMBHOM COCTOAHUN MMEET PAa3OMKHYTble KOHTaKTbl, @ B aKTUBHOM — 3aMKHYTbI€.

O6BEeKTUB — 3TO 4acTb OMNTMYECKON CUCTEMDI BI/ID,eOHa6J'II'OD,eHI/IFI, npeagHasHavYeHHaa and

¢hOoKyCMpPOBKM NOTOKA CBETA HA MaTpULie BUAEOKaAMEPbI.

OTHOweHne curHan/wym — YMUCNEHHO onpeaensieT cogep)XaHwe napasuTHbIX LUIYMOB B
curHane. Mamepsetca B geunbenax (ab). Yem Gonblue 3Ha4yeHMe OTHOLWIEHMS CurHan/wym ans

BugeocurHana, TeM MeHbLLE MOMEX N UCKAXKEHUI nMmeeT V|306pa>|<eHV|e.

lNMukcenb — 3TO 0HA M3 MHOXECTBA TOYEK, COCTaABNAKOLLMX LI,M(*)pOBoe M306pa>|<eHv1e. LlBeT

N UHTEHCUBHOCTb KaXX0ro nmkcensa coctaBndeT KpOoLEeYHYyto obnactb I/I306pa)KeHI/IFI.

Mpokcu-cepsep (Proxy - npeacraBuTenb, YNONIHOMOYEHHbIM) — cnyxba B
KOMMbIOTEPHBLIX CETAX, MO3BOMSAKOLWAA KIMEHTaM BbIMOMHATbL KOCBEHHbIE 3anpocbl K ApYyrum
ceTeBbIM cnyxbam. CHavana KNneHT NOAKIYaeTcs K NPOKCU-cepBepy M 3anpalumBaeT Kakom-nnbo
pecypc, pacnosfioXeHHbIn Ha ApyroMm cepeepe. 3aTtem Mpokcu-cepBep nMbO nogknyaeTcs K
yKaszaHHOMY CepBepYy M NonyyaeT pecypc y Hero, nmbo Bo3BpaLlaeT pecypc 3 cCOOCTBEHHOIO KaLla.
Mpokcn-cepBep NO3BONSAET 3alMLaTb KAMEHTCKUA KOMMbIOTEP OT HEKOTOPbIX CETEBbIX aTak U

nomMoraeT CoXpaHATb aHOHUMHOCTb KIneHTa.

MpoTtokon — cTaHgapT, onpegensalwmin noeefeHne QyHKUMOHanbHbIX 6510KOoB npu
nepegadve AaHHbIX. PopmMannaoBaHHbIE NpaBuna, onpegensawowme nocnegoBaTenibHOCTb U opmaTt
COoO0OLWEeHN, KOTOPbIMM OOMEHNBAKOTCS CETEBbIE KOMMOHEHTHI, NeXxalue Ha O4HOM YPOBHE, HO B

pasHbIX y3nax.

PaspewleHne n3obpaxeHUsa — 3TO KONMYECTBO MUKCENen (ToYek) Ha eanHuuLy nrowagm
n3obpaxeHus. lamepsetca B Meranukcensix nnm otobpaxkaetcs B Buae ABYX BEMUYUH — BbICOTbI U

LLUMPUHDbI |/|306pa>KeH|/|s=|. BricoTta u LLPpHMHa TakkKe B JaHHOM Crlydae U3aMepdarTCA B NMUKCENAX.
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PyyHasa anacpparma — npoTMBOMNONOXKHOCTL aBTOMaTUYeCKon anadparmel, T.€. HACTPoOnKa

AvadparmMbl  Kamepbl [OSPKHA BbIMOMHATLCA BPYYHYK ANS PerynvpoBKM KOnM4ecTBa CBeETa,

Aocturarowiero 4yBCTBUTESIbHOIO 3fieMeHTa.

CBeTocuna o6beKTUBaA — 3TO XapaKTepUCTUKa, NOoKasblBaoLLas, Kakoe KOnmMyecTBO cBeTa
cnocobeH nponyckatb AaHHbIii 00bekTnB. Yem Oornblle MakCUMMarnbHbI OnamMeTp OTKPbITON
anadparmbl (Mnn, COOTBETCTBEHHO, YeM MeHbLUe F-4uncno), Tem BornbLuee KONMYEeCTBO CBETa MOXET

nonacTb CKBO3b OOBHEKTUB Ha q:)OKaJ'IbHyI-O NSIOCKOCTb, U TEM BhiLIEe CBETOCKA OObeKTMBA.

Cumnnekc - npu CUMMMNEKCHOM CBSA3N ceTeBOM Kabenb WM KaHamn CBSA3NM MOXeT

MCNonb30BaTbCA AJ14 nepeaadn MHd)OpMaLl,I/II/I TOJNMbKO B OOAHOM HanpasieHunn.

YnuyHaa Bupgeokamepa — 3TO Kamepa BMAEeOHabnoaeHns, KOTOpan obnagaeTt Bcemu

HeobX0AMMbIMM XapaKTePUCTUKAMU 3aLUTbl OT BNSIHUA BHELWHEN cpeabl Ans paboTbl Ha ynuue.

LiBeTHas Bupeokamepa — 9TO Kamepa, KOTopas pJdaeT uBeTHoe u3obpaxeHue. [lo
onpegeneHnto MaTpuubl Buaeokamep vepHo-6enble, a Ans NonyyYeHus LBETHOro nsobpaxeHus
BO3re KaXKOon siuerku maTpuubl OpMUpPYOTCA UBETHbIe unbTpbl. NepBbin UNbTP NPUBHOCUT
KpacHY0 COCTaBNSAOLLYIO LiIBETA, BTOPOW 3€M1EHYI0, a TPETUN CUHIO. Taknm obpasom, Tpy SUENKK
CTaHOBSATCS 04HOM To4kon B LUBeToBOM hopmaTte RGB. CnegoBaTtenbHO, BMECTO TPEX MUKCENEN Ha

pe3ynbTUpyroLLEeM N306paXkeHnn Mbl Nofy4aeM TONMbKO OAMH.

AnektpomexaHunyeckmn WUK-bunbTp — npeacrtaBnser cobon yCTPOMCTBO, KOTOpOe
CNOCOBHO B OAHOM peXnme NofaBnaTb MHAPaKpaACHbIN AManas3oH Npu noMoLum nHgppakpacHoro VK-
GunbTpa, a B gpyrom pexume UK-punbtp ybupaetca anekTpoMexaHU4eckun, Takum obpasom,

aenaa AoCTYMNMHbIM BECb CMEKTP CBETOU3NMYyHEHUA.
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