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BG\,UARD I'nasa 1. Mepwvl npedocmopoosicnocmu

MnaBa 1. Mepbl NpeaoOCTOPOXKHOCTU

MNMepen ncnonb3oBaHMeM HEOGXOAUMO NOMHUTL HUXKecreayloLlee.

[aHHbI NpoayKT yaosneTBopsieT BceM TpeboBaHmsam 6esonacHocTn. OgHako, Kak 1 nobon
anekTponpubop, B cryyae HenpaBUSIbHOTO MCMONb30BaHMSA MOXET Bbi3BaTb NoXap, 4TO, B CBOM
oyepeadb, MOXeT noBredb 3a cobon cepbesHble nocrefcTeus. Bo msbexxaHne HecHaCTHbIX

cny4vaeB 06513aTenbHO U3yYnTe UHCTPYKLIUIO.

BHUMAHUE!
Wcnonb3yiiTe npy 3kcrsyaTauuy TONIbKO COBMECTUMbIE YCTPOMCTBA. Vcrnonb3oBaHMe YCTPOWCTB, He

O,CI,O6peHHbIX npounssoauTenem, HegonycTtnumo.

Cob6nioganTe MHCTPYKUUIO NO 3kcnnyaTauymum!
N3berante OnMTENbHONO WCMOSBb30BaHUS WM XPaHEHUs KaMmepbl B HebnaronpusiTHbIX
YCIOBUSIX:

o [lpn criMwKOM BbICOKMX UM HU3KMX TemrnepaTtypax (paboyas TemnepaTypa YCTPOWCTB
ot 0°C go +40°C).

e [3Gerante nonagaHms NPsIMbIX COMTHEYHbIX NyYen B TeYEeHUe ANUTENbHOrO BPEMEHW, a
TaKkke HaxoxaeHnst Nob6Nn3oCcTn OToNUTENbHbLIX N 0BorpeBaTenbHbIX NPUOOPOB.

e [3GeranTte 6nmM30CTM C BOAOW UM UCTOYHMKAMM BNa)KHOCTU.

o W3berante 65M30CTM C yCTponcTBamMu, obnagatowmmm GOnbLIMM SMEKTPOMArHUTHbLIM
3 eKToM.

e Heponyctnma yctaHoBKa kamepbl B MeCTax C CUIbHOW BUBpauunen.

BHUMAHUE!

B cnyyae HencnpaBHOCTU Kamepbl CBSXKUTECH C cepBUCHBLIM LieHTpom OO0 «HIMIM «beapa».

B cny4yae HeKoOppeKTHOM paboTbl Kamepbil:
e [lpu oBGHapyxeHUn abiMa UM HeobbIYHOrO 3anaxa.
e [lpy nonagaHum BOAbI UK APYrMX MHOPOOHbIX OO BbEKTOB BHYTPb.

e [lpy nageHun Kamepbl UNU NOBPEXAEHUM Kopnyca:

BbinonHuTe cnepyrowmne AeMcTBUN:
o OTKNOUYUTE KaMepy OT UCTOYHMKA MUTAHUSA U OTCOeQUHUTE BCE OCTarlbHble NpoBoAa.
o Casaxutecb ¢ cepBucHoiM LeHTpoM OOO «HIMIM «beBapa». KoHTakTHble AaHHble Bbl

MOXXeTe HauTu Ha caunTte http://www.beward.ru/.

PykoBoacTBO no nogkntoyeHuto IP-kamepbl N120
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BG\,UARD I'nasa 1. Mepwvl npedocmopoosicnocmu

TpaHcnopTupoBKa

I'IpV| TPaHCNOPTUPOBKE KaMepbl MNOJNIOXKNTE KaMepy B YNaKOBKY npoun3soaunTend unm nobon

/:l,pyr017| MaTepunan cooTBeTCTBYOLEro Ka4ectsa 1 yoaponpo4HOCTU.

BeHTnauua
Bo usbexaHvne neperpesa, HM B KOEM crnydae He BNOKMPYNTE LIMPKYNALMIO BO3ayxa BOKPYr

Kamepbl.

YucTtka

Ncnonb3ynte MArkyto Cyxylo TPSAMOYKY AN NpOTUPaHMS BHELWWHUX NOBEepXHOCcTeW. [ns
TPYAHOBLIBOAMMbBIX MNATEH WCMOMb3yWTe TPSAMNOYKY C HEeBOoNbMM  KONMYECTBOM YUCTALLErO
CpeAcTBa, NOCne Yero Hacyxo BbITPUTE MOBEPXHOCTb.

He ncnonb3ynte netyyne pactBopuTenn, Takme Kak cnmprocogepxaiime cpeacrsa, 6eH3vH

N Apyrue, Tak kak OHW MOryT NOBPEeAUTL KOPMyC KaMepbl.

PykoBoacTBO no nogkntoyeHuto IP-kamepbl N120



Be‘,UARD Inasa 2. Obwue ceederust

MaBa 2. O6wme cBeaeHud

BEWARD N120 - 3710 komnaktHas IP-Bugeokamepa ¢ paspewweHnem 640x480,
BcTpoeHHbIM  Wi-Fi  mogynmem  crtangapta |EEE  802.11 b/g/n, MynbTMNOTOKOBbLIM
BugeounsobpaxeHmem B dopmatax H.264/MPEG-4/MJPEG, BCTPOEHHBIM MUKPOGOOHOM, CIIOTOM
OnNs1 YCTaHOBKM KapTbl namsitu ctaHgapta MicroSD, BbicokouyBcTBUTENBHBIM KMOIT-ceHcopom

HOBOI'O NMOKOJ1IEHUA.

BE\,()ARD
I

Puc. 2.1

IP-kamepa BEWARD N120 nossonseT npocmaTpmBaTb BUAEO B pearibHOM BpeEMEHU Yepes
CTaHaapTHbin  WHTepHeT-Opay3ep.  OCOBEHHOCTbIO  Kamepbl  SIBNSETCA  BO3MOXHOCTb
MCNonb3oBaHMA  Npoduner  HacTpoek  Buaeou3obpaxeHwusi,  KOTopble  Bbl  MOXeTe
CKoHUrypupoBaTb 3apaHee. Kaxagomy npodunio MOXHO 3adatb MHAMBMAYyalNbHblE NapamMeTpbl:
TUN KOANPOBaHMA 1 paspelueHune. Nonb3oBaTenb, 3a4aBas Ana Kaxaoro npodunsa ceon dopmar v
CKOpPOCTb nepefayvn AaHHbIX, AOCTUraeT OMTUMAarbHOro COOTHOLLEHUS KavyecTBa U300paxeHus u
NCMOMb30BaHWA MOMOCkI NPOMyckaHus. Taknum obpas3oM, BO3MOXHO BblOpaTh HYXXHbIW NPodurb u
ncnonb3oBaTtb ero, korga 310 HeobxoAMMO.

Kamepa cnocobHa BblgaBaTb BWAEOMNOTOK B pasnuMyHbiX dopmarax oxaTus:
H.264/MPEG4/MJPEG. ®opmat kognpoBaHus H.264 aBndetca maeanbHbIM A5 UCMNOSb30BaHUS
Kamepbl B cpefile C OrpaHM4YeHHOW MOfiocon NMPOMycKaHus, Mpu ero UCrnonb3oBaHUM JOCTUraeTcs

HaMMeHbLUMA TpadmK U Xopollee kadyecTBO nsobpaxxeHna, MIPEG npegHasHadeH Anga 3anucu u

PykoBoacTBO no nogkntoyeHuto IP-kamepbl N120



B@\UARD I'nasa 2. Obwue ceedenus

OT06pa)KeHI/IF| aneomso6pa>|<eHv|;| B Haunyduwem KadectBe, HO MNpu 3TOM Tpe6yeT 6onbLmnx

CeTeBbIX PECYPCOB M MECTa Ha KeCTKOM UCKe Npu 3anmncu.

Kamepa N120 nogkntoyaeTtcs K ceTu npu nomowun nposogHoro nHtepdgenca 10/100BASE-
TX Ethernet, a Takke ¢ ucnonb3oBaHnem GecrnpoBooHOro coeavHeHust ctaHgapta Wi-Fi IEEE
802.11 b/g/n. Ana ynob6ctBa 1 GbICTPOTHI NOAKNIOYEHMA KaMepbl K GecnpoBogHON ceTn kamepa
aononHeHa dyHkumen WPS. TNpu mncnonb3oBaHMM [aHHOM (PYHKUMW ONA NOOKIIYEHUs K
©ecnpoBOAHOMY COEAMHEHMIO OOCTATOYHO MOCMenoBaTENIbHO HaXaTb COOTBETCTBYHOLLYH KHOMKY
WPS Ha Touke goctyna (Npy noggepxke gaHHoOW (OYHKUMW CO CTOPOHbI YCTPOMWCTBA) M KHOMKY
WPS Ha kopnyce kaMephbl, Yepe3 HEKOTOPOE BpeEMS kaMmepa aBToMaTuyeckn bygeT nogkoyeHa K
becnpoBoaHoOM ceTu.

Bbicokoe kavecTBO n300paxeHus paspeweHns 640x480 (VGA) peanbHOro BpeMEHWU
obecneunBaeTcsl 3a CYET MPUMEHEHUS COBPEMEHHOIO CEHCOpa BLICOKOW YYBCTBUTENbHOCTM C
NPOrpeccmBHLIM CKaHMPOBAHUEM, a Takke Onarogapsi NpUMeHeHuo 3PPEKTUBHENLLMX METOO0B
cXXaTus BUOEOMNOTOKOB.

Mognepxka kapT namaTn Tvna MicroSD, no3BonseT caenaTb CUCTEMY BUAeoHabnoaeHns
elle 6onee HagexXHOW: BaxkHas MHpopMaums He nponageT nNpu notepe coeguHeHns. Becb obbem
nHopmaumm OyaeT COxXpaHeH B CaMOM KamMepe Ha KapTe namsaTu, KOTopbid MOXHO Oyaer
BOCMNPOU3BECTU KaK HEMOCPEACTBEHHO C KapTbl, TaK U YAANeHHO nocre yCTpaHeHUs1 TeXHUYECKNX

npobrnem ceTu.

2.1. OcobeHHOCTHU |IP-BUAeokamepbl BEWARD N120

e OnTmanbHoOe COOTHOLLEHME LieHa/kavyecTBo ang IP-sBngeokamepbl

o 1/4" KMOIT-ceHcop ¢ NporpeccnBHLIM CKAHNPOBaHMEM

o [lopaepxkka kapT namsaTy Tuna MicroSD

e BctpoenHbin Wi-Fi mogynb 802.11b/g/n ¢ nogaepxkon WPS

¢ [lpodeccrnoHanbHoe nporpaMmmHoe obecrneyeHune (16 kaHanoB) B KOMMMEKTE

¢ OpgHoBpeMeHHOe MHOroopmMaTHoe kogmpoBaHue gaHHbix (H.264/MPEG4/MJPEG) anga
obecnevyeHns onTMMarnbHOro oTobpaxeHus BUAeo v 3anucu gannos

e Bo3MOXHOCTb NpocMOTpa 3anucaHHbIX hannoB HenocpeacTBEHHO U3 Be6-nHTepdenca
C NOMOLLbIO BCTPOEHHOrO nreepa

e BcTpoeHHbI MUKPOOH

e BCTpoOeHHbI AeTEKTOP ABMXKEHNS U AETEKTOP 3BYyKa

e OTnpaBka kagpoB 1 BUOEOPONMKOB MO 3MIEKTPOHHOM noyte u Ha FTP

e 3anucb Ha BHeLWHWin hannosbl cepeep (B TOM YUCHE M B Nanky ¢ OTKPbITbIM JOCTYNOM
Ha K ¢ yctaHoBneHHon OC Windows unu Linux)

o [lopaepxka ONVIF

PykoBoacTBo no noaksrntoyeHuto IP-kamepbl N120 n



BE\VARD I'nasa 2. Obwue ceedenus

2.2. OCHOBHbIe XapaKTepPUCTUKHN

CeeTtouyBcTBUTENBHBIN anemMeHT: VGA KMOTT-ceHcop ¢ nporpeccnBHbIM
CKaHMpOBaHVeM

O6bekTnB (onumoHanbHo): 3.6 mm F2.0 (yron o63opa 58° no ropusoHTanm)
Paspeluerne: 640x480, 320x240, 160x120.

YysctButenoHocTb: 0.2 nk npn F2.0

YacTtoTta kagpos: o 30 kagpoB B CeKyHAY AN BCEX pa3peLleHnia

dopmaTbl kognposaHus: H.264, MPEG-4, MIPEG

OpnHoBpemeHHOEe kogupoBaHue B hopmartax: H.264, MPEG-4, MIJPEG
OpHocTopoHHUIM ayanokaHan, komnpeceus: G.711 p-law, a-law, AMR

Mopoepxka Wi-Fi IEEE 802.11 b/g/n ¢ dyHkumen WPS

MoppepxmBaemble npoTokonbl: Bonjour, TCP/IP, DHCP, PPPoOE, ARP, ICMP, FTP,
SMTP, DDNS, NTP, UPnP, RTSP, RTP, RTCP, HTTP, TCP, UDP, 3GPP/ISMA RTSP
MutaHune: 5B, 0.6A (MOCTOSIHHBIN TOK)

Pabouas temnepatypa: ot 0 go +40°C

BnaxHocTb okpyxatowien cpeabl: 20-80% (6e3 obpasoBaHust KoHAeHcaTa)

Moppepxka oTpacnesoro ctaHgapta ONVIF

2.3. KomnnekT nocTtaBKu

IP-Bugeokamepa ¢ ycraHoBneHHbIM 06bekTeom M12, £3.6 mm, F2.0
Kabenb naty-kopa (onvHa 1 m)

MCTOYHUK NUTaHUS NOCTOAHHOrO Toka 5B, 1A

AHTEHHa Ansa noakntoyeHns K 6ecnpoBogHon ceTn

KpoHwTenH

KomnnekT kpenexa

CD-guck ¢ nporpaMMHbiM obecrnedeHremM 1 JOKyMeHTauunemn

PykoBoacTBo nonb3oBarterns no 6bICTpon yCTaHOBKE

PykoBoacTBo no noaksrntoyeHuto IP-kamepbl N120



Be‘,UARD I nasa 3. Buewnuti 6uo

MnaBa 3. BHewHun BuAg

3.1. Bupg cnepeau

Ha nvueson CTopoHe Kamepbl pacnonoXeHsbl cnegyrowme anemeHTsl (Puc. 3.1):

Ob6bekTuB

MH,ElVIKaTop NMATaHUA _|
TI%
MHHMKaTop CcoeIMHEHUA

BcTpoeHHbI MUKPOdOH

BE\VARD
1

Puc. 3.1

O6GbLeKTUB: Npu pasmbITOM M300pakeHUn HeobxoauMmMo HacTpouTb POKYC Kamepbl, ANis
3TOro BpallanTe KoNbLUO HacCTponkm pokyca, noka He [obbeTecb Heobxoammon OKYCUPOBKK
(n3Ha4anbHO OOBHLEKTUB KaMephbl yKe CHOKYCUPOBaH U He TpebyeT AONONHUTESNTbHON HACTPOKKN).

MHoukaTop nuTaHmsa: 3aropaeTcs nocrie NoakoYeHNs Kamepbl K UCTOYHUKY NUTaHUS.

e WHpomkaTtop nUTaHMA roput KpacHbIM: K |P-kamepe nOAKMYeHO nuTaHue, uaet
3arpyska CUCTEMbI.

e MHpaukaTop NnUTaHMA ropuT CUHUM: 3arpyska |IP-kamepbl 3aBepLueHa, Kamepa rotosa K
paborTe.

e WHpukaTtop nuTaHmAa Mwuraet ¢GuoneToBbiM LBETOM: MWAET COeOUHEHWE C
b6ecnpoBoagHon ceTbio Wi-Fi nocpeacteom WPS. Takke uHOMKATOpP MUraeT BO BpeMS
npouecca 0GHOBMNEHMS NPOLLUMBKMA KaMepbl, HE OTKMoYanTe nNUTaHue U He 3akpbiBanTe
OKHO Opay3epa [0 3aBepLUeHMs NPOLUMBKN 1 NOMHON 3arpy3kn Kamepebl.

e MHpukaTop nuTaHus He ropuT: Kk IP-kamepe He NoaKoYeHo NuTaHne NnMbo oTkYeHa
WMHOWKaLMA B HACTPOMKAxX kKaMepbl.

MHoukaTop coeAuHEHUsA: MHOUKATOp 3aropaeTcsa npu MOAKMYEHUN Kamepbl K CeTn U

NnokasblBaeT TEKYLLY CETEBYIO aKTUBHOCTb.
e WHpukaTtop coegMHeHUs MUraetT CMHUM LBeTOM: |IP-kamepa noakntodeHa K cetn ¢

NOMOLLBIK NPOBOAHOIO CoeANHEHNA.

PykoBoacTBO no nogkntoyeHuto IP-kamepbl N120 m



Be\,UARD I nasa 3. Buewnuti 6uo

e WHAuKaTOp coeauMHeHUs He ropuT (He muraet): |IP-kamepa OTK/oYeHa OT NPOBOAHOMN

ceTu, Nbo OTKIMYEHA MHAMKALMS B HACTPOMKAX KaMepbl.
BCTpOeHHbI MMKPOCOH: NO3BONSIET MOMb30BaTENO ClblWaTb TO, YTO MPOUCXOAUT B

30HE HabnoaeHus Kamepbl.

3.2. Bup c3agu

Ha 3agHen naHenu kopnyca (Puc 3.2) kamepbl pacnosfioXeHbl CrieayoLmne arieMeHTbl:

Pasbem nutaHua

CeTeBoli pasbem

Cnot MicroSD

Cbpoc HacTpoek WNugukauua Wi-Fi

Pasbem Wi-Fi aHTeHH®b!

Knonka WPS

Puc. 3.2

Pasbem nutanua (DC5V): npegHasHayeH Ans nogknoyveHus 6noka nutaHmna 5B, 1A.

[nsa koppekTHoM paboTbl KaMepbl PEKOMEHAYETCH UCMOMb30BaTh TONbKO MCTOYHMK NUTaHUSA
BXOAALLMI B KOMMIIEKT MOCTaBKM.

Cnot MicroSD: cnot gns kapTbl namatn dpopmata MicroSD/SDHC.

lMo3BonsaeT ncnonb3oBaTth KapTbl NAMATY A5 3anMcKn MHOPMAaLIMK KaK B PEXMME TPEBOTN,
Tak U B pexuMme MNOCTOSHHOW 3anucu. Takke npegycMoTpeHa BO3MOXHOCTb aBTOMAaTMYECKOW
pe3epBHOM 3anncKu Ha KapTy BO BpeMS OTCYTCTBUS CETW.

CeteBon pasbem (Ethernet): pasbem Ons MOAKMOYEHUSI Kamepbl K ceTu WHTepHeT,
poyTepy nnu KommyTaTopy npu nomowm ctaHgaptHoro RJ-45 wtekepa.

Cbpoc HacTpoek [Reset]: kHOMka npegHasHadyeHa Ans cOpoca HACTPOEK Kamepbl U
BO3BpaTa MX B 3aBOLCKNE YCTAHOBKN.

[na cbpoca napameTpoB YCTPONCTBA K 3HAYEHUSIM MO YMOMNYAHUIO YAEpPXKUBAUTE OaHHYHO
KHONKy Haxaton B TedeHue 10-15 cekyHn. Ecnu nonb3oBatens OyaeT yaepxuBaTb KHOMKY
HaxkaTton 0o 10 cekyHa, kamepa nepesarpy3untcsa 6e3 cbpoca napaMeTpoB B 3aBOACKME YCTAHOBKM.

KHonka WPS (nonyaBTomaTtuyeckoe nogknwo4veHme no Wi-Fi): ata «kHonka
npegHasHadeHa ANs NonydeHna ceTeBbiX HacTpoek no npotokony WPS. [Ona nogkniodeHus

Kamepbl Kk 6ecnpoBogHon cetn ¢ nomowpbto WPS HeobxooMMo HaxaTb OaHHyH KHOMKy Ha IP-

PykoBoacTBo no noaksrntoyeHuto IP-kamepbl N120 -
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Kamepe n Ha gpyrom 6ecnpoBOAHOM YCTPOWCTBE, K KOTOpomy Tpebyetcsa nogkntoumTtbea (6onee
noapobHyo nHopMauuto CMOTpUTE B NyHKTe 6.2 aHHoro PykoBoacTea).
MHpukauma Wi-Fi  (6ecnpoBOAHOro nNOAKMKOYEHUA). UMHAWKATOP  MOOKMHYEHNS
3aropaeTcd npuv NOAKMYEHUM KaMepbl K CETU M NOKa3bIiBaeT TEKYLLYI CETEBYIO aKTUBHOCTb.
e MHAukaTop noAakno4YeHUA MUraet CUHUM: |IP-kamepa nogknioyeHa K cetu ¢ NoMoLLbIo
©ecnpoBOAHOro coeguMHEHUS.
e WHaunkaTtop nopaknyeHUss He roput (He wmwuraet): IP-kamepa oOTKMA4YeHa OT
BGecnpoBoaHOM ceTu, NMBO OTKMYEHA MHOMKALUNS B HACTPOMKaxX Kamepbl.
Pa3bem Wi-Fi aHTeHHbl: RP-SMA KOHHEKTOp Afsl NOAKMIOYEHUS1 BXOAALLEN B KOMMNIEKT
aHTeHHbI Ana 6ecnpoBOgHOMO MNOAKIHYEHMS.
Kpome Toro Ha 3agHen naHenn HakneeH CTukep, cogepxawmnm nHpopmMaumnio 0 Npoaykre:
e SN: cepuiiHbIi HOMep IP-kamepbl
o MAC: MAC-agpec IP-kamepbl B cetn LAN (MAC agpec ycTponcTBa Npyv NPOBOAHOM
NOAKMYEHNN)
e WMAC: MAC-agpec IP-kamepbl B cetn WLAN (MAC apgpec ycTpoWcTtBa npwm

6ecnpoBOAHOM MOLKITHOYEHMI)

PykoBoacTBo no noaksrntoyeHuto IP-kamepbl N120
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naBa 4. YcTtaHOBKa 1 nogkntoyeHue |P-kamepbl

4.1. O6wue ceBegeHns o noaknoyeHum IP-kamepbl N120 Kk ceTn

IP-kamepa N120 MOXeT MOAKMYaTbCa K NoKarnbHOW cetn NuMbo cetn VIHTepHeT kak npwm
nomowm nposogHoro coeauvHeHust (Ethernet), Tak n no 6ecnposogHomy (Wi-Fi) coeguHeHuio.
MMogknoyeHe MOXeT OcCywecTBnATbCA Kak  Hanpsamyto K [K, Tak u npu nomowm

BCnomMoraTtesibHOro ceteBoro 060pynoaaHM;| (MapUprTVI3aTOpr, KOMMYTaTOpPbl, TOYKAN D,OCTyI'Ia).

EC MpoBogHoe coeuHEHNE
@ ! i Internet

BecnpoBoaHoe coeiUHEHNEe

Er‘.

-

~ = ) ~ /o
k L © I

Puc. 4.1

O6blMHO B  gOMalLHMX MapllpyTudaTopax npegycmotpeHbsl oanH  WAN-nopt ans
nogknoyeHnsa cetn MHTepHeT u YeTbipe BHYTpeHHUX LAN-nopTa ansg noaknioyeHnus KoMMNbIoTepos,
IP-kamep n Opyrux ycTpoucTB goMallHen ceTu. Kpome Toro, mapLupyTtusatop Ans nogkniodeHns

IP-kamep N120 npu nomowm Wi-Fi coegnHeHuns gomken nmetb Wi-Fi uHTepdeic.

4.2. PekoMmeHAaLMM No yctTaHOBKe
B paHHOM pasgene npuBegeH KpaTKUMMA CMNUCOK PeKoMeHOauun, KoTopble Heobxoaumo

yuuTbiBaTh NpU MOHTaxe obopynosaHus |IP-BugeoHabnogeHns.

PekomMeHpauum no pasmeLLeH1Io KaMmepbl:

o |P-kamepa BEWARD N120 npegHasHadeHa Onis OCyLWleCTBreHUs BuaeoHabnogeHms B
nomMeLLeHnAX ¢ NpedenbHon TemnepaTypon akcnnyataumm ot 0 go +40°C.

e [3Berante nonagaHnsa Ha kamepy NPSMbIX COSMIHEYHbIX fyYen B TeveHue ANUTENbHOro
BpEMEHW, a TaKke HaxoXgeHus nobnusocTn OTONUTENbHbIX W oborpeBaTenbHbIX

npnbopos.

PykoBoacTBO no nogkntoyeHuto IP-kamepbl N120
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° Hel'lpaBI/IJ'IbHaFI pacCTaHOBKa KamMep BI/ILI,eOHa6J'I}OD,eHVIFI I'IpVIBeD,éT K NoABNEHUIO

HexernaTenbHbIX «Crenbix» 30H, KOoTopble OyayT ocTaBaTbCA BHE MNONSA 3peHus
onepartopa.

e [3Berante 6nmn3ocTn ¢ BOAON UMW UCTOYHMKAMWN BNAXHOCTMW.

o W3berante 6nM30CTM C YCTpOMCTBaAMM-reHepaTopamMnM MOLLHbLIX 3MEKTPOMarHUTHbIX
BOJTH.

e Ybeantecb B BO3MOXHOCTM pasMeLleHuss YCTpoMCcTBa C y4yeToM noAaBoda
coeavHUTENbHbIX Kabenewn.

o W3berante cnocoba KpenneHusi Kamepbl, OOMNYyCKAKLWEro 3HavuTesnbHy BuOpauuto.
[aHHoe BO34eNCTBME CHU3UT IPPEKTUBHOCTL [AEeTeKkTopa ABMXKEHUA U YeTKOCTb
n3o6paxkeHnsi B LIENOoM.

e Kamepbl BngeoHabnogeHms HeobxoamMmo aepXaTb B HEAOCAraeMoCTU TaK, YToObl Kak
crny4vanHoe, Tak U cneumanbHoe MNOBpeXaeHWe Unn U3MeHeHue HanpaBneHust ob63opa
ObINI0 HEBO3MOXHO.

e HanpaBneHve o63opa (30Ha BuMAeoHabNAEHMS) Kamepbl LOMKHO ObiTb TBEPAO

onpeaesrneHo Ha MOMEHT YCTaHOBKN.

PekomeHpauum no npoknagke kabens Tuna «BuTas napay:

e B kopuagopax xenaTenbHO NpOKNaAablBaTb MYYKM INEKTPUYECKMX W CNabOTOYHbIX
kabenewn no pasHbiM kabenb-kaHanam, NPoOXoaALUM MO pa3HbIM CTEHAM.

e [lonyckaeTca B ogHOM Kabenb-kaHane npoknagbiBaTb BUTOMAPHbIE U 3NEKTpUYEcKne
kabenn B pasHbiX OTCeKax WM CeKUMsiX, WUMEeKLNX ChMoLWHble MNPOAOSIbHbIE
neperopoakM € npegenom orHectomkoctm He MeHee 0,25 4. M3 Hecropaemoro
MaTepuana Tonbko B paboymx 30Hax Ha paccTosiHum He ©Gonee 15-Tm mMeTpoB, ecnu
anekTpudeckasa MoLWHocTb 6yaeTt He 6onee 5 kKBA.

e OnekTpuyeckne n cnaboTtouHble kKabenun gonyckaeTcsl NpoknaabiBaTb napannensHo Ha
paccTosHuM He MeHee 50 MM Opyr OT Apyra B pasHblx Kabenb-kaHanax Wnm Cekuumsix
kabenb-kaHanoB. Ecnn HanpspkeHHOCTb 3NMeKTpUYeckoro nons, obpasykouwlerocs ot
anekTpudeckoro kabens, 6ynet 6onee 3 B/M, TO HEOGXOAMMO YBENUYUTL PACCTOSIHUE
MEeXOy JNeKTpuyeckMMn 1 cnaboToyHbiMKM  Kabensamum wWnn  CHU3UTb  YPOBEHb
3NEKTPOMarHUTHbIX MOMEX.

e ButonapHble n anekTpudeckme kabenbHble Tpacchl OOMMKHbI NepecekaTbCs TONbKO MoA
NPSAMbIM YrTIOM.

e HeakpaHupoBaHHble BUTONApHble KabernbHble TpacCbl [OOMMKHbI MPOXOAUTb Ha

pacctosHuM He MeHee 125 MM OT rasopaspsgHbiXx famn  [OHEBHOro cBeTa

PykoBoacTBo no noaksrntoyeHuto IP-kamepbl N120
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(J'II'OMVIHeCU,eHTHbIX J'IaMI'I) N Opyrmx BblICOKOBOJIbTHbIX yCTpOIZCTB, cogepxKawmnx

paspagHuKu.

e HeakpaHupoBaHHble BUTONApHbIE Kabenu AOoMmKHbI NPOKNaAblBaTbCA Ha PACcCTOSAHUN He
MeHee 1.5 MeTpPOB OT MCTOYHMKOB CUJIbHBLIX 3NEKTPOMAarHMTHbIX NOMeX, obpasyoLmx
HanNpPsXKeHHOCTb 3NeKTpuYecKoro nong cabiwwe 3 B/m.

e PacnpegenutenbHble YCTPOMUCTBA C 3a4eflaHHbIMU HE3KPAHNPOBAHHbLIMW BUTOMAPHbBIMK
kabenamu gormkHbI pacnonaratbCsa Ha pacCcToOsiHAM HE MeHee 3-X METPOB OT UCTOYHMKOB
CUNbHbBIX 3NEKTPOMArHUTHbIX MOMEX, 00pasylLMX HaMPsPKEHHOCTb 3NEKTPUYECKOro
nons cebiwe 3 B/m.

o [lpoknagka BUTOM Napbl MeXAy TOUYKaMM NOLKITHOYEHUS OOMKHA NPON3BOANTLCS LIENbIMK
Kyckamu, Npyv 3TOM HanpaBsfieHne Tpacchl criegyeT 3apaHee npogymaTb Tak, YToObl eé
NPOTSHKEHHOCTb OblNa Kak MOXHO MEHbLLE.

e MuvHuMManbHbIi paguyc msrmba ana kabens — 4yeTblpe anameTtpa kabens (unu 1
AnmM=2,5 cMm), HO CyLLeCTBYIOT pekoMeHhauun pasmMelwaTtb kabenb Takum obpasom,
4yTOGLI 06ecneunBaTb U3rnb paguycom 2 aronma (5 caHTUMETpOB).

e MakcumanbHas AnuHa cerMeHTa AommkHa ObiTb He 6onee 100 meTpoB.

o [lpn wucnonb3oBaHum 6GecnpoeogHoro Wi-Fi coeguHeHus cnegyeT yuuTbiBaTb, 4TO
YpOBEHb/Ka4eCTBO CUrHamna CUIibHO 3aBMCUT OT MHOXeCTBa (DaKTOPOB: yOaneHHOCTU OT

TOYKM OCTYyna, OT 3NIEKTPOMArHUTHOM 06CTAHOBKN, KOHUIypaLum NOMeLLEeHNs U T.4.

4.3. MoHTax ycTponcTBa

LWar 1: npukpenuTe KPOHLUTENH K MOBEPXHOCTU, UCMOSb3yA OTBEPCTUSA B OCHOBaHMUM.

War 2: ocnabbTe BMHTOBOE coeauMHeHMe UKcaTopa KPOHLWITEWHA, 4TOObl UMETb
BO3MOXHOCTb NOBOpayMBaTh Kamepy Ans Bbibopa Heob6X0AMMOW 30HbI HabraeHUS.

War 3: 3akpenuTe KamMepy Ha KPOHLUTEWHe, HaCTPOWMTE Yron HaknoHa Kamepbl W

3admkenpymnte eé (Puc. 4.2).

Puc. 4.2

PykoBoacTBo no noaksrntoyeHuto IP-kamepbl N120
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4.4. NMpoBoaHoOe NOAKNOYEHNE KaMepbl K CeTU

War 1: nogkntounte IP-kamepy K UCTOYHUKY NuTaHnsa 5 B 13 komnnekra noctaeku.

War 2: ncnonb3ysa coeguHuTEnbHbIN Kabenb ¢ pasbemom RJ-45 (BXOoAUT B KOMMMNEKT
noctaekmu), nogkntoumnte IP-kamepy k nokanbHon cetn (pasbem LAN-mapwpyTtusatopa).

B cnyyae Heob6xooMMOCTU COeAUHUTENbHbIA Kabernb MOXHO NpuobpecTV OTAENbHO UMK

npu Hann4nm HeobxoaAnMbIX mMaTtepunanoB, MHCTPYMEHTOB U OnbiTa N3rOTOBUTb CaMOCTOATENIbHO.

BapuaHTt «npsimoro» kabens (UTP kateropum 5e) pasbemom RJ-45

KOMMYTaUMOHHBLIN WHYP Ans coeanHeHnuns c MK unm ceTeBbIMU KOMMYTaTopamu.

C oAHOM CTOPOHDI C opyron CTopoHbl
1: beno-opaHxeBbIN 1: beno-opaHxeBbii
2: OpaHxeBbli 2: OpaHxeBbli
LI 3: beno-3enéHbin o 3: beno-3eneHbln
{0 ' {0 '
CHua ¥ 4: CuHun CHA3Y. 4: CuHun
5: beno-cnHuin 5: beno-cuHuin
CMNEPEAM: % . CMEPEAM: % .
6: 3enéHbin 6: 3enéHoin
1 8 1 8
7: beno-KopuyHeBbI 7: beno-KopuyHeBbIN
8: KopnyHeBbIi 8: KopnyHeBbin

[na narotoBneHnsa «npsamoro» kabenst Heobxoaumel: kabenb UTP (BuTas napa kateropum
5e vnn ny4ywe), oBa pasbema RJ-45 1 yctponcteo gns obxunma pasbemoB RJ-45 (kpemnep).

Mpn Takom nopsigke MOAKMYEHMs nap, ykasaHHoM B Tabnuue, obecneuymBatoTcs
rapaHTUpoBaHHbIE NPOU3BOAUTENEM BENWMYUHA W pacnpefeneHne 3agepXek pacnpocTpaHeHus

curHana, a, COoTBETCTBEHHO, U 3asBNeHHast CKOPOCTb nepeaayun aaHHbix 100 MéuTt/cek.

PykoBoacTBo no noaksrntoyeHuto IP-kamepbl N120
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MnaBa 5. HacTtpounka npoBoaHoro coeanHeHnsa ansa Windows 7

Ons Ttoro 4tobbl IP-kamepa N120 pab6otana B Baien nokanbHOW CETU COBMECTHO C
Bawumn komnbtoTepamn, HoyTOykamm u gpyrum obopygoBaHuem, Heobxooumo BknuUnTh IP-
Kamepy B CETb B COOTBETCTBMM C HAaCTPOMKaMM JAHHOW CETU, Ansl Yero HeobXxo4MMO onpenennTb

TEKyLLne HaCTPOMKMN.

NMPUMEYAHUE!
OnucaHne yCTaHOBKM W HacTpolku coeguHeHunst ans Windows 7 BbinonHeHo Ha npumepe Windows 7
MakcumanbHasa. HasBaHne NyHKTOB MEHI0 U HEKOTOPbIX (PYHKLMIN MOXeT oTnnyatbecs oT Bawen Bepcumn

Windows, ogHako anroputm npmBegeHHbIX AENCTBUN ABNAETCS YHUBEPCAlbHbIM.

5.1. OnpepeneHve napameTpoB JIOKaNnbHOM CeTU ANA NPOBOAHOrO
noaknYveHus
Mpu nogkntoyeHun no kabenio Ethernet Heobxoammo onpegenutb TekyllmMe HaCTPOWKK
kabenbHon cetn. lNpwu nogkntoveHun no Wi-Fi (6e3  ucnonb3oBaHus WPS) Heobxogumo
onpeaenuTb HAaCTPOMKM Kak 6ecnpoBOAHON, Tak U MPOBOAHON CETU.
[Ona onpegeneHns TeKyLUMX HACTPOEK KOMMNbKTepa B JOKaNbHOW MPOBOAHOM CeTU

HaxmuTe lyck — lNaHenb ynpasneHus (Puc. 5.1).

@ Internet Explorer
C

Skype BEWARD

Microsoft Office Excel 2007 Hoxymentol

VzobpaxeHna
' | Bnoknor

Myzeika
DVR Server
Wrpei
BRSController
Komneiotep
BEWARD IP Visor
Manens ynpasnesna
BEWARD Player
YerpoiicTea n npuHTEps

., Cnyxbel
-

MporpamMmMel No YMONYaHW

Cny#6Bbl KDMNOHEHTOE
Cnpaska u nogaepka

Bce nporpamme:

Haimu npozpamme: u ghaiine Fe) | | mm

Puc. 5.1

B oTkpbiBlIEMCA OManoroBoM OkHe BbiGepuTe NyHKT [[pOCMOTP COCTOSAIHUA ceTu U

3apad] B pasgene [CeTb u UHTepHeT] (Puc. 5.2).
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Cerbn WHTepyeT

CucTtema v DE30NacHOCTh
Mpoeepka COCTEAHMA KOMMEHOTERa
ApXHBEMPOBAaHME A3HHBIX KOMNLIOTER3
Mowck n ncnpaenenne npoéaem

@ 53 » Manens ynpaenenns »

HacTpofika napaMeTpos KOMMbIOTEpa

I [F_I_EOCMDTp COCTOAHUA CETH 1 aaﬂ.a
2 Buibop napaMeTpos AomMaluHER rpynnsl v obliero
ACCTYNA K A3HHbIM

ObopynosaHue 1 3ByK

MpocmoTp ycTpoAcTe W NPUHTEPOE

[oBaenenue ycTpoiictea

Mporpammbl

¥aanenne nporpammel

E=IE

- | ‘ [Mouck & narenu ynpaanerus

Mpocmorp:

Kateropua +

YUeTHble 3anucy Nonb30BaTenei n

CEMEWH...
'@' JloBaeneHne n yaaneHne yUETHBIX 2anuceil
noab3osaTenci

'@' YcTaHoBKa pOAMTENECKOTO KOHTPONA ANA BCEX
nos3oeatenci

OgopmaeHe W NepcoHanMsauma
MzmereHue Temel
WMsmenenne dora pabouero crona
HacTpoiika paspelueHma 3kpada

Yacel, A3bik 1 pPervoH

CMEHE packnadky KNaBnatypbl WK Apyrix

cnocofos BE0AE
VameHeHne asbika MHTEpdEica

CneuwnansHble BO3MOXHOCTI
Pexomengyemere Windows napamerpel
OnTumusauma n30BpaeHna Ha 3KpaHe

Puc. 5.2

B oTkpbiBLEMCS AnanoroBom okHe Haxmute [loakntoyeHue no nokanbHon cetu] (Puc.

5.3).

GU

Manens ynpasneqnsa -
ACMALUHAR CTpaHnUa

Mzmenenune napametpos
ajanTepa

MzmennTe gononHnTensHble
napameTpel oBLLEro AocTyna

Cra, Takcke
Bpanamayzp Windows
Jomawnans rpynna

CeoiicTea cbospesatens

NMPUMEYAHUE!

MpocMoTp OCHOBHBIX CBEAEHWIA O CETW W HACTPORKa NOAKAHUEHWIA

o W

BEWARD
(3TOT KomnetoTER)

Heckoneko cetei
MpocMoTp aKTMEHBIX CETER

Cems 4
OBLLecTEEHHAA CETE

ameHeHNE CeTeBbIX Na PaMeTpoE

il Hacrpoiika HoBOMD NOAKAMOYEHNA MW CETH

Wnreprer

Twun goctyna:
MopknroueHna:

MpocrMoTp NonHoi KapTel

Mogntoderne nan oTIIGHEHNE

WHTepHeT

Hacrpoiika GecnposogHoro, LWWMPOKONOAOCHOMD, MOAEMHOTD, npAMors uan VPN-nogknoyeHna
WAN 3KE HACTPOMKE MapLUpYTH3aTopa WAKM TOUKK A0CTyNa,

MognrounTeca K ceTH

LS

MeakatoyeHne wAn NOBTOPHOE NoKMNIOYEHNE K BecnpoBogHomMy, NPOBOAHOMY, MOASMHOMY
Kk VPN

CETEBOMY C WK MO Ak

Bulfop AomMaLLHER rpynnkl 0 NapameTpos oBLUero AocTyna

Aoctyn k $aiinam n NpUHTEPaM, PACMONOMKEHHEIM H3 ADYTUX CETEBBIX KOMNBHOTEPAX, MAK

W3MEHEHWE NAPAMETPOB oBwero AocTyna.

YCI'pEH EHWE HENCN3A0K

JnarHocTika n MCNPAaBNeHNE CETEBBIX I'IpOﬁJ'IEM WKW NoAyYeHne CEELEHWI 0f WCNpasneHnn.

Puc. 5.3

Mpn HanNMUMM HECKOMNbKMX NOAKMYEHN BbIbEpUTE TO, K KOTOPOMY MIaHMPyeTCs NogknounTb IP-kamepy.

B oTkpbiBLUEMCH OKHE HaxmMuTe kHonky [CBoncTBa] (Puc. 5.4).

PykoBoacTBO no nogkntoyeHuto IP-kamepbl N120
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E] CocroaHue - MoaxnroyeHne No ACKansHoH CeTn u

Ofume

Moakniouerne

IPvd-noaknioHeHme: WHTepHeT

IPvG-noaKnHEHE: Bes nocTyna K MHTEpHETY

COCTORHME CPEabI; MoarnroHeHo
AnnTensHocTe: 04:47:33
CKopocTe: 100, 0 MBuT/c

AKTMBHOCTE
OTnpasneHo —— Li = TpuHATO

4‘:’
BaiT: 79 1858 140 I 805 509 770

[ |SJCtacﬁ:_'rsa ”@O'rmlouwrb] [ﬂuarHocrma ]

Puc. 5.4

B AavanoroBoM OKHe CBOWCTB CETEBOr0 MOAKMOYEHUS HeobXoaMMO BbIOGpaTb MYyHKT

[MpoTtokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBomncTBa] (Puc. 5.5).

U Moakaroueie no MoKansHoi ceTk - ceoiicTEa ﬂ

Cems | [ocryn

MoaknioueHne yepes:
l.-? Realtek RTLE139/810x Family Fast Ethemet ceTesoil ag:

OTMEYEHHBIE KOMMOHEHTE! MCMONESYIOTCA STUM NOAKMIOYEHWEM

Bl Kaspersky Anti-Vinus NDIS 6 Fiter -
gﬂnanpOBu.MK nakeTos QoS
Cryxfia gocTyna K eainam n npwn'repam ceTei Micre—,

anBep B/B TONONOra KaHaneHOr o ypoBHA
i OTBeTuMK 0BHEPYXEHMA TONONOMMA KEHANEHOrD YPOE =
it n | el

YeTtaHosuTn... Yaamnm | CsoiicTea I

Onucanne
MpoTokon TCP/IP - cTaHaapTHsIA NpoTOKoN rNoSansHen
CeTel, 06ECNBYMBEIDWNA CERSH MEXY DA3IMYHBIMA
B3aMMOAEACTEYIOWMMM CETAMM

Puc. 5.5

OTKpoeTcsi OKHO, B KOTOPOM oOTobpakaeTcss MHGOpPMauMa O HaCTpoWKax CeTeBoro
nogknoyeHns. BosmoxHbl ABa BapmaHTa HacTporku IP-agpeca ceteBoro nogkntoveHms Baiuero
MK:

1. NMonyuuTtb IP-appec aBToMaTtuyecku: |IP-agpec HasHavaeTcs aBTomatudeckm DHCP-
cepsepom (Puc. 5.6). Ecnu IP-agpec Bawewmy [MK Bbigaetcs aBTomatMyecku, toraa Aang

onpefeneHns napameTpoB JOKanbHOW ceTu nepenanTe kK NyHkTy 5.1.1 gaHHoro PykoBoacTea.

PykoBoacTBO no nogkntoyeHuto IP-kamepbl N120
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—
Ceoiicrsa: Mpotokon Wntepheta sepcin 4 (TCP/IPv4) léu

OBwwe | AnbTepHaTHEHAR KoHerypaLw|

MapameTpel IP MOTYT HE3HA4ETHCA AETOMATUHECKM, ECNM CETh
MOAAEHMBSET STY SOSMOKHOCTE, B MPOTMBHOM cryyae NapamMeTpe!
IP MOMHO MONYHMTE Y CETEBOrD SAMMHMCTPETOPE,

¥ MonyumTs IP-aapec asToMaTHHEKN I

2 Mcnonb30BaTh CNEAYIOWMA [P-anpec:

IP-aapec:
Macka noaceT:

CQCHOBHOA WAH3:

ony4uTe aapec DNS-cepeepa aBTOMaTHHEOKM I

() McnonesoBaTe cneayiowme agpeca DNS-cepeepos:

MpeanouMTaemel DHS-cepeep:

AnbTepHaTHEHEIR DNS-cepeep:

MoATEEPAUTE NaPEMETPEI NPK BLIX0AE

[ o ][ omea |

Puc. 5.6

2. Ucnonb3oBatb cnenytowmn IP-agpec: IP-agpec 3agaeTtca nonb3oBaTtenemM BpY4YHYHO
(Puc. 5.7):

Ceoiictea: MNpotokon WinTepeTa separn 4 (TCP/IPv4) léu

Obwme

MapameTpil IP MOryT HA3HEYATHCA SBTOMETHHECKM, ECTH CETh

NOAAEPHUBEAET STY BOIMOXHOCTE, B NPOTHBHOM Cly4ae napaMeTphl
IP MOAHO NONY4WTE ¥ CETEEO0rD aOMMHUCTPATOPE.

() Mony4uTe IP-3APEC BETOMATHYECKK

(@ WmonbsosaTe cieayowwi IP-anpec: I
IP-appec:

192 .168. 0 .

Macka nogceTi: 255 . 255 . 255 .

OcHOBHOM WAK3: 192.168. 0 .

Mony4uTe anpec DNS-CEPEEPa aBTOMATHYEKN

l@- Wnonb3osaTe cReqyrowme agpeca DNS-cepBepoB:I

MpeanounTaensii DNS-cepsep: 192.168. 0 .

AneTepHaTveHElt DNS-cepsep:

|:| MoaTEEpAMTE NEPaMETPEI NP BLIXOAE

(o ][ omee |

Puc. 5.7

3anomHuTe nMbo 3anuwnTe KoOHUrypaumio ceTeBbiX HacTpoek agantepa Bawero MK (IP-
agpec, Macka nogcetn, Cetesown wnto3, DNS-cepsep).

BHUMAHUE!

Ecnu Bbl He 3anucanu gaHHble TeKyLlero ceTeBoro NnoAkmyeHusl, To nocre HacTpolku kamepbl N120

OyOeT HEBO3MOXHO BEPHYTb CETEBble HACTPOMKM KOMMbHOTEPA B MEpPBOHAYaNIbHOE COCTOSIHWE OIS
NOAKMIOYEHUS K NTOKanbHOM ceTu u/unm cetn VIHtepHeT!

PykoBoacTBO no nogkntoyeHuto IP-kamepbl N120
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5.1.1. OnpegeneHue napameTpoB ceTU Npu AuMHamu4veckom IP-agpece

NMPUMEYAHUE!
[aHHbln NyHKT PykoBoacTBa npedHasHadeH AONs onpefeneHus napameTpoB floKkanbHOW ceTn npu

Ha3HauyeHun IP-agpeca Bawewmy MK aBTomatnuecku (DHCP-cepsepom).

Mogkntounte komnbioTep (HOYTOYK) ¢ nomowbio kabens k Bawen nokanbHom cetn u
AOXONTECH OKOHYaHUSI NpoLecca NOAKITHYEHHS.
lMocne aToro Ansa onpeaeneHnst TeKyLWMX HAaCTPOEK KOMMNbIOTEPA B FIOKaNbHOW NPOBOLHON

cetn HaxmuTte lyck — NaHenb ynpaeneHusi (Puc. 5.8).

L’e Internet Explorer

@ Skype BEWARD

|25 Microsoft Office Excel 2007 (osie e

VzobpaxeHns

oy
wa" Bnoknot
Myzeika
E DVR Server
Wrpei
Q ERSController

KomneroTep

m BEWARD IP Visor
Q BEWARD Player

]
Tign, CnyBol
ey, STV

Mawens ynpaenexsna
YerpoiicTea n npuHTEpBI

Mporpammel No ymoauaHno

a
,)eo Cry#Bbl KOMNOHEHTOB
Cnpaska u NogaepxKa

»  Bcenporpammel

‘ Haimu npozpamme u hatine Fel | 3asepiUeHue paboTel E

| ) —————

Puc. 5.8

B oTkpbiBweEMcA AvanoroBoM OkKHe BbibepuTe nyHKT [[IpOCMOTP COCTOAAHUA ceTu u

3apad] B pasgene [CeTb u UHTepHeT] (Puc. 5.9).

PykoBoacTBO no nogkntoyeHuto IP-kamepbl N120
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CucreMa v De30nacHoCTs

HacTpoiika napameTpos KomnbtoTepa
MpoBepka COCTOAHUA KOMMBIOTERE
Ap)(lﬂ BHPOBAHWE A3HHDIX KOMMBHOTEDS

Mowck n ucnpaenedue npobnem
%l lﬂgocmmp COCTORHMA CETH M 33434 I

Boifop napameTpos AoMaluHER rpynnel n oBuerc
ACCTYNa K A3HHBIM

OBopyaosaHue W 38YK
MpocmoTp yeTpoiicTs u NpuHTEpos
[JobBasnerune ycTpoicTea

Mporpammel

¥paneHue nporpammel

Puc. 5.9

- ¢ [ oo eroness mpcerens 9|

MpocmoTtp: Kareropua ™

YueTHble 3anucK NonsL30BaTenei n

CEMEWH...
'@' JloBaeneHue n yaaneHne yueTHeX 3anncei
nonszoBaTenei

'@' ¥CTaHOBK POAMTENBCKOTC KOHTPOAR AN BCEX
noe3osaTenei

OdopmneHne W NepcoHanMsauma
zraeHeHE TEMEI

Wsmenenne dona pabouere crona
HacTpoiika paspelueHua 3kpada

Yacel, ASLIK M pernoH

CreHa packnagkn KNaBuaTyphl WK APyt
cnocoboe BEOAa

[smaenenne asbika nHTEpdeica

CneumnanbHble BO3MOXHOCTH
Pekomengyenbie Windows napametpel
OnTumuzayua n30BpaeHn Ha 3KkpaHe

B oTkpbiBLEMCS AnanoroBom okHe Haxmute [loakntoyeHue no nokanbHon cetu] (Puc.

5.10).

HTepHET b LleHTp ynpaenexua ceTamm u oBmm qocTynom -

Manens ynpaenexns -
ACMALLIHAR CTPaHMLA

Wzmerenne napameTpos
apanTepa

-~
BEWARD
ZMEHNTE AONOAHUTENBHEIE (37T KOMNErOTER)

NapamMeTpel 0BLLErD AocTyna MpocMoTp aKTMEHENX CeTel

Cetn 4
OBuwecTEeHHaA CETE

Msmenenne cetessx napamerpos

Heckoneko ceteit

[Mouck & naxeau ynpasnsHus Fel

[NpoCMOTP OCHOBHBIX CEEASHUA O CETH W HACTPORKA NOAKAKYEHUA

0 Mpocmotp noanoi KapTel

Wnreprer
MogknroHERnE WK OTENRYERNE

Twn gocryna: WHTepHeT

MoaknoueHna:

@u HacTpoiika HOBOMO NOAKNHIMEHUS WK CETUH

HacTpoiika GecnpoBoaHoro, LUMPOKONOAOCHOTO, MOAEMHOTo, npamaro nan YPN-nogkaoqedns
WNK KE HACTPOIKA MApLUPYTUSATOPa WK TOUKK J0CTyNa.

MoAKNHYUTECA K CETH

LS

Mogkntouenne nan NOBTOPHOE NOAKAFGHEHKE K BECNPOBOAHONMY, NPOECAHOMY, MOJEMHONMY
CETEEOMY COBAMHEHND Wn nogntoderine K VPN,

&

Cra. TaKcKe
Bpanamaysp Windows
Nomawmas rpynna ¥eTpanenue nenonagok

CeoiicTea ocBozpesatena

Puc. 5.10

NMPUMEYAHUE!

Buiop pomalunei rpynnel n napameTpos obLyere qoctyna

AocTtyn k aiinam u NpUHTEPaM, pacnoNoKEHHBIM H3 APYTUX CETEBLIX KOMMBHOTEPAX, MK
M3MEHEHME NAapaMeTpoE oBLLEro gocTyna.

AWarHoCTUKE W MCNPAENEHNE CETEBLIX NpoE. CBEA

i 0B MCnpaeneHuK.

MpY HanmUuUUM HECKOMNbKMX CETEBbIX MOAKMIOYEHWI BbiGepuTe TO, K KOTOPOMY MIaHUPYETCs MOAKMIOYUTH

IP-kamepy.

PykoBoacTBO no nogkntoyeHuto IP-kamepbl N120
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B oTkpbIBLLEMCA OKHE HaXxXmuTe KHornky [CBepeHus] (Puc. 5.11).

4 Cocrostwe - MNogkaroueHne No N0KaNLHOR ceTh u

Obwme

MNoaknioyeHne

IPv4-noarnoHeHme: WHTEepHeT
IPVE-NOAKNOHEHNE: Bes noctyna k MHTEpHeTY

COCToAHUME cpeakl: MoaknoyeHo

AnuTensHocTe: 04:47:33
CKOPOCTL! 100.0 MBuT fc

AKTWBHOCTB

OTnpaeneHo — L,! ——  [puHaATO
o
BaitT: 79138 140 I 805 508 770

[ @'Csoﬁnsa ] [@'[jTKJ'IK)HMTb] [ﬂuarHocrm(a ]

Puc. 5.11

B OTKPbIBLUEMCA OKHE MOXHO YBUOETb I/IHC*)OpMaLl,I/II'O O TeKywem ceTeBOM NOAKINHYEHUN
(Puc. 5.12).

CaeaeHus o ceTesom nmumqenuul g

JTlononHuTensHbIE CBEREHUA O CETI:

CeoRcTeo SHaueHe

OnpegenesHsii ana no...
Orncarue Realtek RTLE1EBC(P)/8111C(P) Family P
Pusuueckail agpec 00-24-1D-57-45-30

HCP sxniouen [Oa

ec IPvd 192.168.0.14

Macka noncem [Pvd 255.255.255.0
LpeHpa nonyyeHa 11 aneapa 2011 . 10:27:11
LpeHoa ucTexaeT 11 pespana 2011 r. 10:27:11
Wnies no ymonuarmio 1P, 152.168.0.1
DHCP-cepeep IPv4 152.168.0.1
DNS-cepsep IPvd 152.168.0.1
WINS<cepsep [Pvd
CryxBa NetBIOS vepes... [a
DNokaneHeit IPvE-agpec... fell:3126:2820:8112:163%11
Wnies no ymonuaruie 1P...
DMS-cepeep IPvE

4| [l

Puc. 5.12

Ecnu B oTkpbiBlweMcs okHe Bbl yBuagenu cnepytowme ctpoku: [DHCP BknroyeH] — [a,
[Anpec IPv4— xxx.xxX.XXX.XXX] (r3e XXX.XXX.XXX.XXX — 3Ha4yeHve |P-agpeca), 3Haunt Bawewmy MK
ANA NPOBOAHOIO coeAvHeHusa Obin HasHadveH |IP-agpec, 3HayeHue KOTOpPOro ykasaHo B CTpOKe
[Aapec IPv4], macka nogceTu ykasaHa B cTpoke [Macka noacetu IPv4], agpec ceTeBoro Lwni3a -
B cTpoke [Wn3 no ymonuaHuio IPv4], agpec DNS-cepBepa - B cTpoke [DNS-cepBep].
3anomHuTe nnMbo 3anuwmnTe KOHurypaumio ceTeBbiX HacTpoek agantepa Bawero MK (IP-agpec,

Macka nogcetun, Ceteson wnto3, DNS-cepsep).

PykoBoacTBO no nogkntoyeHuto IP-kamepbl N120
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BHUMAHMUE!
Ecnu Bbl He 3anucany AaHHble TEKyLLero ceTeBoro MoAKIoYeHUs, To nocre HacTpoiku kamepbl N120
OyoeT HEBO3MOXHO BEPHYTb CETEBble HACTPOMKM KOMMbOTEpPA B MEpBOHAYanbHOE COCTOsiHME [aOnis

NOAKIMIOYEHNS K TOKanbHOW CeTU U/unm cetu MHTepHeT!

BHUMAHUE!

Ecnn B oTkpbiBluEMCS [guanoroBoMm okHe [CBemeHuMs O ceTeBOoM noakntoydeHun] Bbl yBugenu
cnegytowme ctpokn: [DHCP BknroueH] — [a, [IPv4-agpec aBTOHACTPOMKU — XXX.XXX.XXX.XXX] (rae
XXX.XXX.XXX.XXX — 3Ha4yeHue |P-agpeca), 3Haunt Bam He yganock NogkniounTbCs K ceTu no kabenbHomy
coeanHeHuio (DHCP-cepsep He npucBoun IP-agpec Bawewmy [1K). [MpoBepbTe npaBunbHOCTb
NMOAOKMIOYEHNA K MpPOBOAHOM CeTM W B Crydyae HeobxoaMmocTu obpaTutecb K  CUCTEMHOMY

agMuHucTpartopy Bawen ceTn.

5.2. \3ameHeHMe napameTpOB JFIOKaNilbHOW CeTU ASIA NPOBOAHOIO NOAKIIYeHUsA
IP-kamep

Mo ymonuanuto IP-kamepa N120 wumeet IP-agpec 192.168.0.99. [Ons TOro 4tob6bl

NOAKMYNTBCS K Kamepe AN nepBoHavanbHOM HACTPOVkM Heobxoaumo, YToObl Baw komnbroTep

Haxoauncs B TOM e noaceTn, 4to n kamepa. MNpn atom IP-agpeca kamep, KOMNbLIOTEPOB M MOObIX

ceTeBbIX yCTpOVICTB B Ce€Tn He OO0JPKHbl CoBMaaaTh.

BHUMAHUE!
IP-kamepsl BEWARD N120 no ymon4yaHuio umetoT |IP-agpec 192.168.0.99! Ecnn Bbl nnaHupyete
nogkrtoyaTb Heckosibko |IP-kamep, TO Ana uckrodeHus KoHdnukta IP-agpecos nogknoyante kamepb! no

oaHom n nameHsnTe mx IP-agpeca Ha ntobble cBob6oaHble U3 Bawen nokansHom ceTtu!

BHUMAHUE!
Ecnu Bbl yBepeHbl, 4To ceTeBon agantep Bawero NK, nogknioYeHHbI B NPOBOAHYO ceTb ¢ |IP-kamepon
nnbo Hanpsimyto k IP-kamepe, HaxoguTcsa B ogHoM noacetu ¢ IP-kamepon, Toraa Bel MoxeTe nepentu K

nyHkTY 5.3 aaHHoro PykoBoacTea.

0na nameHeHus TeKyLMnxX HacTpoek KoMnbrTeEpPa B nokarnbHomn I'IpOBOJJ,HOI?I CeTN HaXXmMmute

IMyck — MaHenb ynpaeneHus (Puc. 5.13).

PykoBoacTBO no nogkntoyeHuto IP-kamepbl N120
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| X2 Microsoft Office Excel 2007

-
d’j Baoknot
@ DVR Server
@ ERSController
@ EEWARD IP Visor
m BEWARD Player

8"

1 *"‘!,';5 CryBel

L
9‘, CryBel KOMMOHEHTOR

» Bce nporpamme

| Hatimu npozparmel u ghaiinbi

Puc. 5.13

Vsobpaxenna

Mysbika

Wrpei
Komnetotep
Marens ynpasnenna
Yerpoiictaa n npuHTEpBI
Mporpammel no yumonuaxuo
Cnpaska n NoIepxKa

e r———— ]

3asepiuenne paboTol

B OTKpbIBWUEMCA OMaroroBOM OKHe Bbl6€pI/1Te NYHKT [npOCMOTp COCTOAHUA CeTu

3apay] B pasgene [CeTb n UHTepHeT] (Puc. 5.14).

» lManens ynpaenenna ¢

HacTpoiika napameTpos KOMMNbTepa

CeTh i MHTenHeT

&h @ocmorp COCTOAHMA CETH W 3a,qa

Cwcrema v BesonacHoCTs
MpoBepka COCTOSHUA KOMNEHTERE
ApxXMENPOBAHNE JAHHELX KOMMEHTERE
Mowck 1 ucnpaenermne npoBnem

Brifop napameTpos gomaluHei rpynnet n oéuerc

ACCTYNE K A3HHBIM

, [/ ObopyaoBaHue W 38yK
= MpocroTp yCrpoiicTe n npuHTEpCE
! JoBasnenne ycrpoicTea

i

Mporpammel

¥paneHwe nporpamMmel

Puc. 5.14

P
R

Mpocmotp:  Kareropua ¥

YUeTHble 3anWcK Nonb3oBaTeneid u
cemMerH...

'@ JloBaeneHne n yIaNEHNE YHETHBIX 3aNHCei
noAL30EaTENEd

@' YcTaHoBKa POAMTENECKOTD KOHTPONR ANA BCEX
nob30BaTENEl

OdopmaeHne M NepCcoHaNMsaLIMA
V3MeHEHNE TEMBI

MzmeHenmne doHa pabouerc cTona
HacTpoiika paspeluena skpaHa

Yackl, A3bIK U pervoH

CMeHa packnagkn KNaBnaTypel WM Apyrux
cnocoBoe BBoda

WMsmerenne asbika nntepdeiica

CneunansHele BO3MOXHOCTU
Pexomengyemere Windows napamerpel
OnTumisaums n30Bpaxkenna Ha 3KpaHe

B oTkpbiBLIEMCA OKHE HaxmuTe «lloaknovyeHne no nokansHomn cetn» (Puc. 5.15).

PykoBoacTBO no nogkntoyeHuto IP-kamepbl N120
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Manens ynpaenexna -
AOMBLUHAA CTPaHNLE

W3mereHne napameTpos
aaanTepa

Msmenmts ACNONHUTENBHBIE
napameTpel obLLEre AocTyna

Cra. TaKoKe
Bparamayap Windows
Aomaiman rpynna

CeoiicTea oBospesatenn

NMPUMEYAHUE!

% Ii: <« Cete u MinTepher v LlenTp ynpasnenua cetAmmn n oBum goctynom h || i ) e &

MpoCMOTP OCHOBHbLIX CBEASHWUIA O CETU U HACTPOWKa NOAKAKYEHWIA

&; ‘h e MpocmoTp nonHoi kapTel
=

BEWARD
(3TOT KoMMBIOTER)

Heckonsko ceTei WHTepHeT

MpocMmoTp akTneHER: ceTei MogknioueHe WNKM OTKIIOUEHKHE

Cems 4 Tun goctyna: WnTtepHer

OBLwecTEeHHaA CeTh Moaknrouerna:

zmeHEHNE CeTEBBEX N PaMeTpoB

g. Hacrpoiika HoBOrO NOAKAMONEHNA MK CETH

HacTpolika GecnpoBciHoro, LWMPoKONoADCHOrD, MOAeMHero, npaMore wan YPN-noaknrodedna
WAN 3KE HACTPOHKE MapLUpYTH3aTopa WK TOHKN A0CTyna,

‘5. MogknrounTeca K cetn

MoAKNHOYEHNE NN NOBTOPHOE NOAKAHEHNE K BECNPOBOAHOMY, NPOBOAHOMY, MOLEMHOMY
CETEBOMY COEAMHEHWID MAW nograrodenne k VPN,

Q% Brifiop gomawuned rpynnel u napamerpos obuwero gocTyna
AocTyn K daiinam 1 NpUHTEPaM, PACNONOXKEHHBIM Ha ApYTNX CETEBBIX KOMMBHITEDEY, NN

M3MEHEHWE NapameTpoe obuiere gocTyna,

¥cTpanenne Henonagok

JnarHocTika n WCNPaBnNeHNE CETEBLIX I'IpOﬁJ'IEM HAK NONYYEHNE CEELEHWI 0 WCNPaBneHn.

Puc. 5.15

I'Ipvl HaNM4YnUM HECKOSbKNX CETEBLIX NOAKMYEHUI Bbl6epI/ITe TO, K KOTOPOMY NjiaHMpyeTCcA NOAKIIHOHYNUTb

IP-kamepy.

B oTkpbiBLUEMCA OKHE HaxmMuTe kHonKy [CBoncTBa] (Puc. 5.16).

[l Cacroatue - MogkntoueHne No NoKaNbHO ceTH . g
Obwme

MoakmoyeHe

IPv4-noaknodeHme: WHTepHeT

IPvE-ToaKMOYEHHE: Bes nocTyna k MHTepHeTY
CocTosHWe cpedbl: MogknoqeHo
04:47:33

100.0 MBuTfc

AnuTensHOCTE:

CropocTe:

AKTUBHOCTE

|
OTnpasneHo —— &g ——  [MpuHATO

BaiiT: 79188190 |

805 509 770

@D‘rmouwrh] [ﬂuarHocrma ]

Puc. 5.16

PykoBoacTBO no nogkntoyeHuto IP-kamepbl N120
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B OTKpbIBLLEMCA OKHE CBOWCTB CETEBOro MOAKMYEHUST HeobxoamMmo Bbl6paTb NYHKT

[MpoTtokon UHTepHeTa Bepcusa 4 (TCP/IPv4)] un HaxaTb kHonky [CBomncTBa] (Puc. 5.17).

@ MogknoueHne No NOKANLHOM CETH - CECHCTER ﬂ

Cem | Ooctyn

Mok nioueHie Yepes:

l_-?‘ Realtek: RTLE135/810¢ Famity Fast Ethemet ceTesoi am:

CrmveyeHHEIE KOMMOHEHTEI WCNONb3YIOTCA 3TMM NOOKNYEHWUEM

2} Kaspersky Anti-Virus NDIS 6 Filter .
g Mnanuposwmk nakeTos QoS
vl QCnyxﬁa AOCTYNA K dainam n I'IDMHTEDEM ceTei Micrg—,

M .2 MooToxon M S B /P
-. P Mpotokon HHT&pHem BEpCHA -HTCF‘ 'IF‘v-iI . =
vl - Jlpaitsep B/E Tononora KaHankHoro yposHA |
i OTBETYMK 0GHEPYXEHWA TONONOMAM KEHANEHOMO YPOE ™

2] mn |

YetaHoBuTs. .. Yoanute

Onncarve
MpoTokon TCP/IP - cTaHaapTHeli npoTokon rnofansHsn
ceTell, ofecneyvBalLLMA CEASE MEXIY PESIMYHEIMA
B3EMMOSACTEYIOWMMA CETAMA.

0K ][ Omaena ]

Puc. 5.17

OTKpoeTcsi MeHt, B KOTOPOM Heobxoaumo yCTaHOBUTb 3HadveHust IP-agpeca u macku
noacetn. Boibepute nyHkT [Mcnonb3oBaTtb cnepyrowmn IP-agpec] v Beeante csoboaHbin [IP-
appec] u3 noacetM kamepbl, Hanpumep 192.168.0.20, [Macky noacetun] 255.255.255.0,

ocTanbHble 3Ha4YeHUs BBOAUTb HET HeobxoanmocTn (Puc. 5.18).

Croitcrea: MNpotokon Whreprera sepoun 4 (TCP/IPvd) @g

Ofume

MapamMeTpel IP MOryT HASHAYATLEA SETOMATHHECKH, S0 CETh
NoAAEPHHMBEET 3TY BOSMOMKHOCTE, B NPOTMBHOM CNyyae NapamMeTpel
IP MOMHO NONYYMTL ¥ CETEB0M0 AAMAHWUCTPATOPA.

() Mony4uTe IP-aapec aBTOMATHHECKH

(@ WonbsoBaTe cneayowwii IP-agpec:

IP-anpec: 192,188, 0 . 20

Macka noaceTu: 255 .255.255. 0

OCHOBHON LWMKO3:

Monyquts anpec DNS-cepsepa aBTOMaTHHECKK

(@ Wcnonb3osaTh cneayrowne anpeca DNS-cepeepos:

MpeanounTaemsIi DNS-cepeep:

ANETEpHETHEHENI DNS-cepeep:
[C1NoaTEEpAMTE NapaMeTpel Npu Bbixoae
l Ok I OTMeHa

Puc. 5.18

[na npMMeHeHnsa n3amMeHeHnn HacTpoek Haxkmute kHonky [OK] anst Bcex OTKPbITbIX OKOH.

PykoBoacTBO no nogkntoyeHuto IP-kamepbl N120
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5.3. NonyyeHue goctyna K IP-kamepam

MonyunTb goctyn K IP-kamepe Bbl MmoxeTe cnegyrowmnmm cnocobamu:
e C nomouwbto NO «BEWARD IP Installer».
e C nomoupbto meHto [CeTb] OC Windows 7.

¢ C nomouwpbto 6paysepa Internet Explorer.

BHUMAHMUE!
Mpn noagkntoyeHnn IP-kamephbl K NoKanbHOW CETM HEOOXOOUMO YYUTbIBATb, YTO NO ymon4yaHuo IP-kamepa

nmeet ceTeBon agpec: 192.168.0.99.

5.3.1. YctaHoBka «BEWARD IP Installer»

BctaBbTe guck ¢ nporpammHbiM - obecriedyeHnem B npuBog CD-ROM. Ha akpane
aBTOMATMYECKN MNOSABUTCH MEHI0 ycTaHoBku (Puc.5.19).

Onsa yctaHoBku nporpammHoro obecneveHus Bblibepute [BEWARD IP Installer] wu
BbIMOMHUTE NPOLIECC YCTaHOBKM (NOAPOGHO npouecc yctaHoBku onucaH B «PykoBoacTteBe no
akcnnyaTtauum MO BEWARD IP Installer»).

BewARD NOCETUTL CAWT | HA3AL | CBEPHYTb | BbIATU | ENZE

BEWARD IPS
lNpodeccroHansHoe NporpaMMHoe obecrneyeHmne
ANA NOCTPOEHWA cUcTeMel BesonacHoCTK

BEWARD IP INSTALLER
MporpaMMHoe obecnedeHne gnA NOMCHa
W HacTpoiHm IP-Hamep B ceTH

AOKYMEHTALUA

JoKyMeHTalMA ANA YCTaHOBKKW M HACTPOMKK KaMep cepun N

PDF READER
MporpamMma gnA YTeHKAa JoKyMeHToB B popmate PDF

Puc. 5.19

5.3.2. Nony4eHue goctyna K IP-kamepam ¢ nomowbio MO «BEWARD IP Installer»

BHUMAHUE!
Ons noucka IP-kamep ¢ nomouwbto MO «BEWARD IP Installer» gormkHa ObITb BKMOYeHa NOAAepkka
TexHonorum UPnP gns Bawero MK n gnsa IP-kamepsl. Ons OC Windows 7 nogaepxka UPnP BkntoyeHa no

YMOITHaHUIO.
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NMPUMEYAHUE!

Onsa IP-kamep BEWARD N120 ncnone3oBaHune nogaepxku texHonornm UPnP BkMOYEHO NO yMOnYaHuio.

Onsa noncka kamepbl ¢ nomowbio MO «BEWARD IP Installer» 3anyctute nporpammy npu

NnOMOLUN ApJiblka Ha pa6oqu ctone. B OTKpPbIBLLEMCA OKHE MNOABUTCA CIMUNCOK BCEX aKTUBHbIX

kamep u BugeocepepoB. Buibepute Tpebyemyto IP-kamepy n Haxmute [OTKpbITh B IE] (Puc.

i ™y
KoHchurypuposaHue IP Buaeokamep / IP Buneocepeepos BE\VARD
b Kamepa |D. O nporpamme.. I
— CNUCOK HAlQEHHLIX YCTPOACTE
Yerpoiicteo | IP-anpec | MAC-agpec | [anHIE HAHMEHOEaHHE | Mogene | 'S HacTpoliki '
E Metwiork, Camera 192.168.099 O04B10034108  H.264 VGA Wireless [P Cube Camera N120
& ObhoeuTs }
31 CHpoc HacTpoek
U Mepeaarpyaka '
J nonck || @ ompemselE _J
~Coset
BuifiepuTe cpegy HaZeHHbIX HEoGX0gMMY KAMEDY, 8 S3TEM HEXMUTE HE0TX0QMMYI KHOMKY MeHio. HaxmuTe Mouck
ANR HA4ana HOBOTO NOCKE.
Puc. 5.20
BHUMAHUE!

l'lpVIJ'IO)KSHVIVI Bawero aHTUBUPYCa N CETEBOIO 3KpaHa.

NMPUMEYAHUE!

NMPUMEYAHUE!

obHoBneHus cnucka (Puc. 5.20).

nosasuBLLEMCA KOHTEKCTHOM MEHIO Bbl6epV|Te MNYHKT [3anycx OT UME€HMU aAMMHMCTpaTOpa].

Ona koppektHon pabotel BEWARD IP Installer Heobxoaumo [o6aBuTb €ro B CMUCOK OOBEPEHHbIX

B Windows 7 gnsi koppekTHoi paboTbl nporpaMmbl MoOXeT notpeboBatbest 3anyck BEWARD IP Installer

OT MUMEeHN aaMUHUCTpaTopa. [ns aTtoro Haxmute Ha Apnbike nporpamMmwvbl npaBon KMaBULLEN MbILK U B

Ecnu IP-ycTpoicTBO (UNKM yCTPOMCTBA) HE MOSIBUNNCL B OKHE MOMCKA, TO Haxmute kHonky [Mouck] aons
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5.3.3. Nony4eHue goctyna K IP-kamepam ¢ nomowbio MeHio [CeTb] OC Windows 7

NMPUMEYAHUE!

Ons IP-kamep BEWARD N120 ncnons3oBaHune nogaepxku texHonornm UPnP BkAoYeHO No yMOnyaHuio.

Ons noucka kamepbl ¢ nomowbio MeHw [CeTtb] OC Windows 7 oTtkponTte okHo [Mown
KoMmnbloTep] n Boidbepute nyHKT [CeTb] (Puc. 5.21).

., Komnerotep » - || Mouck: Komneromep

Ynopagounte ¥ CaoiicTea cHcTembl YaanuTe unu U3MEHWTL NporpamMmy >

[ 5.0 WMsBpanHoe 4 Kectkme aMcky (3)

NokaneHbiid guck (C2)

1 [ Bubanatexn w ——
14,0 TB csoboaHo u3 39,9 TB

&> {8 Komnetotep | JNokaneneii guck (D3]

-
- €SV 108 16 coobomro w 10976
LY
Transcend (F:)
o
=07 161 16 coobiommo o 732 16

4 YCTpoWcTBa CO CheMHbIMK HocuTeaaMM (1)

$ Ouckoeog (A:)

f )| CONTENTMGR Pabouan rpynna: BEWARD Marste: 4,00 6
L | Mpoueccop: Intel(R) Celeron(R) CPU ...

Puc 5.21

B nosBmBLLUEMCA MEHIO HaWaUTe MHTepecylollee Bac yCTpoMCTBO U HaXXMUTE Ha HeM ABa
pa3a NneBown KHOMKOW MbIln (Puc. 5.22).

Mocne atoro IP-kamepa N120 oTkpoeTca B 6Opay3epe, KOTOpPbIA YCTaHOBMEH MO
YMOIYaHuIo.

v“?! » Cems »

Ynopaaouuts v LienTp ynpaenenuna cetamu 1 oBumm goctynom  » g 0 ®

4 UsBpanHoe N120 H.264 IP Camera -

Q\Jll 004B1004335D

A Bubauorexn = =
5
QJ'] N1251 IP Camera - 004B10003C9E
1% Komnsrotep T

€ Cen \Q’J“ N1251 IP Camera - 004B10003C9F

@)1 Muzst P comers - ospr0003045
T

" N120 H.264 IP Camera - 0048100... Kareropuun: ®otokamepbt

Al
. Ceresoe pasmeuye... Cems 2
).

Puc 5.22

Ecnn y Bac no ymonuyaHuio BbibpaH 6paysep, oTnnyHbin oT Internet Explorer, To ons Toro
4yTo6bI OTKPbITL Kamepy B Internet Explorer, nepengute B nyHKT 5.3.4.
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5.3.4. Nony4eHue gocTtyna K IP-kamepam ¢ nomowbro 6pay3sepa Internet Explorer

Ona poctyna Kk kamepe ¢ nomollblo Gpaysepa Internet Explorer Heobxoaumo 3anyctutb
Gpay3ep 1 B agpecHon CTpoke BBeCTM 3anpoc: http://<IP>:<port>/ ;, rge:
<IP> — |P-agpec kamephl, a <port> — 3HayeHune http-nopTta), nocne 4ero Haxatb [MepenTn] Nnbo

[BeBoa] (Puc. 5.23).

BHUMAHMUE!
IP-kamepa BEWARD N120 no ymonyaHuio umeet ceteBon agpec 192.168.0.99, http — nopt 80.

NMPUMEYAHUE!
Ecnu gnsa http-nopta ncnone3yetca 3HayeHune 80, Torga ang goctyna k kamepe B 6paysepe gOCTaToOYHO

BBeCTu cTpoky http://<IP>/, rae <IP> — IP-agpec kamepbi.

r EI EE B
—
a'\_\/) @ http://192.168.0.99/ D~-a3X :fc;‘ Mycran cTpannua ‘ﬂh ﬁ E}‘

Puc. 5.23

5.4. Nony4yeHue aoctyna K Be6-nHTtepcency IP-kamepbl
Mocne Toro kak Bbl nonyuunu goctyn Kk IP-kamepe nobbim 13 cnocoboB, pacCMOTPEHHbIX

nyHkTax 5.3.2, 5.3.3, 5.3.4 gaHHoro PykoBoacTsa, byaet 3anyweH 6paysep Internet Explorer, rae

OTKPOETCSl OKHO aBTopm3auuun Ansa nonyvyeHms JocTtyna K Beb-nHrepdericy yctponcraa.

NMPUMEYAHUE!

[na koppekTHon paboTtel Beb-uHTepdeiica IP-kamepbl Heobxoauma Bepcus Gpaysepa Internet Explorer

He Huxe 9.0.

BBeanTte nmsa nonb3oBartens u naponb, nocne yero Haxmute [OK] (Puc. 5.24).

BHUMAHUE!

Vmsa nonb3oBatens no ymonyaHuto: admin. Mapone no ymonyaHuto: admin.
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besonacrocts Windows N i ﬂ

[ns exoaa ua cepeep 192.168.0.99 no agpecy N120 H.264 Wireless IP
Camera HyXHbl MR NONBL30BATENS M NAPONL.

Mpeaynpexaenue: Cepeep TpeGyer nepeaaum MMeHN NOALIOETENS 1
naponsa uepes HOE C (6yaer evin 6
NpoBepKa NOAANHHOCTH).

= |

3anomHUTE YHETHBIE A3HHBIE

Puc. 5.24

Mocne ypadHom aBTOpM3aumm npu nepBoMm nogknodeHnn, OC Windows 7 6yaoer
OnoknpoBaTb YCTAHOBKY npunoxeHus ActiveX (HeobxoguMmo Ansd npocmoTpa m3obpakeHus C
Kamepbl), 0 Yyem OyaeT cBMOETENbCTBOBATb CUCTEMHOE YBEAOMIIEHME B HWDKHEN 4acTu OKHa
Internet Explorer: «3ToT BeO6-caWT nNbITaeTCA YCTAaHOBUTb Creaylolyd HaaCTPOWKY:
«AxMediaControl.cab» ot «BEWARD Co., Ltd». Haxmute Ha kHOnky [YcTaHoBuUTBL] Ans

NpogosmKeHnst yctaHoBku (Puc. 5.25).

BHUMAHUE!

YcTaHoBKa KOMMOHEHTOB ActiveX BO3MOXHa ToJbko Ha 32-6UTHYI0 Bepcuio Gpaysepa Internet Explorer.

NMPUMEYAHUE!
B onepaunoHHon cucteme, otnuyHon ot Windows 7, unu B 6paysepe, otnmdHom ot Internet Explorer 9.0,

Ha3BaHUSA MEHI0 WM CUCTEMHble COODLLEeHNs MOryT OT/in4aTbCA OT Ha3BaHUN MEHK U CUCTEMHbIX

coobwenun B gpyrnx OC cemenctea Windows nnum B gpyrmux 6paysepax.
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[ [m‘@i&-

13/ 102168099 L)

R[N 192168099/ £~ 2|

N120 H.264 Wireless IP Camera

ﬁ x NMpocmoTtp I Hacrponkmn

©00[]0O 05-06-201211:32:43 | () —@— (@ ©

370T B€6-CANT NBITAETCA YCTAHOBUTL CAEAYIOWLYIO HAACTPONKY: “"AxMediaControl.cab” ot

"BEWARD Co,, Ltd". Ycranosuts

Puc. 5.25

Cuctema 6esonacHoctn Opaysepa Internet Explorer Takke OygoeT aBTOMaTUYECKM

6rnokupoBaTb ycTaHoBKYy ActiveX. [Ins NpOAOMKEeHNsA YCTaHOBKM HaXMUTE KHOMKy [YcTaHOBUTL] B

OKHe noaTBepXxaeHus yctaHoBku (Puc. 5.26).

Internet Explorer - MNpeaynpexaedue cucrembl BE30NACHOCTH [&J

YCTaHOBHT b 3T0 NporpaMmMHoe obecneuenne?

Wma: AxMediaControl.cab

Wspatens: BEWARD Co., Ltd.

|i| NononHuTensHo | ¥CTaHOBHMTE | [He YCTEHSBNHESTE

“a DaEinsl 1z MHTEPHETS MOryT BbITh NONESHEI, HO 3TOT THN Gaina MoKeT
s ! ) MoEpeaWTe KoMMskoTep. CReayeT YCTaHaBMMBATE NPOrPaMMel, MONYUYEHHEIE
=" TOMbKD OT NOBEPEHHOID WNATENS, DEKTODE DUCKE

Puc. 5.26

NMPUMEYAHUE!
Mpu ycraHoBke ActiveX gna OC Windows 7 npu BKIIOYEHHOM KOHTPOME Y4YeTHbIX 3anucen Oyaet

OONOJNTHUTENbHO NPOU3BOAUTbLCA 6J'IOKVIpOBKa YCTaHOBKK, O 4eM nosb3oBaTtesiio 6y,u,eT BblOaBaTbCA

OOMONHUTENbHOE onoBeleHne. [Ans paspelieHna yCTtaHOBKA Heob6XoauMO MONOXUTENBHO OTBETUTL B

noABuBLLEMCA ONANoroBomM OKHe.
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Mpn npaBunbHO BbLIMNOMHEHHbIX AeWCTBUAX Bbl cmoxeTe yBuaeTb 4yepe3 Beb-Opaysep

n3obpaxeHue ¢ Bawewn IP-kamepsl (Puc. 5.27).

WY http://192168.0.99/ £~ 2¢ X |1Y192168099

BE\VARD N120 H.264 Wireless IP Camera

7‘"77 7X } [npocnorp] HacTpoikm

[ 2013-03-2612:14:551 | @ —a— |© ®)

COPYRIGHT © 2013, Beward R&D Co., Lid. ALL RIGHTS RESERVED.

Puc. 5.27

5.5. \ameHeHMe HacTpoek noakno4veHus |IP-kamepbl Yepe3 Be6-uHtepdenc
Mocne nogkniodeHus k IP-kamepe N120 no npoBogHOM ceTM HeobXxoauMo W3MEHWUTb
HaCTPOMKN Kamepbl Takum obpas3om, 4Tobbl OHa Haxogunacb B OOQHOW MOACETM C OCTanbHbIM

o6opynosaHunem (Hanpumep, Bawwum [MK).

BHUMAHUE!

Ona pa6otbl IP-kamepbl 1 Bawero K Heobxogmmo, 4ToGbl coBmaganu Tpu 4Yactu |IP-agpeca, 3a
NCKITFOYEHMEM YETBEPTON YacTh, U HEOBXOAMMO, YTOObI MOMHOCTLIO COBMaana macka noaceTu.
Hanpuwmep, IP-agpec Bawero TK: 192.168.50.40. IP-agpec pasfeneH Toukamu Ha 4eTbipe okTteta. B
AaHHoM npumepe: 1 okteT — 192, 2 okTeT — 168, 3 okTeT — 50, 4 okTeT — 40. Bam He0OX0ONMMO N3MEHUTL
IP-agpec kamepsbl, 4TOObI Y HEro nepBble TPU OKTETa COBMaganu, TO ecTb YTOObI ObINO 3HaYeHne BuAaa
192.168.50.XX. YeTBepTbli OKTET 00513aTeNbHO AOMKEH ObITb OTNIMYHLIM OT 3HaYeHus1 Ha Bawem MK, a

TaKkke Apyroro ceTeBoro o6opynoBaHus Balueii ceTv (ecnu Takoe uMmeeTcs).

[ns nameHeHuns ceteBbIxX HaCTpOeEK B Be6-VIHTepC*)el7ICG Ha>XMuUTe B rMaBHOM MEHIO KaMepbl

KHOMKY X [HacTpownku] n nepengute B meHto Cemb — OcHogHble (Puc. 5.28).
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BC\VARD N120 H.264 Wireless IP Camera
|i”x| Fcerip '| pproE | wi-ki | wes |

Wudopmaymna

CHCTEMHDbIE Mpotokon UHTepHeTa Bepcuu 4 (TCP/IPv4)
¥ CeTb MAC-aapec

OcHoBHbIe @ Monyuwuts IP-agpec aeTomaTuuecku (DHCP)

NononHuTenbHble .
@ WcnonbzoeaTe cnegyowmin [P-agpec

MNMpocmoTp

BocnponssegeHne IP-anpec 192 . 168 . 0 . 99
CobbiTne Macka nogcetn 255 . 255 . 255 . 0O
OCHOBHO# WNK3 192 . 1e8 . 0 . 1

@ WcnonszoeaTs cneaywowue agpeca DNS-cepeepos

DNS-cepeep 1 192 . 168 . 0 . 1

DMNS-cepeep 2 o . 0o . 0 . O
HTTP
HTTP-nopT @ 80 © (1124 ~ 65534)

CoxpaHnTb ] [ OTMEHWTD
COPYRIGHT @ 2013, Beward R&D Co., Ltd. Bre npasa samMumeHsl.
J
Puc. 5.28

Bo Bknagke [TCP/IP] HyxHO BBeCTM Takue 3HadeHusa IP-agpeca n gpyrux ceTeBbIX
napameTpoB Aans |IP-kamepbl, 4TOObLI OHa Haxogunacb B OAHOWM MNoOACETUM C OcCTarnbHbIM

obopynosaHunem (Puc. 5.28).

NMPUMEYAHUE!
B cnyyae HeobGxoaMmocTW ANs HasHayYeHWs CeTeBbIX HAcTpoOeK YyCTpoicTBam obpaTutecb K Balemy

ceTeBoOMy aMUHUCTPATOPY.

[na coxpaHeHnst USMEHEHUIN CeTEBbIX HACTPOEK MPOBOAHOMO COEANHEHUA HAXMUTE KHOMKY
[CoxpaHuTb], Nocne Yyero B NOABMBLLMXCHA OKHaxX Heobxoaumo HaxaTtb kKHonky [OK].

Ha aTom HacTponka npoBoaHOro coeauHeHus ons IP-kamepbl 3aBeplLueHa.
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5.6. Bo3BpaTt HacTpoek noakntoyeHus NK B nepBoHa4yanbHble 3Ha4YeHUs

Ytobbl BEPHYTb 3Ha4YeHunA NpoBOOHONo CeTeBOro NOAKNMKYEHNA K YCTaHOBJIEHHbIM paHee

3Ha4YeHuAM, BbINONIHUTE cnenywmne nencTeus.

Haxwmute lMyck — Manenb ynpaeneHus (Puc. 5.29).

9. Internet Explorer
Q s

| X & Microsoft Office Excel 2007

'd‘j BnokHoT

ﬁ DVR Server
Q ERSController
@ BEEWARD IP Visor

@ BEWARD Player

s

R Crnys#Bil

Q

ﬁ, Cny#Bbl KOMNOHEHTOE

»  Bcenporpammel

| Hatimu npozparme u dhaiinei

BEWARD

HfoxymenTor

WzobpasceHmnn

Myzbika

Wrpe

Komnerotep

Manens ynpaenexna
YerpoiicTea n npuHTEPLI
Mporpamme! no ymonuaxno

Cnpaska n nogaepskka

P T——
| 3asepiuerne paboTer "T‘

B OTKpbIBWUEMCA OMarioroBOM OKHe Bbl6€pI/1Te NYHKT [npOCMOTp COCTOAHUA CeTu

3apay] B pasgene [CeTb n UHTepHeT] (Puc. 5.30).

@bl’lan

Hactpo#n

€Nb YNPABNEHNA b

Ka NapaMeTpoB KOMNBHTEDS

CUCTEMA M DE30MACHOCTE
HpDEEpKE COCTOAHWMA KOMNBHOTEPS
ApXMEMpUEEHME AdHHbX KOMNBHOTEDE
Mownck n ncnpaenedne npotnem

lH;DCMDTp COCTOAHMA CETH W 3334 I

BreiBop napametpos gomMatuHeil rpynnel u obujero
AOCTYNE K AaHHBIM

OBopynoBaHWe U 3BYK
MpocmoTp yeTpoiicTe u npuHTepoe
[oBasnenne ycTpoiicTea

Mporpammbl

YganeHne nporpammet

Puc. 5.30

Mpocmotp:  Kateropwa >

YueTHble 3anucK Nnoas3osartenei n

CEMERH...
'@' JloBaenenue u yaaneHue yueTHeIX 3anucei
nos3oeatenci

'@' YcTaHoeka pogMTENbCKoro KOHTPONA ANA BCEX
noab3osatenci

OdgopmaeHre W NepcoHanmsaLma
MzmeneHune Temsl

Mzmenenne dona pabouero crona
HacTpoiika paspelleHna 3kpada

Yacol, A3blK 1 PeErvoH

CieHa packnagku KnasmaTyphl WM Apyriax
cnocoBoe BE0A3

WMameHeHne azeika nHTepdelica

CnevunansHele BO3MOXHOCTH
Pekomengyemere Windows napamerper
OnTumusauma n30Bpaenna Ha IKpaHe

B oTkpbiBLIEMCSH OKHE HaxxmuTe [MoakntoyeHue no nokanbHom cetu] (Puc. 5.31).
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Manens ynpaenexma -
ACMALLIHAA CTPaHMLA

WsmeHeHmne napameTpos
ananTepa

MamennTs gononHnTensHele
napameTpel oBLyere AocTyna

MpocMoTp OCHOBHBIX CBEAEHMA O CETM M HAaCTPORKa NOAKNHOUYEHWA

h’ MpocmoTp NoAHOR KapTel
o
Heckoneko cetei

A

BEWARD

@

Wrreprer

(370T KoMnBrOTER)

MpocroTp akTMEHBX CETE MogKntoYeHne N OTKNFOMEHKNE

Cems 4
OBLIECTBEHHAR CETE

Tun goctyna: [ HTEPHET

MogknoueHus:

WMameHeHue ceTeseix napameTpoe

@l Hactpoiika HOBOrO NOAKAKOYEHNA MAW CETH

Cha. TakcKe
Bpanamay3sp Windows

Aomawnan rpynna

fs-

¥

Hactpoiika Becnposogrere, WnpokonoaocHero, Mogemiore, npamoro wan YPN-nogkaroserns
WM KE HACTPOMKA MApLUPYTUIaTOPa KA TOUKK AoCTyNa,

MogkntounTeca K ceT

MoAKNHOYEHWE WK NOBTOPHOE NOAKNHYEHNE K BECNPOBOAHOMY, NPOBOAHOMY, MOAEMHOMY
CETEBOMY COEAMHEHNIO WK Nograroyenne k VPN,

BriBop gomalwneil rpynnel n napameTpos obuiero goctyna
Ooctyn k daiinam v NpUHTERaM, PacnonoXKeHHBIM Ha ADYTUX CETEBBIX KOMMBROTEREX, W

W3MEHEHWE NapamMeTpos obulero gocTyna.

¥CTpaHEHME HENONAZDK

Ceoiictea obospesatens

[narHocTika u nCNpaBneHne ceTeabix npok i 0B ncnpaeneHnn.

Puc. 5.31

B oTkpbiBLIEMCS OKHE HaxmuTe kHonky [CBoncTBa] (Puc.5.32).

U Cocroamue - Mogkmouenne no NoKansHoii ceTn i u

Ofwue

MNoaxntoyeH1e

IPV4-NOAKNIOHEHHE: WHTEpHET

IPvE-NOAKIIKOYHEHME: Bes noctyna Kk MHTepHeTy
COCTORHWE CPEfbl: MNogrnioYero
04:47:33

100.0 MéuT fc

ANUTENEHOCTE:

CKOpOCTE:

AKTHEHOCTE

|
OTnpaBneHo —— &! = T[pMHATO

79 138 140 |

805 509 770

[ @Caou'craa ][@D‘rmow‘rh] [,ﬂ,marHocrwca ]

Puc. 5.32

B OTKpbIBLLEMCA OKHE CBOWCTB CETEBOr0 MOAKMYEHUST HEoOXoaMMo Bbl6paTb MYHKT

[MpoTtokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBomncTBa] (Puc. 5.33).
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[ MogxatoueHme No NoKaLHOM CETH - CEDACTEa u

Cem | Ooctyn

MoaknioveHne yepes:

l_-?‘ Realtele RTLE139/810« Family Fast Ethemet ceTesoit an:
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E3EMMONEACTEYIOLLMMIA CETAMM.
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Puc. 5.33

OTKpoeTCcsi MeHl, B KOTOPOM HeobxooumMo 3agaTb 3HAYEHMs] CEeTEBbIX HACTPOeEK,
YCTaAHOBIMNEHHbIX M3HaYanbHO (CM. NyHKTbI 5.1, 5.1.1 aaHHoro PykoBoacTea).

Ecnu mnsHavanbHo |IP-agpec Bawewmy MK HasHavyanca aBTomaTuyecku, Toraa Bblbepute
nyHkTbl [Monyuntb IP-agpec aBtomatuyecku] w [[onyunts appec DNS-cepsepa

aBTOMaTM4ecKu], nocne yero Haxmute kHornky [OK] onsa Bcex oTKpbITbiX OKOH (Puc. 5.34).

Csoiicrsa: Mpotokon Wnteprera sepcui 4 (TCP/IPv4) @g

Ofiume ANBTEPHATUBHAA KOHDMYPaLmMa |

MapameTpe! IP MOMYT HAZHAYATECA SETOMATHUECKM, ECIM CETE
NOAAEMKMBAET 3TY BOMOKHOCTE, B MPOTMBHOM CRYYae NapaMeTPsl
TP MOXHO NOMYYMTE Y CETESOMD 3AMMHMCTPATOPE.

| (@) Mony4uTe IP-a0pec SETOMATUHEKA I

(71 Micnonez0BaTe cneayiowwil IP-agpec:

IP-aapec:
Macka NoACETH:

QCHOBHOR WS

| (@ Mony4uTe agpec DNS-CepEepa SETOMATHHECKN I

() Micnone30BaTe cneayioumue anpeca DNS-cepeepos:

MpeanoqnTaemsi DNS-cepeep:

ANETEPHATHEHEIA DNS-cepeep:

MoATEEPAWTE NEPAMETPLI MPK BaIX0AE P ———

Puc. 5.34

Ecnu n3sHavanbHo IP-agpec Bawewmy MK 6bin 3agaH Bpy4dHylo, Torga BbibepuTe MyHKT
[Ucnonb3oBatb cnepywowmn IP-agpec] v 3anonHute Heobxogumble nond (cM. nyHkT 5.1

AaHHoro PykoBogcTtea), nocrne yero HaxmuTe kHorky [OK] ansa Bcex oTKpbIThiX OkoH (Puc. 5.35).
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Ceoitcrsa: Mpotokon Wktephera sepoun 4 (TCP/IPwA) @g

Ofiwme

MapamMeTpel IP MOryT HASHAYATLEA SETOMATHHECKH, S0 CETh
NoAAEPHHMBEET 3TY BOSMOXKHOCTE, B NPOTMBHOM CNyyae NapamMeTpel
IP MOMHO NONYYMTL ¥ CETEB0M0 AAMAHWUCTPATOPA.

() Mony4uTe IP-aapec aBTOMATHHECKH

@ Wcnonb3osaTh cnenyrowmi IP-agpec: I

IP-anpec: 192,188, 0 . 20
Macka noaceTu: 255 .255.255. 0

OCHOBHON LWMKO3: 192.168. 0 . 1

Monyquts anpec DNS-cepsepa aBTOMaTHHECKK

@) Wcnone30BaTe CNEAYoWMe aapeca DNS-CEDBEDOB:I
MpeanounTaemsIi DNS-cepeep: 192,188, 0 . 1

ANETEpHETHEHENI DNS-cepeep:

D MoaTBEEpAMTL NEPEMETPEI MNP BbIXOAE [lononHUTENLHD

[ Ok J[ OTMeHa ]

Puc. 5.35

5.7. TpoBepka npaBUNBLHOCTM HACTpPOeK MoAkn4vYeHusa IP-kamepbl K
NoKarnibHOW ceTu
[na KOHTpoNA npaBUMbHOCTM CETeBbIX HAaCTPOeK KaMepbl W KOMMNbTEPa HYXHO
NoAaKMYNTLCS K Kamepe Yepes 6payaep Internet Explorer.
3anyctute 6pay3ep Internet Explorer. na atoro Haxmute llyck — Bce [MpoepaMmbi 1

BblbepuTe cTpoky [Internet Explorer].

Beeanute B agpecHom cTpoke |IP-agpec, nNpuUCBOEHHbIN Kamepe (HanpuMmep:
http://192.168.0.99) (Puc. 5.36).

(= | E i
e@ 2 hitp://192.168.0.99/ £~ 3 X || & Nycran crparmua x A

-

Puc. 5.36

Mpn npaBunbHBIX HACTPOMKaxX OTKPOETCA MEHI0 aBTopusauun. [Ina aBTopmsaumm BBeauTe
UMs nonb3oBaTtens n naponb, nocne vero Haxmute [OK] (Puc. 5.37).
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BHUMAHUE!

Vimsa nonb3oBaTensa no ymonyanuto: admin. Maponb no ymonyanuto: admin.

Ans exoaa na cepeep 192.168.0.99 no agpecy N120 H.264 Wireless IP
Camera HyxHbl WMA NONL30BATENA W NAPOb.

Mpeaynpexaenue: Cepeep Tpebyer nepegaun nmexn
napons yepes neb Hoe (Gyaer
NpoBepKa NOATMHHOCTH).

-

[7] 3anomHuTL yueTHbIe AaHHbIE

Puc. 5.37

Mpn npaBWbHO BbLINOMHEHHBLIX AEUCTBUAX Bbl cMoOXeTe 3anMTu B BeO-uHTEpdenc yepes

Gpaysep v yBnaeTb nsobpaxeHue ¢ Bawen IP-kamepbl (Puc. 5.38).

L)W hitp//192168099/ O~ B¢ x| 1Y19216809 x -
" BC\VARD N120 H.264 Wireless IP Camera
~ LX:} [npocnorp] HacTpoikmn

(000 0O | 2013-032612:14:551 | (J —a— [© ® )

COPYRIGHT © 2013, Beward R&D Co., Lid. ALL RIGHTS RESERVED.

Puc. 5.38

NMPUMEYAHUE!

B cnyyae HeygayHoro coeguHeHUs C KaMepoW MpoBepbTe MPaBUMbHOCTb MOAKMIOYEHMS K MPOBOAHOM
CeTu, BepHUTEChb B Ha4ano AaHHON rmaBbl U NOBTOPUTE HAcTPOiKy. B cnyyae Heo6xoaMmocTu obpaTtuTech
K CMCTeMHOMY aaMUHUCTpaTopy Balen ceTu.
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MmaBa 6. HacTtpouka 6ecnpoBogHoro Wi-Fi coeguHeHus

6.1. O6wme cBegeHus o 6ecnpoBogHom Wi-Fi nogkntoyeHun IP-kamepbl N120
Ana Toro 4yto6bl IP-kamepa BEWARD N120 pa6otana B Bawen 6ecnposogHon Wi-Fi cetu
COBMECTHO C Bawwumu komnbtoTepamu, HOyTOykamyn u apyrum obopyaoBaHuem, Heobxoanmo
BKMOUNTb IP-kamepy B ceTb B COOTBETCTBMM C TEKYLLUMMM HACTpOMKamMu OaHHOW GecrnpoBOaHOM
ceTu. MNoaknoyeHne MOXHO BbIMONHUTL CrieayrWwmMmn cnocobamum:
o [logkniountb IP-kamepy, wucnonb3ys TexHonormio WPS, «koTopad nossonsieT
aBTOMATMYECKM NONYYnTb AaHHble, Tpebyemble cuctemon 3awmuTbl 6eCnpoBOAHON CETU

(Mpwn ycnoBuK, 4TO CeTb ABNAETCH 3aLLUULLLEHHON).

BHUMAHUE!
HacTtpovika IP-kamepbl ¢ nomoLubio pyHkumMm WPS BO3MOXHA TOMbKO MpK YCAOBUKU, YTO MapLupyTu3aTop,

K koTopomy Bbl xoTuTe nogknountbcs no Wi-Fi coeanHenunto, nogaepXusaeT aHHY0 PYHKUMIO.

e [logkntounTtcs kK kamepe 6e3 ucnonb3oBanHuns TexHonorn WPS. [ins aTtoro Heob6xoaumo
CHavana onpegenuTb HacTponkn Tpebyemoro Wi-Fi coeauHeHna npyu noMoLuu:
MEHI0 HacTpoek Ballero mapupyTtusaTtopa (CM. MHCTPYKLUMIO MO 3Kcnnyataumm Bawero
MapLupyTM3aTopa) unuM npu nNomoLiM Apyroro obopynoBaHusi, NOOKMIOYEHHOTO K HeMy

(Hanpumep, HoyTbyKa).

6.2. Nopgknto4yeHme kK 6ecnpoBogHon Wi-Fi cetn ¢ nomouwbio WPS
Cnocobbl nogkntoveHusa k 6ecnposogHon Wi-Fi cetn ¢ nomowbto WPS MOXHO yCroBHO
pa3genuTb Ha ABa Tuna:

e Cnocob HacTponku, Npu KOTOPOM HeobxoaMMO caenaTtb COOTBETCTBYHOLLUME U3MEHEHUS
B BebO-uHTepdpence IP-kamepbl, a Takke B Beb-uHTepdernice Toro Wi-Fi
MapLupyTM3aTopa, k KoTopoMy Bbl cobrpaeTechb NoaKNHOYNTLCS.

e Cnocob HacTponkm ©ecnpoBOAHOINO COEAWHEHUs, NMPU KOTOPOM HeT HeobxoaumMocTu
3axoauTb B Beb-mHTepdenc Wi-Fi yCTponcTs, a OCTaTOMHO BCEro Nulb NooYepenHo
HaxaTtb kHonkn WPS Ha kopnycax Wi-Fi ycTponcTs.

O6a cnocoba nogkntoveHna 6onee nogpobHO ONMCaHbI HUXE.

6.2.1 NogkniovyeHne ¢ ucnonb3oBaHuem Beb6-uHTepdenca IP-kamepbl
Monyunte poctyn k Beb-uHTepdency IP-kamepbl nobbim 13 cnocoboB NpPoOBOAHOrO
coefMHEeHUS, ONUCaHHbIX B NyHKTe 5.3 gaHHoro PykoBoacTea.

B oTkpbiBLLEMCA OKHE BBEAUTE UMSA Monb3oBaTtens u naposns (Puc. 6.1).
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BHUMAHUE!

Vimsa nonb3oBaTensa no ymonyanuto: admin. Maponb no ymonyanuto: admin.

[ns exoaa Ha cepeep 192.168.0.99 no agpecy N120 H.264 Wireless IP
Camera HyXHbl MMA NONBL3OBATENA U NAPOAb.

Mpeaynpexaenue: Cepeep Tpebyer nepeaaun MMeHn NONLIOBATENA K
napons yepes nebesonacHoe coegnHenne (Gyaer evinontena obbiunas
nNpoBepKa NOATMHHOCTH).

™=

D,

Puc. 6.1

lMocne ycnewHon aBTopusaumm B bpay3sepe nosiBUTCA rnaBHoe MeHo Beb-uHTepdenca IP-

Kamepbl. Haxkmnte B 9TOM MeHIo KHOMKy Hacmpouku - X (Puc. 6.2).

£~ 2 x|I1192168099

N120 H.264 Wireless IP Camera

[l’lpocm‘np ] Hacrponkmn

I 2013-03-26 12:14:51 l @ =]

COPYRIGHT © 2013, Beward R&D Co., Lid. ALL RIGHTS RESERVED.

Puc. 6.2

3aTtem nepengute B MeHio Cemb — OcHo8HbIe - WPS. [Insa BknoyeHus yHkunn WPS B

AaHHOM MeHio Bblbepute onuuio  «BknrovyeHo», nocre 4ero CTaHyT [OOCTYMHbl MYHKThHI,
nokasaHHble Ha PucyHke 6.3.
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BE\VARD N120 H.264 Wireless IP Camera
.‘ X TcP/IP | PPPoE | WiFi | WPS
WHdopmauma
CHUCTEMHbIE WLAN
¥ CeTb WPS Brnw4eHo E|
MAC-anpec
NononHuTENbHbIE B
IP-agpec
MpocmoTp
BocnpomsBegeHue Meton @ PBC © PIN
CobbiTHe O6HapyxeHHele GecnpoBogHEIe CETH
ESSID CHIHAT Pexmm
MogKNIYMTECA ] [ OTKNHOYMTE ] [ OGHOBWT:
COPYRIGHT © 2013, Beward RED Co., Lid. Bee npasa sawmmensi.
Puc. 6.3

Mone [OOHapyXeHHble OecnpoBoAHble ceTU| npegHasHayeHo AN OoToOpaXxeHuns

AOCTYMHbIX K NOAKMHOYEHMI0 6ecnpoBOaHbIX CETEN C BKIMHOYEHHOW dyHKumen WPS.,

BHUMAHUE!

BecnpoBogHble cetn ¢ QyHKkunen WPS oTobpaxaloTcs B OaHHOM rMofie TONbKO TOorda, Korga Ha
MapLUpyTM3aTope BKAYEHa AaHHAA PyHKUMSA M HAXOOUTCSH B AaHHbIA MOMEHT B akTUBHOM cocTosiHuu! Ha
HEKOTOPbIX MOAENsX MapLUpyTM3aTopoB akTMBHoe coctosHne WPS gnutca 2 muHyThl. MogpobHoe
onucaHue paboTtbl pyHKkUun WPS gna Bawero mapLupytmusaTopa OO/PKHO HAaxXo4MTbCA B Npuriaraemomn K

HEeMY MHCTPYKLMW..

B nyHkTe meHto [MeToa] Ang BeiGoOpa AOCTYNHbI ABa METOAA HACTPOWKK:

e [PBC]: ato cnocob6 HacTporku 6GecnpoBogHOro coeauHeHua depes WPS nytem
nooyepeaHoro Haxatust kHonkn WPS Ha oboux yctponcTteax. lMocne HaxaTus KHOMKM
HeobxoOuMMO nogoXaaTb HEKOTOpOe BpeMs, Noka 3aBepLunMTcs npouecc nepenaydv
HacTpOEeK Mexay MapLupytmsatopoM u IP-kamepon. Kak npasuno, y 6onbuinHcTea Wi-Fi
YCTPOMCTB C nogaepxkon TexHonormm WPS npouenypa nepegadnm u nNpuUMEHEHUs
CeTeBbIX HACTPOEK ASIUTCA MPUMEPHO 2 MUHYThI.

e [PIN]: paHHbIn cnocob oTtnuyaetca ot cnocoba [PBC] Tem, 4To Onsi HaAcTPOWKM
©ecnpoBogHoro coeavHeHust Heobxogmmo BBecTu PIN-kog, creHepupoBaHHbIn |P-
KamepoKn, B COOTBETCTBYKOLMNE HacTpoukn WPS Ha Mmaplupytusatope, Mocre 4ero
HacTponkn BecnpoBogHOro coegmHeHnsa ByayT nepeaaHsl He nobomy Wi-Fi yctponctey
c nogaepxkon WPS, a Tonbko Bawen IP-kamepe, Ha koTopon 6bin creHepupoBaH PIN-

koa. PIN-kog 0T06pa>|<aeTc;| B HeGonbLIOM none pPAOOM C NOJIOXKEeHNEM NepeKkntYaTesid
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[PIN]. Ons cosgaHua Hoeoro PIN-koga ucnonbaynte kHonky [HoBbi PIN-koa] (Puc
6.3).

NMPUMEYAHUE!
Mpn 3anycke npouecca Moucka M HaCTPOWKU noaknioveHus |IP-kamepbl MHAWKATOP NUTAHUA Kamepsbl

MuUraeT (bI/IOJ'IeTOBbIM LBETOM.

BHUMAHUE!

Moapo6Hoe onucaHve BBoda PIN-koda ONnsi KOHKPETHOW MOAEeNnV maplupyTusaTopa B pamkax AaHHOro
PykoBogcTBa He paccMaTpuBaeTcs, TaK Kak npeanofaraetcsl, YTO OHO OMUCaHO B WHCTPYKUMKU K
mMapLupyTusatopy. Takasi WHCTPYKUMSI MOXET HaxXxOoAMTbCs Ha cailTe npoussoautens Bauwero

MapLlpyTusaTtopa unnm natn B ero Komnnekraumu.

Ecnn BbiOpaH meTog HacTporku [PBC], TO aOna ycTaHOBKM COeOMHEHUst cnepyet
BbINONIHUTL CreayoLme Lwarw:

War 1: skntounte pyHkumio WPS Ha Bawem mapLupyTmsaTope B akTMBHOE COCTOsIHUE. [ng
3TOro ecTb ABa crnocoba:

o  dusmyeckun HaxxaTb kHorky WPS Ha kopnyce Bawero mapwpyTtmsaTtopa.

e HakaTb KHOMKY B HacTporkax BebG-uHTepdenca Balwero mapwpyTtumsaTopa.

Bbibop cnocoba BKITHOYEHUSA aKTMBHOrO cocTosiHuss WPS He umeeT 3HadveHus. [locne
BbINOSIHEHWNS AAHHOMO LWara ANUTENbHOCTb akTUMBHOro coctosiHua WPS 6ygeT npogosmkaTbcs
OrpaHMYEHHbIN NMPOMEXYTOK BpemMeHu, u Bam HeobGxoaumo Oyaet 3a 9TO BpeMS BbINOSHUTL
ocTanbHble warn (06bI4HO Ha 3TO OTBOAUTCHA JOCTATOYHO BPEMEHU — OKOSMO 2-X MUHYT).

War 2: Haxmute kHonky [OOGHOBUTBL] B MeHIO HacTpoek kamepbl Cemb — OCHOBHbIE —
WPS, 3ateM goxgutech nosisneHus B cnucke Bawen 6ecnpoBogHon cetn (Puc. 6.4).

LWar 3: BbibepuTe B cnncke Bawy 6ecnpoBofHyto ceTb, B AaHHOM npumepe 3to BEWARD.

War 4: Haxmute kHomMky [[MoAknoYUTBLCA], Nocne 4Yero Ha 3KpaHe MNOABUTCA OKHO C

OXuAaHMeM HacTponku nogknoyveHns (Puc.6.4).

- B
@ http://192.168.0.99/progress.htm - Internet Explorer, optimized for Bi... [ =1 é]

|“‘J http://192.168.0.99/ progress.htm E|

-

MoxanyicTta, nogoxauTe

L = —
—

Puc 6.4

LLar 5: nogoxanTte oKono ABYX MUHYT ANs 3aBEPLUEHNS onepaunm HacTPOMKM.
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Mocne BoinonHeHus Wara 1 nosaBuTcA OkHO, oTODpaxatowlee xod nogkntodveHus (Puc 6.4).

Moka gaHHOE OKHO OTKPbITO, MeXAy MapLipyTM3aTopoM M IP-kaMepon MpOUCXOAUT YyCTaHOBKa
GecnpoBoaHOro coeanHeHus. B cnyvae ycnewHoro 3aBepLleHnsl HACTPONKM COEaNHEHUS B OKHE
nosiBMTCHA Hagnuck Buaa: Connecting to AP(BEWARD)...success! (Puc 6.5). B ckobkax ykaszaHo
UMa  MapLupytudaTtopa (TOYKM [OCTyna), K KOTOPOMY MNPOU3OLUNO MOAKMKYEHME, B AaHHOM
npumepe ato BEWARD.

.
/& htipi//192.168.0.99/progress.htm - Windows Internet Explorer =] ot

\g http://192.168.0.99/progress.htm ‘ & ‘

Connecting to AP(BEWARD)...

‘ 3aKkpeiTh |

@ WMuTepreT | 3almueHHBIR pesun: Boiicn, g v H100% -

Puc 6.5

Ecnu nopgknioveHne nponget HeygayHO, TO MO OKOHYaHWM onepauum B OaHHOM OKHe
nosisutca Hagnuce: Fail! (Puc 6.6). B aTom cny4ae nonpobynte NOBTOPHO MPOBECTU HACTPOWKY,

npegBapuTeNbHO 3aKpbiB OKHO 00 oLwmnokKe.

@& http://192.162.0.99/progress.htm - Windows Internet Explorer = e

|£'_; http://192.168.0.99/progress.htm |§|

| 3akphiTe |

@ WMHTEpHET | 33LLUMLLIEHHBIR PEXNM: BBIK. fa v H100% ~

Puc 6.6
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[1ns NOBTOPHON HACTPOWKK MNOBTOPUTE Warn ansa nogkntoydeHus metogom [PBC] (c 1 no 5).

Ecnn no kakumm-TO npun4ynHam Bam He yoaeTtcAa HacCTpouUTb 6eCI'IPOBOLI,HOG coeanHeHue,

obpaTuTech 3a NnomoLLbto kK Ballemy cucteMHOMy aaMUHUCTPATOPY.

Ecnu BbI6paH meTog HacTponku [PIN], To AN yCTaHOBKW coeQuHEHWs cneayeT BbiNONHUTb
cnegyoLime waru:

War 1: creHepupynTe n 3anomHmte PIN-koa ¢ IP-kamepbl, Npy HEO6X0AUMOCTKN 3anuwinTe
€ro NNun CKonupymre.

War 2: 3angute B BeO-uHTepdenc wmapwpytmsatopa (TOYKM [ocTyna) WM Ha
COOTBETCTBYIOLWEN cTpaHuue Hactpoek (WPS) Beeamte PIN-koa IP-kamepbl B none PIN-koa
KJIMeHTa (CM. pyKOBOACTBO Nosib3oBatend Asisa MapLlipyTtmsaTtopa).

War 3: HaxXmMuMTe B 3TOM >Xe€ MEHK MapLupyTMsaTtopa COOTBETCTBYIOLLYIO KHOMKY Ans
3anycka HacTponkn WPS (cM. pyKoBOACTBO Nofib3oBaTtens Ans MapLlpyTtmsaTtopa).

War 4: Haxmute kHonky [OBGHOBUTBL] B MeHIO HacTpoek kamepbl Cemb — OCHOBHbIE —
WPS 1 goxgutecb nosiBneHnsa B cnucke Bawwen 6ecnposogHon cetun (Puc. 6.3).

LWar 5: BuiGepuTe B cnucke Bawy 6ecnpoBogHyto ceTb, B 4gaHHOM npumepe ato BEWARD
(Puc. 6.3).

War 6: HaxmuTe kHOMKy [MoaknounTbeA], Nocne 4ero Ha 3SKpaHe MOSsIBUTCA OKHO C
OXngaHnem HaCTPOMKM NOLKIOYEHUS.

War 7: oxugante 3aBepLUeHUsA onepauun HaACTPOWMKM NPUBNU3NTENbHO B TeYeHWe ABYX
MUHYT.

Ecnu Bbl npaBunbHo BBenu PIN-kog, onepaums NOAKNoYEHUs NPOMAET YCNELLHO, U B OKHE
oXugaHms MOAKITIOYEHNS IP-kamepbl MnosIBUTCS Hagnucb  Buaa: Connecting to
AP(BEWARD)...success! (Puc 6.5). Ecnu kamepe He ygactcs yCTaHOBUTb COEANHEHNE C TOYKON
JocTyna, ToO B AaHHOM OkHe noasutca Hagnuck: Fail! (Puc 6.6), B TakoMm cnydae nonpobyinTte
nosTopuTh Warun (¢ 1 no 7) gna nogknodeHns metogom [PIN]. Ecnv Bam He ygaetca HacTpouTb
GecnpoBogHoe coeavHeHne, TO obpatutecb 3a nomowpkd K Bawemy cuctemHomy

agMVHUCTpaTopy.

BHUMAHUE!
MogpobHas HacTporika yHkumm WPS Ons KOHKpeTHOW MOAENU mapLupyTu3atopa B paMKax OaHHOro

PykoBoacTBa He paccMaTpyBaeTCsi U AOMmMKHa OblTb ONMcaHa B MHCTPYKLMU K MapLUpyTU3aTopy.

6.2.2 NMogknioyeHne 6e3 ucnonb3oBaHnA Beb6-mHTepdenca IP-kamepsbl
TexHonorns WPS no3BonsieT Takke OCyLLeCTBMTb nogknioveHme kK 6ecnposogHon cetn 6e3
HeobXoaNUMOCTN OOMNOMHUTENBbHOW HacTporkn |P-kamepbl unu maplupytudatopa 4depe3 Beb-

nHTepdeic. Monb3oBaTento HeobxoanmMo HaxaTtb kHonku WPS nooyepeaHo Ha MapLupyTu3aTope
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N Ha IP-Kamepe B Te4yeHre OTBeEeHHOro Ans 3TOro BpEMEHHOro nHTepBarna, KoTopbli cocTaBnsaeT
NPUMEPHO 2 MUHYTbI.

[ns ocyuwiecTBneHnMs HacTponku 6ecrnpoBOAHOr0 coeauHeHus 6e3 Mcnonb3oBaHus Be6-
NMHTepdenca BbINOMHUTE CreayoLme waru:

War 1: HaxmuTe kHonky [WPS] Ha IP-kamepe (KHOMka HaxoguTCA Ha 3adHEen CTOpPOHe
kopnyca).

LLar 2: B Te4yeHne ABYX MUHYT HaxmuTe kHonky [WPS] Ha maplupyTtusartope.

War 3: oxmnpante 3aBepLueHuns HaCTpOVIKM I'Ipl/l6]'II/I3VITeJ'IbHO B Te4yeHne OByX MUHYT.

NMPUMEYAHUE!
MNpu 3anycke npoLecca noucka W HacTPOMKM noakmoveHus IP-kamepbl MHOMKATOP MUTaHUSA Kamepsbl

MuraeTt (bl/lOJ'IGTOBbIM LBETOM.

LLar 4: npoBepbTe AOCTYNHOCTb KaMepbl N0 6eCnpoBOAHOMY COeAUHEHUIO.

6.2.3. NpoBepka goctynHoctu IP-kamepbl

lMocne 3aBeplieHus npoueaypbl noakntodeHus |IP-kamepbl Kk ©GecnpoBOAHOM  CETU
HeobxoauMO onpefenuTb KOPPEKTHOCTb NOAKMYEHUs. Mpy NpaBuIibHO BbIMOSTHEHHbBIX LIarax u
nogaepXkn texHonormn UPnP kamepa gomkHa 6biTb gocTtynHa B «CeTeBoM OKpyxeHum» B OC
Windows unu ¢ nomoupto MO «BEWARD IP Installer» (cm. nyHkT 5.3 gaHHoro PykoBoacTtea).

Ecnu xe nogaepxka texHonorun UPnP Ha IP-kamepe oTknoyeHa, To HeobxoamMmo y3HaTb
IP-agpec kamepbl, KOTOPbIA MapLLpyTM3aTop HasHauun IP-kamepe no 6ecnpoBOAHOMY CETEBOMY
nogknoyeHuto. [na aTtoro nogknioynte Kamepy npyv nomowiy npoBogHoro coeauHeHuss LAN n
nocmoTtpute |IP-agpec kamepbl ans 6ecnpoBogHoro coegmMHeHust B MeHio: Cemb - OCHOBHbIe -
Wi-Fi (Puc 6.7). Janee Heobxoanmo 3anTh Ha Kamepy no ykasaHHomy IP-agpecy. Npoueaypa
nonyyeHust goctyna kK Beb-mHTepdency kamepbl NoapobHO pacnucaHa B nyHkTe 5.3 AaHHOro
PykoBoacTBa.

Ecnn Bce HacTpoKrKku caenaHbl BEPHO, TO Bbl cmoxeTe nonyynTb JOCTYN K BEB-UHTepdency

IP-kamepsbl no IP-agpecy 6ecnpoBogHOro CoeaAnHEHUS.
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RAILLIADD -
BE\VARD N120 H.264 Wireless IP Camera
‘ X ( Tcp/1P | PPPOE f Wi-Fl 1 wps |
Uudopmaumn
CucremHbie Wi-Fi
w Cerb Wi-Fi Bkto4eHo E]
OCHOBHbIC MAC-anpe
JlononuurensvHbie
IP-a
Mpocmorp
Bocnpoussepexnme
CobbiTne ) 2
ASUS good
v Beward RD good
pruﬂyroJ [ 06Ho8MTs J
COPYRIGHT © 2013, Beward R&D Co., Ltd. Bee npasa saugmuzenn.
Puc 6.7

Ha atom HacTpownka 6GecnpoBogHoro Wi-Fi coeamHenusi yepe3 WPS ana IP-kamepbl

3aBeplueHa.

6.3. NMogknioyeHune Kk 6ecnpoBogHon Wi-Fi cetn 6e3 ncnonb3oBaHusa WPS

Ha cerogHAwHMM OeHb GOMNbLUMHCTBO MapLupyTM3aTopoB C nopaepxkon Wi-Fi Ttakke
nogaepxmsarT n TexHonornio WPS, HO HECMOTPA Ha 3TO MHOIMME MapLipyTM3aTtopbl HE UMEIT
AaHHOM byHKuuKn. B aToM cnyyae Heobxoaumo cHavana onpeaenutb HacTponkn GecnpoBOAHON
cetn. Onpegenutb HacTpownkm 6ecnposoagHoro Wi-Fi noakntoyeHns MoxHO ABymMs cnocobamu:

e 3antm uepe3 Beb-uHTepdenc B MeHW HacTpoek Bawero wmapwpyTtmusatopa u
onpeaennTb HAaCTPOWMKM CETEBOro MOAKIIYEHMS MapLUpyTM3aTopa (CM. MHCTPYKLUMIO MO
akcnnyataumn Bawero maplipyTtusatopa).

o Onpegenutb HacTtponkn Wi-Fi nogkniodeHna npu nomowm gpyroro obopynoBaHus,
NOAKMOYEHHOro K MapLupyTusaTopy (Hanpumep, HoyToyka).

Hwxe npuBeaeH npumep onpegeneHns HactTpoek Tpebyemorn 6ecnpoBogHON ceTH, a Takke

paccMOTPEeH MeTo4 HacTponkn GecnpoBogHOro nogkntoyeHnsa Bawen IP-kamepbi.

6.3.1. OnpeneneHue Tekywmx Hactpoek Wi-Fi cetn ana OC Windows 7

NMPUMEYAHUE!
OnncaHne ycTaHOBKM M HacTpouiku coeamHeHuns ansa Windows 7 BbimonHeHo Ha npumepe Windows 7
MakcumanbHas. HassaHue nNyHKTOB MEHIO U HEKOTOPbIX (PYHKLMI MOXeT oTnuyaTbes oT Bawen Bepcumn

Windows, ogHako anropntm npusefeHHbIX JeNCTBUA SBNAETCA YHUBEPCarbHbIM.
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NMPUMEYAHUE!

Ecnn HaCTpOIZKM 6eCI'IpOBOD,HOI7I ceTn Bam u3BecTHbl, Toraa Bbl moxeTe nponycTtutb OaHHbIN NYHKT

WMHCTPYKLUUKM U Nnepenamn K nyHKTy 6.3.2 gaHHoro PykosoacTtea.

PaccmoTpum npouecc onpegenenuns Hactpoek 6ecnposogHon Wi-Fi cetm ¢ nomoubto

NOAKMOYEHHOTO K HeW HoyTOYyKa.

[ns onpegeneHuns Tekywmux HacTpoek 6ecnposogHon Wi-Fi ceTn HoyTOyka oTKMouMTE OT

Hero kabenb Ethernet n nogkniounteck k Bawen 6ecnposogHon Wi-Fi ceTn.

Mocne noakntodeHus Kk Wi-Fi cetn HaxmuTte lyck — lNanens ynpasneHusi (Puc. 6.8).

(e Internet Explorer »
@ Skype 3
_.4'7 EnokHot 3
@ DVR Server

m BRSController

w BEWARD IP Visor

m BEWARD Player

i
Cigwe, CnyxBel

Microsoft Office Excel 2007 3

)
9, CnyxBel KOMMNOHEHTOB

> Beenporpam

[ Haiimu npozpamssei u gsaline:

Puc. 6.8

A

Nowymentsl

BEWARD

KomnbioTep
Manens ynpasneris
YcTpoicTea M NPUHTEPLI

Tporpammst no yuonusHIG

Cnpaska u noagepsxa

[Sasepuicnne paborer | ¥ |

B oTkpbiBwEMcA AvanoroBoM OKHe BbibepuTe nyHKT [[IpOoCMOTP coOCTOAAHUA ceTu u

3apad] B pasgene [CeTb u UHTepHeT] (Puc. 6.9).

HacTpoiika napameTpos KoMnboTepa

Cwcrema 1 Be3onacHocTs
MpoBepKa COCTORHUA KOMMBIOTEPS
ApHMBUPOB3HME JaHHBIK KOMMbIOTERA
Mowck u wcnpaenere npoBnem

|I'I§ocmm'p COCTOAHWA CETH W 33434 I

BriBop napameTpos AomMaluHER rpynnel u obLuero
AOCTYNA K A3HHBIM

ObopyaoBaHme 1 3ByK
MpocroTp yeTpoiicTs u npuHTEpOB
JloBasnenne ycTpoiicTea

Mporpammel

¥panenue nporpamme

Puc. 6.9

- Mouck & nanenu ynpasnerus
Mpocmotp:  Kateropwa ~

YueTHble 3anvcK NoAb30BaTeNEd 1

CEMEWH...
@,ﬂ,uéasnenme W YABNEHWE YHETHBIX 33NHCEi
nonesoearenei

@ ¥craHoeka POAMTENECKOINC KOHTPOMA ANA BCEX
nonesosatencii

OdopmaeHue W NepcoHanmsaumna
Mzmenenne Temel

Wsmenenune dona paBodero crona
Hactpoiika paspeluenus skpaqa

Yacel, A3bIK W pervod

CrieHa packnagkn KNaBnaTypsl WK 4pyria
cnocoBos BBO4a

Wamenenue Azsika uHTepdeiica

CI'IE‘LlHaﬂthIE BO3MOMHOCTH
Pexomengyembie Windows napamertps
OnTumMuzauns nsoBpakeHns Ha IKpaHe
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B oTkpbiBLLIEMCSH OKHE HaXxXMuTe [BecnpoBogHoe ceTeBoe coeauHeHue] (Puc. 6.10).

Manens ynpaenexna -
AOMBLLHAR CTPaHMLE

Wzmenenne napamerpos
afanTepa

WzmenuTs 4ononHUTENBHBIE
napameTpel obLyere goctyna

Cr. TakoKe
Bpanamay3p Windows
Jomalwnans rpynna

CeoiicTea oBospesatenn

NMPUMEYAHUE!

BHUMAHUE!

NoABUTbLCA.

o
@@v s <« Cetb u MinTeprer » LleHTp ynpasneqna ceTAMW W 0BLLAM A0CTYNOM - Mouck & naxenu ynpasseHus

MpocMmOTp OCHOBHLIX CBEAEHWIA O CETU M HACTPOKa MNOAKAKOUEHUIA

@,‘ A 0 MpocMoTp nonHoii kapTel
- -,

COMPUTER BEWARD MHTepHer
(370T KoMMBHOTER)

I'Ipocmorp AKTHEHBIX CETEN Mo aKNHoYEHWE MKW OTKNHYEHNE

& BEWARD Tun goctyna: WHTEpHET
Pabouan cets MNogknroyeHua: -1# bBecnpoecaHoe
CETEE0E COE4MHEHNE
(BEWARD)

zmeHeHne ceTesex napametpos

ﬁ- HE(TpDﬁKE HOBOro NOAKNHOYEHWA MK CETH
it

Hactpoiika GecnpoeogHoro, WMpeKononocHore, MogemHore, npamoro wan VPN-nogniouerna
WM 3KE HACTPOWKE MApLLUpYTUIaTOpPa UM TOYKKM JOCTYNa.

‘s. MoAKNHYNTECA K CETH

MoAKNHOYEHWE WA NOBTOPHOE NOAKIMOYEHNE K BECNPOBOAHOMY, NPOBCAHOMY, MOLEMHOMY
CETEBOMY COEAMHEHNID AW noginrodenue K VPN,

*& BriGop gomaluHeid rpynnbl u napametpos obLiero goctyna

fAocTyn K daiinam n NpUHTEPaM, PAcNONOKEHHBIM Ha ADYTMX CETEBBIX KOMMEHOTEPEX, MK
W3IMEHEHWE NAPaMETPOB OGLLI,EI'O AoCTyna.

¥cTpaHenue Henonajok

AnarHocTuka M NCNPaBAEHNE CETEBBIX NPOBAEM MAKW NOAYYEHNE CEELEHNA 06 ncnpasneHnn,

Puc. 6.10

nnaHmpyeTcs nogknounTs IP-kamepy.

Mpn HanNMuMM HECKOMbKMX CETEBbIX MOAKIYEHUI BbibepuTe B6eCcnpoBOHOE NOAKMOYEHME, K KOTOPOMY

Ecnu y Bac HeT Takoro nyHkTa MeHto, ybeamntech, 4to Baw HoyTOyk nogkntoveH k cetn Wi-Fi: oTknioumTe

ceTeBoln kabenb OT HoyTOyKka, Bkntounte agantep Wi-Fi, nocne 4yero AaHHbIA MYHKT MEHK [OOMKEH

B oTkpbiBLLEMCS OKHE yka3aHo ums Bawen 6ecnposogHoun cetu [SSID]. 3anomHute nubo

3anuwnTe HasBaHWe ceTun, OHO MoHagobutca npu nogknodeHun kamepbl kK Wi-Fi cetn. Haxmute

kHonky [CBeaeHunsa] (Puc. 6.11).
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ol CocroaHme - BecNpoOBOAHOE CETEBDE COEAMHEHNE g

Ofiwme

MoaknodeHie

IPv4-noaknoHeHme: WHTepHeT
IPvE-NoaKNOYEHHE: Bes pocTyna K MHTEpHETY
CocTosHWe cpeasl: MoaknoyeHo
ssID wireless

ANUTENEHOCTE: 00:30:42

CKOpOCTb: 54,0 MauTfc

KayecTeo curHana: ﬂﬂ!

AKTUBHOCTE

h ——  TlpUHATO

il

805 509 770

[ '@'Csoﬁcrsa ] ['@OTKJ‘I!OHMTI:] [ AnarHocTuKa ]

Puc. 6.11

B oTKkpblBLUEMCH OKHE MOXHO yBMAETb MHAOPMaLMI0 O TekylleM 6ecrnpoBOAHOM CETEBOM
nogknoyeHun (Puc. 6.12).

CeegeHua O CETEEOM nmumm u

IononHWTENEHBIE CEEASHWA O CETH:

CeolicTBo 3HaueHue

OnpeaeneHHeslii ana no...

Onicaque Intel{R} WiFi Link 1000
PUIMISCKWIA aapec 00-24-1D-57-45-30

DHCF Brniower Oa

Appec IPv4 192.168.0.14

Macka noncem [Pvd 255.255.255.0

Apexpa nonyyeHa 12 aneapa 2011 r. 3:20:21
ApeHpa wcTekaeT 12 pespans 2011 r. 3:20:20

rlinios no ymonuaniio [P 1952.168.0.
DHCP-cepsep IPv4 152.168.0.1
LONS-cepsep IPvd 1592.168.0.1

WINS-cepsep IPvd

Cnyx6a NetBIOS vepes... Ha

NokaneHsi IPvEagpec... feB0:3126:2820:8112:163%11
WWntos mo ymonuaHaio 1P

DNS-cepeep IPvE

4 T

Puc. 6.12

3anuwmnte oTmeveHHble Ha PucyHke 6.12 pnaHHble: [Agpec IPv4], [Macka nogcetu IPv4],
[DNS-cepBep IPv4], [LLUnto3 no ymonyaHuio].

Tenepb Heobxogumo noaknountb IP-kamepy N120 k Bawen 6ecnpoBogHon cetu. [Npwm
aToM kamepa N120 pomkHa ObiTb BkMoYMeHa B Bawy npoBodHyt rnokanbHyl ceTb AnS

nepBoHaYvarbHOW HAaCTPOMKU.
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6.3.2. UameHeHune HacTpoek Wi-Fi coegnHeHus IP-kamepbl Yepes3 Be6-uHTepdenc
Monyunte pocTtyn k BebG-uHTepdency IP-kamepbl nobbiM 13 cnocoboB, OMUCaHHbLIX B
nyHkTe 5.3 Ansa npoogHoro coeamHeHunsa B OC Windows 7.

B oTkpbIBLLIEMCSI OKHE BBEAMTE MMS Norb3oBaTtens U napons (Puc. 6.13).

BHUMAHUE!

Vimsa nonb3oBaTtesns no ymonyaHuto: admin. MNMaponb no ymonyanuto: admin.

—— R,

Ans exoaa Ha cepeep 192.168.0.99 no aapecy N120 H.264 Wireless IP
Camera HyxHbI MR NONL3OBATENS W NAPOAL.

Mpeaynpexaenue: Cepeep Tpebyer nepeaaumn MMeHn NOALICEATENA U
napons uepes nebesonacHoe coeguHenne (Byaer sbinonHena oboiunas
NPOEEPKa NOANHMHHOCTH).

"=

ATb YHETHBIE A3l

Puc. 6.13

Mocne ycnelHoi aBTopusaummn Bl cMoxeTe yBuaeTh Yepes Be6-6paysep nsobpaxeHue ¢

Bawen IP-kamepbl.
B BeG-nHTepdernice kamepbl Haxmute kHonky [HacTpomku] X nepenavte B MEHI0
Cemb — OcHogHble 1 BblbepuTe Bknagky [Wi-Fi], npegHasHadYeHHy0 Ons HAaCTPOMKN OCHOBHbIX

napameTtpoB 6ecnpoBogHoro coeanHenus (Puc. 6.14).

Be\VARD N120 H.264 Wireless IP Camera
|._‘_.' L_XJ TCP/IP pppoE [ Wi-Fi | wps |

Wb opmaymn

Cncresamee v
® Cemb Wi-Fi OTkno4eHo

JAononHWUTEeNnbHbIE

Mpocmortp

BocnpousBefeHue

Cobbitne

COPYRIGHT © 2013, Beward R&D Co., Ltd. Bee npass Sawmmensd.
Puc. 6.14
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Ha paHHom cTpaHuue B cTpoke [Wi-Fi] Bbibepute nonoxeHne [BknrouuTtb]. Yepes

HEKOTOpPOE BpeMs (HECKONbKO MUHYT) KaMepa BbiBEAET CMMCOK JOCTYMHbIX 6€CNpoBOAHbLIX CETEN.
Bbibepute cpean HamgeHHbix 6GecnpoBogHbIXx ceTen Bawly, LWenkHyB no Hen neBon

KHONKow mbiwmn (Puc. 6.15).

NMPUMEYAHUE!
Yto6bl HanTn Bawy ceTb B Tabnuue [O6HapyxeHHble 6ecnpoBoAHble ceTu], HamaguTe CTPOKy, Ans
KOTOpoK 3HayveHue ctonbdbua [ESSID] coBnagaeT ¢ 3anucaHHbiM Bamu 3HaveHmem [ESSID] (cMm. NyHKT

6.3.1 naHHoro PykoBoacTtsa).

BC\VARD N120 H.264 Wireless IP Camera

. X ((Tcp/ip | PPPoE | Wi-Fi | WPS )

Uudopmauymn

CucremHbie Wi-Fi
¥ Cetp Wi-Fi BrnroyeHo B

OcHoBHbIE

JlononuurensvHbie
Mpocmorp
Bocnpoussegexnme

Cobbitne

ASUS good
Beward RD (=]

BpyuHyo | | OBHoswTs |

COPYRIGHT @ 2013, Beward R&D Co., Lid. Bee npssa saupmusensi.

Puc. 6.15

Mocne atoro npeactouT BbibpaTe cnocob HAacTpoOMKM coefuHeHnsa ¢ ceTbto. CyulecTByeT
ABa BapviaHTa HaCTPOWKN CeTu:

e ABTOMaTMYeCKMUM - kHoMKa [MoaknYnTLCA]

e PyuyHas HacTpomKa - kHonka [Bpy4Hyo]

Ecnmn B Bawen 6GecnpoBogHon cetu ectb DHCP-cepBep, KOTOpbIi Ha3HavaeT
OnHamunyeckune IP-agpeca ycTporucTBam B ceTu, To Bbl MOXeTe BbiGpaTb BapMaHT aBTOMaTUYECKON
HacTporku Wi-Fi nogknmoyeHusa. Ona atoro Haxmute kHonky [[oakmouuTbeA], nocne 4ero
NosIBUTCH OKHO, NpuBeaeHHoe Ha PucyHke 6.16.

Ecnu ceTb 3awmiieHa oT HeCaHKUMOHMPOBAHHOMO MOAKMYEHNs, TO NoTpebyeTca BBECTU
Kntoy wncppoBaHus (naponk) AaHHoW ceTn. BeeguTe knioy wndposaHua B none [Maponb], 3atem
NMOBTOPHO BBeAuTe TOT e KoY wudpoBaHua B none [[oBTopHo] (Puc. 6.16). 3HayeHus

HacTpoek B nonsax [AyteHtudpmkaums] v [LUndpoBaHue] onpenenstotTcs asToMaTnyYecKu.
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r B
(2 hitp://192.168.0.99/netwark_wireless_setting.htm7connect_1 - Internet Explor... E@g

‘ '“J http://192.168.0.99/network_wireless_setting.htm?connect_1 <] |

MogknroyeHne K cetn

ESSID

PexuM @ Knuent Ad Hoc

AyTeHTUdUKALMA
WndposaHue

Mapone

MoeTopHo

(64 HEX cuMBONa WNKM 0T & Ao 63 ASCIT CUMBONOE)

CoxXpaHunTe ] [ OTMEHWTE

Puc. 6.16

[nsi coxpaHeHust N3MEHEHUN CeTeBbIX HACTpPoeKk 6ecnpoBOAHOIO0 COEOMHEHUSI HaXMUTE
kHorky [CoxpaHuTb]. Ecnu BCe HaCTpoOWMKM caenaHbl NpaBUIibHO, TO MOAKNHYEeHWe npounaet

yCreLwHo, nocre 4Yero nosiBUTCS OKHO, nNpuseaeHHoe Ha PucyHke 6.17.

BG\VARD N120 H.264 Wireless IP Camera
ﬁ L X TCP/1IP Wi-Fi | wes
Uudopmaymna
CucremHbie Wi-Fi
¥ Cetb Wi-Fi BxnwueHo B
OcHOBHbDIE
NononuurensvHbie
Mpocmorp
N ObrHapyxeHHbie BecnposogHbsie cetn
Bocnpoussegenue
CobbiTne ESSID Curnan BesonacsocTs Pexy
[ AsUs good WEA. £§ 1ib/g/n
v Beward RD good WPA-PSK/TKIP 1ib/g/n
BpyuHy0 ] [ 06HOBUTE
COPYRIGHT © 2013, Beward RAD Co., Lid. Bee npass sawmuzens.
J
Puc. 6.17

B naHHoM okHe B cTpoke [IP-agpec] ykasaH IP-agpec, npucBoeHHbIn DHCP-cepBepom ang
BecnpoBogHOro coeguHeHus kamepbl. Wcnonb3ya AaHHbi IP-agpec, Bbl cmoxeTe 3anTu Ha
Kamepy yepes 6ecnpoBogHOe coeanHeHMe.

Ecnu B Bawen 6ecnpoBogHon cetn HeT DHCP-cepsepa nnbo No Kaknm-To npuymMHam He
yAaeTcs yCTaHOBUTb COeMHEHME aBTOMaTU4eCkMM CnocoboM, OnMcaHHbIM Bbilwe, TO Bbl MoxeTe
MCMNONb30BaTb PYYHY HACTPOMKy 6ecrnpoBOAHOro noaknioveHus. [Ona HacTporku NOAKIYeHUs

BPYYHYIO Ha>XMUTe KHOMNKY [BpyuHyto]. [ossutca okHo, npuBegeHHoe Ha PucyHke 6.18.
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@ http://192.168.0.99/network_wireless_setting.htm?manual_new - Internet Explorer, opti...l | e S

‘ “‘J http://192.168.0.99/network_wireless_setting.htm?manual_new B |

MogknwyeHne K CeTH

ESSID Beward
Pexiam @ Knuent @ Ad Hoc
AyTeHTUdUKaLMA WPAZ-PSK |Z|
Lindposanue AES |Z|
Mapons sresevee
MoeTopHo ssssenes
(64 HEX cMMBona vy oT 8 Ao 63 ASCII CUMBONORE)

& MonyywTe IP-agpec asTomatvyecky (DHCP)
@ MWcnonssoeaTe cnegyrowmii IP-agpec

IP-agpec 192 . 168 . 0 . 99

Macka nogceTtu 255 . 255 . 255 . O

OCHOBHOIA LLMHO3 152 . 168 . 0 . 1

CoXpaHuTe ] [ OTMEHWTE

Puc. 6.18

Ha PucyHke 6.18 nokasaHbl nons, koTopble 6yaer Heob6xoouMO 3anosiHUTb BPYYHYHO.
BBeanTte B gaHHbIe Nons 3Ha4YeHUs, COOTBETCTBYOLWME napameTpam Bawen 6ecnpoBogHon ceu,
KoTopble Obinv onpeaeneHbl C NOMOLLbIO HOYTOYKa (CM. NyHKT 6.3.1 aaHHoro PykoBoacTea).

ESSID: BBeguTe nms Baluen 6ecnpoBogHON ceTu.

[AyTeHTUduKaumsn]: Bblbepute TUN ayTeHTUdukaumm B Bawewn cetn. [Ona 6Gonbluen
6Ge3onacHOCTN pekoMeHayeTcs BbloupaTb Tvn ayteHTudmkaumm WPA2 npy ycnoBun Nogaepxku
CO CTOPOHbI MapLupyTusartopa.

[WndpoBaHue]: Boibepute TN LWNdPOBaHNA, KOTOPLIN Ucnonb3yetcd B Bawen cetwu.
Onpepgensetca aBTOMatu4ecku, HO AOCTYNEH A8 U3BMEHEHUSA U NPY HEOBXOANMOCTU MOXET ObITb
N3MeHeH nosb3oBaTenem Ha Apyroe 3HayeHue.

Maponb: Ecnu ceTb 3awmiLeHa OT HeCaHKLMOHUPOBAHHOMO NOAKIMYEHUS, To noTpebyeTca
BBECTM KNIOY LWKUpoBaHnsa (naponb) AaHHOM ceTu. BeeguTe knwod wudpoBaHus B none
[Maponb], 3aTeM NOBTOPHO BBEAUTE TOT e KoY wndposaHus B rnore [MosTopHo] (Puc. 6.18).

IP-appec: BBeanTe 3HayYeHVe U3 TOM Xe noaceTn, YTo 1 3HadveHune IP-agpeca, 3anucaHHoe
Bamu B nyHkTe 6.3.1 gaHHOro PykoBOACTBa, HO OTNMYaIOLLIENCSA OT HEro 1 ApYrux agpecos B CETU.

Macka noaceTu: BBeanTe 3Ha4eHNe Macku NoAcCeTU.

OcHOBHOW WINKO3: BBEAWTE 3HAaYEHNE OCHOBHOIO LUMO3a.

Mpepnountaembin DNS-cepBep: BBeanTe 3HaueHne DNS-cepsepa.
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[na coxpaHeHus M3MEHEHUN CEeTEBbLIX HACTpoek 6ecnpoBOOHOIO COEAMHEHUS HaXMUTE
kHoMKy [CoxpaHUTb].

B nosiBuBLLEMCA OKHE HEOOXO0AUMO HaxaTb kHoMky [OK] (Puc. 6.19).

-
Coobuerune ¢ s26-cTpaHMLb M

I_\ HacTpoiikn yonewHo n3MeHeHsl.

Puc. 6.19

Mogoxante HekoTopoe Bpemsa (okono 30 cek.) Ansd NpMMEHEHN HOBbIX HACTPOEK Kamepbl
N 3aBepLleHns npouecca noaknodeHnst no 6ecnpoBogHoMy coeamHeHuto. [Mocne 3aBeplleHus
HacTpovikn BecnpoBogHOro coeanHeHus B cTpoke [IP-appec], kak nokasaHo Ha PucyHke 6.18,
OOImKeH nosiBuTbca TOT |IP-agpec, koTopbil Bbl HasHauimnu kamepe ana 6GecnpoBogHoOro

coefIHeHUs.

6.3.3. NpoBepka npaBunbHocTn Hactpoek Wi-Fi coeanHeHus IP-kamepbl

[Ona KoHTponsa npaBUITbHOCTU ceTeBbiX HacTpoek ©ecnposogHoro Wi-Fi nogkntoyeHus
Kamepbl M KOMMbKOTEPA HY)XHO MOAKMYUTBCS K Kamepe 4vepes Gpaysep Internet Explorer. [ns
atoro Haxmute [llyck — Bce lpozpammbl v HaxxmuTe CTpoky [Internet Explorer]. Beegute B
agpecHon ctpoke IP-agpec, npucBoeHHbI kamepe gns 6ecnposogHoro Wi-Fi coeanHeHns (Puc.
6.20).

BHUMAHUE!
Ona nposepkn 6ecnposogHoro Wi-Fi coeanHeHuns BBeaute B Gpaysepe IP-agpec, ykaszaHHbIN B MyHKTE

6.3.2 naHHoro PykoBopacTea.

- = .
E =
GI’\- )| @ nitp//1921680.99/ B~ 3 % | @ niycren crparinua ) g ied

Puc. 6.20
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Beegute nms nonb3oBaTensa u naponb, nocne vyero Haxmute [OK] (Puc. 6.21).

BHUMAHMUE!
Vimsa nonb3oBaTensa no ymonyanuto: admin. Maponb no ymonyanuto: admin.

[Ans exoaa na cepeep 192.168.0.99 no agpecy N120 H.264 Wireless IP
Camera HyxHbl MMA NONL30BATENA W NAPOAb.

nMenn

Mpeaynpexaenue: Cepeep Tpebyer nepes;
HOE ¢ (GYAQT

Napons wepes
NpoBepKa NOANMHHOCTH).

"’ —| | admin
=
[ 3anomHuTs yueTHbIe AaHHBIE

Puc. 6.21

Mpy nNpaBUNbHO BbLINOMHEHHBLIX AENCTBUSIX Bbl cmoxeTe yBuaeTb 4vepe3 BebO-Opaysep

n3obpaxeHue ¢ Bawen IP-kamepbl (Puc. 6.22).

N 7@ S
£~ B¢ x| 1Y19216809 x ! ok

& @ Y http://192.168.099/

N120 H.264 Wireless IP Camera

" [ BeWARD

I'npocnorp ] Hacrpoikn

l 2013-03-26 12:14:51 l @ S——, I @ @

COPYRIGHT © 2013, Beward R&D Co., Lid. ALL RIGHTS RESERVED.

Puc. 6.22

Ha aTomM HacTpolka ceTeBoro nogkmntoveHnss kamepbl K ©GecnposogHon cetn Wi-Fi

3aBeplLUeHa.

PykoBoacTBO no nogkntoyeHuto IP-kamepbl N120



B@\UARD I'nasa 7 Ilooknouenue IP-kamepvl k cemu Mnmepnem

MnaBa 7. NoakntoyeHue IP-kamepbl K ceT UHTepHeT

7.1. O6wume cBeaeHUA 0 noakno4vYeHun IP-kamepbl K cetn UHTepHeT

Mpun yctaHoBke IP-kamepbl N120 B kBapTupe, KOTTemke unu oduce, obblvHO TpebyeTcs

UMeTb K Heu OOCTyn He TOJIbKO U3 nokKanbHOM CeTn TOro UM MHOrO MOMELLEHUS, HO U U3 CETU

NHTepHeT.

B atom cnyyae pns ogHoBpeMeHHoW paboTbl KOMMbIOTEPOB, HOYTOYKOB, |IP-kamep u

Apyroro obopyaoBaHusa B ceT MIHTEpHET, Yalle BCero, Ucnosnb3yeTcs maplipyTtusatop. Mpu atom

Aans nogknoyeHns no Wi-Fi Tpebyetcs, 4tobbl MapLupyTM3aTop MMen noaaepxky 6ecnpoBogHoro

UHTepenca.

rlpl/l opraHnsauumn [octyna K |P-BI/ILI,eOKaMepaM n3 cetn MHTepHeT, KakK npaBuno,

MCNonb3yrTCA crnegyrowme Tpy BapunaHTta:

MmeeTca BblAeNeHHbIM NpoBanaepomM BHeLWHW ctatudeckun IP-agpec wnn PPPOE-
coeauHeHue. lpn atom, gaHHbin |P-agpec (nmnn PPPoE-coeanHeHnne) mcnonb3yeTtcs
AN NOAKIIYEHUS TONbKO OAHOW |P-kamepbl 1 He MOXeT BbiTb Ha3Ha4YeH eLle KakoMy-
nmnbo yCcTponcTBay.

MmeeTca BblgeneHHbI NpoBangepoM BHELWHWMKA cTaTtundeckun [IP-agpec, KoTopbin
Ncnonb3yeTcs Ans NoakniyeHus K cetn IHTepHeT oomMCHOM NN AOMaLLHEN NTOKanbHON
CeTn, K KOTOPOW, B CBOK ovepedb, NnaHnpyeTcs MOAKMIOYUTL O4HY UM HEeCcKonbko IP-
kamep. lMpyn Takom MNOAKNIOYEHUN MCMONb3yeTca MapLlipyTusatop. pu 3aToM 4mucno
NnogkrnyaemMblX Kamep 3aBUCUT, B OCHOBHOM, OT KOMMYeCTBa nepeHasHavyaemblx
MapLUpyTM3aTOPOM MOPTOB.

lMpoBanoep He BbloensieT BHeLWHWMKA cTatudeckun IP-agpec. IP-agpec HasHavaetcs
npoBangepomM OUHAMUYECKM, TO €CTb TaK, YTO MpU KaK4OM HOBOM MOOKMHOYEHUN 3TOT
agpec npuceamBaeTcs 3aHOBO M M3MeHdAeTca B npouecce paboTthl (Takas cutyauus
ocobeHHO xapakTepHa npu pabote uyepe3 ADSL un GPRS). B atom cnyyae, 4ToObl
obecneynTb BO3MOXHOCTb MOAKMIOYEHUS OOHOWM WIIM HECKONbKUX Kamep K ceTu
MHTepHeT, BHE 3aBUCMMOCTU OT TOro, kakon IP-agpec BblgeneH npoBangepom B AaHHbIN
MOMEHT, HeobxoOUMO  3a4eNCTBOBaTb  MHTEPHET-CNYXObl, paboTawolme ¢

ONHaMn4eCKMMn agpecamu.

Hanee, 3T BapuaHTbl opraHusauumn poctyna K IP-kamepam u3 cetn WHTepHeT OyayT

paccMOTpeHbI NoapobHee.
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7.2. MNMopaknio4yeHne npu crtaTUyecKoOM BHewHem I|P-agpece wnu PPPOE-

coeAVHEHUN

7.2.1. Ucnonb3oBaHune ctatndeckoro IP-agpeca

Ana nogkniodeHns IP-kamepbl kK cetu MHTepHeT HeobGXOoAMMO M3MEHUTb ee ceTeBble
napameTpbl B COOTBETCTBUM C JAHHbIMU, NOMYyYeHHbIMK OT npoBaraepa. Kak npasuno, nposangep
npegoctaBnseT cnegyowme ceteBble HacTpouku: IP-agpec (B AaHHOM cnydae, cTaTUYeCKui),
Macka nogceTn, Ceteson wno3 1 agpec DNS-cepsepa.

[ns nonydeHuna goctyna Kk IP-kamepe yepes ceTb VIHTepHET no ctatuyeckomy IP-agpecy
Heo6xo4nMO BbINONHUTE CreayoLwme Wwarw:

LWar 1: nogkniounte IP-kamepy Hanpsimyto kK Bawewmy K.

LWar 2: nameHuTe ceTeBble HACTPOMKM NPOBOAHOIO coeanHeHus |P-kamepsbl (CM. NyHKT 5.5

OaHHoro PykoBoacTBa) B COOTBETCTBUM C HACTpoOMKaMu, npefoctaBneHHbiMn Bawunm NHTepHeT-

nposangepom (Puc. 7.1).

N120 H.264 Wireless IP Camera
“ X Frce/1p '1 PPPoE ] Wi-Fi ] WPS }
WUndopmaymn
CHMCTEMHDBIE Mpotokon MHTepHeTa Bepcuu 4 (TCP/IPv4)
¥ CeTb MAC-agpec
@ MonyuwTb IP-agpec aBToMaTuuecku (DHCP)
MononHuTenbHbie i
@ WcnonbzoBaTh cnefyiowwi IP-agpec
Mpocmorp
Bocnponaseneume IP-appec 80 . 65 23 173
CobbiTne Macka nogcetu 255 . 255 255 252
OCHOBHO# W02 80 . 65 23 174
@ Wcnonbzoeate cnegywowwe agpeca DNS-cepeepoe
DNS-cepeep 1 80 . 65 20 1
DNS-cepsep 2 80 . 65 16 1
HTTP
HTTP-nopT @ 80 € (1124 ~ 65534)
CoxpannTs I I OTMEHMTE
COPYRIGHT @ 2013, Beward RED Co., Ltd. Bce npasa saupmuesn:.
Puc. 7.1

War 3: nogkntouunte IP-kamepy Kk BolaeneHHon cetu Ethernet.

Ecnu Bce napameTpbl ykasaHbl BEpHO, kKaMepa [0ShkHa ObITb 4OCTYNHA B CETU VIHTEpHEeT.
B nprvBegeHHOM nprvmMepe npoBangep NpeaocTaBun crieayowme aHHble:

IP-appec: 80.65.23.173

Macka noagcetun: 255.255.255.252

OcHoBHOW wWnto3: 80.65.23.174

DNS-cepBep 1. 80.65.20.1

DNS-cepBep 2: 80.65.16.1
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B obwem cnyyae, anga obpaiieHus k IP-kamepe 4Yepes ceTb VIHTEpHET B agpecHOn CTpoke
Opaysepa BBoguTcAa cnegywowmn 3anpoc: http://[<IP>:<Port>, rge <IP> — IP-agpec kamepbl,
<Port> — 3HayeHne HTTP-nopTta. Tak Kak B JaHHOM Mpumepe ucronb3yeTtca 3HadveHne HTTP-
noprta, 3agaHHoe no ymondauuto («80»), TO, 4TOGbLI O6GpaTUThCA K IP-kamepe 4yepes ceTb

NHTepHeT, Heobxogmmo HabpaTb 3anpoc «http://80.65.23.173».

NMPUMEYAHUE!
Mpu nopknioyeHun K kamepe 4deped HTTP-nopT, 3agaHHbI NO ymMonyaHwuio (3HadeHne paBHO «80»),

3anpoc B agpecHon cTpoke 6paysepa umeet Bua: http://<IP>,—rae <IP> — IP-agpec kamepbl.

7.2.2. Ucnonb3oBaHne PPPoE-coeauHeHus

WHTepHeT-npoBarigep He Bcerga MoxeT obecnevnTb MOAKMIYEeHWe No ctatudeckomy |P-
agpecy. Yawe Bcero, npoBangep opraHudyet pgoctyn k cetnm WHTepHeT uyepe3 PPPOE-
coeavHeHune. B aTom cniyyae, oH npegocTtaBnseT aboHEHTY UMSA Nonb3oBaTens 1 Naponb.

IP-kamepa N120 nopaepxuBaet PPPOE, nm gna ero wucnonb3oBaHUa HeobXoaAnmo
BbIMOMHUTE cnegyloLlme waru:

War 1: nogkniounte IP-kamepy k Bawwen nokaneHon cetn nnm Hanpsmyto k MK (cm. Maey 5).

LWar 2: soiauTe B MeHio PPPOE-HacTpoek |P-kamepbi: HACTPOMKM “X.| — Cemsb —
OcHoeHble — PPPOE.

LWar 3: B TekcToBbIX Nonsx [[onb3oBaTtens], [Maponb] BBeanTe 3Ha4eHUs, NOMyYeHHbIE

oT NHTepHeT-npoBanaepa (Puc. 7.2).

N120 H.264 Wireless IP Camera
“ X TCP/IP r PPPoE 1 wi-Fi | wres |
WHdropmauma
CucreMHble PPPoE
® CeTb PPPoE @ Bkn © Otkn

[lOMONHUTENbHbIE

Monbzoeatens userpppoe
MpocmoTtp

Mapone sssssanse
BocnpouzeegeHue
Cobmitne MoeTopuTe napono sessesese

@ MonyuuTo agpec DNS-cepeepa aBToOMaTHYECKKM

O WcnonbzoeaTth cnegyowue agpeca DNS-cepeepos

CoxpaHuTb ] [ OTMEHUTD
COPYRIGHT © 2013, Beward R&D Co., Ltd. Bee npasa zaupuess.
Puc. 7.2

LWar 4: ona npuHATUS U3MEHEeHUA HaXxmnTe KHonky [CoxpaHuTb].
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‘ BHUMAHUE!

[na npymeHeHns ceTeBbIX NapamMeTpoB TpebyeTcs nepesarpyska yCTpOMCTBa.

War 5: nogkntouunte IP-kamepy Kk BolaeneHHon cetu Ethernet.

BHUMAHUE!
Mocne nogkntoveHus IP-kamephl k BblaeneHHon cetn Ethernet oHa 6ygeTt goctynHa B ceTu VIHTepHeET nopg,

IP-agpecom, NpMcBOEHHbIM e Bawmm npoBarigepom n otobpaxaembiM B none [IP-agpec] (cm. Puc. 7.2).

NMPUMEYAHUE!
Onsa ynobetea, IP-agpec kamepbl, No4 KOTOPbIM OHa OOCTYNHa B ceTu VIHTepHeT, MoxeT ObiTb coobLueH
Ha ykasaHHbIi Bamun agpec anekTtpoHHOM nouTthbl (PyHKUMA «IP-yBegomneHuey). [ina HacTponkn gaHHON

onuwmu, noxanymncra, obpatutecb kK PykoBOACTBY MO 3KCnnyaTaumm.

Ona obpaweHuns k IP-kamepe u4epes ceTb WHTepHeT, B agpecHom cTpoke Opaysepa
BBOAUTCA criegytowmn 3anpoc: http://<IP>:<Port>/,— rge <IP> — IP-agpec kamepbl, Ha3Ha4Y€HHbIN
Bawwum nposangepom npu ycraHosrneHnn PPPoE-coeanHeHnuns, <Port> — 3HadyeHne HTTP-nopTta

(no ymonyaHuto pasHoe «80»).

NMPUMEYAHUE!
Mpu nogknoyeHun k kamepe vYepe3 HTTP-NopT, 3agaHHbIN N0 yMonyaHuto (3HavyeHue pasHo 80), 3anpoc

B afjpecHow cTpoke bpay3epa umeet Buga: http://<IP>, roe <IP> — |P-agpec kamepbl.

7.3. NMopknioyeHne 4epe3 cetb UHTepHeT K IP-kamepam, HaxogswMMcs B
JNIOKanbHOW ceTu
Ecnn poctyn B ceTb VIHTepHeT ocyllecTBnAeTca no BbigerneHHon nuHum Ethernet unu no

ADSL, ons nogkntoYeHns nokanbHOW CEeTU UCMONb3yeTCa MapLUpyTU3aTop.

BHUMAHUE!

Ona ucnonb3oBaHWs JaHHOrO MeToda MOAKMoYeHUs Heobxooumo 3apaHee npuobpectn y Balero
npoeaigepa MYBNMYHBIA CTATUYECKWUWN IP-agpec. lMpoBaiioep npenocTaBnsieT, Kak MpaBuiio,
ONHAMWYECKU BHYTPEHHWW |IP-agpec, KOTOpbIA [JOCTYNEeH TOMbKO B MOACETM nposainaepa.

[NoaTomy yTouHuTE TUN ncnosnb3yemoro Bamu IP-agpeca 3apaHee.

[na Toro 4yToGbl nogkntounTbea K IP-kamepe M3 cetn VIHTepHeT, Hago obpatutbes no IP-
agpecy, BblgaHHOMY npoBangepom («BHeELWHUny IP-agpec mapLipytmnsaropa), 1 K onpegeneHHomy
HTTP-nopty.
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BHUMAHUE!
Mpn obpaweHun n3 cetn WHTEepHeT Onsi BCex Kamep, HaxoOsWuxXcs B OOHOW JlOoKanbHOW CeTw,
CyLLIeCTBYeT TONbKo oauH IP-agpec (BbloaHHbIA npoBangepom). [osToMy Anst AOCTyna K 3TUM Kamepam

HeobxoQMMO KaxKaoW Ha3Ha4YUTb CBOMU rpynnbl NOPTOB.

[na atoro TpebyeTcs BbINONHUTL Creayolme 4eNCTBUSA:

e 13MeHUTb ceTeBble NnapameTpbl |IP-kamep B COOTBETCTBUM C HAcTponKamMmmn, NPUHATLIMA
B Bawen nokanbHon cetn (cM. nNyHKT 5.5 Ona npoBOOHOrO MOAKMOYEHMST KaMmep K
rIOKanbHOW ceTn).

e HacTtpouTb yHKUUIO nepeHanpasneHus noptoB. [aHHaa dyHKUMA no3sonsdeT
nepeHanpaenaTb obOpaweHns u3 cetn VIHTepHeT K KakoMmy-nnbo yCTPOWCTBY,
NOOKIMHYEHHOMY K JflokansHon ceTn, ¢ BHewHero WAN-nHTepderica mapLlupytusaropa
Ha ero BHyTpeHHuMn LAN-uHTepdenic u obecnednBaeTcsa npakTU4eckn mnobbim
COBPEMEHHbBIM MapLUPYyTU3aTOPOM.

Mpn aTOM cywecTByeT gBa crnocoba HaCTPOMKM MapLlpyTmM3auumn (nepeHanpasneHus

nopToB):

¢ Vcnonb3oBaHue TexHornorm UPnP Ha mapLlupyTusatope n kamepe.

e Py4yHaa ycTtaHOBKa napamMeTpoB MepeHanpaBfeHWss MOPTOB Ha MaplipyTtusatope u

kamepe.
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7.3.1. Ucnonb3oBaHue TexHonornm UPnP

MycTb TpebyeTca obecneunTb AocTyn 3 cetn MHTepHeT k ogHon IP-kamepe. Cuntaem, 4to
NnoaknioyeHne mMaplipytusaTopa K nokanbHOM cetm un cetm WHTepHeT yXe YCTaHOBIIEHO.
MapLwpyTunsatop nmeeT cnegyroLmn nybnuyHbIn ctatnyeckuin IP-agpec, BblgaHHbIM NpoBanigepomM
Ana nogknoyeHna K cetn MHtepHeT: 77.108.73.169:

e Pa3spelwnTb ncnonb3oBaHue U HacTponutb yHKLMM UPNP Baluero mapLupytmusatopa.

BHUMAHMUE!
He Bce mogenu mapwpytusaTopoB nogaepxmeatT dyHkumio UPNP anga nepeagpecaumm noptoB LAN- n
WAN-uHTepdencos. Ecnn Baw mapwpyTtusatop He nogaepXxuBaeT OaHHY OyHKUMIO, TO OH Tpebyet

OOMOSNHUTENbHON HACTPONKM (CM. MYHKT 7.3.2).

¢ PaspewnTb ncnonb3oBaHne U HacTponuTtb dyHkumio UPNP IP-kamepbl.

YTto6bl HacTpouTb byHKumMo UPNP IP-kamepbl BbINONHUTE cregyowmne AeNcTBus:

LWar 1: npoiaute B MeHio HACTPOUKU X _ cems — JononHumernbHbie — UPNP.
LWar 2: yctaHoBUTE ranouvky HanpoTuB CTpoku [PaspewmnTb nepeagpecauuio noptoB]
(Puc. 7.3).

IS

SAllIADD -
BC\VARD N120 H.264 Wireless IP Camera
‘.‘ X RTSP r uPnP 1 Bonjour | DDNS |
WHdopmMaumn
CucTeMHble upnp
¥ Cetb upnP @ Bkn © OTkn
OcHoRHbIE PazpelwmTs Nepeagpecaunio Nnopros
HTTP-nopr @& 80 @ 10000 (1124 ~ 65534)
MpocmoTp
SSL-nopr @ 443 © (1124 ~ 65534)
BocnpouszsegeHme -
CobmiTne RTSP-nopt © 554 @ 10001 (1124 ~ 65534)
CoxpaHnTo ] [ OTMEHNTE
COPYRIGHT © 2013, Beward R&D Co., Ltd. Bce npasa zanynmens.
Puc. 7.3

LWar 3: BBeaute B none [HTTP-nopt] 3HavyeHve nopta HTTP ans gaHHow kamepbl npu
Joctyne K Hel u3 cetn MiHTepHeT. Hanpumep, nycTb B kadectBe HTTP-nopTta ana gocrtyna ua cetu
NuTepHeT ncnoneadyetca nopt 10000. MNpu Takmx HacTpomkax, 4Tobbl o6paTnthcsa Kk IP-kamepe B
nokanbHoOM ceTn, ucnonbdyetcs nopt 80, a npu 3anpoce notoka vepe3 ceTb MHTepHeT Gyger

ncnones3oBaTbes nopt 10000.
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War 4: Beegute B none [RTSP-nopT] 3HayeHne nopta RTSP gns gaHHon kamepbl npu

AocTyne K Hen n3 cetn NHTepHeT.

LWar 5: ang npyumeHeHns HacTPoeK HaXXMUTE KHOMKY [CoxXpaHuTb].

BHUMAHUE!

[na npumeHeHMs1 ceTeBbIX NapameTpoB TpebyeTcs nepesarpyska ycTponcTaa.

BHUMAHUE!
3HayeHus Npu nepeagpecaunm COOTBETCTBYIOLLMX NOPTOB Ha IP-kamepe 1 Ha MapLupyTM3aTope AOMMKHbI

ObITb OAVNHAKOBbIMMW.

Tenepb, 4TOBLI MONYYMTL JOCTYN K Kamepe U3 cetTu VIHTepHeT, Hago obpaTuTbCs K HEW Mo
IP-agpecy, BblgaHHOMY NpoBangepoM («BHeWwHUNy» IP-agpec mapwpyTtmsaTtopa), U Ha3Ha4eHHOMY
en nopty HTTP.

B paccmoTtpeHHom npumepe |IP-agpec mapwpytmsatopa — 77.108.73.169. HTTP-nopT,
Ha3HayeHHbIN kamepe ana nepeagpecaumn, — 10000. 3HaunT, ansa obpalleHns K Kamepe 13 ceTu
NHTepHeT Heobxoanmo B agpecHon CTpoKe Gpaysepa HabpaTb 3anpoc:
http://77.108.73.169:10000/.

Takum xe 06pa3om MOXeT ObITb HACTPOEHO HECKOSBbKO Kamep, Hago NuLlb NS KaK40oW 13

HUX 3afaTb CBOWU, YHUKallbHble 3Ha4Y€eHUA NOPTOB.

7.3.2. HacTpouka py4yHoM nepeagpecaumu NopToB MapLipyTusaTopa.

Ecnn Baw mapwpytmnsatop He noggepxuBaeTt TexHornormio UPnP, nubo gaHHasa onums
paboTaeT HEKOPPEKTHO, Toraa He06X0AMMO HacTpOUTb Nepeagpecauunio MOPTOB BPYYHYIO.

Paccmotpum 3apgady nogknioveHust IP-kamepbl K ceTu WHTepHeT C nNOMOLLbIO
mapwpyTtmsaTopa TP-Link TL-WR2543ND (HacTpownka 60nblUMHCTBA PYHKUMIA MapLUpyTU3aTopoB
pPa3fiMyHbIX MOAENEN BLIMOHAETCH CXOXNM 06pa3om).

CuuTaem, 4TO MOAKIOYEHME MapLUPyTM3aTopa K NOKanbHOM cetn u cetn NHTepHeT yxe
HacTpoeHo. MapwpyTunsatop umeeT cnegyowmin nybnuuHbIn ctatnyeckui IP-agpec, BblOaHHbIN
NuTepHeT-npoBangepom (IP-agpec WAN-uHTepdenca mapwpytusartopa): 77.108.73.169.

JlokanbHas ceTb umeet IP-agpeca B AnanasoHe «192.168.1.1 — 192.168.1.255», npuyem
«192.168.1.1» — «BHYTpeHHU» IP-agpec wmapuwpyTtusatopa (IP-agpec LAN-uHTepdenca
MapwpyTtusaTopa), «192.168.1.199» — IP-agpec «kamepbl. [na HacTponku uncnonb3yem
KOMMNbIOTEP, MOAKMIOYEHHLIN K 9TOW FIOKanbHOM CETMW.

Ona nogknioyeHnsa IP-kamepbl K cetn WHTepHeT TpebyeTca HasHauuTb MOpThbl, vepes

KoTopble ByfoeT OCyLeCTBAATLCS BHELWHNA JOCTYN K €e HaCTpomMKam 1 BUOEeOonoToky. B nokansHom
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CeTW 3T MOPThl MO yMOM4YaHUIo UMEIT crieayolne 3HadvyeHma: HTTP-nopt — «80», RTSP-nopt —
554.

BHUMAHUE!
Mpn obpaweHun n3 cetn WHTEpHeT Onsi BCex Kamep, HaxoOsWMxcs B OOHOW JlOoKanbHOW CeTw,
CyLLecTBYeT Tonbko oauH IP-agpec (BblgaHHbIM npoBavgepom). [oaTomy Ans 4OCTyna K 9TUM kamepam

HeO6XO£I,VIMO Ka)KD,OVI Ha3Ha4YnTb CBOU rpynnbl NOPTOB.
[ns nameHeHns noptoB IP-kamepbl BbINONHUTE cnegyolmne 4encTBus:

BHUMAHUE!
HTTP-nopTbl Kamep MOXHO MepeHanpaBnATb C MOMOLLLI BUPTyarnbHOro cepsepa, ogHako RTSP-nopThl
OOMMKHbI ObITb pasHbIMU Yy BCEX KaMep M TpaHcnMpoBaTbca «MopT B nopT»! COOTBETCTBEHHO, ANA BCEX

Kamep Heobxoaumo 3agaTh pasnumyHble 3HaveHuss RTSP-nopTta.

War 1: oTkponte pasgen meHio HACTPOWKU X _ cems - HononHumenbHbie —
RTSP.

War 2. Beegute B none [RTSP-nopt] HoBoe 3HayeHue nopta RTSP, oTtnuyHoe oOT
3Ha4yeHus No ymonyaHuo. Hanpumep, nyctb B kadyectBe RTSP-nopta mcnonb3yetca nopt 3001

(Puc. 7.4).

-

BE\VARD N120 H.264 Wireless IP Camera
|_‘_H_X_| RTSP 1 uPnP | Bonjour | DDNS |
WHdropMauma
Cucremubie OcHoBHbIE
® Cerb RTP-nopT 1200 (1124 ~ 65435) ~ 7999 (1223 ~ 65534)
OcroBHBIe RTSP-nopT © 554 @ 3001 (1124 ~ 65534)
fMpocMoTp
MapameTpo npodmna
Bocnpou3seeHme
HazeaHue Profilel E|
Cobbitne
Npoduns video.prol ABTOpMzaLMs OTKﬂIOHEHOE
MynbTMKacT
CraTyc OTknoyeHo E
Mpodune multi.prol
IP-agpec 228.0.0.1
MopT eugeo @ AsTo © (1124 ~ 65534)
MopT ayauo @ Asto © (1124 ~ 65534)
TTL 15 (1 to 255)
CoxpaHuTs l I OTMeHUTD
COPYRIGHT & 2013, Beward R&D Co., Ltd. Bee npasa sammmen.
Puc. 7.4
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LWar 3: ana npMMmeHeHns HacTpPoek HaXXMUTE KHOMKY [COXpaHUTb].

Takum 06pasom, NopTbl Ans AOCTyna K AaHHOW KamMepe BHYTPW FfoKarnbHOW ceTu OyayT:
HTTP-nopT — «80», RTSP-nopt — «3001».

[nsa BTopon kamepbl MOXHO BbibpaTe nopT HTTP — «80» n nopt RTSP — 3002.

Kamepa HacTpoeHa. OcTtanocb NpaBuibHO HACTPOUTbL MapLLpPyTMU3aTOP.

[na HacTpoMKkM MapLUpyTu3aTopa BbINMOJSIHUTE crneayowme AeNCTBUA:
LWar 1: BBegute B agpecHown cTpoke 6paysepa IP-agpec mapwpyTtmsaTtopa (B Hallem
npumepe — «192.168.1.1»). B nosiBuBLIEMCS OKHE aBTOpU3auuK BBeAUTE NOrMH U Naponb. Nocne

yOadHom aBTopM3auUmm OTKPOETCsl OCHOBHAsi CTpaHuLa HacTpoek maplipyTtuaaTopa (Puc. 7.5).

450M Wireless N Gigabit Router
Model No. TL-WR2543ND

TP-LINK’

Status

WPS

Network
Firmware Version: 3.13.27 Build 121207 Rel.61955n
Wireless

Hardware Version: WR2543ND v1 00000000
DHCP

USB Settings
Forwarding LAN

Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

MAC Address:
IP Address:
Subnet Mask:

90-F6-52-75-BD-62
192.168.1.1
255.255.255.0

Wireless

Wireless Radio:
Name (SSID):

Enable
TP-LINK

Puc. 7.5

LWar 2: Bbibepute nyHKT meHio Forwarding — Virtual Servers. B nossuBLIeMCH MeEHIO

HaxxmuTe kHornky [Add New] (Puc.7.6).

450M Wireless N Gigabit Router
Model No. TL-WR2543ND

TP-LINK’

Status
Quick Setup
WPS
Network
Wireless
DHCP
USB Settings
Forwarding

Virtual Servers
- Port Triggering
-DMZ
-UPNP
Security
Parental Control

Access Control

Advanced Routing

Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Virtual Servers

ID  Service Port

Internal Port

IP Address

Puc. 7.6
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LWar 3: nobaBbTe Npasuna nepeHanpasneHus noptoe ansa IP-kamepol (Puc. 7.7). 3agante

[Service Port]: ykaxnte nopT, KOTOpLIN ByaeT MCNonNb3oBaTbCA Af1si 4OCTYNa K Kamepe u3

cetn NHTepHer.

NMPUMEYAHUE!

Bo un3bGexaHue KOHCbJ'lI/IKTOB He I/ICI'IOJ'Ib3yIZTe Ona nepeHanpasieHnAa nopToB 3aperucCTtpmpoBaHHbIE

3HayeHus. PekomeHayeTcs MCMoOnb3oBaHMe MopToB AuvanasoHa 1124-7999. (3HayeHus noptos ot 0 o

1123 oduumansHO 3aperncTpupoBaHbl Mo, pasnnyHble NPOTOKOSbI, CIYXObl, MPUNOXEHWS.)

nokanbHOW ceTwu.

7.8):

[Internal Port]: ykaxuTe nopT, UCMOMb3yeMbl B J@HHbI MOMEHT Ans A0CTyna K Kamepe 13

[IP Address]: ykaxuTe IP-agpec kamepsbl, AN KOTOPOW HacTpanBaeTCs nepeHanpasneHme.

OcrTanbHble NyHKTbI He TPEGYIOT HAaCTPOWKN.

Ho6asbTe npasuno ansa nopta HTTP (Puc. 7.7).

TP-LINK'

Status

Quick Setup

WPS

Network

Wireless

DHCP

USB Settings

Forwarding
Virtual Servers

- Port Triggering

-DMZ

-UPnP

Security

Parental Control

Access Control

Advanced Routing

Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

Add or Modify a Virtual Server Entry

450M Wireless N Gigabit Router
Model No. TL-WR2543ND

Service Port:
Internal Port:
IP Address:
Protocol:
Status:

Common Service Port:

81 (XXX or XX)

80 (XX, Only valid for single Service Port or leave it blank)
192.168.1.199

All v

Enabled >

--Select One— v

[ sae ][ Bak |

Puc. 7.7

LWar 4: HaxmuTe KHOMNKY [Save], 4tobbl coxpaHuTb npasuno. MNpasuno gobasneHo (Puc.
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TP-LINK'

Status

Quick Setup

WPS

Network

Wireless

DHCP

USB Settings

Forwarding
Virtual Servers

- Port Triggering

-DMZ

-UPnP

Security

Parental Control

Access Control

Advanced Routing

Bandwidth Control

IP & MAC Binding

Dynamic DNS

System Tools

450M Wireless N Gigabit Router
Model No. TL-WR2543ND

Virtual Servers
ID Service Port Internal Port IP Address Protocol Status Modify
1 81 80 192.168.1.199 Al Enabled Modify Delete
[ AddNew.. | [ EnableAll | [ Disable Al | [ Delete Al |
Puc. 7.8

LWar 5: Tem xxe cnocobom fobasbTe npasuno ana nopta RTSP (Puc. 7.9):

BHUMAHUE!

MapLupyTusaTopa 1 T.A.

TP-LINK'

Status

Quick Setup

WPS

Network

Wireless

DHCP

USB Settings

Forwarding
Virtual Servers

- Port Triggering

-bDMz

-UPnP

Security

Parental Control

Access Control

Advanced Routing

Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools

450M Wireless N Gigabit Router
Model No. TL-WR2543ND

Virtual Servers
ID Service Port Internal Port IP Address Protocol Status Modify
1 8 80 192.168.1.199 Al Enabled Modify Delete
2 3001 3001 192.168.1.199 All Enabled Modify Delete
[ AddNew.. | [ EnableAl | [ DisableAll | [ Delete All |

Puc. 7.9

HTTP-nopTbl kamep MOXHO NepeHanpasfisaTb C MOMOLLBIO BUPTYyanbHOro cepsepa, ogHako RTSP-nopTel
OOJMKHbI ObITb pa3HbIMU Y BCEX KaMep U TpaHcnmMpoBaTbea «nopT B nopT»! Hanpumep, nopt 3001 kamepsbl

Ne1 TtpaHcnupyetca B nopTt 3001 wmapwpyTtusatopa, nopt 3002 kamepbl Ne2 — B nopt 3002

LWar 6: ecnun Bbl ncnonb3yeTe HeCKOmNbKO kamep, To Bam Heobxoanmo noBToputh warn 2-5

Ans octanbHbIX kamep (Puc.7.10).
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Tp_LlNK° 450M Wireless N Gigabit Router

Model No. TL-WR2543ND

Status
WPS
Network
—— ID Service Port Internal Port IP Address Protocol Status Modify
DHCP 1 81 80 192.168.1.199 Al Enabled Modify Delete
USB Settings 2 3001 3001 192.168.1.199 Al Enabled  Modify Delete
Forwarding 3 82 80 192.168.1.210 All Enabled  Modify Delete
Virtual Servers 4 3002 3002 192.168.1.210 Al Enabled Modify Delete
- Port Triggering
-DMz [ AddNew.. | [ EnableAll | [ Disable All | [ Delete Al |
-UPnP
Security
Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS
System Tools
Puc.7.10

HacTtponka mapLupyTtusartopa 3aBepLueHa.

Tenepb, 4TOObLI NONY4YMTb JOCTYN K Kamepe 13 ceTn NHTepHeT, Hago obpaTuTbCa K Hew no
IP-agpecy, BblgaHHOMY npoBangepom («BHeWwHUn» IP-agpec maplupytmusatopa), U Ha3Ha4YeHHOMY
e nopty HTTP.

B paccmoTtpeHHoM npumepe IP-agpec mapwpyTtusdatopa — «77.108.73.169». HTTP-nopr,
Ha3HayYeHHbIN kamepe Ans nepeagpecaumn,— «81». 3HauuT, Anga obpalleHusa K Kkamepe 13 cetu

MHTepHeT HeobGxoammo B agpecHon cTpoke 6pay3epa Habpatb 3anpoc: http://77.108.73.169:81/.
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7.4. NMpumep nogknoyeHnn Yepes cetb UHTepHeT ¢ nucnonbsosaHunem DDNS

7.4.1. Obwme cBegeHUsA O NogknovYeHUn vyepe3s UHTepHeT ¢ ncnonb3oBaHuem DDNS

B cnyyae ecnu IP-agpec BbligaeTcs KOMNbIOTEPY Ha onpefesnieHHoe Bpems (Yalle Bcero
NUWb Ha OOWH CeaHC CBA3M), TakoW agpec HasbiBaloT AMHamMuyeckuMm. B 6onblivHCTBE cryvaes
NHTepHeT-npoBangepbl NpefocTaBnsAlT nonb3oBaTtensam gnHamunyeckne IP-agpeca. OgHako ans
TOro, YTobbl MOXHO ObINI0 06paTUTLCA K 060pPYAOBaHUIO N3 ceTN NIHTepHeT B Nt0GON MOMEHT, OHO
OOJDKHO MMETb MOCTOSIHHBIA UM OMKCUPOBaHHbLIN agpec. C aTon Npobnemon nerko cnpasnseTcs
cnyx6a Dynamic DNS (DDNS).

Cepenc Dynamic DNS npepoctaBndetr Bam Bo3MoOXHOCTb caenatb |P-kamepsbl
nerkogocTtynHbiMn un3 cetn WHTepHeT, paxe ecnv B Bawem pacnopspkeHunm nocTOSAHHO
MeHsSLWMNCcs, anHammyeckni IP-agpec. BHewHwe nonb3oBaTtenu Bcerga 6yayT umeTb JOCTYN K
obopynoBaHuio, 06paLlasiCb K HEMY MO €ro AOMEHHOMY UMEHW.

B atom cnyyae BmecTo TOro, 4tobbl obpawiatbcs Kk obopyaoBaHuto no IP-agpecy, Bbl
obpallaeTech K HEMY N0 AOMEHHOMY MMEHM Buaa: www.cameral.dyndns.org.

[na aToro Hago 3aperncTpupoBaTbCHa Ha canTe nposangepa cepsuca DDNS (Hanpumep,
www.dyndns.com), coobwnTb oauH pa3s Tekywmi IP-agpec o6opynoBaHust U BbiOpaTb AOMEHHOE
nUMms, N0 KOTOPOMY B AanbHewnweM Bbl 6yamTte obpalatbcsa k 060pya0BaHuL.

Torpga npu cmeHe IP-agpeca unv npy HOBOM MNOAKNIOYEHUN K ceTu NHTepHET YCTPOMCTBO
nosny4yaeT OT MHTEPHET npoBangepa Hoebin IP-agpec. OH obpabaTbiBaeTCs BCTPOEHHBIM B Kamepy
MO, koTopoe obpauiaetcsa Ha canT npoBangepa DDNS gna Toro, 4ToObl COOOLINTL 3HA4YeHUE
Tekywero IP-agpeca. DDNS-npoBangep CcTaBuT B  cooTBeTcTBME  3ToMy  IP-agpecy
3apernctpmpoBaHHoe Bamu paHee JOMEHHOE MMS.

PaccmoTtpum npumep pabotbl ¢ DDNS-nposarngepom http://www.dyndns.com, meToguka

pernctpaumm n paboTtbl ¢ Apyrumn noctaswmkamm DDNS aHanorumvHa gaHHown. [na goctyna K
CeTeBOMY pecypcy C UCNONb30BaHNEM AOMEHHOIO UMEHW BbINOSIHUTE CrieayoLme warw:
e 3aBeante cebe y4yeTHyo 3anucb (Account) Ha canTe www.dyndns.com Aans
JanbHENLLEN perncTpaumm Ha cepBepe.
e CospganTe Ha cavite www.dyndns.com gomeHHoe nms (Hostname) onsa cesoero cepsepa.
Bbl moxeTe BblOpaTb NbO0Oe He3aHAToe B 3TOM [AOMEHe WMS O CBOEro
obopynoBaHus, Hanpumep, cameral84. COOTBETCTBEHHO MOMyy4nuTe OOMEH TpeTbero
YPOBHSA Ansa cesoero obopygosaHmsa www.cameral84.dyndns.org.

e HacTponTe cooTBeTCTBYOLWMM 0b6pa3om o6opyaoBaHue.

7.4.2. Pernctpauus Ha cepBepe DynDNS

War 1: 3angute Ha cant www.dyndns.com, gnsi co3gaHuMs YYETHOM 3anucu HaXMute
cnpaBa BBepxy [Sign In] u B BbiNnaBweM cnucke Bblbepute cTpoky [Create an Account] (Puc.
7.11).
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DNS & Domains Email Services Performance & Security
() DynDNS.n

Why DynDNS.com? Services & Pricing Support Have an account?|

|
Rock solid, scalable DNS that just WORKS e

a small & medium business, or all the way up to enterprise... '~

Our tools a yet Robust. Let us simplify your to do list
Forgot Your Password?

A

6’ Free Domain Name ,ﬁ@ Start Your Company & Domain

Dynamic DNS service allows you to point a hostname to a dynamic or static IP Enter your new or current domain name to build a customized suite of world
address or URL. class DNS, Mail, Performance, and Security services.

ome for free!

n, DVR,

ebcam from anywhere

- [dyndnsfreecom  [v| Add Add

Puc. 7.11

[anee Bbl aBTOMaTMYECKN NEpengeTe Ha CTpaHuLy co3fgaHus y4eTHon 3anucu (Puc. 7.12).

DNS & Domains Email Services Performance & Security
( Dyn DNS.C(_)m

Why DynDNS.com? Services & Pricing Support

My Account Create an account or log in to continue

Create Account

Loain Username: -
Already Registered?
Lost Password? Password:
: Username
5 My Cart Confirm password:
©F  Qitems Password
Email:
Confirm email: Forgot your password?
”
WE'RE HIRING Subscribe to: DynDNS.com newsletter
(1 or 2 per month)
[7] Dyn Inc. press releases —\ TRUSTe
Powered by ‘ \
Dyn [F] Remove HTML formatting from email
Security Image:

e~ o ey
Enter the numbers from the above image:

[F] Iagree with the acceptable use policy (AUP) and privacy policy.
Create Account

If you're having difficulty creating your account, for any reason, feel free to contact
us.

Puc. 7.12

LWar 2: sBBegute ntoboe xenaemoe n HesaHATOE UMs nonb3oBaTens (none: [Username]),

naponb (nons: [Password] n [Confirm password]).
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NMPUMEYAHUE!
[nga 3awmTbl OT BO3MOXHbIX OLWMOOK Npu BBeAEeHWW Mapons OH ykasbiBaeTcs ABaxabl. Ob6sasaTenbHo

cnegute 3a TeM, 4ToObl 3Ha4YeHne naponsa s 000oux nonsix 6biNo OAMHAKOBLIM.

YkaxuTe Baw agpec anekTpoHHoW no4ytbl B o6omx nonsx: [Email] n [Confirm email]. Ha
agpec, ykasaHHbl Bamn B AaHHbIX nonsix, 6yaeT BbiCnaHO NMCbMO C AAHHOrO canTa, npuyeM Ha

OOMH 3MEeKTPOHHLIN agpec MOXET ObiTb 3aperMcTpMpoBaHO TOMbKO OAHO JOMEHHOE UMS.

NMPUMEYAHUE!

PeI'VICTpaLI,VIFI 6onee 0gHOro JOMEHHOrO MMEHN Ha OAMH SﬂeKTpOHHbIVI agpec ABndAeTcA nraTHON.

NMPUMEYAHUE!
Ans 3aWmnTbl OT BO3MOXHbIX OLIMBOK NpW BBEOEHWM agpeca SNEKTPOHHOWM MOYThbl OH yKkasblBaeTcs ABa
pasa. Obsas3atenbHO crneguTe 3a TeM, Y4TOObl 3Ha4yeHuWe agpeca 3MEeKTPOHHOW MoYTbl AN obowx nonen

Obl10 OAVMHAKOBbIM.

Mynkt [DynDNS.com newsletter] npegHasHavyeH Anst MNOYTOBOTO  OMOBELLEHUS
nonb3oBatens cuctemon DynDNS B cnyyae OGHOBReHWss cepBuCa WU Kakux-mbo
HOBOBBeAeHUN. [INs oTka3a OT HOBOCTHOW pacchinkv ybepute BblgeneHme aToro nyHkTa.

Besegute koa, KOTOpbIN BUAWUTE Ha KapTUHKe, U nocTaBbTe (riaxok Ans nyHkTta [I agree
with the acceptable use policy (AUP) and privacy policy]. 910 03HayaeT cornacue c
YCNOBUSIMY NIULLEH3VNOHHOIO COornalleHns Ans co3gaHusa ogHoro 6ecnnaTHOro akkayHTa.

B kayecTBe npumepa mcnonb3yeTca: MMa nonb3oBatens [Username] — cameral184, agpec
3NeKTpoHHOW noyTbl [E-mail] — cameral84@yandex.ru, BBOAMM MPOM3BOSbHLIA  NapOsib
(Hanpumep, 123456).

[na 3aBeplieHns perncTpaumm n OKOHYaHWUS CO34aHWUS akKayHTa HaXMWUTEe Ha KHOMKY
[Create Account] (Puc. 7.13).
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DNS & Domains

C DynDNS...

Why DynDNS.com? Services & Pricing Support

My Account Create an account or log in to continue

Create Account

Login Username: | cameralsd Already Registered?

Lost P, 2 R P rname
ost Password: Password:
Usel

Nk My Cart Confirm password: [ws
T 0items Password

Email: | cameral84@yandex ru

Confirm email: | camera184@yandex.ru Eorgot your password?
'
WE'RE HIRING Subscribe to: [ DynDNS.com newsletter

(1 or 2 per month)
Powarad by o Dyn

Log in

[£] Dyn Inc. press releases r\ TRUSTE

[F] Remove HTML formatting from email

FGo T LR

£ Sare o
Enter the numbers from the above image:
31324

1agree with the acceptable use policy (AUP) and privacy policy.

Create Account

I you're having difficulty creating your account, for any reason, feel free to contact

us.

Puc. 7.13

War 3: npu npaBuibHOM 3anosiHeHMM opmbl Bbl nonyynTte cooblieHne O TOoM, 4TO

ocTancd OAviH Wwar Ao co3faHus ydeTHon 3anueun: [One more step to go...] (Puc. 7.14).

(" DynDNS...

Why DynDNS.com? Services & Pricing Support Have an account? ST

One more step to go...

We've sent an email to cameral 84@yandex.ru, to verify your account. Please check your inbox and click an the 3
confirmation link. ‘

If you do not receive the email in the next few minutes you can try resending it. 7>'

Thanks for choosing DynDNS.com!

RSN /) TRUSTe

Puc. 7.14

LlLar 4: 4yepe3 HECKONbKO MWHYT Ha 3JIEKTPOHHbIA MOYTOBbLIN AWK, YKa3aHHbIN Npu
pernctpaumv, npuvget nuMcbMo OT  cnyx6bl  «DynDNS  Support» (no4yToBbIM  agpec:
support@dyndns.com). [na noaTBepXAeHUsa pernctpaumm y4eTHOn 3anmcum Heobxoanmo nepenTu

no yKa3aHHOl7I B HEM CCblJIKE.
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Mocne nepexoga no agpecy, YkasaHHOMY B Tene nNuUCbMa, OTKPOETCH CTpaHuua
noaTBepXaoeHMeM cosfaHna U akTuBauun Bawen yveTHoOM 3anmcu. [na Bxoda Ha canT nof

CO3aHHON y4eTHOW 3anucbio BBeamTe naponb 1 Haxmute [Confirm Account] (Puc. 7.15).

C DynDNS...

DNS & Domains

Email Services

Performance & Security

Support

Vhy DynDNS.com? Services & Pricing

Please Confirm Your Password

Please log in to finalize account activation.

Username

I Password

cameral84

]

Eol

Confirm Account
rgot your password?

BN ™\ TRUSTe

Puc. 7.15

LWar 5: cozganune ydeTtHom 3anucu ansi cepemuca DynDNS 3aBepuieHo (Puc. 7.16).

C DynDNS...

DNS & Domains

Email Services

Performance & Security
‘Why DynDNS.com? Services & Pricing

Support

Welcome camera184 (FRee) VRt Th1d

| Congratulations! Your Account Is Now Active! I

Account camera184 has been confirmed and activated. Please explore following options to get started.

Most Popular
DynDNS Free

DynDNS Pro

19,

FREE

29,

DNS hosting for yourdomain.com

Get a free domain name
Update monthly to avaid expraton
Use with Windows, OSX, routers &mare

Branded URL-shortening with Webtiop
Free email and commurity support

..also works with Apple AirPort & Borjour

Add Hostname

Access to phone technical support

Add Pro Hostname

Add Custom DNS

try it for just $1.99/month

Puc. 7.16
7.4.3. Co3gaHne oOMeHHOro umeHu Ha cepeepe DynDNS
War 1: ana HacTpoviku yyeTHoOW 3anucu Ha cepBepe DynDNS 3anmgute Ha caut

www.dyndns.com 1 aBTOpuU3yWTeCb NOA CBOEN YYETHOW 3anucbio, AN Yero ykaxuTe (B npaBoMm

BEPXHEM YINy) CO34aHHble M 3aperncTpyMpoBaHHble MMs nornb3oBatenst [Username] v naponb
[Password], nocne yero Haxmute kHonky [Login] (Puc. 7.17).
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DNS & Domains

( DynDNS....

Why DynDNS.com? Services & Pricing Support Have an account?

Username

camera184

Rock solid, scalable DNS that just WORKS

Password

Creste an Account

Aol . <3 .
6‘ Free Domain Name ,h? Start Your Company & Domain
Dynamic DNS service allows you to point a hostname to a dynamic or static IP Enter your new or current domain name to build a customized suite of world

address or URL. class DNS, Mail, Performance, and Security services.

% Host your own website at home for free! + Easy-to-use web interface with powerful expert tools.

¢ Connect to your workstation, DVR, webcam from anywhere.  DNS servers in five datacenters around the glabe!

- | dyndns-at-work com E Add Add
Puc. 7.17

War 2: ecnu Bce aaHHble YKa3aHbl nNpaBUIibHO, Bbl nonagete Ha nepcoHaribHy CTpaHuuy

HacTpoek. [Ina npogornkeHnsa HacTporku Bblbepute nyHKT [Add Host Services] (Puc. 7.18).

O DynDNS...

Why DynDNS.com? Services & Pricing Support Welcome camera184 (FREE)

DNS & Domains

Search

My Account My Services Billing Account Settings
My Services =g View, modify, purchase, Update your billing Update your email address,
;ji and delete your services. é $ | information, complete a ‘ set preferences, and delete

Account Settings purchase, and view - your account.
Billing My Zones/Domains fvolces. Change Email Address

My Cart Add Zone/Domain Services View Shopping Cart Change Password
@ :::m_ My Hosts Active Services

ams

Change Username

Add Host Services e Contact Manager

v Biling Erofile and Vouchers

Mailing Lists

WE'RE HIRING Dynect SMB Benex; Services Move Services
Internet Guide Auto Renew Seffings Preferences

Powsrad by ' \ DYI‘I MailHop Outbound Syne Expirations Close Account

SSL Certificates
Support
Premier Support
Contact Support

DNS Service Level Agreement

Puc. 7.18

LWar 3: Ha OTKpbIBLIENCA CTpaHuLe HacTpoek HeobXoaumMO HacTpouTb napameTpbl
coefiMHeHuns ¢ ycTponctsoM. Beibepute xenaembli gomeH. Hanpumep, dyndns.org.

[anee B norne [Hostname] ykaxuTe AOOMEHHOE WMSA, ANS AAHHOIMO MnpuMmepa 310 —
camera184. Ecnu paHHoe ums angd BbIOpaHHOro gomeHa cBo6ogHO, TO Mbl MOMYYMM KOHEYHOE

AOMEHHOEe MMs, B HaleM npumMmepe aTo - cameral84.dyndns.org (Puc. 7.19).
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C DynDNS...

Why DynDNS .com? Services & Pricing Supprt Welcams eamera184 (s

My Account Add New Hostname

My Services
You don't cumenthy have 2 Dynemic DNS Pro servics in your sccount,
et Guic

To get the full benefits of Dynamic DNS, incheding premium subscriber domains 2nd other features, 284 Dvnzmic DNS Pro
o wour shopping cz

cart 3 {or try it with $1.99 monthhy subseription).

T gy v
I Hostname:  |camera184 s | d E| I

[[ Service Type: (g Hest with IP address ]
=) WebHop Rediect (URL forwarding sesvice)
=) Offiine Hostname

Account Settings IP Address:  [85.105.128.207

Billireg s £9.105.128.207

Mail Routing: D I have mail server with another name and would like
1o add MX hostname...

What do you want to use this host for?

WE'RE HIRING
Select services and devices you would like to use with this hostname.

Puwered by I ,Y
o n Work From Home Office or VPN:

vpn  remote fi

er  fip ba

Hosting and Design For Web Sites and Blogs:
blog gallery wiki porfolic ecommerce  web page
Remote Access For Devices:

w

thermaostat

Puc. 7.19

[na conoctaBneHuns Tekywero anHamunyeckoro IP-agpeca kamepbl ¢ JOMEHHbIM MMEHEM
Heobxoaumo ykasaTb IP-agpec Toro ycTponcTBa, KOTOPOE Mbl HacTpamBaeM Ans paboTbl yepes
DDNS. o ymonuyaHuio cepBuUC onpegenseTr ToT IP-agpec, ¢ KOTOpPOro Ha AaHHbIA MOMEHT
BpeMEHU npoucxoauT nogkritodenune (Puc. 7.20).

IP Address:
Your current location's IP address is 89.105.128.207

TTL value is 60 seconds. Edit TTL...

Puc. 7.20

Beegute Tekywun IP-agpec, BbldaHHbIA Bawum npoBangepoM B HACTOALWMA MOMEHT, Y
HaxkmuTe kHonky [Add To Cart].

War 4: npu ycnewHoOM CO34aHMM [OOMEHHOIO MMEHW OTKPOeTCs CTpaHuua ¢
noaTBepXaeHnem atoro. Tak Anga npuMmepa, OnMcaHHoro Bolwe, 6yaeT yka3aH CO34aHHbIN akkayHT

cameral84.dyndns.org. [ns aktmBauum JOMEHHOro MeHu HaxmuTe kHonky [Next] (Puc. 7.21).
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DNS & Domains Email Services Performance & Security

C DynDNS.c
wmopotscons | Sevesaprees | Sypen ———

My Account Shopping Cart

My Services
Host camera184.dyndns.org added to cart. Finish FREE checkout to activate.
Account Settings
- Your cart contains free services only. You will not be asked for credit card information.
Billing

Upgrade Options

Free accounts allow only twio Dynamic DNS hosts.
+ To add more and enjoy additional benefits for only $15.00 per year, purchase Dynamic DNS Pro &,
* To get Dynamic DNS for your own domain, use Custom DNS.

Order History

iling Profile

Dynamic DNS Hosts

WE'RE HIRING camera184.dyndns.org - remave £0.00

Flease enter coupons in the box below and click "Add Coupon".

Powsrad by o Dyn Sub-Total:  $0.00

‘Order Total: $0.00

‘Would you like to print an estimate/guote?

view our
refund policy

Puc. 7.21

Ha oTKpbIBLLENCS CTpaHWLEe akTuBaLmMm HaxXmuTe KHonky [Activate Service] (Puc. 7.22).

DHNS & Domains Performance & Security

( DynDNS...

Why DynDNS.com? Services & Pricing Support Welcome cameral184 (Freg)

My Account Free Services Checkout

My Services

Account Settings Once you have confirmed the contents of your cart your services will be instantly activated.

Billing

Service Period Price
Active Sarvices .
N 5 Dynamic DNS Hosts
Aulo Renew Settings
Order History camera184.dyndns.org - £0.00
illng Profle
Sub-Total: $0.00

IRING

view our
refund policy

Powered by c‘ Dyn

Puc. 7.22

War 5: pganee npu ycnewHoOW akTMBauMM [OOMEHHON0 MMEHM OTKPOETCS CTpaHuua,

nogTeepxgatowas ato (Puc. 7.23).
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DNS & Domains

( DynDNS... " mm

Why DynDNS.com? Services & Pricing Support Welcome cameral84 (rree) VRN
“Just created my free domain name with @DynDNS! Now | can remote desktop, host web sites at
home, and more. http://bit.ly/aXjUnG #DNSISSEXY™

Send a tweet and show us some love!

My Account Host Services

My Services

| cameral84.dyndns.org successfully activated. I

Hostname Service Details Last Updated
cameralB4.dyndns.org Host 89.105.128.207 Dec. 16, 2010 4:35 AM
» Host Update Logs Add New Host
Dynect SMB
MaiHop Outbound Join the discussion in the DynDNS Community for tips and tricks, demos, suggestions, user help and much more.
Check out what our users are talking about below: O DynDNS... Community TaTmae
Puc. 7.23

LWar 6: cosgaHne gOMeHHOro nmeHn Ha cepeepe DynDNS 3aBepLueHo.

7.4.4. Hactpomnka o6opyaoBaHus gnsa pabotbl ¢ cepucom DynDNS

Tenepb Tpebyetca HacTpouTb IP-kamepy B COOTBETCTBUM C AAHHBLIMW, NOSYYEHHbIMU NPU
pernctpaumm Ha cepuce DynDNS (nyHkTbl 7.4.2, 7.4.3 naHHoro PykoBoacTtea).

O6HoBnATh IP-agpec Ha cepBepe DynDNS moxeT kak IP-kamepa, Tak u mapLipytusatop (B
cnyyvae ecnu IP-kamepa nogkntoveHa K cetn IHTepHeT Yepes mapLupyTm3aTop).

Ytobbl HacTpouThb IP-kamepy ans pabotel ¢ cepsucom DynDNS BbInonHUTE cregyowine

JencTBus:

BHUMAHUE!

IP-kamepa formkHa 6bITb NoAKMtoYeHa kK ceTu VIHTepHET HanpsiMyto.

War 1: paspewute onuuio [DDNS] B HacTpoiikax |P-kamepbl: HACTPOUKU — Cemb —
HononHumenbHbie — DDNS.

LWar 2: ykaxxmte noctaBwuka cepsuca DDNS B none [CepBep].

LWar 3: BBeante nmsa nonb3oBaTtens, NOAy4YeHHOE Npy perncTpaumm Ha cante nposangepa
DDNS B none [[Monb3oBaTensb].

LWar 4: BBeguTe napornb, NONYYEHHbIN Npu perncTpauum Ha camte nposangepa DDNS B
none [Mapons].

LWar 5: noBTOpHO yKkaxuTe napons B rone [[loBTopuTe naponsb].

LWar 6: BBeanTe OOMEHHOE UMSA, NOMydeHHOEe Mpu perncTpauun Ha canTe nposavaepa

DDNS B none [HazBaHue gomeHal.
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BHUMAHUE!

Bonee nogpobHO HacTporka kamepbl u4epe3 Beb-uHTepdenc paccmotpeHa B PykoBoactBe no

SKCnJ1yaTauunun.

B cootBeTcTBUMM C AaHHbIMKM, MNOSlYYEHHbIMM MNpU pernctpaumm Ha cepsuce DynDNS
(nyHkThI 7.4.2, 7.4.3 panHoro PykoBoacTea), B none [CepBep] BbiGepute www.dyndns.org, B nons
[Monb3oBaTenb] 1 [[Maponb] BBeanTe cooTBeTCTBEHHO cameral184 n 123456. B none [HasBaHue
AomeHa] Heobxoammo ykasaTb cameral84.dyndns.org (Puc. 7.24).

LWar 7: ang npyuMeHeHns HAaCTPOEK HAXXMUTE KHOMKY [CoXpaHuTb].

. ~

BC\VARD N120 H.264 Wireless IP Camera
_“_- _X_ RTSP | uPnP | Bonjour r DDNS I
WHdropmauna
CucremMHbie DDNS
* Cetb DDNS @& Ben OoTKn
OcHoBHble Cepeep http://www.dyndns.org
Monbzoeatens cameral84
MpocmoTp
BocnpoussegeHne Naponb sesnse
CobbiThe MosTopuTe Napont ssseee
HazeaHwe gomexa camera184.dyndns.org
Nepuog obHoOBNEHMA @ AsTO
MNeproguuecky MWH,
: CoxpaHuTe ] [ OTMEHWTD
COPYRIGHT © 2013, Beward R&D Co., Ltd. Bee npasa sawmuens.
\ J
Puc. 7.24
BHUMAHUE!

[N npuMeHeHns ceTeBbIX NapameTpoB TpebyeTcsi Nepesarpyska ycTpoMCTBa.

BHUMAHUE!
Ecnn obHoBneHne IP-agpeca ons Bawero goMeHHOro mmeHn He ByaeT npousBoAUTbCA B TedeHue 35

OHeln, 3To JoMeHHoe nma ByaeT ocsoboxaeHo!

LWar 8: HacTponka IP-kamepbl gns paboTtel ¢ cepeucom DynDNS 3aBepLueHa.

PaccmoTtpum npumep HacTtponkn DDNS ans mapwpytusatopa Ha npumepe Planet XRT-
412. Ob6opynoBaHue Opyrmx Mapok HacTpamBaeTCs aHanorMyHo, B COOTBETCTBUM C UHCTPYKUMEN
no aKcnfyataumm K npuMmeHsiemoMy obopyaoBaHuto. YTobbl HacTpouTb MapLupyTu3aTtop Ans

paboTbl ¢ cepsucom DynDNS BbInonHUTE cnegyowme 4ENCTBUS:
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BHUMAHUE!

MapLupyTtursatop gormkeH nogaepxmBaTb yHKUnio pabotel ¢ DDNS, gomkeH GbITb MOAKMOYEH K CETU

MHTepHeT N MMEeTb COOTBETCTBYHOLLINE CETEBbIE HaCTpOVIKM.

War 1. BBeaute B agpecHom cTpoke Opaysepa IP-agpec wmapwpytmnsaTtopa. B
NnosiBMBLUEMCSH OKHE 3anpoca BBeauTe fIorMH 1 naponb. lMocne ygadHon aBTopm3aumm OTKpOeTCs

OCHOBHas CTpaHuua HacTpoek MapLupyTusaTtopa. Beibepute nyHkT [General Setup] (Puc. 7.25).

HOME | General Setup | Status | Tool:

Broadband Router XRT-412

Quick Setup Wizard
The Quick Setup Wizard provides only the necessary configurations to
connect your Broadband router to your Internet Senvice Provider (ISP)
through an external cable or a DSL modem.

General Setup

The Broadband router supports advanced functions like Virtual Server,
Access Control, Hacker Attack Detection and DMZ. We highly
recommend you keep the default settings.

Status Information

The Broadband router’s status information provides the following
information about your Broadband router: Hardware/Firmware version,
Serial Number, and its current operating status.

Tools

Broadband router Toals - Tools include Configuration toals, Firmware
upgrade and Reset. Configuration taols allow you to Backup, Restore, or
Restore to Factory Default setting for your Broadband router. The
Firmware upgrade tool allows you to upgrade your Broadband router's
firmware. The RESET tool allows you to reset your Broadband router.

Puc. 7.25

LWar 2: B nosBmBwEMCA MeHI0 BblibepuTe nyHKT [DDNS]. AktuBunaunpyrite DDNS-KnveHT,
noctasus pnaxok [Enable].

LLar 3: B COOTBETCTBMU C JAHHBLIMW, NOMYYEHHbLIMW NPWU perncTpaumm Ha cepsnce DynDNS
(nyHkTBI 7.4.2, 7.4.3 paHHoro PykoBoactsa), B none [Provider] Bbibepute www.dyndns.org, B
none [Domain name] Heobxogumo ykasaTb cameral84.dyndns.org, B nonda [Account] un

[Password] BeeguTe cootBeTcTBEHHO cameral184 n 123456. (Puc. 7.26).

HOME | General Setup | Status

Internet Broadband Router

DDNS 2
# System

“WAN DDNS allows users to map the static domain name ta a dynamic IP address. You must get a account, password and your static domain name from the DDNS serice
» Dynamic IP providers. Our products have DONS support for www dyndns org and www tzo com now.
» Static IP

(TETIEER ) Enable O Disable
»DDNS www_cameral84 dvrdns. org
20 oo oy |

# Firewall

Puc. 7.26
BHUMAHUE!
ByabTe BHMMaTenbHbI: NPU HEKOPPEKTHOM 3arofiHeHWM MapLUpyTU3aTOp HE CMOXET MOAKMOYUTLCH K

cepsepy DDNS.
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LWar 4: anga coxpaHeHus uaMeHeHu HaxmuTe [Apply].

LWar 5: HacTporika mapLupyTmusatopa ans paboTsl ¢ cepemcom DynDNS 3aBeplLueHa.

Ecnn Bce HacTpoviku BbIMNOMHEHbl BEPHO, TO Tenepb Balw cobCTBEHHbLIN pecypc ceTu
OTKpbIT AN goctyna 13 nobor TOYKM 3eMHOro Wwapa noj CBOMM YHUKaNbHbIM MMEHEM, NMOHATHBIM
N yooGHbIM A4Ns 3anOMUHAHUA.

Tenepb pans obpaweHna K Kamepe [ocTaTodHO B Opaysepe BBeCTM  3anpoc
http://cameral84.dyndns.org, 1 ecnn Bce HACTPONKN BbINOJTHEHbLI KOPPEKTHO, TO Bbl NnonageTe Ha

rMaBHYO CTpaHULY Kamepbl.
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MpunoxeHus

MpunoxeHune A. 3Ha4eHUA UCNOSb3yeMbIX NOPTOB

Ha3HauyeHue nopra 3Ha4yeHMe No yMON4yaHUIo Oduana3oH 3Ha4YeHuUn
HTTP 80 1124..65534
MNepeapgpecauus HTTP ¢ 80 1124..65534
nomoubto UPNP
Mepeagpecaums HTTPS ¢ 443 1124..65534
nomoubo UPNnP
RTSP 554 1124..65534
Mepeagpecaunsa RTSP ¢ 554 1124..65534
nomotbo UPNnP
Ha4vanbHbIn NopT AnanasoHa 5000 1124..65435
RTP
KoHeuHbI nopT gManasoHa 7999 1223..65534
RTP
MopT BMaeo ana MynbTtukact - 1124..65534
MopT aygno ans MynbTukact - 1124..65534
SMTP 25 1..65535
MopT yoaneHHoro cepeepa 514 1124..65534
XypHana cobbITun
MopT cepBepa cobbITUN 80 1..65535
MopT npokcu - 1..65535
[eTekTop aBvxeHus 1999 -
Motok MPEG4 (HTTP) 80 1124..65534
Motok MIPEG (HTTP) 80 1124..65534
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MpunoxeHue B. 3aBoackne ycTtaHOBKU

Hwxe npuBeneHbl HEKOTOPbIE 3Ha4YeHUA 3aBOACKMX YCTAHOBOK

HanmeHoBaHue 3HayeHue
IP-agpec 192.168.0.99
Macka noacetu 255.255.255.0
LWnio3 192.168.0.1
Nms nonb3osaTens (agMuHucTpartopa) admin
Maponb (agMuHMCTpaTopa) admin
HTTP-nopt 80
RTSP-nopT 554
SMTP-nopt 25
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MpunoxeHne C. OOwue cBegeHuss o 6Ge3onacHOCTU 6GecnpoBOAHbIX

coeAiHeHUNn

Ana npegoTBpalleHns HeCaHKLUMOHMPOBAHHOIO AocTyna K 6ecrnpoBOAHOMY COEOMHEHUIO
Heobxoanmo ocoboe BHMMaHME K Bornpocam 6e30nacHOCTH.

becnpoBogHas Todka gocTyna noggepXusaeT Heckornbko BuaoB 3awmtbl Wi-Fi cetn ¢
NCNONb30BaHMEM pPa3fiMYHbIX METOOOB M anroputMmoB WndpoBaHua U uaeHtudukaumm (WEP,
802.1x, 802.1x ¢ WEP, WPA-PSK, WPA-AES n WPA RADIUS).

Mcnonb3oBaHue TOro nnuv MHOro Buaa WNgpPoBaHUS NO3BOSIUT 3HAYUTENbHO CHU3UTb PUCK
nepexsaTta MHOPMaLMM N HECAHKLUMOHNPOBAHHOIO NogkmntoyveHus K Balwen 6ecnpoBogHon cetu.
HaunGonee npocTton n 0gHOBPEMEHHO HaMMeHee 3allMLLEHHbIN NPpoToKoN wndgposaHuns ato WEP
C AnvHON Kntova 64 6ut. Ero cnegyet ncnonb3oBaTtb TOMbLKO B TOM Criyvyae, ecnu nogkniovaemoe
obopyaoBaHne He NnogaepXXnBaeT Apyrux anroputmMoB WNpoBaHus.

Mpotokonbl 3awntel WEP (Wired Equivalent Privacy), WPA n WPA2 obecneumBator
edVHYI0 VMHMPaCTPYKTypy [Ans ynpasneHus AOCTYNoM, 3awuTbl U WMAPOBAHUA [aHHbIX,
nepecbinaemMbix Mmexay 6ecnpoBogHon Toukon goctyna n 6ecnpoBofHbIM KNMeHToM. [ns 3awuThbl
NOAKMYEHNs Ha ToYke AocTyna Heobxoammo aktusmamposatb WEP nnn WPA.

B ocHoBe npotokona WPA, kotopein npuwen Ha cmeHy WEP, nexut nogmMHOXeCTBO
ctrangapta IEEE 802.11i, a WPA2 ocHoBaH Ha oOKOoHYaTenbHOW pepakuun ctangapta |IEEE
802.11i. B WPA npumeHsieTca Heckornbko cnocoboB n anroputmos, B YactHoctn TKIP (Temporal
Key Integrity Protocol) 1 AES (Advanced Encryption Standard) gns noBblleHUs HageXHOCTU
METOOOB YNpaBfeHus Knovamy U WwudpoBaHus. BonbLUIMHCTBO COBpPEMEHHbIX GecnpoBOAHbLIX
YyCTpPOUCTB coBMeCTUMbl ¢ WPA.

WEP 1 WPA wndpytoT gaHHble, nepeckbiriaeMble Mexay Toukon JocTyna v yaaneHHbIMU
KnneHtamu. To ecTb, Kno4 (Habop CMMBONOB), N3BECTHbIV Kak 6ecnpoBoaHon Tovke AocTyna, Tak
N KNWEHTY, Ucnonb3yeTcsa Ansa wudpoBaHMa U BOCCTAHOBIIEHUSA AAHHbIX, NEePeChINiaeMblX Mexay
3TUMKU ycTporcTBamu. B3anomuiuk, 3aBrnageBLUMW KMKYOM, MOXeT pacwmdpoBaTb [aHHble,
nepecbinaemole Mexagy O6ecnpoBogHbiMM AP M KINMEHTOM WKW YCTaHOBWUTb COEAMHEHue C
BecnposogHon Toukom gocTyna.

CywecTtBeHHbIn HepocTtatok WEP — 370 HeobXxoguMMOCTb BpPYYHYHO BBOAUTH  KIHOM,
ncnonb3yembl 4nsa wngpoBaHus, Kak Ha 6ecnpoBOAHON TOYKE, TaK M Ha KINEHTE.

Ana yctpaHeHus HepgoctatkoB WEP-wundposaHma npotokon WPA gononHeH dyHKUnAMM
ynpasnenuns knwoyom. Kak u B WEP, knioy 3gecb ucnonbsyetcs ansa wWu@poBaHUA LaHHbIX.
OpHako OH BBOOMTCHA OOMH pas, a BNocneacTeuMm ¢ nomollbto atoro kntoda WPA reHepupyeT
HaCTOALLMIA KNoY AN wudpoBaHua gaHHbiX. WPA nepuoguyeckn meHdaeT knod. CnegoBaTensHo,
B Crny4yae B3fnomMa krnoya wudpoBaHusa, ToT OyaeT noneseH TOMbKO OO Tex MNop, Moka

GGCHPOBO,D,HGFI Touka Aoctyna n KnneHT aBToOMaTtu4eCkn He USMEHAT €ero.
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OntumanbHbiM  pexumom  senaetca WPA Pre-Shared Key (WPA-PSK), kotopbiv

obecneynBaeT 4OCTAaTOMHO HAAEXHYIO 3aLUTy U NPOCT B HACTPOWKE.

Ana Hactporkn ncnonb3osanusa pexuma WPA-PSK HyxHo BbibpaTb napameTtp WPA Pre-
Shared Key. B Touke goctyna peanusoBaHbl Tpu anroputma WPA: TKIP, AES u coBMeLLEHHbIN.
TKIP - 3TO ycTapeBwWMWA NPOTOKOM, MNpeAHasHadeHHbI Ans  Toro, 4tobbl  YCTpaHUTL
MHoOroumcneHHole npobnembl WEP 00 LWMpoKOro pacnpocTpaHeHusi nMpoToKofa CcrieaytoLlero
nokonenuns WPA (WPA2). B TKIP ncnonbayetcs TOT e anroput™m wudposaHus, 4to n 8 WEP, Ho
MHorne nsbsiHel WEP ycTpaHeHbl 6narogapsa anHamMmn4eckom CMeHe Krtova WndpoBaHUS 4aHHbIX,
WNpoBaHNIO OaHHbIX HACTPOWKW, NpeacTaBfieHHbIX 0ObldHbIM Tekctom B WEP, n nposepke
LenoCTHOCTK coobLleHnn. AES - 3TO HOBbIN, UCKIIOYUTENBHO HAAEXHbIN anropuTM WndpoBaHns,
Oasmpyembin Ha ctaHgapte 802.11i n WPA2. OgHako OH noka He peann3oBaH BO BCEX
annapaTHbIX cpeacTBax u nporpammMHoM obecneveHun. o Bo3MOXHOCTH cnegyeT BolbupaTb AES.

Mocne Bbibopa pexuma paboTbl BBoauTcs ko4 WPA Shared Key. Heobxoanmo BBectun
OAMH W TOT Xe KMNY Ha BCEX KIMEHTax, KOTopble YCTaHaBNMBAOT CBA3b C TOYKOW AOCTyna.
CnegyeT BbIOMpaTb ANWHHBIA, TPYOHO pasragbiBaemMbln kntod. [OnvHa knoya He MeHee 8
cumBonoB, Ho He 6Gonee 63 cumBonoB ASCIl. PekomeHayemasa pnvHa knioda He Gonee 20

CMMBOIOB.

NMPUMEYAHUE!
He pekomeHnayetcst BBoaUTb krtod anvHon Gonblie 20 ASCIl cMmBOMnOB, Tak Kak AMVHHbBIA K04 MOXET

CylwleCTBeHHO 3aMesinTb pa60Ty 6eCFIPOBOﬂ,HOl7I ceTu.

Ecnu knueHTbl HecoBmecTuMbl ¢ WPA, nydwe ncnonb3osate WEP, yem BoBce oTkasatbcs
oT 3awuTtbl. [Ana HacTpovkn WEP B cneayet ykasatb pexum 6e3onacHoctn Shared Key (MeHto
Advanced Setting), BbIbpaTb kN4 ANA MCNONb30BaHMA B KayecTBe CTaHAAPTHOrO Kroya
nepegayn (kno4 ¢ Homepom ot 1 go 4) n anuHy WEP kntova (64 unun 128) ¢ npencrasneHnem B
wecTtHaguatepmndHom unn  ASClI-cbopmaTte. Kniou cnegyet BeBectu B none Key, KoTtopoe
COOTBETCTBYET BbIOpaHHOMY CTaHAApTHOMY Krody nepegayn. Hanpumep, ecnu BbibpaH 64-x
pa3psAaHbIN WeCTHaALATEPUYHbIV KIOY, TO MOXXHO BBECTU CTPOKY M3 OECATU LUeCTHaaUuaTepUYHbIX
undp. 3Ty KoHpurypaumo WEP-kniovya HeobxoauMMo MOBTOPUTbL BO BCEX KIMEHTax, NnoaTomy

cnegyet BblIbupaTb BapuaHT HACTPOMKK, NMpUeMrieMbin 451 BCEX YCTPOUCTB.

NMPUMEYAHUE!
Mpouenypa HacTponkn WEP-wmndpoBaHMa MOXeT pasnuyatbCa A8 pasnuyHoro obopygoBaHus B
Oonbluen creneHu, Yyem Hactpovika WPA, nostomy pekomeHpauum no WEP TpyaHee apantupoBaTtb K

KOHerTHOI7I cutyauun.
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MpunoxeHue D. MMoccapumn

3GP — mynbTuMeannHbIi KOHTENHep, onpeaensembln MapTHEpckum [MpoekTom TpeTbero
nokoneHus (Third Generation Partnership Project (3GPP) ans MmynbTumeaumnHbix cnyx6 3G UMTS.
MHorve coBpeMeHHble MOBWnbHble TenedOoHbl MMET (PYHKLMM 3annucu U nNpocMoTpa aygmo u

Bugeo B hopmate 3GP.

ActiveX — aTO cTaHAapT, KOTOpbIM paspeLlaeT KOMMNOHEeHTaM NPoOrpamMmmMHOro obecneveHus
B3aMMOAENCTBOBATb B CETEBOW Cpede He3aBMCUMO OT 43blka(-OB), UCMONb3yemMoro Ans ux
co3faHus. Beb-Opaysepbl MOryT ynpaBnsTb anemeHTamu ynpasneHus ActiveX, gokymeHTammu
ActiveX un cueHapusmmn ActiveX. OnemeHTbl ynpaBneHusa ActiveX u4acTto 3arpyxawTtcs U
WHCTanNNupyTCa aBTOMaTUYEeCKW, Kak 3anpawuvBaembl. Cama no cebe gaHHasi TexHONOrus He
SIBMISIETCS KpoccniatopMeHHOM 1 nogaepXnuBaeTcs B NoriHOM obbeme Tonbko B cpeae Windows

B 6paysepe Internet Explorer 8.0.

ADSL (Asymmetric Digital Subscriber Line / AcummerpnyHaa wuudpoBas
aboOHeHTCKasA INnWHMA) — MOAEMHas TEXHONorusi, npeBpalawas aHanoroBble CUrHanbl,
nepegaBaemMble MOCPEACTBOM CTaHO4APTHOM TeNegOHHON NHUK, B LUAPOBbLIE CUrHanbl (NakeThbl

Ll,aHHbIX), Nno3BOJIAA BO BpeMA pa6OTbI COoBepLUAaTb 3BOHKW.

Angle / Yron o63opa — 370 yron, KOTOpbI 06pasyloT nyyn, CoeauMHSOWNE 3a0HI0K TOYKY
obbekTMBa 1 gnaroHanb Kagpa. Yron 3peHus nokasbiBaeT CbEMOYHOE PACCTOSHWE U Yalle BCero
Bblpaxkaetca B rpagycax. OObIMHO yron 3peHus u3mMepsieTcs Ha nuH3e, (OKYC KOTOopowm
yCTaHOBIEH B GECKOHEeYHOCTb. B 3aBMcMMOCTU OT yrna 3peHusi, o6bekTUBbl AENSAT Ha TpU Tuna:
LUMPOKOYrofbHble, HOpMaribHble M ANMHHOMOKYCHbIE. B LUMPOKOYronbHbIX 06BbEKTMBAX, KOTOpbIe
Yyale BCero Mcnonb3ylTcsa A4S NnaHOPaMHOro HabnaeHus, yron 3peHnsa coctaBnseT 75 rpagycos
n 6onbwe. HopmanbHble 06bEKTUBLI UMEKT yron 3peHus ot 45 go 65 rpagycos. Yron 3peHus

ANMHHOGOKyCcHOro o6bekTnBa coctasnseT 30 rpagycos.

ARP (Address Resolution Protocol / [lpotokon onpegeneHna appeca) -—
NCNONb3YIOLWMNCA B KOMMbIOTEPHbLIX CETAX MPOTOKOST HM3KOrO YPOBHSA, NpefHa3Ha4YyeHHbl Ans
onpegeneHns agpeca KaHanbHOro ypoBHS NO M3BECTHOMY apecy ceTeBOro ypoBHs. Hanbonbluee
pacnpocTpaHeHne 3TOT NPOTOKON nony4un Gnarogapsa noBcemMecTHOCTU ceTen IP, noCcTpoeHHbIX
nosepx Ethernet. 3T1oT npotokon wucnonb3yetca ana ceasuv IP-agpeca ¢ MAC-agpecom
ycTponcTBa. 1o nokanbHOW ceTu TpaHcnupyeTcsa 3anpoc ans noucka ysna ¢ MAC-agpecowm,

cooTBeTCTBYOWMUM IP-agpecy.

Aspect ratio /| PopmaTt 3KkpaHa — 370 popmaTHOE OTHOLLUEHME LUMPUHBI K BbICOTE KaZpoB.
O6bwwmn dopmat kagpa, WCMNOMb3YEMbIA ANS TENEBU3UOHHBbIX 3KPAHOB M KOMMbIOTEPHbLIX
MOHUTOpPOB, cocTaBnsaeT 4:3. TenesnaeHne Bbicokon YyeTkoctn (HDTV) ncnonesyet chopmat kagpa
9:16.
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Authentication / AyteHTudpmkauma — npoBepka nNpuHaLMIEXHOCTU cybbekTy AocTyna

npeaobsBreHHOro UM uaeHTMdUKaTopa; noaTBepxaeHue noanvHHocTn. OguH 3 crnocoboB
ayTeHTMdMKauMm B KOMMbIOTEPHOM CUCTEME COCTOMUT BO BBOAE Ballero nosib30BaTenbCKoro
naeHTudukaTopa, B NPOCTOPEYUN HasblBAEMOro «JiorMHom» (login — perucrpauuoHHoe unms
nonb3oBatend) W napond — HeKoW KoHduaeHUMansHOW WHdOpMauMM, 3HaHMe KOTOpOu
obecneynBaeT BnageHne onpeaeneHHbIM pecypcom. NMonyynms BBEAEHHbIV NOfb30BaTENEM JTIOMUH
N Naposib, KOMNbIOTEP CPaBHUBAET UX CO 3HAYEHMEM, KOTOPOE XpaHUTCSA B cneuuarnbHon base

OaHHbIX, U, B Clly4ae coBnageHuns, nponyckaeT noJjib3oBaTesid B CUCTEMY.

Auto Iris / APO (ABtoperynupyemas pauwadparma) — 3T0 aBTOMaTu4eckoe
perynupoBaHue BenuyuHbl AuadparMbl AN KOHTPOMsS KOnmuyecTBa CBeTa, nonagarowero Ha
maTtpuuy. CylwecTByeT ABa BapuaHTa aBToMaTuyeckon perynupoBku guadpparmel: Direct Drive u

Video Drive.

Biterate / ButpenTt (CkopocTb nepeAaymn AaHHbIX) — OyKBanbHO, CKOPOCTb MPOXOXAEHWS
OuTOoB MHOpMaunn. BUTpenT NpUHATO MCnonb3oBaTb NPU U3MeEpPeHUM 3PPEKTUBHOM CKOPOCTH
nepegadn WHdopmauMm No KaHany, TO eCTb CKOPOCTW nepedayvn «nonesHom WHgopmMauum»

(noMMMO TaKkoBOM, MO KaHany MOXeT nepeaaBaTbCs CryxebHas MHopMaLus).

BLC (Back Light Compensation / KomneHcauna ¢oHOBOM 3acBeTKM, KOMMeHcauus
3agHero cBeTta). TUMNWYHBIN NpUMEpP HEOOXOAMMOCTU MUCMNOMb30BaHMA: YenoBeK Ha hOHe OKHa.
OnEKTPOHHbIN 3aTBOP kamepbl oTpabaThiBaeT MHTErpanbHyto, T.e. 06LLY0 OCBELLEHHOCTb CLUEHBbI,
«BUOUMOM» Kamepon yepe3 obbekTMB. COOTBETCTBEHHO, Manasa durypa vyenoseka Ha G0MbLIOM

-

CBETMOM (pOHE OKHa BbINbETCH B UTOre "3acBeTKOW" BCen KapTUHKW. BkrtoyeHne pyHKkunmn «BLC»

MOXET B NOAOBHbIX cny4yaax ncnpaButb pa60Ty ABTOMAaTUKN KaMepbl.

Bonjour — npoTokon aBTomMaTn4eckoro obHapyxeHusi cepBmcoB (crnyx6), ncnonb3yemolin B
onepaumoHHon cucteme Mac OS X, HaumHas ¢ Bepcumn 10.2. Cnyxba Bonjour npegHasHavaeTca
ANS UCMONb30BaHUS B JNOKarnbHbIX CETAX U UCNONb3yeT CBeAeHUs (3anucu) B cryxbe AOMeHHbIX
nmén (DNS) ansa obHapyXeHus OpyrMx KOMMbIOTEPOB, PaBHO KakK U WHbIX CETEBbIX YCTPOWCTB

(Hanpumep, NPUHTEPOB) B GrivKanLEM CETEBOM OKPYXXEHUN.

CIDR / becknaccoBasi agpecauusa (aHrn. Classless Inter-Domain Routing, aHrn. CIDR) —
meTog IP-agpecaunn, No3BONALWMI MTMOKO ynNpaenaTb NPOCTpaHCTBOM IP-agpecoB, He ncnonb3ysi
XKECTKME paMKK KraccoBon agpecauunn. Kcnonb3oBaHMe 3TOr0 MeToga MNo3BOfdeT 3KOHOMHO
ncnonb3oBaTb OrpaHUYeHHbIN pecypc IP-agpecoB, NOCKOSbKY BO3MOXHO MPUMEHEHWe pasnuyHbIX

MacoK nofceTen K pa3nuyHbiM NoAceTAM.

CCD / N3C-maTpurua — 370 CBETOYYBCTBUTESbHBIA 3NIEMEHT, NCNOMb3YHLNNCS BO MHOIMX
UMpPOBLIX Kamepax M NpeacTaBnsalWUn cCOBON KPYNHYHO UHTErparibHyl0 CXeMy, COCTOSLLY U3

COTEH TbICAY 3apsgoB (NuUKcenemn), KoTopble nNpeobpasyroT CBETOBYH) SHEPIMKO B 3NEKTPOHHbIE
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curHanbl. Pasamep matpuubl n3amMeHsieTcst No guaroHann u Moxet coctaensaTtb 1/4", 1/3", 1/2" vinn
2/3".

CGl (EpyvHbin  wno30BbIM  UHTepdenc) — cneuudomkauus, onpegensawowas
B3anmopencTene web-cepsepa ¢ gpyrumm CGl-nporpammamun. Hanpumep, HTML-cTpaHuua,

copgepxawasa oopmMy, MOXeT mucnonb3oaTb CGl-nporpammy ana o6paboTkm AaHHbIX OPMBbI.

CMOS / KMOINl (Complementary Metal Oxide Semiconductor / KomnnemeHTapHbI
MeTanIoOKCUAHbIA MNONYNPOBOAHUK) — 3TO LUMPOKO WCMONb3yeMblA TUM MNOYyNpPOBOLHUKA,
KOTOPbIA MUCMNONb3yeT Kak oOTpuUaTenbHYl0, TaK W MOMOXUTENbHYIO 3MNEKTPUYECcKyo Uuenb.
lMockonbKy TONbKO OA4HAa M3 3TUX TUMOB Lienen MoXeT BbiTb BKIOYeHa B noboe gaHHOe BpeMs, TO
Mukpocxembl KMOlMa noTpebnsatoT MeHbLUe 3fIeKTPOIHEPTrMK, YeM MUKPOCXEMbI, UCMONb3yoLme
TONbKO OOMH TWM TpaH3ucTopa. Takke gatunkm nsobpaxeHus KMOIT B HEKOTOPbIX MUKpPOCXEeMaX
cogepxaTt cxembl 06paboTkM, OAHAKO 3TO MPEUMMYLLECTBO HEBO3MOXHO ucnonb3oBatbk ¢ [M3C-

OaT4ynkamun, KoOTopble ABNAKTCA TakKe bonee OopormMun B Npon3BoacTBe.

DDNS (Dynamic Domain Name System, DynDNS) — TexHonorusi, npumeHsemasa Ans
Ha3Ha4YeHWs1 NOCTOSIHHOTO AOMEHHOIO UMEHM YCTPOMCTBY (KOMMBLIOTEPY, CETEBOMY HAKOMUTESHO) C
AnHamnyeckum IP-agpecom. 31o moxeT 6bITh IP-agpec, nonyyeHHbin no DHCP wnun no IPCP B
PPP-coeanHeHnsax (Hanpumep, npyv yganéHHoM [JocTyne 4epe3 mogem). [pyrne mawuHbl B

MHTepHeTe MOryT yCTaHaBnnBaTb coeguHeHne C 3TOM MaLUWHOM MO OOMEHHOMY UMEHMWN.

DHCP (Dynamic Host Configuration Protocol / [lpotokon AauHamu4yeckomn
KOHdUrypaumm ysna) — 370 CETEBOW NPOTOKOS, NMO3BOMSIOLINA KOMMbIOTEPAM aBTOMaTU4eCKu
nonyyatb IP-agpec v gpyrne napametpbl, Heobxognmble onsa pabotel B cetn TCP/IP. JaHHbIN
NPoOTOKON paboTaeT no MoAenn «KNueHT-cepBep». [ns aBTOMaTM4YecKonW KoHdurypaumm
KOMMNbIOTEP-KITMEHT Ha 9aTane KoHurypauum CceTeBOro YCTponcTBa obpawaeTtca K Tak

Ha3biBaemomy cepsepy DHCP v nony4aeTt oT Hero HyXHble napameTpsbl.

DHCP-cepBep — 3TO nporpaMma, KoTopasi HasHa4yaeT knueHtam |P-agpeca BHyTpu
3alaHHOro AvanasoHa Ha onpefernieHHbIn nepvos BpeMeHW. [aHHyto (YyHKUMIO MOAAEpKMBaKOT

NnpakTU4YeCkn BCe COBPEMEHHbIE MapLLpPYTU3aTOpPbI.

Digital Zoom / LinucdhpoBoe yBennyeHue — 370 yBenuyeHne pasmepa kagpa He 3a cuyeT
ONTKKW, @ C NOMOLLLIO KaapupoBaHMSA NONYYEHHOro ¢ MaTpuubl n3obpaxeHuns. Kamepa Hu4ero He
yBENMUMBaET, a TOMbKO BbIpe3aeT HYXHYH YacTb WU300paxeHnss M pacTarmBaeT ee [o

nepBoOHaYanbHOro paspeLleHys.

Domain Server / CepBep AOMEHHbIX UMEH — TaKkke AOMEHbI MOTyT BbITb UCMOMb30BaHbI
OpraHmsaumsiMiM, KoTopble XOTAT UEHTPanu3oBaHHO YNpaBfsTb CBOMMM KOMMblOTEpaMu (Ha
KOTOpbIX YyCTaHOBMeHbl onepaunoHHble cuctembl Windows). Kaxabii nonb3oBaTtenb B pamMkax

AOMeHa nosly4aeT Y4YeTHyl 3anucb, koTopas OOGbIYHO paspeluaeT 3aperucTpupoBaTbcs U
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ncrnonb3oBaTb tobon KOMMNbOTEP B OOMEHE, XOTA OAHOBPEMEHHO Ha KOMMbKTEep MOryTt ObITb

HaloXXeHbl orpaHn4eHuA. CepBepOM OOMEHHbIX UMEH ABNAETCA cepsep, KOTOprVI

ayTeHTMd)VILI,VIpyeT nonb3oBaTteneun B ceTu.

Ethernet — nakeTHasi TexHoMoOrMsi nepedayn AaHHbIX NPEUMYLLECTBEHHO B JOKamnbHbIX
koMnbloTepHbIX ceTax. CraHpaptel Ethernet onpegensawT npoBoaHble CcoeguHEHUA W
3NeKTPUYECKME CUrHanbl Ha OU3NYECKOM YpOBHe, chopmaT KaapoB W NPOTOKOSbI yrpaBreHus

OOCTYMNOM K cpefie — Ha kaHarnbHoM ypoBHe mogenu OSI.

Factory default settings / 3aBoackue yctaHOBKM MO YMOSIT4aHUIO — 3TO YCTaHOBKW,
KOTOpbl€ N3Ha4anbHO UCMONb30BaHbl AN YCTPONCTBA, KOrga OHO OTIPYXKaeTCsi C 3aBOA4A B NepBbI
pa3. Ecnn Bo3HMKHET HEOOXOOUMOCTE NepeyCcTaHOBUTbL YCTPOMCTBO A0 €ro 3aBOACKMX YCTAHOBOK
MO YMOMYaHuIo, TO 3Ta (PYHKUMSA NpUMEHMMa Ans GONbLUMHCTBA YCTPOWCTB, M OHA MOJSTHOCTbIO

nepeycraHasinBaeT niobble YCTaHOBKW, KOTOpPbIE ObIN N3MEHEHBI NOfb30BaTENEM.

Firewall / Bpangmayap — GpaHamayap (MexceTeBomn 3kpaH) paboTaeT Kak 6apbep mexay
ceTaAMMU, Hanpumep, MeXxay nokanbHon ceTbio U WHTepHeToM. bpaHamayap rapaHTupyeT, 4To
TOJbKO 3aperncTpMpoBaHHbIM NONb30BaTeNsaAM OydeT paspelleH OOCTYn U3 OOHOW CEeTU B APYryto
ceTb. bpaHamayapom moxeT 6bITb nNporpammHoe obecnedeHne, paboTaroliee Ha KOMMbHTEpPE,

nnn 6paH,1:|,M3y3p0M MOXET ObITb aBTOHOMHOE annapartHoe yCTpOIZCTBO.

Focal length / ®okycHoe paccTtosiHMe — u3mMepsiemoe B MUNIMMeTpax oKycHoe
paccTosiHne 06bEKTMBA KaMepsbl, ornpeaensioLlee LWNPUHY ropu3oHTanbHon 3oHblI 0630pa, KoTopoe
B CBOIO ovepedb uamepsdeTcsa B rpagycax. Onpenensaercd Kak pacctodgHne OT nepeaHen rnaBHom
TOYKM OO nepegHero dokyca (ans nepegHero OKyCHOrO pacCTOsiHMSA) U Kak pacCTosiHMe OT
3aHewn rmaBHON TOYKM 00 3aaHero dhokyca (aAng 3agHero ookyCcHoOro paccrtosaHus). MNpu atom, nog
rMaBHbIMKM TOYKaMW MNOAPA3YMEBAOTCA TOYKM nNepecedyeHus nepegHen (3agHen) rnaBHOM

NIIOCKOCTN C ONTUYECKON OCbIO.

Fps / KagpoBas yactoTta — KONMYECTBO KagpoB, KOTOPOE BMaeocuctema (KoMmnbtoTepHas

urpa, Tenesusop, DVD-nneep, Bugeodanin) BolAa€T B CEKYHAY.

Frame / Kagp — kagpom sBnsetca nonHoe BugeousobpaxeHue. B dopmate 2:1
YyepeccTpoyHon pasBépTkm uHTepderica RS-170 wn B dopmatax MexagyHapogHoro
KOHCYNbTaTUBHOrO KOMUTETa NO paguoBeLLaHuio, Kagp co3fgaeTca u3 AByX OTAeNbHbIX obnacren
NNHWIA 4YepecCTPOYHON pasBepTkn 262.5 nnu 312.5 Ha yactoTte 60 nnmn 50 My gns TOro, 4ToObLI
ccopmMmpoBaTh MOSHbIA Kagp, KOTOpbIN 0TOoBpa3uTca Ha akpaHe Ha yactote 30 wnm 25 y. B
Buaeokamepax C MNpOrpecCUBHOM pPasBepTKOW Kaxabl Kagp CKaHUPYeTCA MOCTPOYHO U He

ABNAETCH YEPECCTPOUHbIM; BONBLUMHCTBO M3 HUX OTOBpaxaeTcsa Ha YactoTe 30 1 25 Ny,

FTP (File Transfer Protocol / TlpoTtokon nepegauu ¢annoB) — 3TO NPOTOKOS

NPUIIOXEHWS, KOTOpbIN ucnonb3dyeT Habop npotokonoB TCP / IP. OH ucnonb3yetcs, 4TOObI
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obmeHuBaeTca parnamum Mexagy KomnbtoTepamu/yctponctsamm B cetn. FTP  nossonsier

nogknoyaTbca K cepsepam FTP, npocmaTpuBaTb CoaepXnmoe KaTanoros u 3arpyxatb dansbl ¢
cepBepa unu Ha cepsep. NpoTokon FTP oTHocuTcs K MpoTOKONam MNpUKNagHOro ypoBHA U ANnd
nepegayn AaHHbIX UCNOMNb3yeT TpaHCnopTHbIM NpoTtokon TCP. KomaHabl n AaHHble, B OTNMYKe OT
GonbLUMHCTBA APYrMX NPOTOKOMOB rnepedarTcs no pasHbiM nopTtam. MopT 20, oTKpbIBaeMbIA Ha
CTOpPOHE cepBepa, Ucnonb3yeTca Ana nepefadn gaHHbelx, nopTt 21 - Ang nepegaym komaHg. MNopt

ana npuemMa gaHHbIX KInMeHToM onpenendaeTcd B Ananore corriacoBaHuA.

Full-duplex / MonHbIM Aynnekc — NONHbIA Aynnekc npeacraenser cobon nepepady
OaHHbIX OOHOBPEMEHHO B OBYX HarnpasfieHusax. B cucteme 3ByKOBOCNPOU3BEAEHUS 3TO MOXHO
onucartb, Hanpumep, TenedoHHbIMKU cucTeMaMu. Takke nonyaynrekcHasi cBs3b obecneymBaeT

OBYXCTOPOHHIOK CBA3b, HO TOJIbKO B OAHOM HanpaslieHX 3a OOWH pas.

G.711 — craHgapT ana npeactaeneHus 8-6utHom komnpeccun PCM (MKM) curHana c
yactoton auckpetmsauum 8000 kagpos/cekyHoy u 8 oGut/kagp. Takmm obpasom, G.711 kogek

co3aaét noTtok 64 Koéut/c.

Gain / KoacdhcdmumeHT ycuneHmsa — KoahUUNEHTOM yCUNEHUs SBMSETCS KOIpUUNEHT
YCUNEHUST W OKCTEHTa, B KOTOPOM aHasnoroBbli YyCUNMTENb YCUNuBaeT Curny curHana.
KoadbdpmumeHTbl yecmunenunsa obbl4HO BbipaxatoTcs B eanHuuax mowHoctu. eumben (ob) asnsetca

Hanbonee yl'lOTpeGVITeJ'IbeIM cnocobom ans n3MepeHna ycuneHuma ycunmtens.

Gateway / MexceTeBOM L3 — MEXCETEBbIM LUMO30M SBNSETCHA CeTb, KOTOpas
OENCTBYET B KayeCcTBe TOYKM BXOoAa B Apyryto ceTb. Hanpumep, B KOpnopaTMBHOW CETU, CepBep
KOMNbloTEpa, AENCTBYIOLUNA B Ka4eCTBE MEXCETEBOro LM03a, 3a4acTylo Takke OeNCTByeT U B
KayecTBe MPOKCU-CepBepa U cepBepa CeTeBOW 3almnTbl. MexceTeBOW LUM3 YacTo CBA3aH Kak C
MapLLPYyTM3aTOPOM, KOTOPbIA pacrno3HaeT, Kyaa HanpaenaTb NAKeT AaHHbLIX, KOTOPbIA NPUXoauT B
MEXCETEBOW LUMI03, TaK 1 KOMMYTaTOPOM, KOTOPbIA NPeaoCTaBNsi€T UCTUHHbLIN MapLpyT B U 13

MeXXCeTeBOoro w3a gnd AgaHHoro nakeTra.

H.264 — 310 MexayHapOAHbIA CTaHA4ApT KOAMPOBAaHWUS ayauo U BUAeEO, (Apyroe Ha3saHue
'MPEG-4 part 10' nnn AVC (Advanced Video Coding)). [aHHbI cTaHOapT COOAEPXUT psif, HOBbIX
BO3MOXHOCTEN, MNO3BONSAILINX 3HAYUTENbHO MOBLICUTL 3PMEKTUBHOCTL CXKaTUs BMOEO MO
cpaBHeHuto ¢ 6onee paHHuMmn ctaHgaptamu (MPEG-1, MPEG-2 n MPEG-4), o6ecneunBas Takke
6onbLyto MrMBKOCTb NPUMEHeHUs B pa3HOobpa3Hbix ceTeBbix cpedax. Micnonb3yeTtcs B LMPOBOM

TenesnaeHun BbiCokoro paspewerus (HDTV) n Bo MHOrux gpyrmux obnacrsax umgpoBoro Buaeo.

HTTP (Hypertext Transfer Protocol / MpoTokon nepepayn runeprtekcra) — 310 Habop
npasun no obmeHy cannamm (TEKCTOBbIMW, rpaduyeckumu, 3BYKOBbIMW, BUOEO- U APYrMMU

MynbTumMeguna cannamn) B cetu. lNpoTtokon HTTP sBnseTca npoTOKONOM BbICLLErO YPOBHSA B
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cemenictee npotokonos TCP/IP. B gaHHOM npoTokone nobon nakeT nepegaeTca 4O MNONyYeHus

nogreepXxgeHma o ero npasuiibHOM npuneme.

HTTPS (Hypertext Transfer Protocol Secure / 3awMwéHHbIN NPOTOKON nepegadun
rmneprekcra) — pacwupeHne npotokona HTTP, noggoepxmBatowee wudpoBaHue. [daHHble,
nepegaBaemMble no npotokony HTTP, «ynakoBbiBalOTCA» B KpunTorpadpuyeckmin npotokon SSL
unn TLS, Tem cambiM obecnevnBaeTca 3aluuTa 3TUX AaHHbIX. B otnuune ot HTTP, ana HTTPS no

ymonyaHuio ncnonbsyetca TCP-nopt 443.

Hub / CeTeBOM KOHLEHTPATOP - CETEBOMN KOHLEHTPATOP UCNONb3YeTCsl ANSA NOAKTYEHNS
MHOFOYMCMEHHbIX YCTPOMCTB K ceTn. CeTeBOMN KOHLIEHTpaTop NepegaeT BCe AaHHble B YCTPOWCTBA,
NOAKMOYEHHbIE K HEMY, TOrA4a Kak KOMMYTaToOp TONMbKO nepedaeT OaHHble B YCTPOMCTBO, KOTOpoe

cneumanbHO NpeaHa3Ha4YeHo Ans Hero.

ICMP (Internet Control Message Protocol / MexceTeBo NMPOTOKON ynpaBRstOLMUX
coob6LweHun) — ceTeBon NPOTOKON, BXxoasAwWwmn B ctek npotokonos TCP/IP. B ocHoBHom ICMP
ncnonb3yeTcs Ana nepegaydn coobuweHnin o6 owmbkax v OpYrux UCKMIOYUTENbHBIX CUTyauusx,
BO3HUKLLMX NPWU Nnepegaye OaHHbIX, Hanpumep, 3anpawmBaemMas ycnyra HegocTynHa Unm XocT unm

MapLpyTn3aTop He oTBe4aloT.

IEEE 802.11 / Ctanpapt IEEE 802.11 — 370 cemencTBO cTaHAapToB AN 6eCnpoBOAHbIX
nokaneHblx ceten. CtaHgapt 802.11 nogoepxuBaeT nepedadvy AaHHbIX Ha ckopoctv 1 wunu 2
M6ut/cek Ha nonoce 2.4 ITu. CtaHpapT xe 802.11b 3apaeT ckopocTb nepegayn AaHHbIX 11
M6wuT/cek Ha nonoce 2.4 [Tu, B To BpemMsa kak ctangapt 802.11a no3sonsdeT 3agaTtb CKOPOCTb A0

54 MowuT/cek. Ha nonoce 5 L.

Interlaced video / YepeccTpoyHasa pas3BepTKa — 3TO BMOEO3aNNCb CO CKOPOCTbIO 50
n3obpaxeHnin (Has3biBaeMbIX NONAMMN) B CEKYHAY, N3 KOTOPbIX Kaxable 2 nocneaoBaTesibHbIX Nons
(nonykagpa) 3atem obbeauHswTca B 1 kagp. YepeccTpodHas passepTka Obina paspaboTtaHa
MHOrO JIeT Ha3aj 41 aHanoroBoro TeneBnaeHUs N 40 CUx Nop WKpoKo npumeHsieTcs. OHa gaet
xopowme pesynbTaTbl NPU NPOCMOTPE ABWKEHWS B CTaHOAPTHOM M300pakeHun, XOTs Bcerga

CYLLLECTBYET HEKOTOPOE UCKaXKeHNe N300paKeHNs.

Internet Explorer (IE) — cepusa 6paysepos, paspabaTtbiBaemas kopnopaunen Microsoft ¢
1995 roga. BxoguT B KOMNNEKT onepauunoHHbIx cuctem cemenctea Windows. AensieTcs Hambonee

LUMPOKO Mcnonb3yembiM Be6-6pay3epom.

IP 66 (Ingress Protection) — 310 cTaHgapT 3awnTbl 060pYyAOBaHMS, KOTOPbIA ONUCbIBaET
nbine- 1 BRaro- 3awuTy Kamepbl BuaeoHabniogeHusa. lMepsas undpa obo3HavaeT ypoBEHb
3aWwmnTbl OT NonagaHus TBEPAbIX YacTuy (Hanpumep, umdpa 6 o6o3HaYaeT NOMHOE UCKIYEHUe

nonagaHunA I'IbIJ'II/I). BTOpaﬂ LlM(bp& obosHavaeT YpOBE€Hb 3alnTbl OT nonagaHuA KUAKOCTEN
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(Hanpumep, undpa 6 obosHayaeT 6e3ynpedHyto paboTy kamepbl NP BO3AENCTBMM MaCCUBHbIX

BOOAHbLIX MOTOKOB BOAbI Ui BpEMEHHOM O6J'IVIBaHVIVI.)

IP-kamepa — uMdpoBas BUAeOKamepa, OCOBEHHOCTbIO KOTOpOW siBRsieTCA nepegada

BMaeonoToka B uncpposoM copmate no cetn Ethernet, ncnonbaytrowen npotokon IP.

JPEG (Joint Photographic Experts Group / CraHpapt O6beaMHeHHOM rpynnbl
aKcneptoB B obnactu c¢otorpachmn) — oavH M3 NONyNsipHbIX rpaduyeckux opmaTos,
NPUMEHSEMbIA ON1s XpaHeHns hoTon3obpakeHnn 1 NogobHbIX UM nsobpaxkeHun. MNpu cosgaHmm
n3obpaxeHmsa JPEG nmeeTcs BO3MOXHOCTb HAaCTPOMKM UCMONb3yeMOro koadduumeHTa cxaTtusl.
Tak kak npu 6Gonee Hu3koM koadppuuneHTe cxatms (T.e. CaMOM BbICOKOM KadecTBe)
yBenuumBaeTcs obbem dpainna, CylecTBYET BbIOOpP MexXay KayecTBOM M306paKeHus n o6beMom

danna.

Kbit/s (Kilobits per second / Kbut/cek) — 3T0 Mepa namepeHusi CKOpoCTM NOTOKa AaHHbIX,

T.e. 3TO CKOPOCTb, Ha KOTOPOW onpeaeneHHoe KONMYecTBO BUTOB NPOXOAAT 3a4aHHYH TOYKY.

LAN (Local Area Network / JlokanbHasa BbluMCnUTENbHasA CeTb) — KOMMNbIOTEPHAs CeTb,
nokpblBatoLasi 06bI4HO OTHOCUTENBHO HEBOMbLUYKD TEPPUTOPUIO NN HEBONbLUYD rPyNny 34aHUA

(aom, oduc, bmpmy, MHCTUTYT), TO €CTb ONpeaeneHHY0 reorpauUecKyto 30Hy.

Lux / Jllokc — eguHuua namepeHus oceellleHHocTU. OnpeaensieTcsl Kak OCBELLEHHOCTb
NOBEPXHOCTU Nnowiaabio 1 KB.M. CBETOBbIM MOTOKOM 1 noMeH. Mcrnonb3yeTtca anst 0603HaveHus

YYBCTBUTEJIbHOCTU KaMep.

MAC-appec (Media Access Control address / AnnapaTtHbi agpec ycTpoMcTBa) — 3TO
YHUKanNbHbIN NOEHTUMUKATOP NPUCOEANHEHHOrO K CETU YCTPOMCTBA UK, TOYHEE, ero nHTepdenic

OnA NOAKMKYEHNA K CETI.

Mbit/s (Megabits per second / M6ut/cek) — 3TO Mepa M3MepeHUs CKOPOCTM MOTOKa
AaHHbIX, T.€. 3TO CKOPOCTb, Ha KOTOPOW BUTbI NPOXOAAT 3a4aHHYH TOYKY. OTOT napameTp 06bIYHO
ncrnonb3yeTcs, Y4ToObl NpeacTaBUTbL «CKOPOCTb» ceTW. JlokanbHas ceTb AorkHa paboTaTb Ha

ckopoctn 10 unu 100 M6uT/cek.

MJPEG (Motion JPEG) — nokagpoBbli MeTO4 BUOEOCKATUS, OCHOBHOW OCOOEHHOCTbIO
KOTOPOro SBMNSAETCS CXaTue KaKOoro OTAENbHOro Kagpa BMOeonoToKa C MOMOLLBI anroputMma
cxkatma wusobpaxenun JPEG. lMpu coxatum metogom MJIPEG mexkagpoBas pasHuua He

YYNUTbIBAETCA.

MPEG-4 — 310 MexayHapoaHbl CTaHAapT, UCNONb3yeMbld NPENMYLLECTBEHHO NS CKaTus
undcpposoro ayamo u Bugeo. CrtanHgapt MPEG-4 B OCHOBHOM WCMONb3yeTcs AN BeLaHus
(noTokoBOE BMAEO), 3anucK UNBMOB Ha KOMMAKT-AUCKW, BugeoTenedoHun (BugeotenedoH) u

LUIMPOKOBELLLAHUSI, B KOTOPbIX aKTUBHO MCMOMb3yeTcs cxxaTve LMdpPOoBbIX BUAEO U 3BYKA.
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Multicast / TpynnoBas nepepga4va — cneunanbHas dopmMa LUMPOKOBELLAHWUS, MPU KOTOPOW

KOMMM nakeToB HanpaensawTca onpedenéHHoMmy MNOAMHOXeCTBY agpecaTtoB. Hapsgy c
NPUNOXEHUAMW, yCTaHaBMMBaKOLWUMKU CBA3b MeXOy WCTOYHMKOM W OOHUM nonyvartenem,
CYLLLECTBYIOT TakMe NpunoxeHus, rae tpebyetcs, 4ToObl MCTOYHMK NoOcbinan nHdopmMmaumo cpasy
roynne nonydatenen. [lMpu TpaguuunoHHon TexHonormn |IP-agpecauun TpebyeTcs Kaxgomy
nonyyaTento UHgopmaLMM nocratb CBOM MaKeT AaHHbIX, TO eCTb Of4Ha WU Ta Xe WHdopmaums
nepegaeTcst MHOro pas. TexHonornsa rpynnoBon agpecaunn npeacraenseT cobon pacwmperne IP-
agpecauumm, No3BoNAKoLLEe HaNnpaB/UTb OOHY KOMUIO NakeTa cpasy BceM nonydarensm. MHoxecTBo
nony4artenen onpegenseTca NPUHaANEXHOCTbIO KaXXA0ro U3 HUX K KOHKpeTHOW rpynne. Paccbinky
ANS KOHKPETHOW rpynnbl MOMAyYatoT TOMNbKO YreHbl 3TOW rpynnbl.

TexHonorusa IP Multicast npegoctaBnsieT psag CyLeCTBEHHbIX NPEUMYLLECTB MO CPaBHEHMIO
C TPaAMUMOHHbIM Noaxoaom. Hanpumep, AobasrneHne HOBbIX NONb3oBaTenen He BriedeT 3a cobom
Heobxoaumoe yBenuyeHne nponyckHOW CNOCOBHOCTU ceTU. 3HaYnUTENbHO COKpallaeTCs Harpyska
Ha nocbinalvwWwun cepBep, KOTopbli 6Gonblle He [OO0S/MKeH noadepXuBaTb  MHOXECTBO

ABYXCTOPOHHUX COeaUHEHWIA.

Ana peanusaumn rpynnoBoM agpecauun B fOKanbHOW CeTu HeobxoaouMmbl: MOoAAepKKa
rpynnoBon agpecauum ctekom npotokona TCP/IP, nporpammHas nogaepxka npotokona IGMP
O5s OTNpaBKK 3anpoca 0 NpUCcCoeMHEHMM K rpynne 1 NosyvyeHrMmn rpynnoBoro Tpaduka, nogaepxka
rpynnoBon agpecaumm CETEBOM KapTOW, MPUNOXEHWEe, UCMonb3ylolee rpynnoBy agpecauuio,
Hanpumep, BMAEOKOHepeHUnsa. TexHonorma «MynbTukacT» mcnonbdyet agpeca ¢ 224.0.0.0 go
239.255.255.255. TllopoepxuBaeTcs cratumdeckas M guHamumyeckas agpecauums. [lpumepom
ctatnyeckmx agpecoB sgenstotca 224.0.0.1 — agpec rpynnbl, BKMovawowen B cebs Bce y3nbl
nokanoHon cetn, 224.0.0.2 — BCce MapLlpyTu3aTopbl fokanbHOW ceTu. [uana3oH agpecoB C
224.0.0.0 no 224.0.0.255 3apesepBupoBaH [Ans MPOTOKOMOB MapLIpyTU3auunm u  Opyrux
HU3KOYPOBHEBbLIX MPOTOKOMIOB  NOAAepXku rpynnosor agpecaumn. OcTanbHble agpeca
ONHAMWYECKNn  UCMOMb3ylTCA  NpunoxeHmsmu. Ha  cerogHAWHWN  OeHb  BOMbLIMHCTBO
MapLLpPYTM3aTOPOB NOAAEPKUBAIOT 3Ty ONUMIO (B MEHIO 0ObIYHO eCTb onuus, paspelatowas IGMP

MPOTOKOM UM MYIbTUKACT).

NTP (Network Time Protocol / lMpoTokon CUHXPOHM3aALUM BpPEMEHU) — CeTeBOW
NPOTOKON ANA CUHXPOHU3aLMN BpeMeHu C ucnonb3oBaHueM ceter. NTP ncnonb3dyeT ansa ceoeu

paboTtbl npotokon UDP.

NTSC (National Television System Committee / Ctanpgapt NTSC) — ctaHgapt NTSC
SIBMSIETCH TENEBM3NOHHbLIM 1 BuaeocTangapTom B CLUA. CtangapT NTSC goctaensieT 525 cTpok B

kagpe Ha 30 k/cek.
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ONVIF (Open Network Video Interface Forum) — oTpacnesow cTaH4apT, ONpeaensoLni

NPOTOKOMbl B3aUMOAENCTBUA TakMX YCTPOWCTB, Kak IP-kamepbl, Buaeopernctpatopbl U CUCTEMBI
ynpaeneHna Buageo. MexayHapoaHbeli  ¢opyMm, CcO34aBlUMKA  AdaHHbIA - cTaHdapT, OCHOBaH
kKomnaHuamm Axis Communications, Bosch Security Systems u Sony B 2008 rogy ¢ uenbto

pa3paboTkn U pacnpoCTpaHeHNs OTKPLITOrO CTaHAapTa AN CUCTEM CeTEBOro BUAEeOoHabnioaeHus.

PAL (Phase Alternating Line / TeneBu3snoHHbin ctaHpgapT PAL) — TeneBu3MOHHbIN
ctaHgapT PAL gaBndetca npeobrnagarwolimm TENeBM3MOHHLIM CTaH4apToM B cTpaHax Esponsbl.

TeneBunanoHHbIn ctaHgapT PAL goctaenseT 625 cTpok B Kagpe Ha 25 K/cek.

PoE (Power over Ethernet / NutaHue 4yepe3 Ethernet) — TexHonornda, nossonstoLlas
nepegasaTb yAanéHHOMY YCTPOMCTBY BMECTE C [OaHHbIMU JEKTPUYECKYIO 3JHEpruio 4vepes

CTaHOapTHYO BUTYIO napy B cetn Ethernet.

Port / TMopT — wnaoeHTUPUUUPYEMBIA HOMEPOM CUCTEMHbBIA pPECYypC, BbloenseMbli
NPUOXEHMWIO, BbINOSIHAEMOMY Ha HEKOTOPOM CEeTEBOM XOCTe, AN CBA3W C MNPUIIOXKEHUSIMMU,
BbINOSIHAEMbIMW Ha APYrMX CeTeBbIX XOCTax (B TOM YMcne C APYrMMU NPUNOXKEHNSIMU Ha 3TOM Xe
xocte). B 0Bbl4HOM KNMEHT-CepBEPHON MoAeNnun npunoxeHne nnbo oxuaaeT BXOASAWMX OaHHbIX
WNn 3anpoca Ha CoeauHeHue («cnywaeT nopT»), NMbGo nocbinaeT AaHHble WUNKU 3anpoc Ha

coeaMHEHNe Ha N3BECTHbLIN nopT, OTKprTbIIZ npunoXxeHmnem-cepsepom.

PPP (Mpotokon AOBYyXTOYEYHOro0 COEAMHEHUS) — TMPOTOKOM,  MO3BOSIAIOLLNIA
ucnonb3oBaTb MHTEpPdENC NocneaoBaTenbHON nepefadn gns CBsA3M Mexay ABYMSA ceTeBbiMU

ycTponcteamn. Hanpumep, nogkntodeHue MK k cepsepy nocpeactBoM TeNedOHHON IMHUK.

PPPoE (Point-to-Point Protocol / [poTokon coeanHeHUs «TO4YKa - TOYKa») — NPOTOKOI
Ons  nogknioyeHnsa  nonb3oBaTenen cetn  crtaHgapta Ethernet k WHTepHety  uepes
LLIMPOKOMOMOCHOE CoeanHeEHNe, Takoe kak NimHma DSL, 6ecnpoBoaHOe yCTPOMUCTBO U KabernbHbIn
mogem. C nomoulbto PPPOE 1 LUMPOKONONOCHOMO MoAema nosib3oBaTeny nokanbHOW ceTn MoryT
nony4atb OOCTYNn C MHAMBMAOYanbHOW MPOBEPKOW MOAMMHHOCTM K BbICOKOCKOPOCTHLIM CEeTAM
AaHHbiX. O6beguHas Ethernet n npotokon PPP (Point-to-Point Protocol), npotokon PPPoE
obecneunBaeT aPEKTUBHBIN CNOCOO CO3AaHMA OTAENbHbBIX COEANHEHWI C yOANEHHbIM CEpBEPOM

Ona KaXXgoro nosib3oBaTtend.

Progressive scan / [porpeccuBHOe CKaHMpOBaHMUE — 3TO TEXHONOMNSA npeacraBrieHns
KagpoB B BuaeoHabnogeHuu, nNpy KOTOPOW Kaxabl Kaap BOCNPOM3BOAUTCA MO OAHOW NIMHUKU B
nopsigke WX pasMeLleHns Kaxayw LWecTHaguaTylo [OM  cekyHabl. To ecTb cHadvana
nokasbiBaeTcs NuHUA 1, 3atem 2, 3atem 3 u Tak ganee. Takum obpa3om, n3obpaxxkeHne He BbeTcs
Ha oTAenbHble nonykagpbl. B aToM cnydae nNonHOCTbO McyesaeT ahdekT mepuaHus, no3aTomy

Ka4yeCTBO OTCHATOro BMAeo nony4vyaetca ©onee BbLICOKM.
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RJ45 — yHMMUMPOBAHHLIN pasbEéM, UCMNONb3yeMbIA B TEMNEKOMMYHMKaUMSX, uvmeeT 8

KoHTakToB. MicnonbayeTcsa ansa co3ganus JIBC ¢ ucnonb3oBaHnemM 4-napHbix kabenen BUTon napbl.

Router / MapwpyTtnusaTop — 3TO YCTPOWCTBO, KOTOPOE onpepensder TOouKy Onvkanwen
CeTW, B KOTOPYK MakeT AaHHbIX O0SMKEeH OblTb HanpaBfeH Kak B CBOW OKOHYaTEmbHbIA MYHKT
HasHayeHuns. MapwpyTnsatop cosgaet w/unu  noagepXxuBaeT  cneumanbHyro  Tabnuuy
MapLUpyTM3aLmm, KOTopasi COXpaHsaeT MHAOPMaLUMo, Kak TONbKO OHa AoCTUraeT onpeaerieHHbIX
MyHKTOB HasHayeHusa. WHorga maplpytu3aTop BKMAKYMEH B KayecTBe 4YacTu CeTeBOro

KoMMmyTaTopa.

RTP (Real-Time Transport Protocol / TpaHCNOPTHbLIM NPOTOKOS B peXUMe peanbHOro
BpeMeHU) — aTO npoTokon IP ong nepefadn gaHHbIX (Hanpymep, ayauo Unu BUAEO) B pexume
pearnbHoro BpemeHu. MNpotokon RTP nepeHocuT B CBOEM 3arofioBke AaHHble, Heobxoanmble Onis
BOCCTAHOBIIEHUSA rofloca uUnu Buaeons3obpaxeHus B NPUEMHOM y3rie, a Takke [aHHble O Tune
koguposanusa nHdopmauumn (JPEG, MPEG n 1. n.). B 3aronoBke gaHHOro NpoTokosa, B YaCTHOCTH,
nepegarwTcs BpEMEHHas MeTka U HoMep nakeTa. OTW napameTpbl NO3BOSIAOT NPU MUHUMAbHbIX
3agepxkax onpegenuTb MNOPSAOK M MOMEHT [AEKOAMPOBAHMA KaKOOro naketa, a Takke
WHTepnonupoBaTb NOTEPSHHbIE MakeTbl. B KayecTBe Huxenexalwlero NpoTokona TPaHCMOPTHOro

YPOBHS, Kak npasuno, ncnonbayetcs npotokon UDP.

RTSP (Real Time Streaming Protocol / lNpoTtokon nepenayn NOTOKOB B pexume
peanbHOro BpeMeHMu) — 3TO NPOTOKON YNpaBeHUsl, KOTOPbIA CNY>XUT OCHOBOW AN COrnacoBaHus
TPaAHCNOPTHLIX NPOTOKOSOB, Takux kak RTP, MHOoroagpecHom nnn ogHoagpecHon nepegayn u ans
cornacoBaHus ucnonb3yembix kogekoB. RTSP MOXHO paccmaTpuBaTh Kak NynbT AUCTAHLMOHHOMO
yrnpaBneHnss NOTOKaMu OaHHbIX, NpeaocTaBnseMbiMyM cepBepoMm MynbTumeana. Cepsepbl RTSP
00blYHO wucnonb3ytoT RTP B KayecTBe CTaHOaApTHOrO npoTokona Ans nepefadv ayamo- U

BUOEOOaHHbIX.

SD (Secure Digital Memory Card/ kapta namatu Tmna SD) — ¢popmaT KapTbl pnaLu-
namsaTn, paspaboTaHHbLIA ANS UCMONb30BaHWA B OCHOBHOM B MOPTATUBHbLIX YCTpoWcTBax. Ha
CErofHSAHMN OeHb LMPOKO WUCNONb3yeTcss B  UU(POBbIX YCTPOWCTBax, Hanpumep: B
doToannapartax, MobunbHbix TenedgoHax, KIIK, kommyHukaTopax wu cmapTtdoHax, GPS-

HaBuUratTopax, Bugeokamepax B HEKOTOPbIX UTPOBbIX MPUCTaBKax.

Shutter / OnNeKTPOHHLIN 3aTBOP — 3TO 3rEMEHT MaTpuubl, KOTOPbIA MNO3BONSET
perynupoBaTb BpEeMS HaKOMIEHWs JreKkTpuyeckoro 3apsga. OTa [JeTanb OTBevyaeT 3a
ANUTENbHOCTb BbIAEPXKKM M KONMMYECTBO CBETA, MONAaBLUEro Ha mMatpuuy nepes opMumpoBaHMem

n3obpaxeHus.

SMTP (Simple Mail Transfer Protocol / lMpocTon npoTokon nepepgayn NoYTbl) —

npotokon SMTP wucnonb3dyetcss Onsi OTCbUIKM M MONYYEHUS 3NEKTPOHHOW nouyTbl. OaHako
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NOCKOJIbKY OH ABJAETCA «NPOCTbIM» MO CBOEM CTPYKTYype, TO OH OrpaHun4yeH B CBOEN BO3MOXHOCTM

No BMECTMMOCTM COOOLUEHWIA Ha MOMy4aroLemM KOHLUE, U OH 0ObIMHO MCMONb3yeTcs C OOAHUM U3
OByX opyrmux npotokonios, POP3 unu NnpoTOKONOM MHTEPaAKTUBHOMO AOCTYNa K 3MEeKTPOHHOM noyTe
(npoTokon IMAP). 3Tu NpOTOKObI NO3BOMSOT MOMb30BATENIO COXPAHATL COOBLLEHMS B MOYTOBOM

ALWUKE cepBepa 1 nepnoanveckn 3arpyxatb nx U3 cepeepa.

SSL/TSL (Secure Socket Layer / Transport Layer Security / poTokon 3awmieHHbIX
cokeToB / lpoTokon TPaHCMOPTHOro YPOBHA) — 3T ABa NpoTokona (npotokon SSL asnsaeTtca
npueMHukom npotokona TSL) gaBnsawTca  Kpuntorpaduyeckumn npoToKoNnamu, KOTopble
obecneunBatoT 6e3onacHyto cBA3b B ceTu. B BbonbluMHCTBE cnyyaeB npoTokon SSL ncnonb3yetcs
yepes npotokosnt HTTP, 4to6bl chopmmpoBaTb NPOTOKON 3alMLWEHHON Mepegayvn runeprekcra
(npotokon HTTPS) B kauyecTBe MCMNOMb30BaHHOIO, Hanpumep, B MHTepHeTe Onsl OCyLEeCTBEHNS
(PMHAHCOBLIX TpaH3akuun B 3nekTpoHHoM Buae. [lpotokon SSL wmcnonb3yeT ceptudmkaThbl

OTKPbLITOro KpUNTOrpadOnyeCcKoro Krto4a, YTobbl NOATBEPXKAATh UAEHTUYHOCTL CEpBepa.

Subnet mask / Macka nogcetn — GuTOBas Macka, onpegensiwoulasi, kakas 4actb IP-
agpeca ysna ceTu OTHOCUTCA K adpecy CeTu, a Kakas — K agpecy CaMoro yana B 3TOW CeTwu.
Hanpumep, y3en c IP-agpecom 192.168.0.99 n mackon noacetun 255.255.255.0 Haxogntcsa B cetu
192.168.0.0.

Switch / KommyTtatop — KOMMYyTatopom $BMSIETCA CEeTeBOEe YCTPOMCTBO, KOTOPOEe
COeANHSAET CerMeHTbl CETU BMECTE U KOTOpPOE BbibMpaeT mMapLupyT A5 NepPechIsikn yCTPOUCTBOM
OaHHbIX K ero oGnwkanwemy nonydatento. OBbIYHO KOMMyTaTop gABngeTcA 6ornee npocTbiM n
bonee ObICTPbIM MEXaAHU3MOM, YEM CETEBOW MapLupyTusaTop. HekoTopble KOMMYyTaTopbl UMEIOT

hyHKUMIO MapLLpyTM3aTopa.

TCP (Transmission Control Protocol / lpoTtokon ynpaBneHus nepepa4en) — O4VH U3
OCHOBHbIX CEeTeBbIX MPOTOKONOB WHTepHeTa, npefHasHayYeHHbI ONs ynpaBneHus nepegaden
AaHHbIX B ceTax u nogcetsx TCP/IP. TCP - 3To TpaHCNOPTHLIN MeXaHu3M, NpedoCTaBMsoLWnNA
NOTOK AaHHbIX C NpeABapuUTEnbHOM YCTAaHOBKOW COeMHEHUS, 3@ CHYET 3TOro JaroLWmii yBEpPEeHHOCTb
B AOCTOBEPHOCTU MNOSlydaeMmblX AaHHbIX, OCYLLEeCTBNSAET MOBTOPHbIA 3anpoC AaHHbIX B Cry4vae
noTepu AaHHbIX W yCTpaHseT AybnupoBaHue npu nosiydeHun OBYX KOMMM OAHOro naketa (CMm.
Takke T/TCP).

TTL (Time to live) — npeaenbHbI Nepuog BpeMEHN UNu YUCIo UTepauun unm nepexonos,
3a KOTOpbIN HAabop AaHHbIX (MakeT) MOXeT CyllecTBOBaTb A0 CBOEro UCHE3HOBEHWS. 3HayeHue
TTL moXeT paccMmaTpumBaTbCs Kak BEPXHASA rpaHuLa BpeMeHU cylecTBoBaHus IP-gentarpammel B
cetu. lNone TTL ycTtaHasnveaeTcs oTrnpaBuTenemMm gentarpaMmbl U YMEHbLLAETCA KaXabiM Yy35IOM
(Hanpumep, MapwpyTU3aToOpoM) Ha NyTW ero CcriefoBaHWsi, B COOTBETCTBMM CO BPEMEHEM

npebblBaHUs B [OaHHOM YCTPOWCTBE WM COrfnacHo npoTtokony obpaboTku. Ecnm none TTL
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CTaHOBUTCA pPaBHbIM HYIHO OO0 TOro, Kak ,u,e|7|TarpaMM3 an6y/:|,eT B MYHKT Ha3Ha4eHWUA, TO Takasd

aentarpamma otbpacbiBaeTca M oTnpaButento otcebinaetca ICMP-naket ¢ kogom 11 —

«npeBbILueHI/Ie BPEMEHHOIo NHTEpBana».

UDP (User Datagram Protocol / lpotokon pgentarpamm nonb3oBaTtensa) — 370
npoTtokon ofbMeHa [aHHbIMA C OrpaHWYEeHWsIMA  Ha MepecbllaemMble AaHHble MO  CeTw,
ucnoneaytowien npotokon IP. TNpotokon UDP gaBnsetcsa anbTepHaTuBown npoTtokony TCP.
Mpenmywecteo npotokona UDP coctouT B TOM, 4TO Ons Hero HeobsAsaTesibHa AOCTaBKka BCeEX
AaHHBIX U HEKOoTopble nakeTbl MOryT 6bITb NPOMyLEHbl, eCrin CeTb neperpyxeHa. 3T0O 0COBEHHO
yaobHO npu nepegaye BugeomaTepuanoB B peXvMe peanibHOro BPeMEHW, NMOCKOMbKYy He numeet
CMbIiCna MOBTOPHO MepefaBaTbh YCTapeBLUYD WH(OpMauuio, KoTopas Bce paBHO He Oyget

oTobpaxeHa.

UPnP (Universal Plug and Play) — TexHonorus, nossondwowas nepcoHanbHbIM
KOMMbIOTEPAM U MHTENNEKTyanbHbIM CETEBLIM CUCTEMAM (HanpuMmep, OXpaHHOMY 060pyAOBaHMIO,
pasBrekaTenibHbIM  YCTPOMCTBAM WM UHTEPHEeT-LUNn3aM) COoeauHATbCA  Mexay cobon
aBTOMaTMyeckn n pabortatb COBMECTHO 4depe3 eauHyk ceTb. [Mnatdopma UPnP ctpoutcsa Ha
OCHOBE TaKuX WHTepHeT-cTaHgapTtoB, kak TCP/IP, HTTP wn XML. TexHonormsa UPnP
noaaepxunBaeT ceTeBble MHAPACTPYKTYpbl NpakTUYecKn nboro Tvna - Kak NpoBOAHbIE, TaK U
OecnpoBoaHble. B 1Mx yncno, B YacTHOCTU, BXOAAT kabenbHbin Ethernet, 6ecnpoBoaHbie cetn Wi-
Fi, ceTm Ha ocHoBe TenemOHHbIX NWHWUA, NUHUI 3anekTponuTauma wn np. MNMogaoepxka UPNP

peanun3oBaHa B onepaunoHHbix cuctemax Windows.

URL (Uniform Resource Locator / EpuHbIM yka3aTenb pecypcoB) — 93TO

cTaH4apTU3NpoBaHHbIN cnocob 3annucu agpeca pecypca B ceTun NHTepHeT.

WAP (Wireless Application Protocol / BecnpoBogHO NPpOTOKON NepeaaYv AaHHbIX) —
NPOTOKOM, CO34aHHbI cneumanbHo ansa GSM-ceTel, roe HYXHO YyCTaHaBnMBaTb CBSA3b
nopTaTMBHbLIX YCTPOMCTB C ceTbio WHTepHeT. C nomowsbio WAP nonb3oBaTens MOOWUNBHOro

YCTPOWCTBA MOXET 3arpyxaTtb u3 cetn NHTepHeT niobbie LndpoBbie AaHHbIE.

Web-server | Beb-cepBep — 310 cepBep, npuHumarowmn HTTP-3anpockl OT KAWEHTOB,
06bI4HO Be6-Opaysepos, u Bbigawowmi MM HTTP-otBeThl, 06bl4HO BMecTe ¢ HTML-cTpaHuuen,

n3obpaxxeHnem, annom, Meama-noTokoM UnNm ApPYrMMu AaHHbIMMN.

Wi-Fi (Wireless Fidelity, nocnoBHo — «becnpoBogHasi TOYHOCTb») — TOpProBasd Mapka
npombiwnenHon rpynnel «Wi-Fi Alliance» gns 6ecnpoBogHbix ceTen Ha 6a3e ctaHgapta |IEEE
802.11. Jlwboe obopyaoBaHue, cooTBeTcTBylowlee cTaHgapty |EEE 802.11, moxetr ObiTb
npotectupoBaHo B Wi-Fi Alliance ona nonyyeHus COOTBETCTBYHOLLEro ceptudukata M npaea

HaHeceHuda norotuna Wi-Fi.
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W-LAN / BecnpoBogHasa LAN — 370 6ecnpoBogHas nokanbHasi CeTb, UCMOMb3yloLas B

KavyecTBe HOCUTEeNd pagnoBOJSIHbI: 6eCI'IpOBOLI,HOG noakrito4eHne K CeTn KOHe4YHOro noJjib3oBaTten4.

,D,J'Iﬂ OCHOBHOW CETEBOM CTPYKTYpPbI 0ObIYHO ncnonb3yeTcs kabenbHoe coeanHeHune.

WPS (Wi-Fi Protected Setup) — ctaHgapT, npegHasHauYeHHbIN A9 NoflyaBTOMaTUYeCKoro
co3gaHusa 6ecnpoBogHOM gomaluHen ceTu. [poTokon Npu3BaH okasaTb MOMOLb MOSib3oBaTeENAM,
KOTOopble He 06nagalrT LWMPOKMMK 3HaHWsIMM O Ge3onacHoCTM B 6ecnpOBOAHbLIX CETSX, M Kak
CnefcTBMe, UMEIOT CIOXHOCTU MpU ocywecTBneHnn Hactpoek. WPS aBTomaTnyeckn obosHavaet
UMS ceTn n 3agdaeT WwudpoBaHue, Ans 3awmTbl OT HECAHKLMOHUPOBAHHOIO AOCTyna B CEeTb, Npu

3TOM HeT HeobX0aMMOCTUN BPYYHYIO 3a4aBaTb BCe NapameTpsbl.

Anroputm cxaTusi BUOeo — 3TO MeToaMKa YMeHblUeHWs pasmepa daiina umudpoBon
BMOEO3anuMcu MocpeacTBOM  yAaneHust rpaduyeckux SremMeHTOB, He  BOCMPUHMMAaeMbIX

4yenoBe4YeCKMM rna3om.

BapudokanbHbil 06BLEKTUB — OOBLEKTMB, MO3BOMSIOLWMIA MCMOMb30BaTh pPasfuyHble
hOoKyCHble pacCTOsiHUsi B MPOTMBOMOMOXHOCTE O0ObEKTUBY C  (PMKCMPOBAHHBLIM  (DOKYCHbLIM

pacCTOsTHUEM, KOTOPbIV UCMONb3YeT NULLb OAHO PacCTOsIHME.

Butasa napa — Buag kabens cBs3W, npenctaBnsieT cobon OAHY WM HECKoNbKo nap
N30NNPOBaHHbIX MPOBOAHUKOB, CKPYYEHHbIX MeXAy COGOW, MOKPbITbIX MNacTUKOBOW OGOMOYKON.
CBuBaHME NPOBOAHUKOB MPOU3BOAUTCS C LIEMblO MOBLILEHUS CTEMEHU CBA3M MeXAay CcoboW
NPOBOAHMKOB OAHOW Napbl (3NeKTpoMarHuTHasi noMexa OfIMHaKoBO BNusieT Ha ob6a nposoaa napbl)
N MOCNEAYIOLEro YMEHbLUEHUS 3NEKTPOMAarHUTHbIX MOMEX OT BHELUHMX WCTOYHWUKOB, a Takke

B3aMMHbIX HAGBOOOK MNMpu nepenadve umcbcbepeHumaanblx CUrHanos.

Bblgepxka — MHTepBan BpeMeHW, B TeYeHMe KOTOPOro CBET BO3[EWCTBYET Ha y4acTok
CBETOYYBCTBUTENBHOMO MaTepuana WM CBeTOYYBCTBUTENbHOW MaTpuubl ANs COOGLUEHUs emy

onpenenéHHon aKcnosnunn.

[eTekTop ABUXEHUA — 3TO annapaTHbIn NMBO NPOrpaMmHbLIN MOAYb, OCHOBHOW 3adadven

KOTOpOro siBnsieTcs obHapyxeHne nepemMeLLaroLLmnxcs B Nose 3peHnst Kamepbl 0GbEKTOB.

[eTekTop caboTtaxa — 3TO NMPOrpamMMHbIA MOAYMb, KOTOPbIA MO3BONSET ObHapyxuBaTb
Takve cuTyauun, Kak: pacoKyCupoBKa, NepekpbiTue unu 3acBevmBaHue n3obpaxeHus, OTBOPOT
Kamepbl, 4YacTuyHaa noteps curHana. [pvHUMN OEeNCTBMA OCHOBaH Ha aHanuse B pexume
pearnbHOro BPEMEHW W3MEHEHUs KOHTpacTa noKarnbHbiXx obnacten KaapoB W3 BUOEOMOTOKA,
nony4aemoro c Tenekamepbl-getektopa. [Jetektop caboTtaxa aBToMaTtuyecku BolbvpaeT obnactu
KagpoB, NO KOTOPbIM HEOBXOOUMO OLEeHMBaTb M3MEHEHWE KOHTPACTHOCTM BO BPEMEHU W, ecnuv
N3MEHEHNEe KOHTPacTHOCTM B 3TUX 06nacTax npeBbllaeT HEeKOTOPbI OTHOCUTENbHbIA MOpPOr,

NPUHMMaET peLlleHne O noTepe «nosiesHoro» suaeocurHana.
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Ownacdparma (ot rpey. didphragma — neperopopka) — 310 oTBepcTMe B OObekTuBE

Kamepbl, KOTOpPOE perynunpyet Konn4ecTtBO CBeETa, Nnonagawuwero Ha mMatpuly. N3meHeHne
pa3mMepa D,I/lad)paFMbl NO3BOJIAET KOHTPOJINPOBATb Luenbin pag nokasaTtenen, BaXHbIX ONA

nony4yeHuna Ka4eCTtBeHHOro |/|306pa>i<eH ns.

[JomeHHOe uMA — 3TO onpegeneHHas OykBeHHas nocrefoBaTeNnlbHOCTb, 0603HavatoLas
UM calTa UM Ucnornb3yemasi B MMEHaX 3MEKTPOHHbIX MOYTOBbIX SAWMKOB. [JOMEHHble MMeHa
[AaloT BO3MOXHOCTb aJpecaumy UHTEPHET-Y3r0B UM PachoSIOXKEHHbIX Ha HWUX CETEBbIX PECYpCOB

(Beb-canToB, CEpBEPOB 3MNEKTPOHHOM MOYThI, APYrMX cryx6) B yaobHoW ans yenoseka opme.

MK-noaceeTka (UMK-npoxekTop) — ycTponcTBO, obecrnedvvBaiollee NOACBETKY OObekTa

HabnoaeHNs ¢ n3ny4eHnem B MHPaKpacHOM ananasoHe.

Kamepa «aeHb/HOUYb» — 3TO BUAeokaMepa, npeaHa3HavyeHHast Ans paboTbl KPyriocyToO4HO
B pas3HbIX YCMOBUSX OCBELLEHHOCTU. B ycrnoBusx sipkoi ocBeLeHHOCTU n3obpaxeHune useTHoe. B
TEMHOE BpEMsi CYTOK, KOrga sipkuiA CBET NponagaeT, M HauMHalTCA CyMepku, usobpaxeHue

CTaHOBUTCA qepHo—6enoe, B pe3yJibTaTe 4ero noBbilLlaeTCcA 4yBCTBUTEJIbHOCTb.

Kopek — B cuctemax cBsisan Kogek aTo obbldHO Koaep/aekonep. Kogekn ncnonb3yroTca B
WHTErpMpoOBaHHbIX LENaX WM MUKpocxemax [fAnsi npeobpas3oBaHMs aHanoroBblX BUOEO- U
ayguocurHanos B LmdpoBon cdopmaT anga nocnegyrowen nepegaydn. Kogek takke npeobpasyet
npuHUMaemMble UMGPOBbIE CUrHanNbI B aHanorosbin dopmat. TepmunH «Kogek» Takke MOXeT
OTHOCUTBLCHA K KOMMpPECCUW/AEKOMMNPECCUN, N B 3TOM Criydae OH OBbl4HO O3HAYaeT anroputm Unm

KOMMNbOTEPHYIO NporpamMmy ana ymeHblleHuns obbema (Zt)al‘;IHOB n nporpamMm.

HOpMaanO 3aMKHYTbl€ KOHTAKTbl — TakKadA KOHCTPYKUUA OaTyuKa, KOTopad B NnaCCMBHOM

COCTOAHUN NMeeT 3aMKHYTble KOHTaKTbl, 2 B aKTUBHOM — PAa3OMKHYTbIE.

HOpMaanO Pa3OMKHYTble KOHTaKTbl — TakKaa KOHCTPYKUMA OaTyuka, KOTopad B

NacCMBHOM COCTOAHUN MMEET PA3OMKHYTbI€ KOHTAKTbl, @ B aKTUBHOM — 3aMKHYTbI€E.

O6GBLeKTUB — 3TO YaCTb ONTUYECKOW CUCTEMbI BUOeOHabnoaeHus, npeagHasHavYeHHaa and

¢hoKyCMpOBKM NOTOKA CBETA Ha MaTpULie BUAEOKaMeEPbI.

OTHoOweHune curHan/lym — 4YMCNEHHO onpegensieT coaep)kaHwe napasuTHbIX LLIYMOB B
curHane. Mamepsetca B geunbenax (ab). Yem Gonblie 3HadeHuMe OTHOLUEHUS CUrHan/wym Ang

BuageocurHana, TeM MeHbLLE MOMEX N UCKAXKEHUI nmeeT V|306pa>|<eHv|e.

Mukcenb — 370 0gHa M3 MHOXECTBa TOYEK, COCTaBnALWMX undposoe nsobpaxerue. Liset

N UHTEHCUBHOCTb KaXX0ro nmukcensa coctaBndeT KpOoLIEeYHYyto obnactb I/I306pa)KeHI/Iﬂ.

Mpokcu-cepeep (Proxy - npeacraBuTenb, YNOJIHOMOYEHHbIM) — cnyxba B
KOMMbIOTEPHBIX CEeTAX, MO3BOMAKOWAA KIMEHTaM BbIMOMHATbL KOCBEHHbIE 3anpocbl K ApYyrum

ceTeBblM cnyxb6am. CHavana KnMeHT MOoAKMoYaeTCs K MPOKCUM-CEpPBEPY WM 3anpallnBaeT Kakou-
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nmBo pecypc, pacnornoXeHHbI Ha ApyroM cepeepe. 3aTeM NpoKcu-cepBep NGO nogknoyaeTcs K
yKasaHHOMY cepBepy M MNoryyaeT pecypc y Hero, nnMbo Bo3BpallaeT pecypc M3 COBGCTBEHHOro
kawa. Mpokcu-cepeep No3BoNsAeT 3allMLLaTh KIMEHTCKUIA KOMMNbIOTEP OT HEKOTOPbLIX CeTEBbLIX aTak

M nomMmoraeT CoOXpaHATb aHOHUMHOCTb KITMEHTAa.

MpoTtokon — cTaHgapT, onpedensAlwWmMn noeegeHne QyHKUMOHanNbHbIX 6510KOB npu
nepegade AdaHHbiX. Popmanu3oBaHHble MpaBuna, onpeaenstowme nocrneaoBaTenlbHOCTL W
dopmaTt COOBLIEHNN, KOTOPbIMM OOMEHMBAIOTCS CETEBbIE KOMMOHEHTbI, Nexawue Ha OgHOM

YPOBHE, HO B pa3HbIX y3nax.

PaspelueHne n3obpakeHUss — 3TO KONMMYECTBO NUKcenen (Todek) Ha eauHuuy nnowaam
n3obpaxeHusi. MamepsieTcss B Meranukcensix unv otobpaxaeTtcs B BUAe ABYX BENMUYMH — BbICOTbI U

LUMPVHBI N306paxeHus. BbicoTa 1 WMpUHa Takke B JAHHOM Crlyqae U3MepSsitoTCs B NUKCENSIX.

PyyHasa anacpparma — npoTMBOMNONOXKHOCTL aBTOMaTUYeCKon anadparmbl, T.€. HACTPoOnKa
anadparMbl Kamepbl O0JDKHA BbIMNOMHATBCS BPYYHYH AN PEryniMpoBKM KONMYECTBa CBETa,

AJocTurarowiero 4yBCcTBUTESIbHOIO afieMeHTa.

CBeTocuna o6bekTUBa — 3TO XapaKTEPUCTMKA, NMoKa3sblBatoLLasi, Kakoe KONM4YecTBo ceeTa
cnocobeH nponyckaTb OaHHbIi 0ObEKTMB. Yem Gonblue MakcUMarnbHbIi AuaMeTp OTKPbITOM
AvadparMbl (UK, COOTBETCTBEHHO, YEeM MeHblue F-yucno), Tem Gonbllee KONMMYecTBO CBeTa

MOXET NnonacTb CKBO3b 0OBHLEKTUB Ha (*)OKaJ'IbHyI'O NIIOCKOCTb, M TEM BblLLE CBETOCUNA 0ObEKTMBA.

Cumnnekc - npu CUMMIEKCHOM CBSA3N CETEBOM Kabenb WM KaHamn CBSA3NM MOXeT

MCNoNnb30BaTbCA AJ14 nepeaadn I/IH(*)OpMaLl,I/II/I TONMbKO B O4HOM HanpasiieHnn.

YnuyHas Buaeokamepa — 3TO kamepa BuaeoHabnoaeHusi, koTopasi obnagaet Bcemu

HeobxoaAnMbIMUK XapakTepnuctnkamm 3allntbl OT BITUAHUA BHELLHeN cpeabl aAnA pa60TbI Ha ynuue.

LiBeTHas Bupeokamepa — 9TO Kamepa, KOTopas pAdaeT uBeTHoe u3obpaxeHue. [lo
onpeaeneHnio MaTpuubl Bugeokamep 4YepHo-benble, a Ans nonyvYeHus LUBETHOro nsobpakeHus
BO3MNe KaKAoW A4erkn mMaTpulbl opMUPYOTCS LBETHbIE unbTpbl. [epBbid unbTp NpuBHOCUT
KpaCHY0 COCTaBISOLLYIO LiBETA, BTOPON 3€MEHYI0, @ TPETUI CUHIOK. Taknm 0Bpas3om, Tpu SYEnku
CTaHOBSATCS Of4HOW Touykon B LBeToBOM chopmaTe RGB. CnepoBaTtenbHo, BMECTO Tpex nuKcenemn

Ha pe3ynbTupyroLiem I/I306pa)KeHVII/I Mbl noNlfy4aeM TOJ1IbKO OAUH.

AnekTpomexaHnyecknn WUK-bunbTp — npepcraBnder cobon YCTPOMCTBO, KOTOpoe
CrnocobHO B OAHOM pexunme noAaBnsTb MHPaKpaCHbIM AnanasoH Npu NOMOLUM UHpakpacHoro
WK-dpunbTpa, a B apyrom pexume VK-cunbtp ybrpaeTca anekTpoMexaHuyecku, Takum obpasom,

aenaa AOCTYNHbIM BECb CNEKTP CBETOU3ITYYEHUA.
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