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MnaBa 1. Mepbl NpegoCcTOPOXHOCTU
MNMepen ncnonb3oBaHMEM YCTPOMCTBA HEOOXOAMMO NOMHUTbL HUXKecneayoLlee.
[aHHbIN NPoAYKT yaoBneTBopsieT BceM TpeboBaHnAM 6e30nacHOCTH, OAHaKo, Kak 1 nobown
aneKTpoanGOp, B Cliydae HenpaBuiibHOINo MUCNOoJ1Ib30BaHUA MOXET Bbl3BaTb MOXap, YTO, B CBOK
oyepedb, MOXeET MnoBJieYdb 3a cobon cepbe3Hble MnocneacTBu4. Bo u3bexaHue HecuvacCTHbIX

cnyyaeB 06513aTeNnbHO U3yUYnTe UHCTPYKLMIO!

BHUMAHMUE!
Mcnonb3ynTe TOMbKO COBMECTUMbIE YCTPOMCTBA. OKCMfyaTaumsi YCTPOMCTB, He 0J06peHHbIX

npousBoauTenem, Hegonyctumva.

Cob6nioganTe MHCTPYKUMIO NO 3kcnnyaTaumu!
Ns3berante AOnNuTENbHOrO WCNONb30BaHWS WM XpaHeHuss TepmuHana poctyna B
HebnaronpuATHbLIX YCNOBUAX:

e [lpy CNULIKOM BbICOKMX MUITM HU3KMX TeMnepaTypax.

e U3Geraite nonagaHusa NpsiMbIX CONTHEYHbIX JTy4eN B TEYEHWNE ANUTENBHOIO BPEMEHW, a
TaKkKe HaxoXaeHust NobIM30CTN OTONUTENbBHLIX N 060rpeBaTenbHbIX NPUOOPOB.

e |3b6erante 6M30CTU C BOAOW UMM UCTOYHUKAMU BIAXXHOCTH.

o [3berante 6nu3octn ¢ ycrtponcteamu, obnagarowmnmm 60nblLIMM 3M1EKTPOMArHUTHbLIM
adhdpekTom.

o Henonycmma yCTaHOBKa TepMuHana ooctyna B Mectax C CUINbHOM BI/I6paL|,VIeI7I.

BHUMAHUE!

B cnyyae HencnpaBHOCTM TEpMUHANa 4OCTyNa CBAXUTECH C cepBUCHbIM LieHTpoM OO0 «HIIM «beapay.

B cny4ae HekoppeKTHOM paboTbl TepMuHana aocrtyna:
o [lpu oBHapy>xeHun abiMa NnNu HeobbIYHOIO 3anaxa.
e [lpu nonagaHum BoAbl UM MOCTOPOHHUX OOBHLEKTOB BHYTPb.

° I'Ipvl nageHnn TepMMHana AOoCTyna unmn nospexneHnn Kopnyca:

BbinonHuTe cnepylowmne AeMcTBUN:

e Ortkntounte TepMuHan AocTyna OT UCTOYHMKA MUTaAHUS U OTCOeAMHUTE BCE OCTarnbHble
npoeoaa.

o Casxutecb ¢ cepBuUCHbIM LeHTpoM OOO «HIIM «beBapa». KoHTakTHble AaHHble Bbl

MOJKeTe HauTu Ha canTe http://www.beward.ru/.
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http://www.beward.ru/

TpaHcnopTupoBKa
Mpn TpaHcnopTMpoBKe nonoxuTe TepmuHan AOCTyna B YMNakoBKY MPOU3BOAUTENS WU

nobow gpyron matepuan CoOOTBETCTBYIOLLErO Ka4ecTBa U yaapornpoYHOCTH.

BeHTnauua
Bo unsbexxaHne neperpesa HU B KOEM criyvae He BNOKMPYNTE LMPKYNsUMIO BO3QyXxa BOKPYr

TepmuHana goctyna!l

Yuctka

[Ona npoTupaHust BHELLUHMX MOBEPXHOCTEN WCMONb3yNTe MSATKYH0 Cyxyr TKaHb. [ns
TPYAHOBLIBOAMMbBIX NATEH HaHecUTe Ha candeTky HebonbLIOe KONMMYECTBO YMCTSALLIEro cpeacTBa,
nocre Yero Hacyxo BbITPUTE MOBEPXHOCTb.

He ncnonb3ynte netyyme pactBOpUTENN, TakMe Kak cnuptocoaepXxalime cpencrea, 6eH3mH

n gpyrue, Tak Kak OHM MOryT noBpennTtb KOpnyCc TepMunHarna gocrtyna.
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MnaBa 2. Hayano pa6oTbl

2.1. ABTOopMu3auus

War 1: ons Hayana paboTbl NOAKIYNTE YCTPOMUCTBO COMMAaCHO MHCTPYKUMAM, NPUBEAEHHBIM B
PykoBoACTBE NO MOHTaxXYy.

LWar 2: 3anyctute 6paysep, B agpecHon CTpoke BBeauTe 3anpoc Buga: http://<IP>:<PORT>,

roe <IP> - IP-agpec yctponcTtea, <PORT> - HTTP-nopT ycTponcTsa.

NMPUMEYAHUE!
IP-agpec TepmunHana no ymonyaHmio — 192.168.0.99, HTTP-nopT no ymonyauuio — 80 n B 3anpoce He

YKa3blBaeTCA.

Ecnu 3HaveHusa BepHble, Bl yBnanTe OKHO aBToOpMn3aunn:

nonssosatens. [
napon.: [N

NornH

BEG\VARD

SAFETY & SECURITY

War 3: Beeante nmsa nonb3oBartens v naposb. [1o ymonyaHuio ncnonb3yeTcs ums
nonb3oBartend — admin, naponke No ymonyaHuo — admin. Haxxmute Bxog Anst Bxoga Ha
CTPaHULly HaCTPOEK NapaMeTpoB YCTPOMCTBA:

Mocne ycnewHon aBTopnsaumm Bl nony4nte gocTtyn K Be6-uHTepdency TepmmHana:
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BE\VARD

SAFETY & SECURITY

23S Cuctemmbie napamerpui

3 CucTeMHsii ypHan

> HTTP Nognicra

> Buneo napamerpsi

> RTSP

> MQTT

CucremHele HacTtpoitku

HacCTPOWKN nons3osarenen

PeXuMbl OCTYNA YBeAOMAEHHA JIOTHH W Naponb

Pexum gocTyna
Moper naeHTAGMKaUMN
WuTepsan sepndnkaumu (cex)
MpoBepka Mackn

Mposepxa Temneparyps!

Mo

Wiegand kapTa

Wiegand «apTa + nuue

Wiegand xapra wan nuue

[feTexups TemnepaTyp: TeMnepatyp

TouKkoR AOCTYR
¥npaeneHne TOUKOR A0CTYNa

CocTosHne Buixeaa
MpoRoMMHTENLHOCTS
MOPSAOK TeHUA CHMEONOB
CucTema cumcnesns
Wiegand npoTexen

Howep KapTsl ofwero goctyna

[IHanasoH HOMepOS KapT Npy rexepaLyi

pamMeTphl 0GHapYMEnuA
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MnaBa 3. CucteMHble napamMeTpbl

3.1. Pexxumbl goctyna

CTpaHVILl,a HaCTpOIZKVI pexnMoB O0CTYyMNa npeacrtaBlieHa HMXe:

Be‘rUARD CucTeMHble Q HacTpoiiku ® XKypHan XypHa

TOT O HacTPOMKK nonb3oBaternen 3axBaTa o npoxop,

PexM focTyna | Muuyo/vaaneHHoe oTEps ¥
“ CHCTEMHLIE NapameTpkl
Mopor naedTdrKalm |90 v

> CHMCTEeMHSIR 3y pHan MHTepsan sepubukaumu (cex) |3 v

% HTTP MNognucka MNpoEepka Macku

MpoBepKa TEMNEpaTypEl
» Buaeo napamerpsl Mo
5 RTSP Wiegand kapta @

Wiegand kapTa + nuuo
o Wiegand kapTa wnu¥ nMuo

JeTekuws TeMnepaTtypsl/Macku/ TeMneparyphLl-+MacKu

YNpaenedue ToUKol qocTyna
Yrnpaenedne TodKoi goctyna | Wiegand seixon + Pene v

COCTORHME Buix0aa | HOpMankHO-3aMKHYTLIA ¥

MNpogon¥xuTensHoCTe (200 MC.
Mopsgok 4TedmA ckMeonoe | Little-Endian r
CwcTtema cumcnedna | DEC v
Wiegand npotoxon |34 Guta v

Homep kapTsl oBuwero goctyna |1 |

M1ManazoH HOMEPOE KapT NpK redepaum |1 |— |1 |

[Pexum pocTtyna] :

1. Mo nuuy (no-ymonyaHuio). [JaHHbIA pexum ncnonb3yeTca ANg opraHn3aummu JocTyna
nocpeacTBOM yKkasaHHbIX HUxe kputepues (Jluuo, Kapta, Temnepatypa, Macka).

2. YpanéHHoe oTKpbITMe. [JaHHbIA pPeXUM MCNOoNb3yeTca AN yaanéHHoro ynpasrneHnst TOYKon
poctyna. igeHTndukaums nocpeacTBOM BblIOpaHHbIX HUXE KpuTepues AocTyna He byaeT
NPMBOAMWTL K OTKPbIBAHUIO ABEPU, HO NpW 3TOM ByaeT npoucxoauTb 3anucu cobbiTus B
XypHan 3axsara.

3. Jlvuyo/ypanéHHoe oTKpbITUe. [laHHbIN peXUM paspeLuaeT Kak yaanéHHoe ynpaBreHue
TOYKOW OCTyna, Tak 1 ynpasneHve OCTYNOM NocpeacTBOM naeHTudmkaumm yepes
BblOpaHHbIE HUXKE KpUTEepun gocTyna.

[Mopor naenTudmkauumn] (no-ymonuaxuio: 90). Mopor naeHTUUKaLMM Npu

pacno3HaBaHUM nuua. AJ'II'OpVITM 3axBaTbiBaeT MU0 4YenoBeka U BbIMNONHAET ero cpaBHeHne C bason
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AaHHbIX. Korga sHaveHne coBnageHuns 6onblue yCTaHOBEHHOro Nopora, BbiNOMHAETCS ycrneLwHas
naeHTudmrKauns. YsenmyeHne 4aHHoro napaMmeTpa MoxeT NPUBOANTb K BOSHUKHOBEHMIO OLLUMOKU
BTOPOro pofa. YMeHbLUeHWe AaHHOro napaMmeTpa MOXeT NpMBOAUTbL K BO3HUKHOBEHWIO OLUMGOKM
nepBoro poaa.

[UnuTepBan Bepudmkauum (cek)] (no-ymonuanuio: 3). MHTepsan mexay noBTOPHOM
naeHTudukaumen nuua B Kagpe.

[Mpoeepka mackn] [ononHuTenbHbIN NpUsHaK BepUdMKaLmMN: NPOBEpKa Hanmuus
MeOMLMHCKON MacKkun Ha nuue (ToNbKOo ANA TepMUHanoB ¢ onpeaeneHMem Temneparypbl). [Mpu
opraHusaumm Npoxoaa rno HanMynKl Mackm He NPOUCXOaUT NAeHTUdUKaUmMs, HO bMKCMpyeTcsa 3anmcb
B XXypHare npoxo4oB W XXypHarne 3axBarta.

[Mposepka Temnepatypbi] (No-ymonyaHuio). [JlononHUTenbHbIA NpUaHak BepudukaLum:
npoBepka Temnepartypbl YenoBeka B paMkax 3agaHHOM HOPMbI (TONbLKO Ans TePpMUHANoB C
onpeaeneHnem Temnepartypbil). [pu opraHMsauumn npoxoaa no NpPoBepke TemnepaTypbl HE
NpoVCXoauT NAEHTUdUKaLUMS, HO (DMKCUMPYETCA 3anuchb B XXypHarne npoxonoB W XXypHarne 3axsaTa.

[NMuuo] (no-ymonuanwmio). MaeHTMdUKaLmMa nocpeacTBOM pacrno3HaBaHus nvua Yenoseka
13 6asbl yctponcTea. Ecnn nuuo yenoBeka HaxoauTcsi B 6enom cnucke, npoxod 6yaeTt paspeLuéH.

[Wiegand kapTa)] WaoeHTudmkaums nocpeacTsoM npuKnaabIBaHns KapTbl K NOAKMIOYEHHOMY
K ycTponcTBy Wiegand-cunTtbiBatento. Ecnn Homep npuknaabiBaemMon KapTbl MPUHAONEXUT YeroBeKyY
n3 6asbl ycTponcTBa, npoxos OyaeT paspeLuéH.

[Wiegand kapTa + nuuo] [syxdakropHas naeHTudmKauma no npusHakam wiegand kapra
W nnuo. Ecnn nuuo YyenoBeka HaxoauTcsa B 6enom cnmcke,  HoMep NpuknagbiBaeMon KapTbl
NPUHASNEXNT aTOMY-Xe YenoBeky B 6ase yCTponcTea, npoxon dyaeT paspeLuéH.

[Wiegand kapta unu nuuo)] WaoeHtudukaums no npusHakam wiegand kapta I nuuo.
Ecnu nuuo Yenoseka HaxoauTcs B 6enom cnucke, Nnn HOMep NPUKNaabiBaeMon KapTbl NPUHAANEXNT
YyenoBeky u3 6a3sbl ycTponcTea, npoxos dyaeTt paspeLuéH.

[QeTekumsa TemnepaTypbl/Macku/TemnepaTtypbi+Mackm] (TONbLKO AN TEPMUHANOB C
onpeaeneHnem Temnepartypbl). [JaHHbIN pexnm npoxoaa He ABNSETCS CaMOCTOSATENbHbIM; OH
AOIMKeH BbiTb COBMELLEH C OOHUM UKW ABYMS JONOMNHUTENbHBIMU NPU3HaKkamun BepuduKkaumm.
ObecneunBaeT BepuduKaLmMio No NpM3Hakam NpoBepka TemMnepaTypbl, MPOBEPKA MacKu, NpoOBeEpPKa
TemnepaTtypbl I npoBepka macku (CM. BbiLLe).

NMPUMEYAHMUE!

OCHOBHbIE pexnMbl Npoxoga MoryT KOMOGMHMPOBATLCA C AOMONHUTENBHBLIMU, 06pa3sys 19
pasnu4YHbIX BapnaHTOB KOHTPOMS JOCTYNa, UCMONb3yst OQHOBPEMEHHO A0 4 KpuTepueB AOCTyna.
Cwm. Tabnuuy Huxe:
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Pexnmbl npoxoaa
[ononHuTenbHble NpU3HaKku
= + + lNpoBepka + [MpoBepka
lMpoBepka | TemnepaTypbl | Macku +
Macku TemnepaTtypbl
Nuuo + +* +* +*
Wiegand kapTa + +* +* +*
Wiegand kapTa + + +* +* +*
nmuo
OcHoOBHble H
npusHakn | Wiegand kapTta vnu + +* +* +*
nmuo
JeTtekumnsa / +* +* +*
TemnepaTtypbl/Macku/
TemnepaTypbl+Macku

* - AOCTYMHO TONbLKO ANSi TePMUHANOB C onpeaeneHnem TemnepaTypbl.
[ YnpaBneHue Toukon goctynal :

1. Wiegand BbIxog. JaHHbIN peXXum NpUMEHSeTCa Npu ynpasfieHnn TOYKOM A0CTyna
nocpeacTBoM CTOpOHHero koHTponnepa CKY[. Npu 3ToM penenHblin BbIXO4 He 3a4eNCcTBOBaH
AN ynpaBneHnsa TOYKOM JOCTyna, HO MOXeT ObiTb 3a4eNCTBOBaH ANst NOOHATUS TPEBOMMN MO
BbICOKOM TemnepaType (TONbLKO AN TEPMUHANOB C onpeaeneHMeM TemneparTypbl).
TepmuHan nogkntodaeTcs K CTopoHHemy koHTponnepy CKY[ uepes Wiegand Bbixoa. Mpu
noeHTMdurKaumm Ha TepMmHane Ha koHTponnep CKY[l otnpaBnseTcsa Ko KapTbl, YKkadaHHbIN B
KapTo4ke 4YenoBeka B base yctponctea; koHTpornnep CKY/[ npuMmmnHaeT pelueHme o
npeaocTaBneHnun gocTyna.

2. PeneiiHbin Bbixoq. [JaHHbIN pEXUM NPUMEHSAETCA NPU yNpaBieHun TOUKOM 40CTyna Yyepes
aKTUBaLMIO penernHoro Bbixoga TepMmnHana npu ycnewwHon sepudmnkaumm.

3. Wiegand Bbixoa + PenelHbin Bbixog, (No-ymonyanuto). Mpu BeIGOpe AaHHOro pexnma
KOMOMHMpPYETCA akTUBaUMs penenHoro Beixoda 1 oTnpaeka koga kaptbel yepes Wiegand
BbIX0A.

[ AkTuBupoBaThb peneiHbIN Bbixoa No Bbicokon TeMmnepaType] [aHHbI napameTp
onpegenseT 6yaeT N akTMBMPOBATbLCA PeNEenHbIN BbIXO4 NP NPEBbILLEHNN 3a4aHHOMO nopora
TeMneparypsbl.

1. Hert (no-ymonyaHnuio).

2. [a.
[ Mopsiaok uTeHus cumsonos] :

1. Big-Endian. O6paTHbIn NopsagoK YTEHNS CUMBOMOB.

2. Little-Endian (no-ymon4yaHuto). MNMpamown NopsifoK YTEHUS CUMBOSIOB.
[ Cucrema cuncnenusn] :

1. DEC (no-ymonuanuto). flecatepnyHasn cuctema cumcnenuns npu pabote ¢ Wiegand kogom
KapThbl.
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2. HEX. llecTHaguaTepuyHas cuctema cumcneHms npu pabote ¢ Wiegand Kogom KapTbl.

[ CocTosiHme Bbixoaal CoctosiHue peneinHoro Bbixoaa:

1. HopmanbHO-OTKpbITbIN (MO-yMonyaHuio). MNMpu akTuBauumn perne 3amblkaeTcs.

2. HopmanbHo-3amkHyTbI. [Mpyn akTMBaUuM pene pa3mblkaeTcs.

[Wwiegand npotokonl ®opmat 3anuncu aaHHbIX Wiegand:

1.

9.

2
3
4.
5

26 6uT (No-ymomnyaHuio).

34 bura.

DS. MNponpueTapHbIn doopmaT 3anncu Kkoga KapThbl.
YH. MNponpueTapHbin hopmat 3annucm Koga KapThbl.

26 6uT (8+16). Kog kapTbl dopMupyeTcs M3 3anncu cymmbl 3HaveHun facility koa un
uID.

34 outa (8+24): facility kog + UID. Kog kapTbl bopMmnpyeTcst U3 3anmcm CyMmbl
3HaueHun facility kog n UID.

26 ourta (8+16 nepegaya vYactamm). Kog kapTbl hopmupyeTcs n3 nocregoBaTesnibHON
3anucu 3Ha4veHun facility code n UID.

34 outa (8+24 nepenava 4actamm). Kog kapTbl popmupyeTca ns nocrnegoBaTeribHON
3anuncu 3HaveHun facility code n UID.

26 6uT (T). MponpueTapHbIn hopmat 3anncu koga KapThbl.

[Homep kapTbl o6wero goctynal (no-ymonyanuio: 1). Mpu goGaeneHun nonb3oBaTtenen B
6asy ycTpouncTBa, rpynne nofnb3oBaTenien MoXXHO Ha3Ha4YMTb NPUCBOEHME obLero (0 4MHAKOBOrO)
HoMepa kapTbl. Homep kapTbl OyaeT Takon, kak yka3aH B JaHHOM napamMeTpe.

[AnanasoH HomepoB kapT npu reHepauumn] (no-ymonyanuio: 1-1). Mpu no6aeneHum
nonb3oarernen B 6asy ycTponcTsa, rpynne nonb3oBaTenen MoXHO Ha3Ha4yuTb NMPUCBOEHNE
aBTOMaTUYECKN reHepupyemoro Homepa kapTtbl. Homepa ByayT HaxoauTbCs B Auanas3oHe Kak
yKa3aHo B JaHHOM napamMmeTpe, 3anorHAsA 3HaYeHUs OT MeHbLUero K 6onsLlemy Yncrny B nopsiake
pobaeneHusa nonb3osatenen B 6a3y. [Npu Boibope agnanasoHa 1-1 no-ymonyaHuto, Homepa KapT
OyoyT 3anonHATLCA HauMHas ¢ 1 n 6e3 orpaHnYeHUs.

[ NpopomxkutensHocTb] (No-ymonuanuto: 200). ANUTENbHOCTb akTUBaLUK pene
(MunnucekyHapl).

Haxmunte kHonky [CoxpaHuTb] ANS BCTYNIIEHNA HAaCTPOEK B CUTY.
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3.2. YBeaomrneHus
CTpaHuua HacTpoOMKM yBEeOOMIMEHWA W MOACKA30K JOKanbHOMo WHTepdhenca ycTponucTea

npencrtaBrieHa HUXxe:

A CUcTeMHbIe _, HacTpoHWku JypHan - JKYPHaN
EFEeT Y“'}’SECE,E HaCTpOWMKKN E nons3oBarenei @ 3axgeara = npoxonos

rpomMKocTs | 80 v
»s CHCTEMHbIE NApaMeTphl
3BYK YCNEWHOA BepudiKaumy @

> CucTeMHbIA #ypHan 3BYK HEYLAUHON BepudnKalm [«

3 HTTP Monnucxa 3BYK AWCTaHUMOHHOMO YNPABNSHWUA (&

38BYK HUIKOR TeMNepaTypsl [«
Buaeo napameTpsl ;
> CooBwerve yenewHol sepudrkaumy (4
» RTSP Coofierre HeydauHoi sepudrkaumm (¢
CooflWeHHe 0 HEZAPErMCTPUPOBAHHOM NONEZ0BATENE [
5 MQTT

He oTofpaxats Kog KapTsl

He oTofpaxaTe IP
MokazeiBaTe MMA Mz Bazsl (4

OToOpaxexMe NKUa NP YCNeWwHoH seprdrKaumy | CHAMOK C kaMepsl v

WM7 komnakia BEWARD

CoxpaHuTh

[FpomkocTb] (no-ymonuanumio: 50). YcTaHoBKa rpOMKOCTY AVHaMIMKa YCTPOMCTBA.

[3Byk ycnewHon Bepudpmkaumm] (no-ymonyanuio: BkntoyeH). MpourpbiBaHne NpuBeTCTBUS
“Moxanywncra, npoxoguTe” Npu paspeLlleHnm 4octyna.

[3Byk HeyaauHoW Bepudpukauun] (no-ymonyaHuio: BknodeH). MpourpsisaHune
yBegomMmnexus “focTtyn 3anpeLwwéH’ npy 3anpeTte 4OCTyna.

[3Byk ancTaHuMoHHOro ynpaeneHus] (no-ymonyaHuio: BkodeH). MpourpeiBaHune
npuseTcTBus “Moxanyincta, npoxoguTe” Npu yaanéHHOM OTKPbITUN.

[3ByKk HU3KOM TemnepaTypbl] (No-ymonyaHuio: BKNoYeH). MpourpbiBaHe yBeqoMneHust
“Moxanynicta, nonpobynTte cHoBa” Npy OUKCUPOBAHUM TEMNEPAaTYpPbl HXE HOPMbI.

[Coo6weHune ycnewHon Bepudpmkaumm] (no-ymonyanuio: BkroyeHo). OTobpaxeHue

BCNJIbIBAOLLLErO yBEOOMIEHNS “PaspeLleHo” npu ycnewHomn BepndmkaLmm.

PykoBoacTBO No akcnnyartaumu TepmMmHanoB goctyna Beward TFR cepuu



[Coo6leHne HeygauHoW Bepudmkaumm] (no-ymonyaHuio: BknodeHo). OTobpaxeHne
BCMNJIbIBAOLLLErO yBEOOMIIEHNS “3anpeLLeHo” Npu HeygayHon ngeHTdmkaumn.

[CoobweHune o HezaperncTpuposaHHOM nonb3oBatene] (Mo-yMONYaHWIO: BKIOYEHO).
OTtobpaxeHune BCnbiBaloLLEro ysegomMmneHns “MNoctopoHHMIA” Npy NOSIBNIEHMM B Kagpe nvua, He
3aperncTpmpoBaHHoro B 6ase.

[He oto6paxaTtb kog kapTbl] (Mo-ymonyaHuio: BbiKMo4YeHo). COKpbITUE 3HAYeHUs Koaa
KapTbl NPy NOOHECEHUN KapTbl K CYNTbIBATENIO.

[He oTto6paxaTtk IP] (no-ymonuaxuio: BbiknioveHo). CokpbiTue IP agpeca TepmuHana,
oTobpaXkaemoro Ha gucnnee yCTponcTBa.

[MNokasbiBaTh MMA U3 6a3bl] (No-ymonuaHuio: BkMoYeHo). OTobpaxeHne MMeHU Yernoseka
Ha BCMMbIBaKOLWMX Nogckaskax npu ngeHTudukaumm sapernctpmpoBaHHoro B 6ase yenoseka.

[ABepHoON KOHTaKT] (TONbLKO ANA Moaenen ¢ ABePHbLIM KOHTAKTOM) (MO-yMOMYaHMIo:
BKITOYMEHO). 3a4encTBOBaHNE ABEPHOMO KOHTaKTa Ans onpeaeneHns ctatyca OTKpbITUS ABEPMU.

[OTOoGpaxeHue nuua npm ycnewHon Bepudmkaummn)] Buibop NCTOUHMKA CHUMKA NULa
npu ycnewHon Bepudmkaumnm:

1. CHMMOK C kamepbl.
2. M3 6a3sbl (no-ymonyaHuio).

[Umsa komnanumu] (no-ymonyanuio: BEWARD) YkasaHHbIN TEKCT ByaeT oTobpaxaTbecs B
HWXHeN YacTn aucnnes. 3gecb MoxeT OblTb HAaMMeHOoBaHMe opraHmsauun unmn niobas apyras

MHdopmMaums

Haxmunte kHonky [CoxpaHuTb] 4Ns BCTYNNEHUA HAaCTPOEK B CUy.

3.3. JlornH u naponb

CTpaHmu,a HaCTp0I7IKI/1 napona ana aocrtyna K yCTpOIZCTBy npeacrtaBneHa Hxe:

A CucTteMHbIe _. Hactpoiku XypHan = KYPHanN
EE Y\'gecﬁ,l?‘, HaCTpPOMKH E nonb3oBartenci @ 3axBara - npoxonoe

TekylWWHA napons | |
»/ CHCTEMHbIE NapameTphl
HOBLIA Napo/k | |

> CHMCTEMHBIR ¥ypHan NoaTBepaWTe Napons | |

% Brgeo napameTpsl

5 RTSP

» MQTT
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Maponb nogaepXvBaeT aHrnunckne Bykebl M UUdpbl, a 0b6waa AnvHa He MOXeT NPEBbIWATb
63 cumBona.

Haxxmute kHonky [CoxpaHuTb] 4ns BCTYNMIEHUS HACTPOEK B CUITY.

3.4. CeTb

CTpaHI/ILl,a ceTeBbIX HACTpOeEK yCTpOVICTBa npeacrtaBrneHa HWxXe:

A CUCTeMHble _, HacTpoiiku JypHan XypHan
EE ,,\"gHE,R HacTpPOMKH E nonb3oBarenen @ 3axBaTta Npoxoaos

Vs Facel |
s CUCTEMHBLIE NAPaMETPb
1D ycTpoiicTea |1380366 |

% CMCTEMHLI XypHan

Bepcya N0 v14.8.7LMKT.51.e4-1.0.]

5 HTTP Mogmca Bpens cbopxu [2020-05-22/16:12:50 |

Bepcwa se6 1.0.0.3(20200522) |

Buaeo napameTpsi
> Bua g * Bef-nopt |80 |

» RTSP DHCP &

IP anpec [192.168.54.136 || Mposepxa IP

» MQTT

Macka nogceTtw |255.255 .254.0

Wz [192.168.55.1

DNS 1 |192.168.55.1

|
|
MAC |5c:f2:86:8f:f9:ee |
|
|

DNS 2 |

KowTpons kokdnukTa IP agpecos

“ MpK MZMEHEHMI CETEBLIX HACTPOSK YCTPOMCTEL

CoXpaHnTE

[Wm#A] (no-ymonuaHuio: Face1) YcTaHoBKa MMeEHM yCTpOMCTBa, OToGpaxkaemoro B ceTu. [one
noaaepXxvBaeT aHrnuickme 6ykebl U LUpbl, a oban anvHa He MOXeT npeBbIWwaTh 63 cumBona.

[ID ycTponcTBa] OToGpakeHne 3aBOACKOrO CEPUNHBIA HOMEp YCTporcTBa. He MoxeT BbiTb
N3MEHEH.

[Bepcusa MO] OtobpakeHne TekyLlen Bepcmum BCTPOEHHOIO NporpaMmMHoOro obecneyeHns
YCTPOWCTBA.

[Bpems c6opku] OTobpaxeHne gatbl 1 BpeMeHn CO0pKM BCTPOEHHOTO NPOrpaMMHOro
obecneyeHns ycTponcTaa.

[Bepcusa Be6] OToGpaxkeHue TekyLuen Bepcumn Bed nHTepderica ycTporcrea.

[Be6-nopT] (no-ymonyanuto: 80). YctaHoBka HTTP nopTa yctponcTea.

[DHCP] (no-ymonyaHuio: BbIKIIOYEHO). BknoyeHne dyHKUMM aBTOMaTUYECKoe nosnyyeHune
CeTeBLIX HACTPOEK ycTponcTea no npotokony DHCP.

[IP appec] (no-ymonuyanuto: 192.168.0.99). YctaHoBka IP agpeca yctponcTtaa.

[Macka noaceTu] (no-ymonyaHuio: 255.255.255.0). YcTtaHoBKa Macku nogcety yCTPOMCTBRa.
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[LWnro3] (no-ymonyaHuto: 192.168.0.1). YcTaHoBka IP agpeca mexceTeBoro Lwint3a.

[MAC] OTobpaxeHne MAC agpeca ycTponcTea.

[DNS 1] YcraHoBka DNS 1 agpeca.

[DNS 2] YcraHoBka DNS 2 agpeca.

[KoHTponb koHdnukTa IP agpecoB] (nNo-ymonyaHuio: BbIKNHOYEHO). [pn 3a0eiCcTBOBaHUM
AaHHOro napameTpa, B criyvyae obHapyXeHus KOH(IIMKTa aapecoB B CETU, Ha AWUCnnee yCTPoMCTBa

OyneT oToGpaxaTbCs COOOLLEHNE O KOHAQIMKTE.
Haxxmute kHonky [CoxpaHuTb] Ans BCTYNIIEHMS HAaCTPOEK B CUIy.

3.5. [laTta u BpemA

CTpaHVILl,a HaCTpOEK AaTbl N BpeMEHN yCTpOVICTBa npeacrtaBneHa Hxe:

BC\VARD

SAFETY B SECURITY

HacTpoiiku
nonb3oBaTenen

JKypHan

CUCTEeMHbIe am KYPHanN
@ 3axBaTa

HacTPOHKH =] & pOXCAOB

o

ER CHCTEMHLIE NapameTphl

s CUCTEMHBIE NapaMeTpbl

» CUCTEMHLIN HypHan

» HTTF lMNognucka

» Bugeo napameTpsl

5 RTSP

Yacosol noac

NTP Bpema

(GMT+03:00) Mockea

Adpec cepeepa

MopT

MHTepsan 00HOBNEHHS |2

|c|ock.i5c. org

123

| Yacos

® BpyuHyh

BpeMs yCTpORCTBa

HacTporka

|2020—05—20f18:0 1:21

2020-05-20 18:01:21

CuHXpoHmzauma ¢ MK

» MQTT

CoxpaHuTb

[HacoBon nosc] (no-ymonyanuio: (GMT +03:00) Mocksa) ycTaHOBKa 4acoBOro nosica
YyCTPOMCTBA.

[Anpec cepBepa] (no-ymonyanHuto: clock.isc.org). YctaHoBka agpeca NTP cepsepa. Bbl
MOXeTe NpOoBepUTb, YCTAHOBNEHO NN COEAMHEHNE YCTPOWCTBA C CEPBEPOM B pasferne MeHIo
“OcHoBHble” ucnonb3ysa napameTp “Tect cetu”.

[MopT] (Nno-ymonuyaHuio: 123). YcTaHoBka nopta coeanHeHnsa ¢ NTP cepsepom.

[MHTepBan o6HOBNEHMUA] (MO-ymMOnyaHuio: 2 Yyaca). YCTaHOBKa MHTepBana CMHXpPOHM3auum
BpemeHu ¢ NTP cepsepom.

[Bpems ycTponctBa] OToGpakeHne TekyLero BpeMeHn yCTPOMCTBa.

[HacTpoika] YcTaHOBKa BpEMEHU Ha YCTPONCTBE BPYUHYIO.

[CuHxpoHuzauma c MNK] (no-ymonyaHuto: BbikntoyeHo). Mpu ycTaHOBKe AaHHOro napamMeTpa
BbINOMHAETCA eANHOBPEMEHHas CUHXPOHN3aLMsA BPEMEHUN C NOKarnbHbIM KOMMbIOTEPOM.

Haxmute kHonky [CoxpaHuTb] 4Ns NPUMEHEHWSI HACTPOWMKK B CUITY.
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3.6. MapameTpbl 0OOHapyxeHUsA

CTpaHuLa HacTpoek napameTpoB OGHAPYXeHUS NULL NPEACTaBEHa HUXKeE:

A CucTeMHbIe —, HacTpoikun XKypHan XKypHan
EFEeT &!HER HacTPOWKKN E none3oBaTtenen @ 3axeara = npoxonoes

MUHMMansHOE paspelleHie nuua (NMKc) |124 |(£|,AEII'IEIBOH: 0~960)
% CUCTEMHBIE NapameTpsl
HauyaneHanA KoopauHaTa 0bHapy#eHna No ook X |0 |(£|,AEII'IEIBOH: 0~960)

% CHCTEMHLIR #ypHan

HayaneHanA KoopauHaTa 00HapyHeRWA No ock Y |0 |(£|,AEII'IEIBOH: 0~1280)

3 HTTP Mognvcka LvpKHa 204l 00HapYXReHWA |960 |(£|,AEII'IEIBOH: 0~960)

BrICOTa 20Hb! 00HapYHKEHMA |1280 |(£|,AEII'IEIBOH: 0~1280)

» Bugeo napameTpel

* MWHMMANEHOE PAZPELIEHIe NMUE MCNONL3YETCA 408 DMnsTpaum

» RTSP
CoxXpaHnTL
-
BHUMAHUE!

PaspelieHune gncnnes yctponctea pasHo 960x1280 (LUxB) nukcenein. C HacTponkamm no-ymonyaHuto
YCTPOMCTBO AETEKTUPYET NnLO Mo BCer nnowanun kagpa, otobpaxaemoro Ha gucnnee. C nOMOLLbIO
OaHHbIX HAacTpoek Bbl MoxeTe BblAennTb OnpeaeneHHyo NPAMOYroNbHY0 A8 4eTEKTUPOBaHUA nuua

TONbKO B HEN.

[MuHumanbHoe paspewweHue nuua (Nukc)] (no-ymonyanHuio: 124). YctaHoBKka MUHUMASTbHOMO
paspelleHns nuua (LUMpuHa B NMKCensax) Ans pacno3HaBaHus.

BHUMAHUE!

YBennyeHne 3HauyeHus napamMeTpa I'IpVIBeJJ,éT K YMEHbLUEHUIO 0alibHOCTWU pacrno3HaBaHUA.
PeKOMeHLI,yeTCFI yBeJM4nBaTb 3HA4YEHNE NapameTpa TOJIbKO eClin 4alibHOCTb pacrno3HaBaHUA ABJTIAETCA

n36bITOYHOM Ans KOHerTHOVI YCTaHOBKM yCTpOVICTBa. YMeHbLUEHNE 3HaYEHMS napameTpa MOoXeT

NnpMBECTU K YXyALLIEeHNO Ka4yeCcTBa pacno3HaBaHUA. He pekoMeHayeTcd ymMeHbLllaTb 3Ha4YeHne napameTtpa.

[HayanbHas koopauHaTa o6HapyxeHus no ocu X] (no-ymonyaxuto: 0). YcrtaHoBka
HayarnbHOW KOOpAMHATbI 30HbI OGHAPY>KEHMUS N1La NO rOPU30HTarNbHOW OCU AMCNIes yCTPONCTBaA.

[HayanbHas koopauHaTa o6HapyxeHus no ocu Y] (no-ymonyaxuio: 0). YcTtaHoBka
HavarbHOW KOOpAMHATbI 30Hbl OBHAPYXXEHUS Nuua No BepPTMKarbHOW OCU AMCNes yCTPONCTBa.

[LUnpuHa 30HbI 06HapyxeHuA] (no-ymonyaHuto: 960). YcTaHOBKa LUMPUHBI 30HbI
obHapyxeHusa nuua.

[BbicoTa 30HbI 06HapyxeHus] (no-ymonyaHuto: 1280). YcTaHOBKa BbICOTbI 30HbI

obHapyxeHusa nuua.

Haxmute kHonky [CoxpaHuTb] 4ng NpyMeHeHnsa napameTpoB B Cuny.
3.7. O6HOBNEHME

CTpaHMLl,a 0BHOBMEHMS nporpaMmMHoOro obecneyeHus yCTPOVICTBa npencrtasiieHa HUXxe:
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BekvAnD & CucTeMHble Q HacTtpoitku ® XypHan o JKYPHAN

TGS = HacTPOMKU nonb3oBarteren 3axeara @O poXofoB

=<.> CHCTEMHLIE NapaMeTpLI JIOrMH W Naponb Cetb Nata u BpeMna MapameTpbl ob6Hapy»eHun O6GHOBNEHne

3arpyzka chalina | OGHoBNEHME |
v CHUCTEMHBIE NApaMeTphl | Se——

% CUCTEMHBIA ¥ypHan

» HTTP Mognucka
» Buaeo napameTpel
» RTSP

5 MQTT

Haxmute [OOHOBREHME], BbibepuTe dhann NpoLmBKN 4151 OOHOBMNEHNS MPOLUNBKA B
NosIBMBLUEMCS OKHE U HaxmuTe [OB6HOBUTL]. Mocne okoHYaHWst Npoueaypbl Ha CTpaHuue

3aBepLueHns obHoBneHnsa nosiButcsa coobuieHmne « OBHOBNEHME BbINOSTHEHO YCMNELLHOY.

Buibop daitna ®

BuibepuTte chalin Obzop
| OBHOBWTL |
JaKpEITh
NMPUMEYAHUE!

Mocne ycnewHoro 06HOBNEHNS MPorpamMMHOro obecneyeHunst yCTporucTBO aBTOMaTUYECKU
nepesanyctutcs. Mocne 3aBepLueHnsi 0GHOBEHMS O4YMCTUTE K3 Bpay3epa, noaoxanTe ABe
MWUHYTbI U MOBTOPHO BOMAUTE B CUCTEMY YCTPOWCTBA.
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3.8. Copoc

CTpaHuua copoca HacTpPOEK YCTPOCTBA NPeACcTaBieHa HUXe:

BekUARD CucremHele —, HacTpoiku KypHan am JKYPHan
ACaTe B STy HacTPOWKK nonn3oBaTenemn @ 3axearta @D NpoXoAoB

COpoCHTE BCE
\ CHUCTEMHEIE NAPAMETPLL
PexumMbl npoxoaa YeeqomMneduna

% CHCTEMHSIA 3ypHan

CeTs Nata v epemMa
3 HTTP Mognmcra HypHansl 3axBaTta ¥ Npoxodoe CUCTEMHEIR XypHan

Eaza nvy ¥ xypHan npoxogdos HypHan npoxogoe

Buneo napameTpsl
> Ban D g MapamMeTpsl a8TOMEPEIarpY3KM CUCTEMHEIE NapaMeTpsl

> RTSP Bugeo HTTP noanvcka

RTSP MQTT
5 MQTT

BHuMaHWe: CHpOC CeTeBbIX HACTPOEK W XYPHAaNoB BEAET K Nepesarpyske ycTpo

COXpaHMTL

BHUMAHUE!

CGpoc ceTeBbIX HACTPOEK U XXypHaroB BeAET K nepesarpyske ycTpoiicTeal

[CopocuTb BCcé] CHpoc BCeEX HACTPOEK YCTPOMCTBA Ha 3aBOACKME.

[Pexumbl npoxopa] COpoc HacTpoek peXxnMoB 4OCTYNa U ynpaBrneHus TOYKOM A4OoCTyna.
[CeTb] CHpoC ceTeBLIX HACTPOEK.

[XXypHanbl 3axBaTta n npoxonos] YaaneHve 3anncemn XXypHanos 3axBaTta U NPOXo40B.

[Basa nuy u xypHan npoxogoB] OuncTka 6a3sbl NuL, 1 yaaneHue sanuceit xypHana
MpOXoa0B.

[MapameTpbl aBTO Nepe3arpy3ku] COpoc napameTpoB aBTO Nepesarpysku.
[Buaeo] C6poc napameTpoB KOOMPOBAHMSA N U30OpaKEHUS.

[RTSP] C6poc RTSP napameTpos.

[YBepomneHnusa] C6poc HacTpoek yBe4OMMAEHW.

[AaTa v Bpems] Copoc NTP napameTpos.

[CucTeMHBbIN XXypHan] YaaneHue 3anucen CUCTEMHOrO XXypHarna.

[XXypHan npoxopaoB] YaaneHuwe 3annucen xxypHana npoxoaos.
[CucTtemHbIe napameTpbl] COPOC CUCTEMHLIX NAapaMeTPOB.

[HTTP noanucka] C6poc napameTtpoB HTTP yBegomneHun.

[MQTT] C6poc napameTtpos MQTT.

Haxxmute kHonky [CoxpaHuUTb] 4N9 NpMMEHEHNS NnapamMeTpoB B CUNY.
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3.9. OcCHOBHbIe

CTpaHMLl,a OCHOBHBbIX HACcTpoekK yCTp017ICTBa npencrasrieHa HUxe:

CucteMHLIe —, HacTpo#ku JKypHan XKypHan
EE}'}{&E,R HacTPOWKK E nonb3oBarenen @ 3axBara = npoxonoe

P p— MlaparieTput oGHapyern
ApTonepezarpy3ka |Hwkorga v
w CUCTEMHbIe NapameTpel
BUaeonoToK Ha gMcnnes v

LigeTHoi

% CHCTEMHLIA ¥ypHan

Hanpaenexue npoxoga | OQHOCTOPOHMI v

» HTTP MNognucka Tect cem | || e

» Bugeo napamerpel |nepe3a,-py3,(a|I‘Ipe,uynpen{,ueHue: HamMuTe Ha 3TY KHOMK

% RTSP | BrIKNMKOUEHKE ||_|De,[I,YI'IDE‘H{,EI,EHHe: HaxmuTe Ha 3Ty KHOMK

CoxXpaHuTe

[ABTONepesarpyska] (No-ymMonyaHuto: HUKOrA4a). YCTaHOBKa [AHS U Yaca BbINOSTHEHUS!

> MQTT

aBTOMAaTMYECKOM nepesarpysku ycTponctea. Bo3aMoXXHO BbINOMHATL Nepesarpysky pas B Hegeno,
nnbo exxegHEBHO B Havane BblOpaHHOro yaca.

[BuaeonoTtok Ha aucnree]

1. LiBeTHOWM (no-ymonyaHuto). OTobpakeHne LUBEeTHOro n3obpaxeHus Ha gucnnee
YCTPOMCTBA.
2. NHdpakpacHbin. OTobpaxeHne Y€pHO-6enoro naobpaxeHus Ha gucnnee yCTponcTaa.

[HanpaBneHue npoxopaal

1. OAHOCTOPOHHMI (No-ymonyaHuio). CobbITMA 0 Npoxoaax, OTrnpaBnseMble YCTPONCTBOM
yepes npoTokosnt oomeHa CGI, He ByayT UMeTb METKM O HanpaBneHun Npoxoaa.

2. Bxog. CobbITvsa 0 npoxogax, oTnpasBnsieMble yCTPONCTBOM Yepes NpoTokon obmeHa
CGl, 6yayT nmeTb METKY BXOA.

3. Bbixoa. CobbiTna 0 npoxoaax, oTnpaBnseMble YCTPOMCTBOM Yepe3 NpoToKon obmMeHa
CGl, 6yayT nmeTb METKY BbIXOf,.

[TecT ceTun] JaHHOe none no3sonsaeT BBeCcTH |IP agpec kakoro-nnbo ycTponcTea B CETU U
NpoBepuTb HanNu4ue cBA3n ¢ ycTponcTsoMm no npotokony ICMP. B cnyyae ycnelwHoro coegnHeHus ¢
YCTPOWCTBOM, Bbl MOSTy4nTE BCIbIBaKOLWEE OKHO C coobLeHnem “CoeauHeHne yctaHoBneHo!” .

[Mepe3arpy3ka] BoinonHeHne nepesarpyska ycTponcTBa.

[BbikntoyeHue] BoinonHeHne BbIKIIOYEHUS YCTPOUCTBA.
BHUMAHUE!
PeKOMeH,D,yeTCFl OTKNK4aThb yCTpOI7ICTBO MMEHHO JaHHbIM CI'IOCO6OM, NOCKOJIbKY OTKITHOMEeHUe NUTaHuA
YCTPOWCTBA U3 PO3ETKM MOXET NPUBECTU K HAPYLLEHMIO CUHXPOHM3aLUN MEXAY YCTPONCTBOM U

nporpaMmHbiM obecneyeHmem nNpu uHTerpaumm Yepes npotokonel CGl n MQTT.

Haxmunte kHonky [CoxpaHuTb] 4Ns BCTYNNEHUA HACTPOEK B CUy.
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3.10. CuctemMHble

CTpaHuua CUCTEMHbIX HACTPOEK YCTPOWCTBA NpeAcTaBrieHa HUXe:

A CucTeMHbIe —, HacTpoikn XKypHan Xypxan
ES’: Y\&HER HacTPOWKU E none3oBaTtenen @ 3axBaTa = NpoxXoAoe

Azslk | Pyccki A
s CHCTEMHBIE NAPaMETPLI
COXpaHATE 2arMucK 0 NpoXogax B WypHan

> CHCTeMHBIA ¥ypHan OTofpaxeque TeMnepaTypsl | Fpagyckl Lienkcus v

OToBpamaTh BLICOKYH TEMNepaTypy

» HTTP Moanwncka =

Coemr TeMnepatypsl 0.0

I BUREIIEnEMEl e Mopor HUZKOIM TeMnepaTypsl |28.0

LWupKHa nvua (100-500 nukceneid) |350

> MQTT

|
|
> RTSP Mopor BxICOKDIA TeMnepaTypsl |3?.3 |
|
|

BricoTa nu¥ua (350-1000 nuxcenei) |560

BrnioumTs 0BHapyxeHue xusoro nuuya | Ja v

Mopor onpegeneqnA MUE0ro nuua |90.000000 |

Cepus Kafpoe 4ns onpegeneHus Xusoro nmua

5 |

LED noacsetka |Hukorga A

Sxpad | OTHNHOUYETE 3KPaH Npu C v

OTKIHOUMTE 3KPaH NpW OTCYTCTEMM Npoxoaa

20 |10-600 (cex)

Bpems TalMayTa 5260 |10 |1-10 (MMEYT)

* M3MeHeHMe A3bIKa NDKMSeAET £ Nepesarpysxe!

* Mopor ¥MBoro NMLa gomked GeiTs Mexay 1-100. Mpogonsm

CoXpaHWTE

[A3bIK] YcTaHOBKa cuCTEMHOrO si3bika. [JaHHbIV NnapameTp yCTaHaBnMBaeT s3blk BEO

NMHTepdenca, NokanbHOro MHTepdernca u A3blk roNI0COBOro CONPOBOXAEHUSA YCTPONCTBA.

1. Pycckuit (no-ymonyanumio).
2. AHIMNACKNA.
BHUMAHUE!

VI3MeHeHMe CUCTEMHOrO si3blka NPUBELET K nepesarpyske yctpoicTaal

[CoxpaHaTb 3anucu o npoxoaax B XXypHan] (No-ymMon4aHuio: BKIoYeHo) BknoyeHne
BELEeHNs 3anncen XypHanoB Npoxoaa u 3axeara.

[OToGpaxeHne TemnepaTypbl] YCTaHOBKA eANHNLbI U3MEPEHUS TemnepaTypbl (TONMbLKO Ans
YCTPOWUCTB C U3MepeHueM Temnepartyphbl).

1. Mpagycol Llenbcua (no-ymonyaxmio).

2. Mpagycbl ®apeHrenTa.
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[OToGpaxaTb BbICOKYIO TemnepaTtypy] (No-ymonyaHuio: BKIOYEHO). BkrtoyeHne
oToBpaXkeHWs1 BbICOKOW (BblLLE YCTaHOBEHHOrO nopora) TemnepaTypbl Ha Auchnee yCTpoucTBa
(TonbKo ANA yCTPOUCTB C U3MepeHneM TemnepaTypbil).

[CaBur TemnepaTtypbl] (no-ymonyanuio: 0.0 rpagycoB). YcTaHoOBKa caBura ouKCUpyembix
3Ha4yeHMn TemnepaTypbl B 60MbLUYIO NN MEHBLLYIO CTOPOHY (TOMbKO Asl YCTPOMUCTB C
M3MepeHMeM TeMmnepaTypbl).

[Mopor HM3kon TemnepaTtypbl] (No-ymonyanumto: 28.0 rpagycoB) YcTaHOBKa nopora
MUHUMarbHOM TeMmnepaTtypbl (TONIbKO ANA YCTPOUCTB C U3MepeHuemMm Temnepatypsbl). [pu
dukcaumm TemnepaTypbl HUXE JaHHOro nopora Bepudukaums He byaet npovcxoauTb. [pu aToMm,
Yyepes AMHaMUKK yCTpoNCTBa, OyaeT BOCNpomn3BoanTbCA ronocosoe coobuieHme “Monpobynte cHosa”.

[Mopor Bbicokon TemnepaTypbl] (No-ymonyanuto: 37.3 rpagycoB) YCTaHOBKa nopora
MakcumarnbHoW TemnepaTtypbl (TONbKO ANA YCTPOUCTB C U3MepeHuem Temnepartypbl). pu
dukcaumm TemnepaTypbl Bbllle JAaHHOro nopora A4octyn OyaeT 3anpeLuéH 1 Yyepes guHamuk
ycTpouncTBa GyaeT BOCNpOM3BOANTLCS ronocoBoe coobueHne “Bbicokas Temnepartypa, 4OCTyn
3anpeLén”. OnumoHanbHO, Npu 3TOM MOXET cpabaTbiBaTb pene (cMm. pasgen Pexumbl goctyna,

napameTp AKTUBMPOBATb PeNenHbIN BbIXOA NO BLICOKON TeMNepaType).

[lWnpuHa nuua (100-500 nukcenen)] (no-ymonyanuio: 350) YcTaHoBKa MUHUMaNsHON
LUVMPWHBI NYUa AN U3MepeHnsa TemnepaTypbl (TONIbKO AN YCTPOUCTB € U3MepPEeHneM
TemMnepaTypbl). [laHHbI napameTp CRYXUT 15 U3MEHEHUS PAacCTOSHUS U3MepeHNs TemnepaTypbl.
NMPUMEYAHUE!

3HaveHne napameTpa U3MepseTcs B MUKCENSAX paspelueHns gucnnes ycrponctea. PaspelleHmne
avcnnes pasHo 960x1280 (LWxB) nukcenen. K npumepy, yctaHoBka 3HayeHus 480 BygeTt o3Hayatb, 4TO

nMUO YenoBeka JOIMKHO 3aHUMaTh 50% LWMPWHBI AUCTNEes YCTPOWUCTBA AN U3MEPEHMS.

BHUMAHMUE!
He pekomeHayeTCs yMeHbluaTb 3Ha4eHuWe [OaHHOro napamMeTpa, TakK Kak 9TO MPUBEOET K CHUXEHWIO

TOYHOCTU N3MepeHNA TemMmnepaTypbl.

[BbicoTa nuua (350-1000 nukcenewn)] (no-ymonyaHuio: 560) YcTaHoBKa MUHUMAaITbHOM
BbICOTbI NUUA ANS N3MepeHnsa TemnepaTypbl (TONbKO ANA YCTPOUCTB C USMEPEHMEM
TemnepaTtypbl). [JaHHbIN napameTp CAYXUT AN USMEHEHNSA PaCCTOSHUSA U3MEpPEHMs TemnepaTypbl.

NMPUMEYAHMUE!
3HayeHne napameTpa U3MepsieTcs B NUKCENsIX paspeLleHust Aucnnes ycTponcTea. PaspelueHue
ancnnesa pasHo 960x1280 (LLUxB) nukcenen. K npumepy, ycTaHoBka 3HaveHus 640 OygeT o3Hadatb, YTO

nmuo YernoBeka AOMKHO 3aHMMaTb 50% BbICOTbI AUCNNes YCTPONCTBa AN U3MEPEHMS.
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BHUMAHMUE!
He peKkoMeHOyeTCsl yMeHbluaTb 3HayeHue OaHHOro napameTpa, Tak Kak 3TO MPUBEAET K CHUKEHWUIO
TOYHOCTU U3MEPEHNS TeMMepaTypbl.

[BKHI'O‘-WITI: 06Hapy)KeHV|e XXnBoro nuua] 3apencreoBaHue arropuntMa 3allunTbl OT Npoxoaa

no ¢potorpacum.

1. Oa (no-ymon4yaxuio).

2. Her.

3. Pacnucanue. Bbibop nHTepBana BpemeHn QHEBHOroO AnanasoHa Ans 3agencTBoBaHNs
anroputma.

[Mopor onpeaeneHus xuBoro nuual (no-ymonyaHuto: 90) YcTtaHoBKa NOPOroBoro 3Ha4yeHus
anroputma anga onpeaeneHuns Xneoro nvua B aguanasoHe ot 0 go 100.

NMPUMEYAHUE!

PekomeHayeTcs 0CTaBUTb AaHHbIM NapameTp No-yMOMYaHuio.

[Cepusa kapgpoB Ana onpeaeneHus XuBoro nuuaj (No-ymonyanuio: 5) YcraHoBka ANvHbI
cepuun Kagpos 4518 pacno3HaBaHus nvua. MNpu donkenposaHnm nuua ¢ HU3KUM Ka4yecTBOM, AaHHBIN
anropuTM CO34aET Cepuio KaapoB 3a4aHHON ANVHbI U AenaeT U3 Heé BbIGOpKY nuua nyyliero
kayecTBa. Ecnv nuuo nsHavanbHo 3adMKCMPOBAHO C BbICOKMM Ka4yeCTBOM, BbiGOpKa He
oTpabarbiBaeT.

NMPUMEYAHUE!
I'Ipwmeanme: yBelnn4eHne 3Ha4vyeHua [OaHHOro napamMmeTtpa MOoXeT BIIUMAEeT Ha CKOPOCTb

pacno3HaBaHus nuuy. PekoMeHayeTcs OCTaBUTb AaHHbIA NapameTp No-yMONYaHuio.

[LED noacseTka] YcTaHoBka pexuma skntoveHnsa LED (6enoi) nogceetkun. LED nogceeTka

HeobOxoamnma ans pacno3HaBaHuA nuu npun HeaoCTato4HOM OCBELLIEHUN.

1. Hukorga (no-ymonyanuio).
2. Pacnucanne. Beibop gHEBHOrO nHTEpBana BpeMeHu ans sknoveHms LED nogceeTku.
3. Mo gatuwnky. MNpn BIGOpe AaHHoro 3HadveHns LED noaceetka BygeT BknovaTbCcsa No

aHanuay BnaeonsobpaxeHust (NporpaMMHOMY AaTYUKY OCBELLEHHOCTN).

4, Mo nuuy. MNpu BeIGope aaHHoro 3HaveHns LED noaceeTka GyaeT BkoYaTbCa npu
aetekuun nuua.

5. Mo nuuy nnn pacnucanuio. BkntoueHne LED nogcseTku no pacnucanuio, nnbo npu
AeTekumn nuua (BHe pacnucaHus).

6. Mo nuuy nnn gatunky. Brntowenne LED noacseTku npu getekumm nuud, nnbo no
OaT4NKy OCBELLEHHOCTH.

[ApkocTb noacBeTkMn] (No-ymonyanumio: 50). YctaHoBka mowHocT LED noacseTku.

[9kpaH] Beibop pexnma paboTbl gucnnes ycTponcTaa.

1. Bcerga BkntoyeH.
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2. OTkniovaTb 3KpaH Npu oTCyTCTBUM npoxofa (no-ymonyanuto). ducnnen 6yaet
BKIHOYATBLCA NpW AeTekunn nuua B Kagpe, 1 OyaeT akTMBEH B TEYEHUM YKa3aHHOrO HKe auana3oHa
BPEMEHW.

[OTKNOUYMTBL 3KpaH Npu oTCYTCTBUM npoxoaa] (no-ymonyanuto: 30 cekyHg). YcTaHOBKa
BpeMeHUn paboThbl 3KpaHa nocne getekumn nuua B guanasoHe 10-600 cekyHA.

[Bpemsa Tanmayta Be6] (no-ymonyanuio: 10 MMHYT). YcTaHOBKa BPEMEHU BbIXoga 13 BEO-

MHTepdenca yctponctaa npu 6esgenctemm B gnanasoHe 1-10 MyUHyT.

Haxxmute kHonky [CoxpaHuTb] 4ns BCTYNNIEHUS HACTPOEK B CUITY.
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FnaBa 4. CUCTEeMHbIN XypHan

CucteMHbI XypHan yCTpOIZCTBa NMOKa3aH HWXe:

Be\'vARD CucTeMHble -, HacTpoiiku XKypHan < KypHan
el o il HaCTPOWKK nonbaosarenedt & saxsara npoxoaos

Homep Bpema TWmn QaHHbIX OnepaTop Mpumeuarwe [lononHWTeNsHO

=2 CHCTEMHLIE NapaMeTphl HNzmeHenne

1 2020-05-26/12:12:39 admin MzMereHMe peEXMMOB Npoxoaa
napaMeTpos
2 2020-05-26/11:31:00 CEFE 2 admin H3mMeHeHWe 3BYKOBEIX NapaMeTpoB
» CHcTeMHbIe napameTpsl napaMeTpos
3 2020-05-26/11:30:55 n"?g::;";;i admin MzMereHMe peEXMMOB Npoxoaa
v CHCTEMHBII XypHan
4 2020-05-26/11:27:43 Cuctensaa admin Bxoa 5 Beb
vHbopMauma
> HTTP MNoanucka 5 2020-05-26/11:21:57 ﬂoﬁg:ﬁs::a B admin IpYNMNoBOA MMNOPT NoNb30BaTenel
> Bieo napamerpsl 6 2020-05-26/11:21:39 ﬂus?;jce;'?e E admin FpynnoBoi WMNOPT Nonsz0BaTensai
7 2020-05-26/11:14:36 n"?g::;";;i admin MzMereHMe peEXMMOB Npoxoaa
> RTSP L.
8 2020-05-26/11:14:22 NzmeHeHue Bamin CwcTemMHsle NapaMeTpbl No-
napaMeTpos YMONU3HAHD
> MaTtT 9 2020-05-26/11:14:22 HsmeHeHne i WsMeHeHWe napaMeTpos
napaMeTpos ofHapyxenus
3 = 5
10 2020-05-26/11:14:21 NzmeHeHue Bamin VzMeHeHre oTOCpaXeHMA pamKu
napaMeTpos Invua
11 2020-05-26/11:14:21 nvf;:’::_r";; admin 3BYKOBLIE NapaMeTpsl No-YMONYaHWD
12 2020-05-26/11:14:21 :ngaer:ee:;li\ admin PexuMbl NPpoXoaa No-yMonYaHug
13 2020-05-26/11:13:07 M%“g;::::ﬂ admin Bxod 5 Beb
14 2020-05-26/11:09:39 :ngaer:ee:;li\ admin VzMereHve pexuMoB Npoxoaa
15 2020-05-26/10:43:05 M%“g;::::ﬂ admin Bxod 5 Beb
16 2020-05-26/09:25:20 vf$;§:;ijﬂ admin Bxon & Beb
17 2020-05-26/09:24:07 nl‘f;aer::'r"niz admin OBHOBNEHWE NPOLIMBKKM
18 2020-05-26/09:04:25 vf$;§:;ijﬂ admin Bxon & Beb
Beero 18 zanuceln Tekyuwme 18 zanvced B kauano Mpegsaywas |11 v | Cneayowas MNocnenHss

CU1CTEMHbIV XXypHan COAepPXXUT HECKONbKO TUMOB AaHHbIX:

. N3meHeHMe napameTpoB.

. [Jo6aBneHne B cnucok (gobaBneHne w pegakTMpoBaHue 3anucen B 6ase
nonb3oBartesnen).

. YpaneHve n3 cnucka (yganeHue 3anucen ns 6asbl nonb3oBatenen).

. CuctemHas uHdopmaums.

. OncTaHUMOHHOE OTKpbITHE.

KonoHka “lMpumevaHune” coaepknT MHAOOPMaLMIO O KOHKPETHOM 3addMKCUPOBAHHOM COBbLITUN.

B npaBom HWxHeM yrny Tabnuubl cnucka norb3oBaTenen HaxoanTCa NaHenb HaBUraumm rno
cTpaHuue. E€é BHelLHWI BUA nokasaH Ha pUCyHKe HUXe:

Bcero 0 zanvcelt Texywue 0 zanvceld [epsas cTpadvua Mpeabaylias cTpadnia |00 v | Cheayiowas crtpadyua Nocnensas cTpaqHuua

1 2 3 4 5 6 7

MaHenb coaepXxuT crieaytoLmne aremMeHTbl:

OT1ob6paxeHune obLuero KonmyecTea 3anucen.

OTobpaxeHue KonuyecTea 3anmcen Ha TeKyLLLen CTpaHuLe.

KHonka nepexoaa Ha NepByto CTpaHuLy.

KHonka nepexoaa Ha npeablayLuyto CTpaHuLy.

MaHenb oTobGpakeHns TeKyLLen CTpaHuLe u nepexoaa Ha BblOpaHHyH0 CTpaHuly ¢
pacKpbIBAKOLLIMMCST CMUCKOM CTpaHuL.

KHonka nepexoaa Ha cneayoLLyto CTpaHuLy.

7. KHonka nepexofa Ha NocneaHow CTpaHuLy.

arwbdE

o

CucteMHbIn XypHan mmeeT émkocTb 512 3anucein. bonee crapble 3anMcn aBTOMaTUYECKN

yOansoTcs.
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dunbTp XKypHana cobbiTin NO3BONSAET 3a4aTb AAaTy M BPEMS Havana M OKOHYaHWs Moucka, a
Takke BblOpaTb TMN AaHHbIX U3 yKa3aHHbIX Bbile. [1nsa Bbibopa AnanasoHa AaTbl U BpEMEHN HaXMnUTe
Ha WKOHKY Kanengaps B none “Bpems Hauyana” n “Bpems okOH4YaHMA”, BLIOEpPETE AEHb U YKaXnUTe

BpPEMSI, KaK NOKa3aHO Ha PUCYHKE HUXeE:
HypHan cobblTUiA

BpeMsa Hadana
2020-05-18 Q0:00:00

BpeMs OKOHYaAHWA

2020-05-18 23:59:59
LR | May 2020 (Y

Sun Mon Tue Wed Thu Fn @ Sat

1| 2
34|56 |7|8]68
10|11 |12 13 14 | 15| 16
17 19 [20 212223
24025 26 27 28 29 30
31

Time| 23 : 59 : 59 &
- Clear | Today | OK

[ns Bbibopa TnNa AaHHbIX pa3BEPHUTE HMUCMAOALLIUIA CNMCOK B none “Tun gaHHbIX .

Twn gaHHBIX

Bre

Bre
I3MEHEHKWE NapameTpos
OdodaeneHde B CIMCOK
YOaneHwe U3 CMcKa

CucTeMHan wHgopMaLmMa
OUCTaHUMOHHDE OTEPLITHE

Haxmute kHonky [Monck] Ans BbINOMHEHUS NOUCKA NO CUCTEMHOMY XypHary.
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Nmasa 5. HTTP noanucka

CtpaHuua HacTpoek HTTP yBeaoMneHuin nokasaHa HUXe:

CHUcTeMHbIe __ HacTtponku XypHan XypHan
BE‘,UARD Hat:Tpoﬁlm E 5 @ e = oo

SAFETY & SECURITY nonb3oBaTternef > 3axBara &0 [pOX0A0B

HTTP HacTporKu1

=<.> CHCTEMHbLIE NapaMETPbI

Agpec cepsepa [192.168.55.103 |

% CHCTEMHLIE NAPEMETDbI

MNopT cepeepa |D |

» CWCTeMHbIif #ypHan Moanwcka Ha oBHapyxeHWe Ny, | HeT nognucku v

» HTTF MNMognwucka

» Bugeo napameTpel

MoANMEKE Ha HE Z3PErvCTPMPOEaHHEIE NMua | Bes cHUMEa v

Heartbeat URL l/Subscribejhear‘tbeat |

Heartbeat uHTepean (cex) |600 |

» RTSP Push

3 MQTT

YCTPONCTBO MMEET BO3MOXHOCTb 06MeHa coobLieHnamu yepe3 HTTP gBymsa cnocobamu: CGI
(HTTP API) 3anpocsl, u HTTP yBegomneHnus (nognucka). Onucanme HTTP API 3anpocos Bel moxeTe
3anpocuTtb y TexHu4eckon nogaepxkn npounssogutens OO0 «HIMM «beBapa». KoHTakTHbIE faHHbIE

Bbl MOXXeTe HanTh Ha canTte http://www.beward.ru/. Huxe e onucaHbl napameTpbl HacTponkn HTTP

yBEAOMMEHUIA.

[Anpec cepBepa] YcTtaHoBka agpeca HTTP cepsepa, kyaa TepMmuHan 6ygoeT oTnpaensaTb
yBEeLOMIEHNS.

[MopT cepBepa] YctaHoBka nopta HTTP cepeepa.

[Moanucka Ha oGHapyxeHue nuy). HacTporika napameTpoB OTNpaBKn COOBLLEHMIN O
npoxoaax.

HeT nognucku (no-ymonyaHumio).

2. CHumok. B coobuweHnn Byaet cogepxaTtbCa 3anucb O npoxode + CHUMOK nuua ¢
KamMepbl, 3aKoaMpoBaHHbIN B hopmaT Baseb4.

3. 3anucbk. B coobieHnn Byaet cogepxaTtbcsa 3anncb o npoxoge + ¢oTo nuua u3 6asbl,
3akoaupoBaHHoOe B (hopmaTt Base64.

4. CHumok + 3anucb. B coobueHnn Byget cogepxatbCs 3anncb 0 npoxoae + oTo nuua
13 6a3sbl + CHUMOK NnLa ¢ Kamepbl, 3aKoAMpoBaHHbIe B oopmaT Baseb4.

5. Bbes cHuMKa. B coobuieHnmn ByaeT cogepaTbCa 3anmcb 0 nNpoxode.

[URL] (no-ymonuyaHuio: /Subscribe/Verify). URL agpec cCOOTBETCTBYHOLLUX COOBLLEHNI

[Moanucka Ha He 3aperucTpupoBaHHble nuua) HacTtpoika napameTpoB OTNpaBKu
CcoobLLIEHNI O 3aXBaYEHHbIX B Kagpe nuuax.

1. Bes cHuMmKa (NO-yMOn4aHuio).
2. CHumok. B coobwieHnn bynoet cogepxaTbCHa 3anucb O 3axBavy€HHOM fuue + CHUMMOK

nuua ¢ Kamepsbl, 3aKoAnpoBaHHLIN B doopmaT Base64.
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[URL] (no-ymonuaHuto: /Subscribe/Snap). URL agpec cOOTBETCTBYHOLNX COOOLLEHMI
[Heartbeat URL] (no-ymonuyanuto: /Subscribe/heartbeat). URL agpec Heartbeat coobLweHun
[Heartbeat nutepBan (cek)] (no-ymonuanuto: 30). UHTepBan Heartbeat coobuieHnn

[Push] (no-ymonuyanuio: Bbiknto4eHo). Aktueaums Push coobLeHui.

BHUMAHMUE!

[aHHbIn napameTp AomKeH 6bITb akTUBUMPOBAH AN NONyYeHUst COODLLEHMI NO NOANUCKaM

[MHTepBan Push (cek)] HTepBan Push coobuwieHnit (MuHMManbHO: 1 cekyHaa).

Haxxmute kHonky [CoxpaHuTb] 4ns BCTYNMIEHUS HACTPOEK B CUITY.
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MmaBa 6. Bugeo napameTtpsbl

6.1. KogupoBaHue

CTpaHVILl,a HaCTpOEK KoanpoBaHUA |/|306pa>|<eH|/|s=| NOoKa3aHa HMXe:

B@ kVARD Cuc'reM_Hble —, HacTpoiku @ XypHan XypHan
SAFETY & SECURITY = HAaCTpPOMUKH nonb3oBaTenev == 3axBaTa @ NpoXoaoe
=‘.> CHCTEMHBIE NapameTphl Konuposanue
OcHOoBHOW NOTOK ANETEPHATHEHEIA NOTOK
» CHCTEMHsIE NapaMeTpsl
Mpoduns | Baseline v Mpoduns | Baseline v
» CMCTEMHsIN #ypHan ®opMaT |H.264 v ®opmaT | H.264 v
Pazpewexwe | 1080*1920 v Paspewedune |360°640 r

» HTTP MNognucka

Mook |VER v Motok | VER v
Bl
CropocTe (kBut/c) (30~16284Kb/S) Cropocts (kBwuTt/c) (30~16384Kb/5)

% RTSP CxopocTs (xBut/c) 4096 Cropocts (kBut/c) (1024
crora () 5 Jaas) Vorors () B Juas)
3 MQTT

CnepytoLime HaCcTPOVKMU AOCTYMHbI A1 OCHOBHOMO U anbTepHaTUBHOIO NOTOKOB
n3obpaxeHus:
[Mpodwmneb] BuiGop npoduna cxatus kogeka H.264:
1. Baseline (no-ymon4yaHuio).
2. Main profile.
3. High profile.
[®opmat] Bhibop kogeka cxaTtvst BUAEOnoToKa:
1. H.264 (no-ymonyaHuio).
2. MJPEG.
3. H.265.
[Paspewenne] BoiGop paspelueHns BuaeonoToka. [JJoCTyrnHbI Creaytolwme paspeLleHms
BMOEOMNOTOKA:
OcHoBHoWm:
1. 1080*1920 (no-ymon4yaHuio)
2. 720*1280
BHUMAHUE!

YMeHbLleHne pa3peLieHna OCHOBHOIO NOTOKa NoBIndeT Ha AalibHOCTb pacrno3HaBaHUA nnu.

AnbTepHaTUBHbIN:
1. 544*960 (no-ymon4yaHuo)
2. 360*640
[MoTok] BbiGop Tvna Gutpeita noTtoka:
1. VBR (no-ymon4yanuio).
2. CBR.
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[CkopocTtb (k6uT/c)] (no-ymonuaHuio: 4096 Ana ocHoBHoro notoka u 1024 ons
anbTepHATUBHOrO). YCTaHOBKA BENUYMHbI OUTpEnTa NoToka BO3MOXHa B AnanasoHe 30~16384 K6/c.
[YacToTa (k/c)] (no-ymonuanuio: 25). YcTaHOBKa CKOPOCTY TPaHCMALMI NOTOKA B

ananasoHe 1~25.
[OnopHbIN kagp] (no-ymonuanuio: 50). YcTaHOBKa MHTEpBana OnopHOro Kaapa ans

kogekoB H.264 n H.265 B gnanasoHe 1~200.

HaxxmuTte kHomnky [CoxpaHuTb] AMst BCTYNNEHUSI HACTPOEK B CUIY.

6.2. U30b6paxeHune

CTtpaHunua HacTpoek n3obparkeHnst NoKasaHa HUXe:

Be ARD CIIIBTEM!-II:-IE —, HacTpoiku XKypHan XKypHan
SAFETY\'&\ISECUMTV HacTpoMuKH E

nonb3oBaTenen npoxonoe

=':.> CucTeMHbIe NapaMeTpil l"l306pa)|(euue

ApxocTs |50 (1~100)

3 CHCTEMHBIE NapaMeTphbl | |
KouTpact |50 |(1~100)

» CHCTEMHBII 3ypHaN HachilWeHHOCTE |50 |(1~1CIO]
OTTEHOK |D |(ﬂ~100]

» HTTP Moanwcka

3D DNR |7 (1~15)
' BUOeo napame

» RTSP APY 128 [(1~255)
MaKkcMMansHan ssiepxka |25 v
» MaTT
BLC [50 (1~100)

CoxpaHnTk

[ApkocTb] (Nno-ymonyanuto: 50). YcTaHoBKa SpKocTy n3obpaxeHusi B ananasoHe 0-100.
[KoHTpacTt] (no-ymon4yanuto: 50). YcTaHOBKa KOHTpacTa nsobpaxeHus B gnanasoHe 0-100.

[HacbiweHHoCTb] (Mo-ymonyanuio: 50). YcTaHOBKa HaCbILEHHOCTN N306paxeHns B
AnanasoHe 0-100.

[OTTeHOK] (no-ymonyanuio: 0). YcTaHoBKa OTTEHKa (TemnepaTtypbl LBeTa) nsobpaxeHus B
AvanasoHe 0-100.

[3D DNR] (no-ymonyanuto: 7). YctaHoBKa ypoBHA 3D wymonoaaBneHnsa n3obpaxeHns B
AnanasoHe 1-15.

[BanaHc 6enoro] Beibop pexunma aBTomatmyeckoro 6anaHca 6enoro LeeTta n3obpaxeHus 13
TPEX NpeayCcTaHOBOK:

1. Pexum 1 (no-ymonyaHuio). HopmManbHbI pexum.
2. Pexunm 2. Bornee xonogHbin LBET.
3. Pexum 3. Bonee Ténnbi UBeT.
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[APY] (no-ymonuaHutio: 128) YcTaHOBKa BEPXHEro npedena aBToMaTUYeCcKon perynmpoBKu
ycunenuns nsobpaxeHus B ananasoHe 1-255.

[MakcumanbHas BbigepxKa] (no-ymonyaxumio: 25) YctaHoBka nopora Hanbonee AnvHHON

BblAEPXKN aBTOMaTUYECKOW PEryIIMPOBKN CKOPOCTU SNEKTPOHHOIO 3aTBopa B gManasoHe 2-300
(akBuBaneHTHo 1/2 — 1/300 cekyHAbl).

[BLC] (no-ymonyaHuio: 50). YcTaHOBKa YPOBHSA KOMMNEHCaALUN 3aCBETKN U306paxeHus B
ananasoHe 0-100.

[na coxpaHeHnsa N3amMeHeHnn HaxxmmTe KHonky [CoxpaHuTb].
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MhaBsa 7. RTSP
7.1. RTSP

CtpaHnua RTSP HacTpoek nokasaHa HUXe:

BC\VARD CuctemHble = HacTporiku o) XypHan

SAFETY B SECURITY HacTPOWKK nonb3oBaTeneil 3axBara

=<.7' CMCTeMHbIE NapaMeTpisl RTSP CpaBHeHMe nMila 1:1

» CCTeMHbIE napaweTp BKMNHOUYATE ayTEHTHDWMKALWMIO

Pazmep naketa |1500 |

» CMCTeMHsIi #ypHan NopT |554 |

» HTTF MNognucka * MpK MzMEHEHMM RTSP Hae

w RTSP

> MaTT
[Bknrountb ayTeHTUMKaLMIO] (NO-yMON4aHUio: BKIoYeHO). BknoyeHne basic RTSP
ayTeHTuurkauun.

[Pa3mep nakeTa] (no-ymonyanumio: 1500). YcTaHoBKa pa3mepa naketa RTSP B 6aritax B
ananasoHe 256-1500.

BHUMAHMUE!

PekomeHayeTcst He MeHATb AaHHbIN NapameTp 6e3 HeobxoaumocTu.

[MopT] (no-ymonyaHnuio: 554). YctaHoBka nopTa TpaHcnsumm RTSP.

[nsa coxpaHeHnsi 3MeHeHW HaxxmuTe KHonky [CoxpaHuTb].

7.2. CpaBHeHue nuua 1:1

CTpaHI/ILl,a anroputmMma cpaBHeHusa nuua no Asym (bOTO NOKa3aHa HWXe:

= e

> CHCTEMHbIE NapameTpsi

> CHUCTEeMHbIN xypHan

> HTTP Moanucka
> Buaeo napameTpsi

W RTSP

> MQTT

29.55%
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[aHHas Beb-CcTpaHuLa No3BONSET 3a4eMCTBOBATL anropuTM pacrosHaBaHus NuL, ans
HarnagHoW AeMOHCTPaLMn OLEHKM KayecTBa CpaBHEHUS N1La C 3TarnoHHbIM.

[na 3agencTBoBaHMA anroputMa 3arpyaute gotorpadum nuy, ¢ MNK knnkHyB Ha obnacTb ¢
KOHTYpOM nuua u Bblbpas oTorpacdumtio.

Honyctumbii oopmaT pucyHka: JPEG unu PNG (6e3 npo3padHoro gpoHa). MakcmanbHbIn
pa3mep pucyHka: 1 merabanr.
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Mnhasa 8. MQTT

CTtpaHunua HacTpoek npotokona MQTT nokasaHa Huxe:

CUcTeMHbIe

HacTpo#iku
HacTpoOMKH

nonb30BaTenen

BC\VARD

SAFETY & SECURITY

o MQTT HacTpOHMKH

14 CHCTeMHbIE NapaMeTpibl

BrnounTe

» CuCTemHbIE NapameTpsl

MaeHTHbWKaTOP yCTPORCTBa

> CHCTeMHLIR 3ypHan Anpec cepeepa

3 HTTP Monmeka Mopt cepeepa

Hanpagenexye Nnpoxoga
Buaeo napameTpsl
> MMA nonszoBaTend

» RTSP MNaponk

Tun coobweHna

MQTT xanan

He zapervcTpyposanHoe nuuo
3anvcs MOeHTHdMKaL MM
Boz00HOBNATE € TOUKMW OCTAHOBKM

CTaTYC COBOMHEHIA:

XKypHan
3axBara

(O]

e

& NpoXxoaoB

1380366 |

0.0.0.0 |
b |
Bxog v

| |
| |
Topics v

Imatt/face/1380366 |
Zarpysate v
Jarpyska C wsodpaxeqy v
Het v

He nogknwouero, ownbka exoaa

YcTpoiicTBo noaaepxueaet npotokon MQTT ana obmeHa coobuieHnamu. OnvcaHue npoTokona

MQTT Bkl MOXeTe 3anpocutb y TexHmdeckon nogaepxku npomssogutens OO0 «HIMIM «besapay».

KoHTakTHble AaHHble Bbl MoXeTe HanTu Ha caunTe http://www.beward.ru/. H/uxe onncaHsl napameTpsbl

HacTpoviku MQTT coobLueHunn.

[BknrounTtb] (No-ymonyaHuio: BolkntodeHo). BkroyeHne MQTT coobueHui.

[MUpenTtudukaTop ycrpomncrea] (no-ymonyaHuto paseH ID yctponctea). YctaHoBka MQTT

noeHTndmkartopa (MMeHu) ycTponcTea.
[Anpec cepBepa] YcTtaHoBka agpeca MQTT Gpokepa.
[MopT cepBepa] YctaHoeka TCP MNopta MQTT 6pokepa.

[HanpaBneHue npoxoaal

1. Bxopg (no-ymonyanumio). CobblTnsa 0 npoxogax, oTnpasrisieMble YCTPOUCTBOM Yepes

npoTtokon obmeHa MQTT, ByayT umeTb MeTKy BXog.

2. Bbixoa. CobbiTva 0 npoxodax, oTnpasngemble yCTPOUCTBOM Yepes NpoToKosT obmeHa

MQTT, 6yayT MeTb MeTKy BbIXo[,.

3. HeunseectHo. CobbiTMs 0 npoxodax, oTnpaBnsemMble YCTPONCTBOM Yepes NPOTOKOS

obmeHa MQTT, He ByayT MeTb METKM O HanpasneHn Npoxoaa.

[MUma nonb3oBaTens] 3agaHne nmenun nonb3oBartena MQTT Gpokepa.

[Maponb] 3agaHne naponsa nonb3oBatena MQTT 6pokepa.

[Tun coobwenunna] OtobpaxeHune Tuna coobleHnn MQTT (Topics).
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[MQTT kaHan] YcTaHoBKa OCHOBHOro Tonuka MQTT

BHUMAHUE!
MQTT oOMeH MAET He B OCHOBHOM TOMUKE, a B HUXKE CTOSALLMX TOMMKax xxx/Rec, xxx/Snap, xxx/Ack. bonee

nogpobHo cmoTpuTe B onucaHun MQTT npoTokona

[He 3apeructpunpoBaHHoe nuuo] HacTtpoika napameTpoB OTNpaBkn coobLEeHWI O
3axBa4YeHHbIX B Kagpe Nnuuax.

1. Barpyxatb (no-ymonuyanuio). B coobuieHnm BygeT cogepxaTbCa 3anmch 0O
3axBadYeHHOM JSimue + CHUMOK fnnua ¢ KaMepbl, 3aKoaMpoBaHHbIN B hopmaT Base64.
2. He 3arpyxaTb. He otnpaenaTtb coobLieHne npu 3axearte nuua.

[3anucbk npeHTndmkaummn] Hactponka napameTpoB OTNPaBKN COOOLLEHMI O NPOXOAaXx.

1. He 3arpyxaTtb. He otnpaBnsatb coobLueHne o npoxoge.
2. 3arpyska c nsobpaxeHveM. B coobweHnn bygeT cogepxaTbCsi 3anncb 0 npoxoae +
CHUMOK 1L C KaMepbl, 3aKOAMPOBaHHLIN B hopmaTt Baseb4.

3. 3arpy3ska 6e3 nsobpaxeHnus. B coobieHnmn 6ygeT cogepxaTbCs 3anncb 0 Npoxoae.
[BO306GHOBNATL C TOYKN OCTAHOBKM]

1. Hert (no-ymonyaHnuto). MNpn NOBTOPHOM COeQMHEHUU C CEPBEPOM NOCHEe paspbiBa

coobueHns ByayT oTNpaBNATLCA C TEKYLLEro BPEMEHM.

2. Oa. MNpn NnOBTOPHOM COEANHEHUN C CEPBEPOM MOCIe pa3pbiBa OyayT oTnpaBeHbl Bce

Cco0bLLIEHNS HaUMHasa CO BPEMEHM pa3phbiBa.

[CTaTtyc coeanHeHunsa] OTobpaxeHune ctatyca coeanHennsa ¢ MQTT 6pokepom:

1. He noaknto4yeHo, owmnbka BXxoaa.

2. [oakno4eHo, BXOA BbIMOMHEH.

Ansa coxpaHeHus n3aMeHeHun HaxxmuTe KHonky [CoxpaHuTb].
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MnaBa 9. HacTponku nonb3oBareneun

9.1. YnpaBneHune CNMCKom

CTpaHuLa HacTpoek nornb3oBaTtenel ¢ Tabnuuen cnucka nonb3oBaTenei nokasaHa HxKe:

3 Mpynnosoe goGaeneie

l

Horep

Hormep KapTsi

Tun Wms
nocryna
YepHLIi CriMcoK AHTOH Z 8088333
BENbIi CNUCOK AHapei C 1
Benwiit cnncok Bred P 1

Bcero 3 3anucefi Texywwe 3 sanvceit Mepsas cTpanuua Mpeasiy

MNon

Mysxcioi

MyXcKoi

Myxcxoit

YL 3R CTRaHY

®oTo

11 v | Cnenyiowas cTpamu

Bpers perucTpaumn fatap *
2020-05-22/09:19:01 2019
2020-05-22/09:19:10 2019
2020-05-22/09:18:51 2019

U3 Mocneaxas crpaHuua -~
»

MaHenb ynpaBneHnsa cnnckom, pacrnonararmLlaaca Ha JaHHOW CTpaHuLe B NpaBon YacTu aKkpaHa

nokasaHa oTAeNbHO:

YNpaBneHWe CrMCKoM

FpynnoBoe yaaneHmne

Mownck

Mo yenosno v
HauaneHoe epema

2020-05-25 00:00:00 |
KoHeuHoe BpemMa

2020-05-25 23:59:59 |

Tun
Bce v
Mon
He yrazaH v
BozpacT
o |- l200 |
Homep KapTsl gocTyna
o |
| Mowck |
| OoBasuTs |

NBOWHOW KNIMK MO
3anMcKU anAa

pefakKTUMpOBaHHUA

PykoBoacTBO no akcnnyartauuu TepmuHanoB agoctyna Beward TFR cepumn



[laHHas cTpaHuua npegHasHavyeHus anst oTobpaxkeHusi cnmcka nosib3oBaTeren cornacHo
BblOpaHHbIM hunbTpam novcka, a Takke anst jobasneHns nonb3oBartener B 6a3y ycTporucTea U nx
yaaneHus.

Tabnuua co cnMcKom Nornb3oBaTene COAePXKUT CreayoLmne KONMOHKU:

Homep.

Twn.

Nms.

Howmep kapThbl gocTyna.

Mon.

doTo.

Bpems peructpauum.

Harta poxaeHus.

Tun naeHTucpmkatopa.
. U peHTUMKaLNOHHbIN HOMeEP.
. Homep TenecoHa.

. Appec.

. 3amMeyvyaHus.

CoNoOrLONE

el
wWN RO

3HayeHusa 3TUX Nomnei COOTBETCTBYIOT MOMSAM B KapTO4Ke Monb3oBaTens 1 onucaHbl B
pasfene B pasgene JobasnexHne nonb3oBaTens.

,D,BOI‘/‘IHOIZ KINMUK no 3anncun B Ta6n|/|u,e cnncka nonb3oBaTtenien Bbi3biBAET ANANIOroBoe OKHO

Onepauuu:

| MaMeHuTs | | ¥oanuTe

MU3meHuTb. [N03BONSAET peaakTMpoBaTh 3annck. PegaktnpoBaHue nonb3oBaTens NpoucxoanT
aHanornyHo gobaeneHuto. Cwm. pasgen Jobaenenne nonb3oBarens.

YpanuTtb. YaanseT gaHHYo 3anvcb U3 crnvcka rnorb3oBaTenen.

B npaBom HWxHEM yrny Tabnuubl cnvcka nonb3oBaTenen HaxoaAnTCA NaHenb HaBUraymm no
cTpaHuue. Eé BHelwHMI BUA, 1 yHKLUMOHANbHOE Ha3HadeHne onncaHbl B pasgene CUcteMHbin

XypHan, naHesb Hasurauunn.
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9.2. lo6aBneHue nonb3oBaTens

Mo-ymonyanuto 6a3a yctporctea nycrta. Ytobbl fobGaBuTh Nnonb3oBartens B 6azy Heobxoanmo
HaxkaTb KHOMNKy [[lo6aBuUTb] Ha NaHenu ynpaBneHns cnnckom. MNMpu aToM OTKPOETCs KapToyka
nonb3oBarens:

YnpaeneHWe MHUCKOM - cBepra [Anton Z] ®

Twvn | BENBIA CNACOK ¥

A |AHTDH 3axapos |

Mon | Mysceoi v
Tun | AgeHTHdMEaUWMoH ¥

waeHTHdKUKATODA

ID Komep 1233 |

Oata poxaera (1990-05-03 |

Homep TenedoHa |+?92655}'34}'8 |

Jarpy:uTe |

| i Anpec |Mc:crcaa, wn. ApbaT,

MeTog redepauvy | PyydHol BEOom Y JaMeyaHun |FDCTb |
HOMEpPA KapTEl Npoeepka doTo [

HoMmep kaptsl (8988333

JOCTyna

Twn cnucka | MOCTOAHHLIA CI ¥

COXpaHWTE || OTrMeHa

,D,OCTyI'IHbI cneaytouimne nonga ana 3anonHeHua npu nobaeneHun nonb3oBartenen:

1. O6nactb 3arpy3ku ¢potorpacdpmumn. Oba3atensHO Anga 3anonHeHus. 3arpyska oTo ¢
n3obpaxeHmem nuua Yenoseka. lonyctumbii dpopmat pucyHka: JPEG unu PNG (6e3 npospadHoro
doHa). MakcumanbHbIn pa3mep pucyHka: 1 merabant. PekomeHayembli MUHUManbHbIN pasmep nuiua
Ha 3arpyxaemom goto: 160x110 nukcenen.

BHUMAHUE!

[onyckaeTcsa 3arpy3ka doTorpaduin B paspelleHnn 0onblie Unu MeHblle ykasaHHoro. [Mpu 3arpyske
doTorpadun ¢ GonbliMM paspelueHneM pasmep goTorpadum OyaeT OonTUMU3MPOBAH BO BHYTPEHHEN
namsaT oo pekomeHayemoro. Mpu 3arpyske oTorpaduin ¢ MeHbLUMM paspelleHnemM 0yaeT yMeHbLLaTbCs

MaKCcumarnbHada aanbHOCTb pacno3HaBaHUA nuua.

HaxxmuTe kHonKy [3arpy3uTb] ang 3arpy3ku ootorpadumn. Bel yBuante ananoroBoe OKHO
3arpy3kn. Haxxmute [0O630p], BoiGepute cann cdotorpadum anga 3arpyskn B NOABMBLLIEMCS OKHE U
HaxxmuTe [3arpy3unTb].
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3arpy2a1Te doTo b4

BuibepuTe dain O6zop

| JarpyanTh |

2aKpeITh

2. MeToA reHepauuu Homepa KapTbl. [laHHOe norne nNo3BonsieT BbibpaTb METOA NPUCBOEHUS
kKoga RFID kapTbl nonb3oBaTtesns:

1. Kaprta obuwero goctyna (no-ymonyanuio). lNonb3oBaTento Ha3HavYaeTca NpucBoeHne obLero
(oauHakoBoro) Homepa kapTbl. [JaHHbIM HOMep 3afaéTcs B napameTpe B Homep kapTbl
obLiero gocTyna B HACTPOMKE PEXUMOB JOCTYNa.

2. AsTOMaTU4eCKu reHepupyemMblt Homep. lNorb3oBaTento Ha3HavyaeTcsl NPUCBOEHME
aBTOMaTMYeCKU reHepupyemMoro Homepa KapTbl U3 3aflaHHOro AnanasoHa. [AnanasoH
3agaétca B NnapameTpe dmnana3oH HOMEPOB KapT MpPW reHepaLmm B HACTPOMKE PEXNMOB
goctyna.

3. Py4Hon BBog. Homep RFID kapTbl npucBavBaeTCcs COTPYOHUKY BPYYHYIO B MOS1E HUXeE.

3. Homep kapTbl goctyna. HeobszaTtenbHoe none. [laHHOe none MoXeT cogepkaTtb Kog
RFID kapTtbl nonb3osatens. OrpaHuyeHne anvHbl nons: 15 cMMBOMoB.

4. Tun cnucka. Bbl60p ThnNa Crncka nosib3oBartend no BpemMmeHun nencTeuns:

1. TlocTOsIHHbIN CNUCOK (No-ymonyaHuio). Monb3oBaTtento 6yaeT pa3peLleH OCTyn COrfacHo
BblOpaHHOMY pexumy A4oCTyna C HeOrpaHNYEeHHbIM CPOKOM.

2. BpemeHHbI cnivcok. NMonb3oBaTento OyaeT paspeLleH AOCTYMN CornacHo BbIbpaHHOMY pexnmy
AOCTyna B Te4YEeHMM yKa3aHHOro nepuoga. YkasbiBaeTcs gaTa Havana encTeums nponycka u
AaTa OKOHYaHWSa AencTBusa nponycka. PaboTta ¢ kaneHgapém aHanornyHa kak B pasgerne
XypHan cobbITuiA.

3. BpemeHHbIN cnivcok 2. NMonb3oBaTento dbyaeT paspeLleH A0CTyn CornacHo BbIbpaHHOMY
pexuMmy 0OCTyna B TEYEHUM YKa3aHHOro nepuoga ¢ exxeqHEeBHbIM OrpaHU4eHMeM Mo vyacam.
YkasblBaeTcd gaTa Havana gencTBms Nponycka U gata OKOHYaHUsa AencTBus nponycka, a
TaKke eXxegHEBHOE BpeMs Havana encTBus Nponycka 1 eXxXegHeBHOe BPeEMSA OKOHYaHUSA
aencTeua nponycka. PaboTa ¢ kaneHaapéM aHanornyHa Kak B pasgerne xypHan cobbITui.

4. PasosbIi nponyck. NMpu Beibope gaHHOro napameTpa nossnsietca none Konnyectso
LMKIOB, rae Heobxoanmo yKasaTb KONIMYECTBO paspeLlEHHbIX LIMKNOB NpoxoAa Yepes TOUKy
poctyna. Nocne okoH4YaHus LMKIOB Norib3oBaTtens yaanseTtca u3 6asbi:

HorMep kapTsl (1 Konuuecteo (5
Jocryna LHKNOE

Twun cnvcka | Pasoeslll npom »

5. Tun. Buibop TMna cnucka nonb3oBartens:

1. Benbin cnucok. MNonb3oBaTtensm u3 6enoro cnucka paspeLuén JOCTyn cornacHo BelbpaHHOMY
pexumy gocrtyna.

2. YépHebin cnucok. MNonb3oBatenam n3 YEpHOro cnucka Bcerga 3anpeLuéH goctyn. MNpu
naeHTudmKaumm nonb3oBaTensa N3 YEPHOro cnucka TepMmHan NPourpbiBaeT 3ByKOBOE
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coobuweHune: “[locTyn 3anpeLén’, a Takke Ha gucnnee yCTponcTea NosIBMSIETCS
COOTBETCTBYIOLLEE COOBLLEHNE.

6. Uma. O6azatenbHoe none. MNMo-ymonyaHuo COTpyAHMKY NpUcBanBaeTCca UMSA U3 UMEHU
danna 3arpyxeHHoro nsobpaxeHus. [JaHHoe none nogpasymeBaeT 3anofiIHEHNE UMEHN 1 daMnnnm
nonb3osartens. OrpaHnyeHne anuHel Nons: 23 cMMBOMa PyccKoro andgasuTta unu 47 cumeosoB
NaTUHULEN.

7. NMon. Beibop nona nonb3oBatens:

=

My>xckon (No-ymMon4yaHuio).
XKeHckun.
3. He ykasaH.

N

8. Tun npentudukaropa. OtobpakeHne TMna ONONHUTENBHOrO MaeHTUdMKaTopa
nons3oBarens (MAeHTUPUKALMOHHBIA HOMED).

9. ID HoMmep. HeobBsA3aTenbHO none. YkasaHus HoMepa AOMONHUTENBHOIO uaeHTudukaTopa
none3osaTtens. [JaHHoe none nogpasymesaeT B cebe 3anonHeHne Homepa kakoro-nnbo AoKyMeHTa
nonb3oBaTerns, HanpuMmep, BOOUTENbCKOro yaoctosepeHus. OrpaHuyeHne anviHel nons: 15 cumsona
pycckoro andasuta unu 31 cumson (byks nnu Lndp) NnaTmHULEn.

10. DaTa poxaeHus. HeobsazaTtenbHo nomne. YkasaHue gathl POXAEHUS NONb3oBaTens.
PaboTa ¢ kaneHgapém aHanorn4yHa kak B pasfene »XypHan coObITUM.

11. Homep TenedboHa. Heobsi3aTenbHO none. YkaszaHne Homepa TenedoHa nonb3oBaTerns.
OrpaHunyeHne anuHel nons: 31 cumeon.

12. Aapec. HeobsizaTenbHo none. YkasaHve agpeca nonb3osatensi. OrpaHn4eHne anmHbl
nons: 35 cumBona pycckoro andgasuta nnm 71 cumeon (OykB unu undp) NaTuHULEN.

13. 3ameuvaHusa. Heob6sa3atenbHo none. [laHHoe none no3sonsieT 3anvcatb Nobyto
OONOSNHUTENBHYO MHGOopMauuio nonb3osatend. OrpaHndeHne anuHel nong: 31 cMMBona pyccKoro
andasuTa unm 63 cumeon (byke unu umdp) NnaTMHULEN.

14. NpoBepka poTo (NO-yMONYaHWIO: BbIKMOYEHO). Mpu akTnBauumn gaHHOW YHKUUN B
MOMEHT 3arpy3ku dotorpacum nosnb3osaTtens byaeT BbINOMHATLCA cpaBHeHNe aobaBrneHHon
doTorpadumn ¢ yxxe umerLLMMnca Ansa novcka cosnageHun. B cnyvyae obHapyxeHusi coBnageHus
Oynet BbiIBeAEHO COObLLEHNE:!

Moateepaute aencreme Ha cTpaHuue 192.168.54.136

BHUMAHMUE!

dyHkuna MpoBepka hoTo formkHa ObITb akTUBMPOBaHa nepes 3arpy3kon goTo!
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Ina nobasneHus nonb3oBatens B 6asy Haxmute kHonky [CoxpaHuTb]. [JobaBneHHoe nuLo

oTpasuTcs B Tabnumue cnvcka nonb3oBaTenei.

9.3. Nounck no cnUcKy nonb3oBaTeneun.

I'Io-ymonanvno npun Bxoge Ha CTpaHuuy ynpasrieHUA CMUCKOM CNUCOK nonb3oBaTtenen nycrT.

YTtoObl OTO6p83VITb ,EI,O6aBJ'IeHHbIX nonb3oBartenemn HeO6XOD,I/IMO BOCMNOJIb30BATbCA (bVIJ'IpraMVI Ha

naHemnn ynpasieHunsa CrinCKOM:

YNpaeneHWe CNMCKoM

Mpynnoeoe yoaneHue
Mowck

Mo yocnoswH v

Mo 1MgHK

Mowck NOETOPRKIWKMXCA HOMEDOE
Mok NOETOPRILMKCA KAPT A0CTyNa

Bcero goctynHo gBa meToda noucka nogen no Cnmcky M gBa MeTtoda noucka coBnageHun B

Oase:

1
2.
3

4.

Mo ycnoswuto.

Mo nmeHwn.

Mownck NOBTOPSAIOLLMXCS HOMEPOB.

Mowvck noBTOpPSAOLWMXCS KapT AOCTyna.

[Mouck no ycnoBuio] [aHHbIM MOMCK COaepXuT cnegyowme donnbTpbl:

YNpaesneHdue CnUCKoM

FpyNNoBOE YOaneHHe

Noucs

Mo yenogmo v
HauvansHoe spemMA

2020-053-25 00:00:00
HOHEJH0e BDEHA

2020-05-25 23:59:59

Twn

Boe v
Non

He yrazas v
BoapacT

0 - |100

HOoMep KapTel JOCTYNA
0

HavanbHoe Bpems 1 KoHeuyHoe BpemsA. Bbibop HauanbHOro 1 KOHEYHOrO BpEMEHMN
co34aHusa UnNu peaakTMpoBaHna nonb3oBaTenen. PaboTa ¢ kaneHgapém aHanorvyHa kak B pasgene
XypHan cobbITun.
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Tun. BeiGop cnucka nonb3oBarenen:

1. benbin CNNCOK.
2. YépHbIn cnucok.
3. Bece.

Mon. Buibop nona nonb3oBatenen:

1. Myxckon.
2. >KeHckun.
3. Bce.

B03paCT. Beoa gmManasoHa BO3pacTa nonb3oBaTenen.
Homep KapTbl AocTyna. Beon HOMEpPa KapTbl A0CTYMa NoJib30BATENA.

[Mouck no umeHun] daHHbI nonck cogepxuT none Ums, kyaa cnegyeT BBOAUTb UMS
nonb3oBartens. [lonyckaeTcst YaCTMYHOE UNnu NosriHoe coBnageHne. Pernctp 6ykB He yunTbiBaeTCs.

MoKnck
Mo MMeHK v

Krg

AnexcaHap b
Momck

[Mouck noBTOopsAOWMXCA HOMepoB] [JaHHbIA NOUCK OTOOpaXxaeT nonb3oBaTenen ¢
O[VHAKOBbLIM NAEHTUDPMKALMOHHBIM HOMEPOM.

[Mouck noBTOpsAOWMXCA KapT AocTyna] [JaHHbI nonck oTobpakaeT nonb3oBaTtesnen ¢
OAMHaKOBbIM HOMEPOM KapTbl AOCTyna.

Haxmunte kHonky [onck] ons BeinonHeHWst noncka no 6ase nonb3oBaTtenen. HangeHHble
nuua otpasaTcda B Tabnuue cnucka norib3oBaTtenen.
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9.4. N'pynnoBoe yaaneHue nonb3oBaTenen.

AkTrBauusi pyHKUMM rpynnoBoe fobaBneHne nonb3oBaTenen NPoMcXoauT Nno yCTaHOBKe
dnaxka FpynnoBoe yaaneHue B NaHenu ynpasneHusi CrMCKOM:

¥YNpaeneHne cnUcKomMm

TpynnoBoe yaanedue &

‘ BrifpaTe ‘

‘ OTMeHA ‘

‘ Yaanute ‘

—J1Ba¥ bl WEeNKHATE No
CNMUCKY M/TH HaMMHMTE

“CNUCOK Ha cTpaHuue"”

Mepepn ycTaHOBKOW hnaka AormkeH OblTb Npon3BenEH He HyneBon oTbop nonb3oBaTenen no
dunbTpam.

,D,aHHaﬂ beHKLI,VIFl no3BondeT yaanunuTtb BCe Ui 4acCTb U3 OT06paHHbIX d)MﬂprOM 3anucen.
|_|pl/l aKTmBauunmn cbna>|<|<a prnnOBoe yaaneHue Ha naHenn ynpasrieHnda CriMCKOM NMOABIAKOTCA 3
KHOMKMW:

1. BbIbpaTtb. Boigensiet Bce n3 oTobpaHHbIX 3anucen angd nocneayoLero yaaneHus.
2. OtmeHa. CHMMaEeT BblaeneHne ¢ 3anncen.
3. Ypanutb. BoinonHsaeTt yganeHune BblgeneHHbIX 3anmcen.

BHUMAHMUE!

YpaneHue 3anuncen npouncxognT ©6e3 BO3MOXXHOCTU nocrnegyrouiero BOCCTaHOBIIEHUA. YaanéHHble 3anmcu

He 0T06pa>|<a+0Tc;| HU B KaKMX CNucKax.

JlononHUTENLHO, BbIAENATL 3aMMCU MOXKHO MO OAHOW. [IBOMHOWM KNWK Mo 3anucu B Tabnuue
NO3BOSET BblAENUTb KOHKPETHYIO 3anNnCb UMW CHATb BblaeneHune. Npun 3Tom, BblAeneHHble 3anucu
MapKUPYTCA KpacHbIM LIBETOM, a He BbleleHHbIe — OCTalTCA cepbiM. B npumepe Ha pucyHke Huxe
3anmcn 1 n 3 BblaeneHsbl, 3anucb 2 He BblaeneHa:
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BekUARD CucteMHble a HacTponku am JKYPHan

e i o] HacTPOWKH nonb3oBarenei @5 poXoAcE

Homep kapTsl

Oata p -
=<.> Ynpaenexne CiuckoM A0CTYna

MNon doTo Bpema pervcTpaunu

> Tpynnosoe fodaenexue

Benbii cnucoK Axgpeir C Myxcoi 2020-05-22/09:19:10

Bcero 3 3anucel Texylwue 3 zanuced [lepsan cTpadvua Mpeapiaywas crpaduua | 111 v | Cneayiowas cTpadvua [ocneapss cTpaHmua -

Ll 3
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9.5. N'pynnoBoe nob6aBneHne nosnb3oBaTtenen
CtpaHunua rpynnoBoro AobGaBneHusi nonb3oBaTenen OTKPbIBAETCA MO HaXaTuo KHOMKK

[FpynnoBoe gob6aBneHMe] B MEHIO HACTPOWKK Norb3oBaTenen. PyHKUNA No3BondeT 4odaBuTb rpynny

nonb3oBartenen B 6a3y ogHoun onepaumen. BHeWwHWI BUg CTpaHnLbl MOKa3aH HUXE:

am KypHan
& Npoxoaos

CucremHeie =, HacTpoiikn XKypHan
BG\,UARD HacTpOWKK E nonb3oBarenei @ 3axBara

SAFETY B SECURITY

Homep Kaprol
AecTyna Non UBDSEE)KEFAS BpeMs pericTpaLmn [laTa poxXaexus wae

28 ynpanenne cnncxom

> YNpasnexue CrMckom

Bcero 0 zanuceli Texywwe 0 zannced Mepsan cTpanvua Mpeasiaywas crpaqnua |0/0 v | Cneayiowas crpaHuua [ocneakas crpasuua
3

Mons B Ta6nmu,e CO CMNUCKOM nMofb3oBaTenen aHanorMyHbl Kak B pasgene yI'IQaBJ'IeHI/Ie

CMNUCKOM.
Manenb ynpaslieHna rpynnoBbiM nobaBneHnem, pacnonararwadaca Ha OaHHom CTpaHuue B

I'IpaBOIZ 4YacCTU 3KpaHa, Noka3aHa OTAENbHO:

rpynnoece AoBaBneHue

| OBbHOBWTE ‘

| WMnopTt ‘

—JlBaMbl WEeJIKHWUTE Mo

CNMUCKY onA

pelaKTHUpOBaHHA

MaHenb cooepXuT ABe KHOMKM:
[O6HOBUTL] HaxxaTne KHOMKM BbINOITHAET OOHOBNEHME Tabnuubl Nonb30BaTeENEN.
[MUmnopT] OTKpbIBaET NaHernb 3arpysku nosnb3osartenen. BHewHWn Bua naHenn

npencTaBreH Ha PUCYHKe HUXe:
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3arpyzuTe doTo ®

BribepuTe dain [Brad P.jpg,Leo D.jpg, Women X.jpg Obzop

Twn | Genslid Ccnicor ¥ Tun cnvcka | MOoCTOAHHLIA C F
Mpoeepka GoTo
MeTog redepauuy | Homep odwero v

HOoMepa KapT.l

HoMep KapTel |1

Jarpys1te

2aKpPLITh |

[ocTynHbl crepyrowme nonsa Anst 3anofHeHust Npy rpynnoeBomM fobaBneHny nonb3oBaTenei:

1. O6nacTtb 3arpy3ku ¢poTorpacdmun. O6a3atensHO Ana 3anonHeHus. No3sonseT BbibpaTb
A0 64 oTo hannos c nsobpaxeHnem nuua Yenoseka Ang 3arpysku. [lonycTumbin popmaTt pucyHka:
JPEG wnu PNG (6e3 npo3payHoro goHa). MakcumanbHbIvi pa3mep pucyHka: 1 merabanr.
PekomeHayembIi MMHUManbHLIA pasMep nuua Ha 3arpyxaemom coto: 160x110 nukcenen.
BHUMAHUE!
[onyckaeTtca 3arpy3ka doTorpaduin B paspelleHun Bonblue unu MeHblle ykasaHHoro. [Mpu 3arpyske
doTorpacun ¢ Gonblwmm paspelleHnemM pasmep doTorpadum OygeT ONTUMU3MPOBAH BO BHYTPEHHEWN
namaTy oo pekomeHgyemoro. Mpu 3arpyske potorpadun ¢ MeEHbLUMM paspelleHnem OyaeT yMeHblUaTbCs

MaKcumarnbHada 0anbHOCTb pacno3HaBaHUA nuua.

Onsa 3arpysku potorpacpumm HaxxmuTe [O630p] 1 BoibepuTe dannbl oTorpadun Ansa 3arpysku
B MOSIBUBLLIEMCS OKHE.

2. Tvin.

3. MpoBepka doTo.

4. MeTop reHepauum HoMepa KapThbl.
5. Homep KapTbl.

6. Tun cnucka.

OnucaHune nonen 2-6 aHanoOrM4yHoO Kak B pasgene JobasneHuve nonb3oBareng.

Ons pobaBneHna nonb3oBaTenen B 06a3y HaxmuTe KHOMKy [3arpy3uTtb]. [locnegHue

[obaBneHHble Nnuua oTpasuTes B Tabnuvue cnucka nonb3oBaTtenen no HaxaTuno KHornku [OGHOBUTL|
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Mnaea 10. XKypHan 3axBaTta

CTpaHuua 3anucei xypHana 3axBaTta nokasaHa HUXe:

BeWARD CucremHble —, HacTpouku @ Kypxan am KypHan

EREerva LEclaITY HaCTPOWKM nonb3oBateneil 2 3axeara & [IpoXo0B

13 2020-05-25/11:06:35 OBpaboTaHo 36.2°C

12 2020-05-25/11:06:28 ObpabotaHo

11 2020-05-25/11:06:21

ObpaboTaro

10 2020-05-25/10:24:39 0O6pabotaHo

9 2020-05-25/10:22:18

O6paboTtaHo

Bcero 22 3anuceit Tekywwe 20 3anucer [epsas cTpannua MNpeablaywas cTpanmua |12 v | Cneaylowas ctpaduua [ocnenHAs CTpaHvua v

MaHenb novcka, pacnonararoLLascsa Ha JaHHOW CTpaHuLLe B NPaBoi YacTu 3KpaHa nokasaHa

OoTAes1IbHO!:

ypHan 3axBaTa nuL

Bpems Havyana
2020-05-25 00:00:00

BpeMA OKOHYAHWA
2020-05-25 23:59:59

MNoMcK

LEnKHWTEe gBaM{dbl Ha
3anuch, YToObI
no0aBUTL B CNHUCOK

nonb3oBaTenem

B npaBom HWxXHeM yrny Tabnuubl cnucka norib3oBaTenen HaxoanTCa NaHenb HaBUraumm rno
cTpaHuue. E€ BHewHun Bna n yHKUMOHaNbHoe HazHavyeHme onncaHbl B pasgene CUCTeMHbIN

XypHan, naHesnb HaBurauun.

[aHHag cTpaHvua npegHasHavyeHns Ans oTobpaxeHns Cnucka He 3aperncTpupoBaHHbIX B
6a3se nuu, 3axBavyeHHbIX kKaMmepon TepMmuHana. [JononHUTEeNbHO, Yepes AaHHY CTPaHMLY BO3MOXHO
pobaBnaTL nonb3oBaTenen B 6a3y ycTponcTaa.

Tabnvua co cn1ckoM nonb3oBaTenelt COAePXXUT CNeayHoLLne KONOHKMU:

1. Howmep. OTobpaxeHne NnopsagKkoBOro HoOMepa 3anncu B XXypHare.
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Bpewmsa. OToGpaxeHne BpeMeHn 3axBarta nuua.

®PoTo. OTOOpaxeHne hoTo 3axBa4E€HHOro nmua.

Cratyc. OToGpaxeHune crtatyca 3anucu (o6paboTtaHo).

3HauveHue Temnepartypbl. OTOGpaxxeHne 3HauYeHnsa TemnepaTypbl YENOBEKA B Clyyae, ecim
4YenoBeK NPOLLEN BepudmKaumio No TemnepaType (TonbKo ANA TePMUHANOB C
onpeaeneHnem Temneparypbl).

abrown

[IBOMHOWM KWK MO 3annucu B XXypHarne no3sonset ob6aBuTb Nofb3oBaTeNis C 3aXxBa4YeHHON
doTorpadmen B 6asy. NMpn 3TOM OTKpbIBaeTCA OKHO JobaBneHusa nonb3oBartens. BHeWHWN B1a okHa
1 JOCTYNHbIe ANS 3anofiHeHUs Nons onucaHel B pasgene JobasneHve nonb3oBarens.

Mo-ymonuyaHuio Npu BXOAEe Ha CTpaHuLy XXypHamn He oTobpaxaeT 3anucu. [NaHenb nowvcka
no3BonsieT BbiGpaTb BPeMEHHOW Nepuoa, 3a KOTopbl AOSMKEH ObITb OcyLlecTBNEH nouck. PaboTa ¢

KaneH,u,apéM aHalorm4yHa Kak B pasgerne XypHarn cobbITUI.

PykoBoacTBO No akcnnyartaumu TepmMmHanoB goctyna Beward TFR cepuu



Mnaea 11. XKypHan npoxoaos

CTpaHuua 3anncei xypHana npoxoAoB NnokasaHa Huxe:

BGWARD CucremHbie -, HacTponku @ XKypHan am KypHan

T ielaieey == HacTpoWKmn nonb3oBaternie £ 3axsara @0 NpoXoAoB
D Bpems ®oTo 13 Gazbl @070 C KaMepsl Cratyc CxoacTeo Wnms Huzsgr:;';m Mon [Nata poxaeHus Homep * =
19 2020-05-25/12:04:09 I OTKpsITO 90.8 423423 32423 MysxcKoit 2000-01-01
18 2020-05-25/12:04:02 I OTKpsITO 90.3 423423 32423 Myxcxoi 2000-01-01

|
17 2020-05-25/12:03:55 \ OTKpsITO 91.7 423423 32423 Myxcxkoi 2000-01-01
16 2020-05-25/12:03:48 l OTKpsITO 95.3 423423 32423 Myxcxoit 2000-01-01
1
15 2020-05-25/11:36:14 O7KpeITO 95.1 423423 32423 Myxckoit 2000-01-01
Bcero 10 3anuceit Tekywwme 10 3anucert Mepsas cTpasuua Mpeapiaywas CTpaHMua nov Cnenylouwas cTpaqvua Mocnenxas CTpaHMUa v

NaHenb noncka, pacnonararLwascs Ha JaHHOW CTpaHuLe B NpaBon YacTu aKpaHa nokasaHa

OTAEenbHO:

YDHAN NPOXCA0E

MeTog noncka

| [MOWCK N0 YCAOBKAM v |

BpeMa Hadana

12020-05-25 00:00:00 |
Bpema OKOHYaHMA

[2020-05-25 23:59:59 m|

CraTyc

|Elce '|

Mon

|He ykazaH v |

BozpacT

0 - |100 |
HoMep KapTel 4ocTyna

o |

| Mowck |

B npaBom HWxXHeM yrny Tabnuubl cnucka norb3oBaTenen HaxoanTCa NaHeNnb HaBUrauum rno
cTpaHuue. E€ BHewHun Bna n yHKUMOHaNbHoe HasHavyeHme onncaHbl B pasgene CUCTeMHbIN

XypHan, naHesnb HaBurauun.

[daHHas cTpaHvua npegHasHavyeHuns Ans otobpaxeHuss cnnucka nonb3oBaTenen, NpoLUeaLmx
BepuUmKaumio (COBEPLUMBLLNX NPOXOA).

Tabnvua co cnnckoM nonb3oBaTenelt COAePXUT CNeayHoLLne KONMOHKMU:
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N ogsrwdE

8.
9.

10.
11.
12.
13.
14.
15.
16.

ID. OTobparkeHne NopsagKoBOro HoMepa 3anuncu B XXypHarne.

Bpewms. OTobpaxkeHne BpeMeHM COBEPLLEHUS Npoxoaa.

®doT0o u3 6a3bl. OTobOpaxeHne poTo Nnonb3oBaTens na 6asol.

®doTo ¢ kamepbl. OTOGpaxeHne HOTO NMLA, 3aXBa4YEHHOTO C KaMepbl TEPMUHanNa.
Cratyc. OTo6paxeHune cTaTtyca OTKpbITUSA OBEPW.

CxopcTtBo. OTOOpaxeHne kayecTBa COBNageHWs nvua ¢ 3TarloHHbIM.

Uma. OtobpakeHne mmeHn nonb3oBatensa m3 6asbl. Ecnn BbibpaH pexum npoxoga 6e3
naeHTudukauum, To B 4aHHOM nosne 6yaet ykasaH tun sepudunkauun: MASK, TEMPERATURE
unn MASK_TEMPERATURE (TonbKo Ans TepMUHanNoB ¢ onpeaeneHMeM TeMmnepaTypbl).
Homep kapTbl goctyna.

Mon.

[Oata poxpaeHus.

Homep TenedoHa.

Tun.

Tun npgeHtTudukaropa.

NoeHTdMKALNOHHBLIN HOMeD.

Appec.

3HauveHue Temnepartypbl. OTobpakeHne 3Ha4YeHUs1 TEMMNepaTypbl YENoBeKa B Criy4ae, ecnm
YyenoBek nMpoOWEN BepuduKaumMio nNo Temnepatype (TONbKO AnNs TepMUHaNoB C

onpepeneHnemM TemnepaTypbl).

3HauyeHuns nonewn 8-15 cooTBETCTBYIOT NOMSIM B KAPTOUYKE NONb30BaTENSs U ONMCaHbl B pasaene
[JobaBreHne nonb3oBarens.

Mo-ymonyaHuio Npy BXode Ha CTpaHULy XypHan He oTobpakaeT 3anmcu. Ytobbl oTobpasntb

3anucu xxypHana Heobxo4MmMo BOCMosb30BaTbCsl UNbTPaMU Ha NaHeNn ynpaBnieHns CrCKOM:

HypHan Npoxoaos

MeTon nowcka

MoWck No yCnoBuam ¥

MowWck no yCcnoewAM
MowWck no MMeHH

Bcero goctynHo aBa mMetoaa noucka NpoxXo4oBs:
1. Mo ycrosuio.
2. [1o umeHwn.

[Mouck no ycnosuio] [aHHbIM MOUCK COOepXXUT cneayowimne ounbTpbl:

HauyanbHoe Bpems 1 KoHeuyHoe BpemsA. Bbibop HauyanbHOro 1 KOHEYHOrO BPEMEHN

CO34aHus UNu pegakTMpoBaHns norb3oBaTenen. PaboTta ¢ kaneHgapéM aHanornyHa kak B pasgene
YKYPHan coobITUMN.

CraTtyc. Boibop cTaTyca oTKpbITUSA OBEPU:

1. Bce.

2. OTkpbITO.
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3. OrTkasaHo.

Mon. BeiGop nona nonb3oBatenen:

1. Myxckon.
2. KeHckun.
3. Bece.

Bo3pacT. BBog ananasoHa Bo3pacTta nonb3oBaTesien.
Howmep kapTbl goctyna. BBoa Homepa KapTbl 4OCTyMa nonb3oBaTens.

[Monck no nmeHu] [aHHbIN nouck cogepxuTt none Umsa, kyaa cnegyeT BBOAUTb UMSA
nonb3osarens. [JonyckaeTca YacTU4HOe uUnu nosnHoe cosnagexHne. Pernctp 6ykB He yunTbiBaeTCS.

Mownck
Mo MMEHK v

[R5

PHEKcang 5| |

| Momck |

Haxxmute kHonky [MMomnck] ans BbinonHeHus noucka no 6ase nonb3osatenen. HangeHHole
3anucm oTpasartcd B Tabnuue.
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MmaBa 12. Pabota co CTOPOHHUMM KITMEHTaMu
B cnyyae HeobxogumocTtu, Bbl MoxeTe nonyunTb OOCTYN K BWOEOMOTOKY MPU MOMOLLM
ctopoHHero RTSP-knneHTa. B kadectBe RTSP-knneHTOB MOXHO ucnonb3oBaTb RTSP-nneepsl
peanbHoro BpemeHu, Hanpumep: VLC, Quick Time, Real Player u T.4.
RTSP (Real Time Streaming Protocol — npoTokon nepegayv NOTOKOB B PEXMME peasibHOro
BpPEMEHM) £BMSeTCA MpUKNagHbIM MPOTOKOMNOM, MpefHa3Ha4YeHHbIM And  WUCNOoMb30BaHUA B
cuctemax, paboTtarowmx ¢ MyrnbTUMeama-gaHHbIMU U NO3BOSAIOLLMX KITMEHTY YAanEéHHO ynpasnsTb

NOTOKOM [AaHHbIX C cepBepa, npenocrtaBiiaAd BO3MOXHOCTb BbINOJIHEHUA KOMaHO, TaKMX Kak
«Ctapt», «Cton».

NMPUMEYAHUE!

I'IpM NOAKIMKOYEeHUN K KaMepe N3 CeTn VlHTepHeT CKOpPOCTb 3aBUCUT OT KaHalla gocTtyna.

JocTyn K BUOEONOTOKY Yepe3 CTOpPOHHME RTSP-knMeHTbl OCyllecTBnsSeTcs npu nomMoLim
KomaHgbl: rtsp://<IP>:<PORT>/av<X>_<Y> rge:

e <|P>—|P-agpec kamepbl;

o <PORT> — RTSP-nopt kamepsbl (3Ha4YeHME No ymonyanuwo — 554.);

e <X> — KOMaHOa KaHana BugeonoToka. Hymepaumsa kaHanoB HayMHaeTcs ¢ Hons. IP-
Kamepbl UMEIT TONbKO OAMH KaHan, No3ToMy Heobxoanmo ykasatb O;

e <Y> — kOMaHga npodunsa sugeonoToka: 0 — OCHOBHOW NOTOK, 1 — anbTepHaTUBHLIN
MOTOK.

Tun cxatma gna gaHHOro NOToKa 3a4aeTcs B HACTPOMKaX KOOMPOBaHUS.
Mpumep komaHAabl: rtsp://192.168.0.99:554/av0_0 — OCHOBHOM NOTOK.
Mpumep komaHabl: rtsp://192.168.0.99:554/av0_1 — AnbTepHaTUBHLIN NOTOK.
Mpumep KomaHAabl: rtsp://192.168.0.99:554/av1l_0 — YépHo-6enbln MOTOK.

NMPUMEYAHUE!

MoapobHo HacTpoika kogupoBaHust U RTSP onucaHa B pasgenax Kogumposanue n RTSP paHHOro
PykoBogcTtsa.
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MpunoxeHus

MpunoxeHue A. NapaHTUMHbIe 06A3aTenbCTBa

A1. Obwume cBegeHud

a) [lepen nogkniodeHnem oOOpyooOBaHUS HEOOXOOUMMO O3HAKOMWUTBCA CO  CXEMOMW
NOAKMOYEHNs] U PYKOBOACTBOM MO 3KCMNyaTauum.

0) [1nsa noBbILEHNA HageXHOCTN paboTbl 060pyAOBaHMS, 3alMThl OT OPOCKOB B NUTAIOLLEN
ceTn n obecneyeHns GecnepebOMHOrO MUTaHWS cnegyeT WUCMNONb3oBaTb CeTeBble PUMLTPbI U

ycTponcTBa 6ecnepebonHoro nnTaHus.

A2. dnekTponuTtaHue

[lomkHO coOTBETCTBOBATL NapameTpaMm, ykasaHHbIM B PykoBOACTBE MO aKCniyatauun ang
KOHKpEeTHOro yctponcTsea. [Ans yCTpoOMCTB CO BCTPOEHHbLIM UCTOYHMKOM MUTaHUA — 3TO NepeMeHHoe
HanpsbkeHne 220 B £10%, yactoton 50 'y £3%. [Ina yCTpONCTB C BHELLIHUM CTabunmnampoBaHHbIM
aganTepoM NUTaHUSA — UCTOYHUK NuTaHna S5 B £5% unn 12 B £10% (HanpsikeHve nynbcaumm — He
6onee 0.1 B).

A3. 3azemneHue

Bce ycTpoinicTBa, nmetowwme BCTPOEHHbIN BNOK NUTaHWS, 4OMKHbI ObITb 3a3eMreHbl NyTeM
NOAKMIOYEHNss K crneunanbHbiM  PO3eTKaMm  3MEKTPONUTaHus C  3a3eMSieHMeM WNn  nyTem
HEMNOCPEACTBEHHOrO 3a3eMiieHusi Kopriyca, €CnuM Ha HeM npeaycMOTpeHbl chneuuvanbHble
KpenexHble 3nemMeHTbl. 3a3eMneHne 3neKTPOonpPOBOAKM 30aHUSA OOIMKHO ObiTb BbIMNOSIHEHO B
cooTtBeTCcTBMU C TpebosaHnamun MY (MpaBuna Yctponctaa AnektpoyctaHoBok). ObopyanoBaHue ¢
BbIHOCHbIMX OnokamMu MUTaAHUA W aganTepamMn Takke OOMMKHO ObiTb 3a3emiieHo, ecnu 3To
npeaycMOTPEHO KOHCTPYKLMEN KOpyca U BUIKM HA LUHYpe NuTaHus. MOHTaX BO34YLUHbIX NIMHUIA
anekTponepegayn M NUHWA, NPOKNaAbIBAEMbIX MO HAPYXHbIM CTEHaM 34aHWMN U Ha 4yepaakax,
OOIMKEH ObiTb BbINOMHEH 3KPAHMPOBAHHbLIM Kabernem (Mnv B MeTannopykase), U NNHUM OOSDKHbI
ObiTb 3a3emneHbl C [OBYX KOHUOB. [lpuyem, ecnu OAMH KOHEL 9KpaHa noaknovaeTcs
HEMNOCPEACTBEHHO K LUMHE 3a3eMIleHusl, TO BTOPOM — MOAKMYaeTCs K 3a3eMeHuo Yepes

paspsgHKIK.
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A4. MonHuesawmTa

MonHuesawuTa gomkHa cootBeTcTBoBaTb P 34.21.122-87 "MIHCTpyKUuMA NO YCTPOWCTBY
MOSHMe3aLWmnTbl 3gaHni n coopyxennn" n FTOCT P 50571.18-2000, FOCT P 50571.19-2000, NOCT
P 50571.20-2000. NMpwn npoknagke BO34YyLUHbIX IMHWA U [INHWIA, MOYLWNX NO HApPYXHOW CTEHE 34aHuin
1 NO YepAayvHbIM NOMELLEHMAM, HA BXoA4ax 000pya0BaHNs AOSMKHbI ObITb YCTaHOBMEHbI YCTPOMCTBA

MOJTHMe3alunThI.

AS5. TemnepaTtypa 1 BNnaXXHOCTb

MakcumanbHble 1 MUHUManbHbIE 3HAYEeHUs TemnepaTypbl JKCnnyaTtauum nu XpaHeHus, a
TakKke BNaXHOCTW, Bbl MOXeTe NOCMOTPETb B TEXHUYECKOM ONUCaHWUM KOHKPETHOro 06opyaoBaHus.
MakcumanbHas pabovas Temnepartypa — 3To TemnepaTypa, Bbllle KOTOPON He OOIMKEH HarpeBaTbCH

Kopnyc yCcTpowncTBa B npoLecce AnuTensHon paboThbl.

AG6. PasmelleHue

Ana BeHTUNAUMM ycTponcTBa HEOBXOAMMO OCTaBUTb Kak MMHMMYM no 10 cm cBoGogHOro
npocTpaHcTBa no bokam.

MecTo anga pasmeLleHnss 060pyaoBaHNs LOMKHO OTBeYaTb Creayowmm TpeboBaHNSM:

a) OrcytctBME B BO3gyxe nNapoB Bnarm (B COOTBETCTBMM C  3asiBNIEHHbIMU
XapakTepucTkamm), arpecCuBHbIX cpes.

0) 3anpellaetca pasmellaTtb Ha 060pygoBaHUN NMOCTOPOHHME NMpeaMeThl U NepekpbiBaTb
OTBEPCTUS MUKPOOHA, AMHAMMKA, KaMepbl.

B) 3anpeLlaeTcsa 3aKkpbiBaTb BHELLUHME NMOBEPXHOCTU 060pyaoBaHMSA (Tak Kak 3TO HapyLwuT

TemnepaTtypHbI pexum paboTbl yCTPOMCTBA).

A7. NMopgknro4veHue nHtepcencos
O6opyaoBaHne AOMKHO NOAKMNIOYATLCA B CTPOrOM COOTBETCTBUM C Ha3HaAYE€HUEM U TUMOM

YCTaHOBIEHHbIX MHTEPdENCOB.

A8. NapaHTUHbIE 0bsi3aTenbCcTBa

OO0 «HIMMN «beeapa» He rapaHTupyeT, 4YTO obopynoBaHue GyaeT paboTaTb LOMKHbIM
00pas3om B pasnuyHbIX KOHUrypaumsix n obnactax NpMMeEHeHUs, U He AaeT HUKaKOW rapaHTum, 4To
obopypoBaHue obsazaTtenbHo OyaeTt paboTaTb B COOTBETCTBUM C OXMAAHUSIMWU KIAWEHTA NpU €ero
NPUMEHEHUN B CNELMEPUIECKMX LIENSIX.

OO0 «HIMMN «beBapa» He HeceT OTBETCTBEHHOCTM MO rapaHTUIAHbIM 0bsi3aTenbCcTBaM Npu
NOBPEXOEHUN BHELLIHMX MHTepdercoB obopynoBaHus (CeTeBbIX, TeNeOHHbIX, KOHCOSbHbIX U T.M.)
n camoro ob60opyoBaHUS, BO3HUKLLEM B pe3yrbTaTe:

a) HecobGnoAeHNs NpaBU TPAHCNOPTUPOBKM U YCIIOBUIA XPaHEHWS;
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0) dhopc-maxkopHbIX 0BCTOATENBLCTB (TAakUX Kak noxap, HaBogHEHWE, 3eMreTpsicCeHne 1 ap.);

B) HApPYLLUEHUS TEXHUYECKNX TpeboBaHW MO pa3MeLLEHMIO, NOAKMIOYEHNIO U SKCMyaTaumm,;

) HEMpPaBUITbHbIX OEWCTBUIA NMPU NEPENPOLLNBKE;

[) NCNONb30BaHNA He NO Ha3Ha4YeHuIo;

€) MEeXaHUYECKUX, TEePMUYECKMX, XMMUYECKMX M WHbIX BUAOB BO3OEWCTBUM, €CNN UX
napaMmeTpbl BbIXOAAT 3@ pPaMKM OOMYCTUMbIX SKCMMyaTauMOHHbIX XapaKTepucTuk, nmbo He
NnpeayCcMOTPEeHbl TEXHMYECKON creumndukalmen Ha gaHHoe obopyaoBaHue;

)K) BO34ENCTBUS BLICOKOrO HanpsaXxeHus (ynap MOJTHUN, CTAaTUYECKOE ISJTEKTPUHECTBO U T.I'I.).
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MpunoxeHune b. NpaBa u noaaepxka

B1. ToproBas mapka

Copyright © BEWARD 2020.

HekoTopble nNyHKTbl HacTosiwero PyKoBOACTBaA, a Takke pasgenbl MEeHH YynpaBreHus
obopyaoBaHna MoryT 6biTb n3MeHeHbl 6€3 NpeaBapuUTENbHOrO YBEAOMITEHUS.

BEWARD gasnsetca 3apeructpupoBaHHon Toproson mapkon OOO «HIMIM «besapa». Bece

OCTarbHble TOProBble MapKkn nNnpunHaaneXxat nx snagenbuam.

B2. OrpaHu4yeHne OTBETCTBEHHOCTU

00O «HIMM «beapg» He rapaHTMpyeT, 4TO annapaTtHble cpeacTBa OyayT paboTatb
OOIMKHBIM 06pa3oM BO BCEX cpedax M MPUNOXEHUAX, U He [aeT rapaHTui v npeacTaBreHun,
noapasymeBaeMbIX WU BbIPaXEHHbIX OTHOCUTENbHO KayecTBa, paboymx XapaKTepucTuK, WIu
paboTocnocobHOCTM MNpu uMcnonb3oBaHuM B crieundmyeckmnx uensax. OO0 «HIMM «beapa»
NPUoXnno Bce ycunus, 4tobbl caenatb 3T0 PykOBOACTBO MO 3KCnnyatauun Hanbonee ToOUHbIM U
nonHbiM. OO0 «HIIM «beBapg» oTKasbiBaeTCs OT OTBETCTBEHHOCTU 3a NHOOLIE onevaTkn unm
NpOonycKu, KOTopble, BO3MOXHO, MPOM3OLLN NPU HanMcaHum gaHHoro PykoBoacTea.

MHdopmauusa B ntobon yactn PykoBogcTBa nNo aKcniyataumm N3MeHAeTca 1 OOMONHAETCS
OO0 «HIIM «beBapa» 6e3 npeasaputensHoro ysegomrenna. OO0 «HIIM «beapa» He GepeT Ha
cebsi HMKaKon OTBETCTBEHHOCTU 3a Mobble MOrpelHoCTH, KOTopble MOryT coaepXaTbCs B 3TOM
PykoBogctee. OO0 «HIIM «beapa» He GepeT Ha cebsi OTBETCTBEHHOCTU U HE AaeT rapaHTui B
BbIMycKke OOHOBMEHWUA WUITM COXPAHEHUN HEU3MEHHOW KakoW-NIMOO WHOpMaLMM B HACTOSILLEM
PykoBoacTBe Mo akcnnyaTauum, U ocTaBnsieT 3a cobOOoM npaBO BHOCUTb M3MEHEHUS B AaHHOE
PykoBoacTBO w/unu B u3genus, onucaHHble B HeM, B noboe Bpems 6e3 npeaBapuTenibHOro
yBegomMmnenus. Ecnn Bbl obHapyxute B 3TOM PykoBoacTBe MHGOPMauuio, KOTopas siBNsieTcs
HenpaBUNbHOW U HEMOMHOW, UM BBOAUT B 3abnyxaeHune, Mol 6yaem Bam kpaliHe npuaHaTesibHbI

3a Bawwu KOMMEHTapuUn n npeanoxXeHn4d.

B3. Npeaynpexaenna FCC

3710 060pynoBaHMe BbINO NPOTECTUPOBAHO U NPU3HAHO YOOBMNETBOPAOLWLMM TpeboBaHNAM
NoNOXeHUsT O LNUMPOBLIX YCTPONCTBAX, NpuHagnexawmx Kk knaccy A, 4dactu 15 [lpasun
®epepansHon komuccun no ceasm (FCC). Otn orpaHudeHus 6binv paspaboTaHbl B Lensx
obecnevyeHns 3awWnTbl OT BpeOHbIX MOMEX, KOTOpble MOryT BO3HWKaTb MNPU UCMNOSb30BaHUU
obopyaoBaHMsi B KOMMEpPYECKMX uensax. OTo obopyaoBaHMe MOXET u3nyyaTb, reHepupoBaTb U
MCNoNb3oBaTb JHEPruto B paguovacToTHOM AuanasoHe. Ecnm gaHHoe obopypoBaHue 6yger
yCTaHOBIEHO W/unn BygeT ncnonb3oBaTbCA C OTKMIOHEHUAMU OT HacTosiwero PykoBoacTBa, OHO

MOXeT OKa3blBaTb BpegHoe BO3ENCTBME Ha Ka4eCTBO paanoceaA3n, a npu yCtaHoOBKE B XKUITOM 30He,
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BO3MOXHO, — Ha 340poBbe ntoaen. B atom cnyyae Bnageney 6ynoeTr ob6sisaH uUcnpaBnsTb

nocneacTesns Bpe4HOro BO34eNCTBUS 3@ CBOWN CYET.

B4. NpeaynpexpeHue CE
OTO yCTPOMCTBO MOXET BbI3blBaTb PaAMONOMEXMN BO BHELLHEM OKpYXeHun. B aTom cnyyae

nonb3oBaTesib MOXeT ObITb 06513aH NPUHATL COOTBETCTBYIOLLNE MEPBbI.

B5. Noanepxka
Ona nHpopmaumm OTHOCUTENBHO CepBUCa W MOAAEPXKKW, MOXanymnucta, CBSXXUTECh C
cepBucHbiM LeHTpom OO0 «HIM «beBapa». KoHTakTHble AaHHble Bbl MOXeTe HanTh Ha canTe

http://www.beward.ru/.

Mepen oGpalwieHveM B cnyxby TeXHUYECKONW NOAAEpPXKW, NoXKanyncra, noaroToBbTe
cnenyoLyo MHopMaLumio:

e TouyHoe HaumeHoBaHue u IP-agpec Bawero o6opygoBaHus (B cnydae npuobpeTterus IP-
obopynoBaHus), gata MOKymMKu.

o Coo0OLieHuns 06 owmnbkax, KOTopble NOABMASIINCL C MOMEHTA BO3HUKHOBEHUSA NPOOneMbI.

e Bepcusa npowmBkM 1 Yepes kakoe obopyagoBaHme paboTano yCTponcTBO, Korga BO3HUKNa
npo6nema.

e [lponsBegeHHble Bamn gencteusa (No waram), npegnpuHaTble Ans CaMOCTOSATENbHOro
peLLeHnsa npobnemobl.

e  CKPUMHLIOTbLI HACTPOEK N NapaMeTpbl MOAKITHYEHMS.

Uem nonHee OygeT npencraeneHHas Bamu mHdopmauma, Tem ObicTpee cneumanucTbl

CEPBUCHOIO LUeHTpa CMOryT noMo4b Bam pewnTb npo6neMy.
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MpunoxeHune B. Moccapun

Authentication / AyteHTudukauma — npoBepka NPUHAANEXHOCTU CyObekTy pocTtyna
NpeabsBNEHHOr0O MM MAeHTMdUKaTopa; noaTBepxaeHve nognuHHoctn. OamH m3 cnocobos
ayTeHTUMKaLMmM B KOMMbIOTEPHOM CUCTEME COCTOMUT BO BBOAE Ballero Mnorib30BaTenbCKoro
naeHTndurkaTopa, B MNpoCTOpeYnn HasbiBaemoro «JormHom» (login — perncrpaumoHHoe ums
nonb3oBatend) W napond — HeKoW KoHduaeHUMansHOW UWHGOpPMaUnMN, 3HaHWEe KOTOPOW
obecneynBaeT BnageHne onpeaeneHHbIM pecypcom. NMonyymB BBEAEHHbIV NOMb30BaTENEM JTIOMUH
N Naponb, KOMMbIOTEP CPaBHUBAET MUX CO 3HAYEHMEM, KOTOPOE XpaHUTCA B cneuuanbHou 6ase

OaHHbIX, U, B Clly4ae coBnageHuns, nponyckaeT noJjib3oBaTesid B CUCTEMY.

APl (Application Programming Interface) - onucaHme cnoco6oe (Habop Knaccos,
npoueayp, MYHKUUA, CTPYKTYP UM KOHCTaHT), KOTOPbIMX OA4Ha KOMMbOTEPHAas nporpamMmma MoxeT
B3auMMoencTBoBaTb C Apyron nporpaMmmon. Yacto peanusyeTcsa OTAENbHOW NporpamMmmMHoOmn
OMbnnoTekon unIM CEPBUCOM OMEPaLMOHHOM CUCTEMBbI. Mcnonb3yeTca nporpaMmMmmcTtaMmym npwm

HanncaHmm BCEBO3MOXHbIX I'IpVIJ'IO)KGHVIVI.

Base64 - cTaHgapT KOOMPOBaHUSA OBOVYHBLIX AAHHbIX NMPY MOMOLLUM TONbKO 64 CMMBOSOB
ASCII. AndaBut KOOUPOBaHUA coOepXUT naTuUHckue cumponbl A-Z, a-z 1 0-9 (62 3Haka) n 2
AOMOSHUTENbHBIX CMMBOMA, 3aBUCALLMX OT CUCTEMbI peanu3aumun. Kaxaple 3 McxogHbix GaviTta
KoaupytoTca 4 cumBonamm (yBenumyeHune Ha ¥3). [JaHHbI CTaHAapT NPUMEHSETCS AN KOAUPOBaHUS
OvHapHbIX annoB, Hanpumep Ans npeacrasneHns n3odbpaxennn dopmarta JPEG n PNG B Tekcte

nmcbma.

Bitrate / Butpent (CkopocTb nepeaa4m AaHHbIX) — OyKBanNbHO, CKOPOCTb MPOXOXAEHMUS
OuTOB MHOpPMauMn. BUTPENT NPUHATO MCNONb3oBaTb NPU U3MepeHun 3PPEKTUBHOM CKOPOCTHU
nepegayunm MHpopmauum no KaHany, TO eCTb CKOPOCTM nepefayun «rnonesHom wnHgopmaumm»

(moMMMO TakoBOW, MO KaHanNy MOXET nepeaaBaTbCs cnyxebHas nHopmauums).

BLC (Back Light Compensation / KomneHcauusa ¢oHOBOM 3acBeTKW, KOMMNEHcauua
3afHero ceeTa). TUNMYHbIN NpUMep HeoBXoOMMOCTU UCMOMb30BaHUA: YenoBek Ha oOHE OKHa.
OnEKTPOHHbIN 3aTBOP KamMepbl OTpabaThiBaeT MHTErpanbHyto, T.e. 0Ol OCBELLEHHOCTb CLEHBI,
«BUOUMOM» Kamepon yepe3 obbekTMB. COOTBETCTBEHHO, Manasa durypa 4yenoBeka Ha 60MbLIOM
CBEeTMNoM (poHe OKHa BbINbETCH B UTOre "3acBeTKon" BCen KapTUHKW. BkritoveHue pyHkuumn «BLC»

MOXeT B NOAO0BHbIX CriyYasx McnpaBuTb paboTy aBTOMATUKM KaMepbl.

BMP (Bitmap Picture) —oguH 13 nonynspHbIx rpacmyecknx hopmaToB, MPUMEHSEMbIV A5
XpaHeHns pacTpoBbIX u3obpaxkeHun. dopmat paspabotaH komnaHuen Microsoft. dopmat BMP
ABNAETCH He cXaTblM n3obpaxeHueM, NoaToMy msobpaxeHus dpopmata BMP umetoT GonbLumnn

06bém B cpaBHeHun ¢ JPEG.
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CGl (EpuHbin  wno30BbIM  uHTepdenc) — cneuudomkauus, onpegensawowas
B3aumopgenctene web-cepsepa c gpyrumm CGl-nporpammamn. Hanpumep, HTML-ctpaHuua,

cogepawasn dopmy, MoxeT ucnonb3osaTtb CGl-nporpammy ansg o6paboTkmn AaHHbIX HPOPMbI.

DHCP (Dynamic Host Configuration Protocol / [lpotokon AauHamu4veckomn
KOHcUrypaumm yana) — 3T0 CeTEeBOM NPOTOKOS, NO3BONSIOWINA KOMMbIOTEPAM aBTOMaTUYECKU
nonyyatb IP-agpec n gpyrme napametpbl, Heobxoaumble ons pabotel B cetn TCP/IP. [daHHbIN
npotokon paboTtaeT no Modenu «KNUEeHT-cepBep». [nNsi aBTOMATMYECKOW KOHMurypaumm
KOMMNbIOTEP-KNNMEHT Ha 3Tane KoHdurypauum ceTeBoro YyCTpoucTBa obpaiwjaetca K Tak

HasbiBaemomy cepsepy DHCP v nony4aeTt oT Hero HyXHble napameTpsbl.

Facility code — kog nomeweHnus. MpumenntensHo Kk RFID naeHtudmkaumm, obosHavaet
obwyo ana rpynnbl KapT [OCTyna 4acTb Koda, MO NpefHa3Ha4YeHuto onpeaensiollyto Ko

NOMeLLEHNA (30HbI).

Gateway / MexceTeBOW LWISKO3 — MEXCETEBbIM LUMIO30OM SBMSIETCA CeTb, KOTopas
OENCTBYET B KayecTBe TOYKM BXoda B Apyryto ceTb. Hanpumep, B KoprnopaTuBHOW CETU, cepBep
KOMNbloTEpa, AENCTBYIOLUMA B Ka4eCTBE MEXCETEBOro Ls03a, 3a4acTylo Takke OeNCTByeT U B
KayecTBe MPOKCU-CepBepa M cepBepa CeTEeBOM 3almTbl. MexceTeBOW LM03 YacTo CBA3aH Kak C
MapLUPyTU3aTOPOM, KOTOPbIA pacrno3HaeT, KyAa HanpaensATb NaKeT AaHHbIX, KOTOPbIA NPUXOANUT B
MEXCETEBOW LUMO3, TaK N KOMMYTaTOPOM, KOTOPbIN MPeaoCTaBNseT UCTUHHBLIN MapLupyT B U U3

MeXCceTeBOoro wn3a gnd AgaHHoro nakeTra.

H.264 — 3TO MexayHapogHbI cTaHAApT KOAMPOBaHUS ayguo 1 BUMAEO, (Opyroe HasBaHue
'MPEG-4 part 10' unn AVC (Advanced Video Coding)). [JaHHbI CTaHAApPT COAEPXMUT pag HOBbIX
BO3MOXHOCTEN, MNO3BOMSAKLINX 3HAYUTENBHO MOBLICUTL 3PEKTUBHOCTL CKaTusi BMOEO MO
cpaBHeHuto ¢ 6onee paHHuMmn ctaHgaptamu (MPEG-1, MPEG-2 n MPEG-4), obecneunBas Takke
BonbLyto rMOKOCTb NPUMEHEHUS B pa3HOObpas3Hbix ceTeBbIX cpeadax. Vicnonb3yeTtcs B LMdPOBOM

TenesngeHun Bbicokoro paspewerus (HDTV) n Bo MHoOrux gpyrmux obnacrax umdpoBoro Buaeo.

H.265 — 3T0 MexayHapoaHbIM cTaHgapT KOAMPOBaHWUS ayamo v BUAeo, (Apyroe Ha3BaHue
‘High Efficiency Video Coding' nnn HEVC). OaHHbin cdopmaT Buaeocxkatus ssnsetcs bonee
3hPEKTUBHBLIM anropuTMOM no cpaBHeHuo ¢ H.264/MPEG-4 AVC. PekomeHgauus cTanHgapTta
paspaboTaHa B CBA3U C pacTyLen NoTpebHOCTLIO B Bonee BbICOKOM CTEMEHU CXKaTUS OBMKYLLNXCS
n3obpaxeHnn Ans camblX pasHbIX NPUNOXEHUW, Takmx Kak NoTokoBas nepefadva B UMHTepHeTe,
nepefaya [OaHHblX, BUOEOKOH(EpPEHL-CBA3b, UUppPOBLIE 3anoMuHalOWMe YCTPOMUCTBA U

TeneBnM3NMOHHOE BellaHne.

Heartbeat-coobGweHne — 3TO NepuoaMYECKUA CUrHar, reHepypyemMbld YCTPOMCTBOM AnNs
nHanKaumMm HopmanbHown paboTtbl. O6blMHO heartbeat nepepaetcs mexagy yctponmctBamu yepes

peryndapHbie NPpOMeXYTKU BpEMEHU ﬂpI/I6J'IVI3I/ITeJ'IbHO B HECKOJTbKO CeKyHa. Ecnu koHe4Hada Touka He
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nony4aet heartbeat B Te4yeHne onpeneneHHoro BpeMeHn — 0bbl4HO 3TO HECKONbKO UHTEpPBanoB
heartbeat — ycTponcteo, koTopoe AomkHO Obino nocnaTb heartbeat, cuntaetca Bbiweawm ms

CTpos.

HTTP (Hypertext Transfer Protocol / MpoTokon nepeaaun runeprekcra) — 3To Habop
npaevn no obmeHy avnamm (TEKCTOBbIMKW, rpaduyeckumn, 3BYKOBbIMW, BUMAEO- U APYrMMU
MynbTumeama darnnammn) B cetu. poTtokon HTTP gaBnseTca NMpOTOKONOM BLICLLENO YPOBHS B
cemerictBe npoTokonos TCP/IP. B gaHHOM npoTokone nobon nakeT nepegaetca 4O NOsyyYeHust

nogreepXxgeHma o ero npasuiibHOM npneme.

JPEG (Joint Photographic Experts Group / Crtanpapt OG6beauHeHHOW rpynnbl
aKkcnepTtoB B ob6nactu dotorpadmm) — oaovH M3 NONynspHbiX rpaduyeckmx ¢opmartos,
NPUMEHSIEMbIN ONs1 XpaHeHMsT OToM3006pakeHnn n NogobHbIX UM n3obpaxkeHuin. Mpu cozpgaHmm
n3obpaxerHma JPEG nmeeTcsi BOBMOXXHOCTb HACTPOWMKM MCMONb3YyeEMOro kKoddduumeHTa cxaTus.
Tak kak npu 6onee H13KOM KO3 PULIMEHTE CxKaTKs (T.€. CaMOM BbICOKOM KayeCcTBEe) yBENMYnMBaeTCs

ob6bem hanna, cywecTByeT BblIOOp Mexay Ka4yecTBOM n3obpaxeHus n oobemom danna.

Kbit/s (Kilobits per second / Kbut/cek) — 310 Mepa namepeHus CKOpoCTM NOTOKa AaHHbIX,

T.€. 3TO CKOPOCTb, Ha KOTOPOW onpeeneHHoe KoNM4ecTBO BUTOB NPOXOAAT 3a4aHHYO TOYKY.

MAC-appec (Media Access Control address / AnnapaTHbii agpec YCTPOUCTBA) — 3TO
YHUKaNbHbIA naeHTMdMKaTOP NPUCOEaNHEHHOIO K CETU YCTPOMUCTBA UK, TOYHEE, ero HTepdenc

A4 NoAKNKYEeHUA K CeTU.

Mbit/s (Megabits per second / M6ut/cek) — 3TO Mepa M3MepeHUs CKOPOCTM MOTOKa
AaHHbIX, T.€. 3TO CKOPOCTb, HA KOTOPON BUTBI MPOXOAAT 3a4aHHYK TOYKY. OTOT napaMeTp 0bbIYHO
ncrnonb3yeTcs, Y4ToObl NpeacTaBUTbL «CKOPOCTb» ceTW. JlokanbHas ceTb AofkHa paboTaTb Ha

ckopoctn 10 unu 100 M6uT/cek.

MJPEG (Motion JPEG) — nokagpOBbli MeTO BMAEOCKATUSI, OCHOBHOW OCOBEHHOCTBIO
KOTOPOro SIBNSETCA CXaTue Kaxaoro OTAENbHOro Kagpa BMAOEOMNOTOKA C MOMOLLLI anroputma
cxatmsa wusobpaxenmn JPEG. lNpu cxatmm metogom MJIPEG wmexkagpoBasi pasHuua He

y4ynTbiBaeTCA.

NTP (Network Time Protocol / lNpoTokon CUHXPOHU3aALUN BpPEMEHU) — CeTeBOW
NPOTOKON AN CUMHXPOHMU3ALMN BpeMEHM C ncnonb3oBaHmemM ceter. NTP ncnonb3yet ansa ceoen

paboTbl npoTtokon UDP.

Port / MopTt — wuaeHTUUUUPYEMBIN HOMEPOM CUCTEMHbLIA pecypc, BblaensieMbln
NPUMNOXEHMUIO, BbINONIHAEMOMY Ha HEKOTOPOM CEeTEBOM XOCTe, AN CBA3W C NPUNOXEHUSMW,
BbINOMHAEMbIMW Ha APYrMX CeTEBbIX XOCTax (B TOM Yucne C APYrMMU NPUMOXEHUSIMU Ha 3TOM Xe

XocTe). B 06bI4HOW KNMEHT-CepBepHOV MOAENN NpunoxeHne nNMbo oxmaaeT BXOAALLMX AaHHbIX U

PykoBoacTBO No MoHTaxy TepmuHan goctyna DSN85017P-FC1



3anpoca Ha coeHeHne («cnyLwaeT nopT»), NMbo nocbinaeT AaHHbIE UMK 3anNpoc Ha CoeanHeHVe

Ha M3BECTHbLIN NOPT, OTKPbLITEIA NPUITOXKEHNEM-CEPBEPOM.

RFID (Radio Frequency ldentification/ pagno4acrtotHaa maeHTucpmukaumsa) — cnocob
aBTOMaTMyecKoM naeHTUduKaumm obbekToB, B KOTOPOM MNOCPeaCcTBOM  pagvoCUrHanoB
CUMTBLIBAKOTCA WM 3annCbiBAlOTCA [JaHHble, XpaHAwmecd B Tak HasbiBaeMbix RFID-meTkax
(noenTudpumkatopax). RFID 4dBnsetca Hambomnee LWMPOKO  pacnpOCTPaHEHHBIM  MEeToOoM

I/I,El,eHTVIdJMKaLI,VII/I npu opraHn3aumm CUCTeM KOHTPOIA AOCTyna.

RTP (Real-Time Transport Protocol / TpaHCNOPTHbLIM NPOTOKOS B peXUMe peanbHOro
BpeMeHUu) — 3TO npoTokon IP ong nepefayn gaHHbIX (Hanpumep, ayavo Unu BUAEO) B pexume
peanbHoro BpemeHu. NMpoTtokon RTP nepeHocuT B CBOEM 3arofnoBke AaHHble, Heobxoaumble Ans
BOCCTAHOBIIEHUSA rofloca uUnu BuOeonsobpaxeHus B NPUEMHOM y3rie, a Takke [aHHble O Tune
koguposaHua nHgpopmauumn (JPEG, MPEG u 1. n.). B 3aronoske gaHHOro NpoTokona, B YaCTHOCTH,
nepenaroTcs BpeMeHHas MeTka M HOMep nakeTa. OT! napameTpbl NO3BOASAKT NPU MUHUMAnbHbIX
3agepxkax onpegenutb MNOpPsSAOK W MOMEHT AEKOAMPOBaHUS KaXOoro mnaketa, a Takke
WHTepnonupoBaTb NOTEPSIHHbIE NakeTbl. B kayecTBe Huxenexawlero nNpoTokona TPaHCMOPTHOro

YPOBHS, Kak npaBunio, ucrnonbayetca npotokon UDP.

RTSP (Real Time Streaming Protocol / MNpoTokon nepegsa4yn NOTOKOB B pexume
peanbHOro BpeMeHu) — 3TO NPOTOKON yNpaBneHns, KOTOPbIN CAY>XUT OCHOBOW 41151 COrfacoBaHns
TPaHCMNOPTHbLIX NPOTOKONOB, Takux kak RTP, MHoroagpecHomn nnn ogHoagpecHon nepegayn u ons
cornacoBaHunsa ucnonb3yembix kogekoB. RTSP MoXHO paccmaTpuBaTh Kak NynbT AUCTAHLMOHHOMO
yrnpaBneHns noTokamMu OaHHbIX, NpegocTaBnseMbiMu cepsepoMm mynbtumeana. Cepsepbl RTSP
0ob6blvHO wucnonb3ytoT RTP B KayecTBe craHAapTHOro MNpoTOKoNa And nepedadn ayguo- U

BUOEOAAHHbIX.

Shutter / OnNeKTPOHHbIN 3aTBOP — 3TO 9MNEMEHT MaTpuubl, KOTOPbLIA MO3BONSET
perynupoBaTb BpeMsi HaKOMMEHMA SNEKTPUYECKOro 3apsiga. dTa AeTanb OTBeYaeT 3a ANUTENbHOCTb

BblAEPXKN N KONMNMYECTBO CBETa, NnonasLlero Ha matpuuy nepen d)OpMMpOBaHMGM M306pa>KeHI/IFI.

Subnet mask / Macka nogceTu — 6MTOBasi Macka, onpegenatwllas, kakasa Yactb |P-agpeca
y3na ceTu OTHOCUTCS K agpecy CeTH, a Kakas — K agpecy camoro yana B 3Tol ceTu. Hanpumep, y3en

c IP-agpecom 192.168.0.99 1 mackon nogcetn 255.255.255.0 Haxoautcsa B cetn 192.168.0.0.

TCP (Transmission Control Protocol / lpoTokon ynpaBneHus nepenavyen) — ogmH 13
OCHOBHbIX CeTeBbIX MPOTOKONOB WMHTepHeTa, npegHasHadeHHbld Ofs ynpaBneHus nepenaden
AaHHbIX B ceTax n noacetsax TCP/IP. TCP — 370 TpaHCNopTHBIN MexaHu3M, nNpegocTaBnsAoLmmn
NOTOK AaHHbIX C NpeABapuTENbHOM YCTAaHOBKOW COeAMHEHMS, 3@ CHET 3TOro AatoLmii YyBEPEHHOCTb
B AOCTOBEPHOCTU MNOSlydaeMmblX AaHHbIX, OCYLLEeCTBNSAET MOBTOPHbIA 3anpoC AaHHbIX B Cry4vae

noTepun gaHHbIX U yCTpaHAET ny6n|/|pOBaH|/|e npu nonyvYeHnn gByx KOMWI O4HOro nakeTa.
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UDP (User Datagram Protocol / [lpoTokon aentarpaMmm nosib3oBaTens) — 3To NPOTOKON
obmMeHa AaHHbIMM C OrpaHMYEeHUSIMU Ha NepecbiflaeMble aHHbIE MO CeTU, UCMOMb3YHLLEN NMPOTOKON
IP. MpoTtokon UDP sensetcs anbtepHatuBon npotokony TCP. MNMpeumywectso npotokona UDP
COCTOMT B TOM, YTO ANs Hero HeobsasaTenbHa AoCTaBka BCEX AaHHbBIX U HEKOTOpPbIE NakeTbl MOryT
OblTb MponyLlieHbl, €ecnnm ceTb neperpyxkeHa. 3TO0 o0cobeHHO yaobHO npu  nepegadve
BMAeoMaTepuanoB B peXume pearibHOro BpeMEHW, MOCKOSIbKY He WMMeeT CMbicna MOBTOPHO

nepenaeath yCTapesLUyo MHOpPMaLIMIO, KOTopas BCe paBHO He ByaeT oToGpaxeHa.

UID (User identifier) — wugeHTucpukatop nonb3oBatens. [MpumeHntensHo kK RFID

I/I,El,eHTVIdJI/IKaLI,VIM UID moxeT o603Ha4aTb YHUKAalbHYIKO 4aCTb KOAa KapTbl A0CTYyMNa.

URL (Uniform Resource Locator / EauHbin yka3aTenb pecypcoB) — 93TO

CTaHO4apTU3NPOBaAHHbIN cnocob 3anucu afpeca pecypca B ceTu NHTepHeT.

Web-server /| Beb-cepBep — 310 cepBep, npuHumarowmn HTTP-3anpockl OT KIUEHTOB,
00bIYHO Beb-Opaysepos, u Bbigawowmi um HTTP-oTtBeTbl, 06blMHO BMecTe ¢ HTML-cTtpanuuen,

n3obpaxkeHnem, pannom, Meama-noTokoM U ApYruMu AaHHbIMMU.

Wiegand / BuraHg — npoBOgHOW uWHTEpdENC CBA3M Mexay YCTPOMCTBOM YTEHUS
naeHTndmkaTopa U KOHTPOIEepoM, LUMPOKO NPUMEHSAEMbIA B CUCTEMAaXxX KOHTPOMS U ynpaBneHns

poctynom (CKY[). MNpoTokon He nogpasymeBaeT 06paTHyH0 CBA3N U paboTaeT B OOHY CTOPOHY.

Anroputm cxatus Buaeo — 3TO METOAMKa YMEHbLUeHMs pasMepa danna umnmdposon
BMAEO3annucu nocpeacTBOM  yAaneHuss rpaduyeckmx 3feMEeHTOB, He  BOCMPUHUMaeMbIX

4yenoBe4YeCKMM rna3om.

Bepudmkauma — npouecc nNPOBEPKM WM MNOATBEPXKAEHUS KaKUX-MMOO YCNOBWUA,

anroputMoB, NPorpamm 1 Npoueayp NyTém 1x COrNoCcTaBeHUs C 3TaNOHHbIMU AaHHbLIMW.

Bblgepka — MHTepBan BpeMeHW, B TeYeHMe KOTOpPOro CBET BO3EWCTBYET Ha y4acTok
CBETOYYBCTBUTESNBHOMO MaTepuarna WM CBEeTOYYBCTBUTENbHOW MaTpuubl Ans cOobLieHus emy

onpenenéHHon aKcnosnunn.

M,quTM(bMKaLIMFI — npoueaypa BblABNEHUA YHUKAIbHbIX MPU3HAKOoB obbekTta Cc uenbko

BbIABIIEHUA HANM4na permcrtpaunn obbekTa B cucteme no ero I/I,D,eHTVI(*)VIKaTOpy.

Kopek — B cuctemax cBs3u kogek — 3710 0bbl4HO koaep/aekoaep. Kogekn ncnonb3yotcs B
WHTErpMpOBaHHbIX LENsX WM MUKpOCXeMax [Aans npeobpas3oBaHMs aHaroroBblX BMOEO- WU
ayavocurHanos B Lmdposon cdopmat and nocrnegyowen nepegadn. Kogek takke npeobpasyet
npyHMMaemMble UMPOBbIE CUrHanbl B aHanorosbin doopmaT. TepmuH «Kogek» Takke MOXeT
OTHOCUTBCH K KOMMpeccun/gekoMmnpeccun, n B 3TOM criydae oH OBblMHO O3HA4yaeT anroputMm unm

KOMMNbIOTEPHYO NporpamMmMmy ana ymeHblleHnsA obbema (*)aI;IJ'IOB n nporpamMm.
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Hopmaano 3adMKHYTblIe KOHTAKTbl — TakKad KOHCTPYKUUA AaT4yuKa, KOTopasd B NnaCCUBHOM

COCTOAHUN NMeeT 3aMKHYTble KOHTaKTbl, @ B aKTUBHOM — Pa30OMKHYTbI€E.

HopmanbHO pa3oMKHyTble (HOPManbHO OTKPbITbIE) KOHTaKTbl — Takasi KOHCTPYKLUS
AaTymka, KoTopasi B MacCUMBHOM COCTOSIHUM MMEET Pa3OMKHYTble KOHTaKTbl, 8 B aKTMBHOM —

3aMKHYTbI€E.

OwunbkKa BTOPOro poga — B CUCTEMaX pacro3HaBaHWs N1, CUTyauusl, Korga pesyrnbTaTom
naeHtTudmrkaumm obbekTa aBnAeTca NnoxHoe oTknoHeHne. Owmnbka BTOPOro poaa roBopuT O TOM,

4yTO 3apeFI/ICTpI/IpOBaHHbIl7I YyernoBek 6bin ownboYHO OTBEPrHyT.

Ownbka nepBoOro poaa — B CUCTeMax pacrno3HaBaHuA nuy, CUTyauund, Korga pe3dynbtatom
I/I,EI,eHTVId)MKaLI,VIM obbekTa sIBnsieTcs NoXHoe pacno3HaBaHue. Owmnbka nepsoro poga rosoput o

TOM, 4YTO l-Iy)I(OIZ YyenoBek Obin oLWNboYHO NPUHAT 3a 3aperncTpmnpoBaHHOro.

lNMukcenb — 3TO 0gHA M3 MHOXECTBA TOYEK, COCTaABNAOLLMX Ll,l/l(prBoe M306pa>KeH|/|e. LlBeT

N MHTEHCUBHOCTb KaXXOO0ro NMKcerd CoCTaBdeT KPpOLUEeYHY0 obnactb |/|306pa>KeH|/|9|.

MpoTtokon — cTaHOapT, onpedensiowMin noBedeHWe YHKUMOHamNbHbIX OroKoB npu
nepenave AaHHbIX. DopManuaoBaHHble NpaBuna, onpeaensoLLme nocrnenoBaTenbHOCTb U popmat
COODGLLIEHNIA, KOTOPbLIMM OOMEHMBAIOTCA CETEBbIE KOMMOHEHTI, NeXallne Ha OQHOM YPOBHE, HO B

pasHbIX y3nax.

PaspelleHne nM3obpaxeHUsa — 3TO KONMYECTBO MUKCENEN (TOYEK) Ha eauHuLy nrowagun
n3o6paxeHus. Mamepsetcst B Meranukcensax unm otobpaxaeTtcsi B BuAe ABYX BENUYUH — BbICOTbI U

LLUNPUHbI V|3o6pa>Keva. BricoTta u LMPpUHa Takke B JaHHOM clny4yae N3MepAroTCA B NMUKCENAX.

TepmuHan poctyna — 3TO OMEKTPOHHOE YCTPOWCTBO, MNpeAdHa3HaydeHHoe  Ans
OCYLLIECTBIEHNA KOHTPONA AOCTyna Ha Kakom-nnbo obbekt (kunom gom, odpuc v ap.). Jluuo,
Xenatoulee nonyynTb AOCTYN Ha OOBEKT, OOIMKHO NPOWTU MAEHTUMKALMIO NO ONpeaeneHHbIM
npu3Hakam 4epe3 TepMUHan AocTyna. YCTPOMCTBO MOHTUPYETCA Ha Toykax mnpoxoda (Ha
TYPHMKETaX, OKOMO ABEepen) U MNOAKMYaeTCs K 3NEKTPOHHOMY 3aMKy WIN KOHTPOMNEepy TOYKM
npoxoga. NMomMumMo pyHKLMIN KOHTPONSA AOCTyMna YCTPOMCTBO NO3BONSET BECTU BUAeOHabnoaeHne

3a TeppuUTOpUEi C NOMOLLIbIO BCTPOEHHOW BMUaeOKamMepbl.
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